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URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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New CVSS v3.0 Metrics Added to KnowledgeBase API

APIs affected /api/2.0/fo/knowledge_base/vuln/
New or Updated API Updated
DTD or XSD changes Yes

We updated the CVSS v2 and CVSS v3 sections of the KnowledgeBase API output. For both
CVSS v2 and CVSS v3 we added the vector string. For CVSS v3 we renamed, added and
removed metrics to match the CVSS v3 standard.

Update for CVSS v2:

- Added VECTOR STRING. This string captures the scores of individual metrics obtained
for a vulnerability. For example: CVSS:2.0/AV:N/AC:H/Au:N/C:P/I:N/A:N/E:POC/RL:OF/RC:C.

Updates for CVSS v3:

- Added VECTOR STRING. This string captures the scores of individual metrics obtained
for a vulnerability. For example:
CVSS:3.0/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I.:N/A:N/E:P/RL:O/RC:C

Note - Vector strings for CVSS v2 and v3 will not appear if scores for any of the base
metrics is 0 or null. The individual tags of base metrics with value 0 are not shown in
output. For example, if CONFIDENTIALITY impact is O then output will not show the tag.

- Added PRIVILEGES REQUIRED. This metric represents the privileges required by an
attacker in order to exploit the vulnerability. Possible values: 1 (None), 2 (Low), 3 (High)

- Added USER INTERACTION. This metric represents the user interactions required to
exploit the vulnerability. Possible values: 1 (None), 2 (Required)

- Added SCOPE. This metric represents the impact on other components due to a
vulnerability. Possible values: 1 (Unchanged), 2 (Changed)

- Added EXPLOIT CODE MATURITY. This metric represents the probability of exploiting a
vulnerability based on the maturity of exploit code. Possible values: 4 (High), 3
(Functional), 2 (Proof of Concept), 1 (Unproven), O (Not Defined)

- Renamed ACCESS VECTOR to ATTACK VECTOR under CVSS v3 (not changed under CVSS
v2). This metric represents network, local or physical access required to exploit a
vulnerability. Possible values: 1 (Network), 2 (Adjacent Network), 3 (Local) and 4 (Physical)

- Renamed ACCESS COMPLEXITY to ATTACK COMPLEXITY under CVSS v3 (not changed
under CVSS v2). This metric measures specialized access conditions required to exploit a
vulnerability. Possible values: 1 (Low), 2 (High)

- Removed AUTHENTICATION and EXPLOITABILITY under CVSS v3 since these metrics
only apply to CVSS v2.
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Sample - List vulnerabilities from the KnowledgeBase

API request:

curl -u "user:password" -H "X-Requested-Wth: Curl" -X "PCST"

-d "action=list&details=Al"

"https://qual ysapi.qualys. conifapi/2.0/fol know edge_base/vuln/" >
out put . t xt

XML output:

"https://qual ysapi.qualys. confapi/2.0/fol know edge_base/ vul n/ know edge_ba
se_vuln_list_output.dtd">
<VULN>
<Q D>38626</ Q D>
<CVSS>
<BASE>2. 6</ BASE>
<TEMPORAL>2</ TEMPORAL >
<VECTOR_STRI NG
CVSS: 2. 0/ AV: N AC.H Au: N C.P/1: NA N E: POC RL: OF/ RC: C
</ VECTOR_STRI NG>
<ACCESS>
<VECTOR>3</ VECTOR>
<COVPLEXI TY>3</ COVPLEXI TY>
</ ACCESS>
<| MPACT>
<CONFI DENTI ALI TY>2</ CONFI DENTI ALI TY>
<I NTEGRI TY>1</ | NTEGRI TY>
<AVAI LABI LI TY>1</ AVAI LABI LI TY>
</ | MPACT>
<AUTHENTI CATI ON>1</ AUTHENTI CATI ON>
<EXPLO TABI LI TY>2</ EXPLO TABI LI TY>
<REMEDI ATI ON_LEVEL>1</ REMEDI ATI ON_LEVEL>
<REPORT_CONFI DENCE>3</ REPORT _CONFI DENCE>
</ CVSS>
<CVSS_V3>
<BASE>5. 9</ BASE>
<TEMPORAL>5. 3</ TEMPCRAL >
<VECTOR_STRI NG
CVSS: 3.0/ AV NACHPR NU:NSSUCHI:NANEPRLORCC
</ VECTOR_STRI NG>
<ATTACK>
<VECTOR>1</ VECTOR>
<COVPLEXI TY>2</ COVPLEXI TY>
</ ATTACK>
<| MPACT>
<CONFI DENTI ALI TY>3</ CONFI DENTI ALI TY>
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<| NTEGRI TY>1</ | NTEGRI TY>

<AVAI LABI LI TY>1</ AVAI LABI LI TY>
</ | MPACT>
<PRI VI LEGES_REQUI RED>1</ PRI VI LEGES_REQUI RED>
<USER_| NTERACTI ON>1</ USER | NTERACTI ON>
<SCOPE>1</ SCOPE>
<EXPLO T_CODE_MATURI TY>2</ EXPLO T_CODE_MATURI TY>
<REMEDI ATl ON_LEVEL>1</ REMEDI ATl ON_LEVEL>
<REPORT_CONFI DENCE>3</ REPORT _CONFI DENCE>

</ CVSS_V3>

Updated DTD:
<platformURL>/api/2.0/fo/knowledge_base/vuln/knowledge_base_vuln_list_output.dtd
We updated the DTD to include the new elements (in bold).

<! ELEMENT CVSS (BASE, TEMPORAL?, VECTOR STRING?, ACCESS?, | MPACT?,
AUTHENTI CATI ON?, EXPLOI TABI LI TY?, REMEDI ATI ON_LEVEL?,
REPORT_CONFI DENCE?) >

<! ELEMENT VECTOR STRI NG (#PCDATA) >

<! ELEMENT CVSS V3 (BASE, TEMPORAL?, VECTOR STRING?, ATTACK?,
| MPACT?, PRI VI LEGES REQUI RED?, USER | NTERACTI ON?, SCOPE?,
EXPLOI T_CODE_MATURI TY?, REMEDI ATI ON_LEVEL?, REPORT CONFI DENCE?) >

<! ELEMENT ATTACK (VECTOR?, COVPLEXI TY?)>

<! ELEMENT PRI VI LEGES REQUI RED (#PCDATA) >

<! ELEMENT USER | NTERACTI ON ( #PCDATA) >

<! ELEMENT SCOPE (#PCDATA) >

<! ELEMENT EXPLO T_CODE_MATURI TY (#PCDATA) >

<l-- ECF -->
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Support for Scanning ESXi Hosts on vCenter

Looking for information on this feature? Our user guide will help you run Qualys Policy
Compliance scans on your ESXi hosts through vCenter. Click here to download it.

We made API updates to support this feature:

VMware Authentication Record | vCenter Authentication Record | Option Profile API

VMware Authentication Record

APIs affected /api/2.0/fo/auth/vmware/
New or Updated API Updated
DTD or XSD changes No

You can now specify login_type=vcenter in the API request when creating and updating
VMware authentication records.

Sample - Create VMware Authentication Record

API request:

curl -H "X-Requested-Wth:curl denmp2" -u "user:password” -d
"action=create&title=Vmhare-VCenter - Aut h-

API| & ps=10. 10. 10. 110&! ogi n_t ype=vcent er &port =80"
"https://qual ysapi.qual ys. conifapi/2.0/folauth/vmare/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qual ys.confapi/ 2.0/ batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2018- 06- 28T07: 43: 58Z</ DATETI ME>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful |l y Creat ed</ TEXT>
<| D_SET>
<I D>179933</ | D>
</ | D_SET>
</ BATCH>
</ BATCH LI ST>
</ RESPONSE>
</ BATCH_RETURN>


https://www.qualys.com/docs/qualys-pc-scan-esxi-vcenter.pdf
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Sample - List VMware Authentication Record

API request:

curl -H "X-Requested-Wth:curl denp2" -u "user:password" -d
"action=list& ds=179933"
"https://qual ysapi.qual ys.conif api/2.0/fol/auth/ vimnar e/ "

XML output:

<?xm version="1.0" encodi ng="UTF-8" 7>
<! DOCTYPE AUTH VMMRE LI ST_OUTPUT SYSTEM
"https://qual ysapi.qual ys.conifapi/2.0/fo/aut h/ vimar e/ aut h_vmwar e_|
i st_output.dtd">
<AUTH VMMRE_LI ST_OUTPUT>
<RESPONSE>
<DATETI ME>2018- 06- 28T07: 44: 32Z</ DATETI ME>
<AUTH VMMRE LI ST>
<AUTH_VMMRE>
<I D>179933</ | D>
<TI TLE><! [ CDATA[ VmMar e- VCent er - Aut h- APl ] ] ></ Tl TLE>
<PORT>80</ PORT>
<SSL_VERI FY><! [ CDATA[ al | ] ] ></ SSL_VERI FY>
<| P_SET>
<l P>10. 10. 10. 110</ | P>
</ | P_SET>
<LOG N_TYPE><! [ CDATA[ vcenter]] ></LOd N_TYPE>
<NETWORK_| D>0</ NETWORK | D>
<CREATED>
<DATETI ME>2018- 06- 28T07: 43: 58Z</ DATETI ME>
<BY>user </ BY>
</ CREATED>
<LAST_MODI FI ED>
<DATETI ME>2018- 06- 28T07: 43: 58Z</ DATETI ME>
</ LAST_MODI FI ED>
</ AUTH_VMMRE>
</ AUTH_VMMARE LI ST>
</ RESPONSE>
</ AUTH_VMMRE_LI ST_OUTPUT>
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vCenter Authentication Record

APIs affected

/api/2.0/fo/auth/vcenter/

New or Updated API

DTD or XSD changes

Create, update, list and delete vCenter records for authenticating to ESXi hosts through
vCenter. Note - To create a vCenter record using API, you need to first define the vCenter -
ESXi mappings using the Ul Currently defining the mappings using API is not supported.

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1}

(Optional) Specify 1 to view (echo) input parameters in the
XML output. By default these are not included.

ids={value}

(Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value}

(Required to create record) A title for the record. The title
must be unique. Maximum 255 characters (ascii).

comments={value}

(Optional to create or update record) User defined
comments. Maximum of 1999 characters.

Login credentials

username={value}

(Required to create record, optional to update record) The
user name for a vCenter account. A maximum of 13
characters (ascii) may be specified.

password={value}

(To create record password or login_type=vault is required)
The password for a vCenter account. Maximum 13
characters (ascii).

login_type={basi c|vault}

(To create record password or login_type=vault is required)
Set to vault if a third party vault will be used to retrieve
password. Vault parameters need to be provided in the
record. See the API user guide.

port={value}

(Optional) The service communicates with ESXi web
services on port 443 and another port can be configured.
When unspecified, port 443 is used.
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Parameter Description

hosts={value} (Optional) A list of FQDNSs for the hosts that correspond to
all ESXi host IP addresses on which a custom SSL
certificate signed by a trusted root CA is installed. Multiple
hosts are comma separated.

ssl_verify={value} (Optional) Specify “all” for a complete SSL certificate
validation. Specify “skip” if the host SSL certificate is self-
signed or uses an SSL certificate signed by a custom root
CA. Specify “none” for no SSL verification.

Target Hosts

ips={value} (Required to create record) The IP address(es) the server
will log into using the record’s credentials. Multiple entries
are comma separated.

(Optional to update record) IPs specified will overwrite
existing IPs in the record, and existing IPs will be removed.

This parameter and the add_ips parameter or the
remove_ips parameter cannot be specified in the same
request.

add_ips={value} (Optional to update record) Add IPs and/or ranges to the
IPs list for this record. Multiple IPs/ranges are comma
separated.

This parameter and the ips parameter cannot be specified
in the same request.

remove_ips={value} (Optional to update record) IPs to be removed from your
record. You may enter a combination of IPs and ranges.
Multiple entries are comma separated.

This parameter and the ips parameter cannot be specified
in the same request.

network_id={value} (Optional to create or update record, and valid when the
networks feature is enabled) The network ID for the record.

Sample - Create vCenter Record
APl request:

curl -H "X-Requested-Wth:curl denp2" -u "user:password" -d
"action=createé&title=VCenter-Auth-Create

API & ps=10. 10. 10. 110&! ogi n_t ype=basi c&port =80&user nane=user nane&pa
sswor d=passwor d"

"https://qual ysapi.qual ys. conifapi/2.0/fol/auth/vcenter/"
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XML output:

<?xm version="1.0" encodi ng="UTF-8" 7>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qual ys.conlfapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2018- 06- 28T07: 47: 47Z</ DATETI ME>
<BATCH_LI| ST>
<BATCH>
<TEXT>Successful |y Created</ TEXT>
<I D_SET>
<| D>179973</ | D>
</ 1D _SET>
</ BATCH>
</ BATCH_LI| ST>
</ RESPONSE>
</ BATCH_RETURN>

Sample - Update vCenter Record
APl request:

curl -H "X-Requested-Wth:curl denp2" -u "user:password" -d
"acti on=updat e& ds=179973&add_i ps=10. 10. 10. 2-10. 10. 10. 5"
"https://qual ysapi.qual ys.conlfapi/2.0/fol/auth/vcenter/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qual ys.confapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2018- 06- 28T07: 47: 47Z</ DATETI Me>
<BATCH LI ST>
<BATCH>
<TEXT>Successful | y Updat ed</ TEXT>
<| D_SET>
<I D>179973</ | D>
</ | D_SET>
</ BATCH>
</ BATCH_LI ST>
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</ RESPONSE>
</ BATCH_RETURN>

Sample - Delete vCenter Records

API request:

curl -H "X-Requested-Wth:curl denp2" -u "user:password" -d
"acti on=del et e& ds=179973"
"https://qual ysapi.qual ys.confapi/2.0/fol/auth/vcenter/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" 7>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qual ys.confapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2018- 06- 28T07: 47: 47Z</ DATETI ME>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful |y Del et ed</ TEXT>
<| D_SET>
<| D>179973</ | D>
</ | D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>

Sample - List vCenter Records

API request:

curl -H "X-Requested-Wth: curl denp2" -u "user:password" -d
"action=list& ds=179973"
"https://qual ysapi.qual ys. conl api/2.0/fo/auth/vcenter/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" 7>

<! DOCTYPE AUTH_VCENTER_LI ST_QUTPUT SYSTEM

"https://qual ysapi.qual ys. conifapi/2.0/fo/auth/vcenter/auth_vcenter
_list_output.dtd">

11
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<AUTH_VCENTER_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 06- 28T07: 48: 13Z</ DATETI ME>
<AUTH_VCENTER_LI ST>
<AUTH_VCENTER>
<| D>179973</ | D>
<TI TLE><! [ CDATA[ VCent er - Aut h- Create API]]></TI TLE>
<USERNANME><! [ CDATA[ user nane] ] ></ USERNAME>
<PORT>80</ PORT>
<SSL_VERI FY><! [ CDATA[ none] ] ></ SSL_VERI FY>
<| P_SET>
<| P>10. 10. 10. 110</ | P>
</ | P_SET>
<LOG N_TYPE><! [ CDATA[ basi c] ] ></ LOG N_TYPE>
<NETWORK | D>0</ NETWORK | D>
<CREATED>
<DATETI ME>2018- 06- 28T07: 47: 47Z</ DATETI ME>
<BY>user </ BY>
</ CREATED>
<LAST_MODI FI ED>
<DATETI ME>2018- 06- 28T07: 47: 47Z</ DATETI ME>
</ LAST_MODI FI ED>
</ AUTH_VCENTER>
</ AUTH_VCENTER _LI| ST>
</ RESPONSE>
</ AUTH_VCENTER_LI ST_QUTPUT>

New DTD:
<platformURL>/api/2.0/fo/auth/vcenter/auth_vcenter_list_output.dtd

<l-- QUALYS AUTH_VCENTER LI ST_OUTPUT DTD -- >
<! ELEMENT AUTH_VCENTER LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETIME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME (#PCDATA) >

<! ELEMENT USER LOG N ( #PCDATA) >

<! ELEMENT RESOURCE (#PCDATA) >

<! ELEMENT PARAM LI ST ( PARAMF) >

<! ELEMENT PARAM (KEY, VALUE)>

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

12



<! ELEMENT
<! ELEMENT

WARNI NG_LI ST?,

<! ELEMENT
<! ELEMENT
HOSTS?,

| P_SET?,

Qualys Cloud Platform (VM, PC) v8.x
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POST_DATA (#PCDATA) >
RESPONSE ( DATETI ME, ( AUTH_VCENTER LI ST| | D_SET) 2,
GLOSSARY?) >

AUTH_VCENTER LI ST ( AUTH_VCENTER+) >

AUTH VCENTER (1D, TITLE, USERNAME, PORT, SSL_VERI FY,
LOG N _TYPE?, DI G TAL_VAULT?, NETWORK_| D?,

CREATED, LAST_MODI FI ED, COMVENTS?) >

<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT

DI G TAL_VAULT_TI TLE, VAULT_USERNANE?,
VAULT_SECRET_NANE?,
VAULT_EP_TYPE?,

| D (#PCDATA) >
TI TLE (#PCDATA) >
USERNAVE ( #PCDATA) >

PORT (#PCDATA) >
SSL_VERI FY (#PCDATA) >
HOSTS ( HOST+) >

HOST (#PCDATA) >

| P_SET (1P| |P_RANGE) +>

| P (#PCDATA) >

| P_RANGE ( #PCDATA) >

LOG N_TYPE (#PCDATA) >
NETWORK_| D ( #PCDATA) >
CREATED ( DATETI ME, BY) >

BY (#PCDATA) >

LAST_MODI FI ED ( DATETI ME) >
COWNVENTS ( #PCDATA) >

WARNI NG LI ST ( WARNI NG#) >
WARNI NG ( CODE?, TEXT, URL?,
CODE ( #PCDATA) >

TEXT (#PCDATA) >

URL (#PCDATA) >

| D_SET (I D| | D_RANGE) +>

| D_RANGE (#PCDATA) >
GLOSSARY (USER LI ST?) >
USER LI ST (USER#) >

USER (USER LOG N, FIRST_NAMVE, LAST NAVE) >
FI RST_NAME (#PCDATA) >

LAST _NAME (#PCDATA) >

| D_SET?) >

DI G TAL_VAULT (DI G TAL_VAULT I D, DI G TAL_VAULT_TYPE,

VAULT_SYSTEM NAME?, VAULT_EP_NAVE?,
VAULT_EP_CONT?, VAULT_NS TYPE?, VAULT_NS_NAVE?,

VAULT_ACCOUNT_NANE?) >
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<! ELEMENT DI d TAL_VAULT_I D (#PCDATA) >
<I ELEMENT DI G TAL_VAULT_TYPE (#PCDATA) >
<I ELEMENT DI G TAL_VAULT_TI TLE (#PCDATA) >
<! ELEMENT VAULT_USERNANE (#PCDATA) >

<! ELEMENT VAULT_FOLDER (#PCDATA) >

<! ELEMENT VAULT_FI LE (#PCDATA) >

<! ELEMENT VAULT_SECRET_NAME (#PCDATA) >
<! ELEMENT VAULT_SYSTEM NANME (#PCDATA) >
<! ELEMENT VAULT_EP_NAME (#PCDATA) >

<I ELEMENT VAULT_EP_TYPE (#PCDATA) >

<! ELEMENT VAULT_EP_CONT (#PCDATA) >

<! ELEMENT VAULT_NS TYPE (#PCDATA) >

<! ELEMENT VAULT_NS_ NAME (#PCDATA) >

<! ELEMENT VAULT_ACCOUNT_NAME (#PCDATA) >
<l-- EOF -->

Option Profile API

APIs affected /api/2.0/fo/subscription/option_profile
New or Updated API Updated
DTD or XSD changes No

The vCenter map authentication option in the option profile, required to run an
automated discovery scan (map) of ESXi hosts, can be set using the option profile APIL

You can now specify map_authentication=vCenter in the API request when creating and
updating VM option profiles. You an also set this to VMware-ESXi or none. Similarly, when
importing option profiles, the <MAP_AUTHENTICATION> tag can be set to vCenter.

Sample - Update option profile

API request:

curl -u "USERNAME: PASSWORD' -H " X-Requested-Wth:curl" -X POST
"action=updat e& d=25121&map_aut henti cati on=vCenter"

"http://qual ysapi.qual ys.com api /2. 0/fol subscription/option_profil
e/vm "

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"http://qual ysapi.qualys.com api/2.0/sinple_return.dtd">

14
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<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2018- 04- 26T09: 51: 157</ DATETI ME>
<TEXT>Option profile successfully updated. </ TEXT>
<| TEM LI ST>
<| TEM>
<KEY>| D</ KEY>
<VALUE>25121</ VALUE>
</ | TEM>
</ TEM LI ST>
</ RESPONSE>
</ SI MPLE_RETURN>

Sample - Import option profile

API request:

curl -H "X-Requested-Wth:curl denp2" -u "USERNAME: PASSWORD' - H
Content - Type:text/xm --data-binary "@root/nyfile.xm"
"https://qual ysapi.qual ys. conifapi/2.0/fol/ subscription/option_profi
| e/ ?acti on=i nport

Note - "myfile.xml" contains the request POST data.

Request POST data:

</ VULNERABI LI TY_DETECTI O\>
<ADDL_CERT DETECTI ON>0</ ADDL_CERT DETECTI ON>
<Dl SSOLVABLE_AGENT>
<Dl SSOLVABLE AGENT ENABLE>0</ DI SSOLVABLE AGENT ENABLE>

<W NDOW5_SHARE_ENUNMERATI ON_ENABLE>0</ W NDOWNS_SHARE ENUVMERATI ON_ENA
BLE>
</ DI SSOLVABLE_ AGENT>
</ SCAN>
<NAP>
<BASI C_| NFO_GATHERI NG_ON>al | </ BASI C_| NFO_GATHERI NG_ON>
<TCP_PORTS>
<TCP_PORTS_STANDARD_SCAN>1</ TCP_PORTS_STANDARD SCAN>
</ TCP_PORTS>
<UDP_PORTS>
<UDP_PORTS_STANDARD SCAN>1</ UDP_PORTS_ STANDARD SCAN>
</ UDP_PORTS>
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<MAP_OPTI ONS>
<PERFORM LI VE_HOST SWEEP>1</ PERFORM LI VE_HOST SWEEP>
<DI SABLE_DNS TRAFFI C>0</ DI SABLE_DNS TRAFFI C
</ MAP_OPTI ONS>
<MAP_ PERFORMANCE>
<OVERALL_PERFORMANCE>Cust onk/ OVERALL _PERFORMANCE>
<MAP_PARALLEL>
<EXTERNAL SCANNERS>4</ EXTERNAL SCANNERS>
<SCANNER APPL| ANCES>4</ SCANNER_APPLI| ANCES>
<NETBLOCK_SI ZE>65536 | Ps</ NETBLOCK_SI ZE>
</ MAP_PARALLEL>
<PACKET_DELAY>Long</ PACKET DELAY>
</ MAP_ PERFORNVANCE>
<MAP_AUTHENTI CATI ON>vCent er </ MAP_AUTHENTI CATI ON>
</ MAP>
<ADDI Tl ONAL>
<HOST_DI SCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</ STANDARD SCAN>

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qual ys.confapi/2.0/sinple _return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2018- 05- 03T08: 33: 58Z</ DATETI Me>
<TEXT>Successfully inported Option profile for the subscription
I d nnnnnn</ TEXT>
<| TEM LI ST>
<| TEM>
<KEY>329725</ KEY>
<VALUE>OP for_vCenter authentication for ESX/ ESXi host
di scover y</ VALUE>
</ | TEM>
</ TEM LI ST>
</ RESPONSE>
</ SI MPLE_RETURN>
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SCAP Last Scanned Date for Asset Search

APIs affected /api/2.0/fo/asset/host/?action=list
New or Updated API Updated
DTD or XSD changes Yes

We have now introduced two new parameters to filter SCAP last scanned date when you
download a list of hosts, based on the scan data available in the user’s account.

You can now use two new parameters: scap_scan_since or no_scap_scan_since in the API
request.

Input Parameters

Parameter Description
action={list} (Required)
scap_scan_since={date} (Optional) Show hosts that were last scanned for

SCAP since a certain date and time. Hosts

that were the target of a SCAP scan since the

date/time will be shown. This parameter is invalid for an
Express Lite user. Valid date format is: YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT), like

“2018-07-01" or “2018-01-25T23:12:00Z".

no_scap_scan_since={date}  (Optional) Show hosts not scanned for SCAP since a certain
date and time. This parameter is invalid for an Express Lite
user. Valid date format is: YYYY-MM-DD[THH:MM:SSZ]
format (UTC/GMT), like
“2018-07-01" or “2018-01-25T23:12:00Z".

Sample 1

Let us view the SCAP last scanned date without any filter for a host with 10.10.10.42 IP
address.

API request:

curl -u "usernane: password" -H "X-Requested-Wth:
"http://qual ysapi.qual ys.conlapi/2.0/fol/asset/host/?action=list&
i ps=10. 10. 10. 42&det ai | s=Al | "

XML output:

<?xm version="1.0" encodi ng="UTF-8" 7>
<! DOCTYPE HOST_LI ST_QUTPUT SYSTEM
"https://qual ysapi.qual ys. confapi/2.0/folasset/host/host _|ist_outp
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ut.dtd">
<HOST_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 10- 25T05: 37: 41Z</ DATETI Me>
<HOST_LI ST>
<HOST>
<I D>724310</ | D>
<l P>10. 10. 10. 42</| P>
<TRACKI NG_METHOD>1 P</ TRACKI NG_METHOD>
<NETWORK | D>0</ NETWORK | D>
<DNS>
<! [ CDATA[ 10- 10- 10- 42. bogus. tld]]>
</ DNS>
<NETBI Cs>
<![ CDATA[ SYS_10_10_10_42]]>
</ NETBI OS>
<0S>
<! [ CDATA[ W ndows 8.1]]>
</ OS>
<LAST_COVPLI ANCE_SCAN_DATETI ME>2018- 10-
24T07: 00: 36Z</ LAST_COWVPLI ANCE_SCAN_DATETI Me>
<LAST_SCAP_SCAN_DATETI ME>2018- 08-
29T08: 44: 547</ LAST_SCAP_SCAN_DATETI Me>
</ HOST>
</ HOST_LI ST>
</ RESPONSE>
</ HOST_LI ST_QOUTPUT>

Sample 2
Let us view the hosts that were last scanned for SCAP since a certain date and time.

API request:

curl -u "usernane: password" -H "X-Requested-Wth:"
"https://qual ysapi.qual ys. conifapi/2.0/folasset/ host/?action=list&i
ps=10. 10. 10. 42&det ai | s=Al | &cap_scan_si nce=2018- 08- 29"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE HOST_LI ST_QUTPUT SYSTEM

"https://10.114. 69. 157: 46445/ api / 2. 0/ f o/ asset/ host/ host _|i st _out pu
t.dtd">
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<HOST_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 10- 25T05: 39: 13Z</ DATETI ME>
<HOST_LI ST>
<HOST>
<I D>724310</ | D>
<l P>10. 10. 10. 42</| P>
<TRACKI NG_METHOD>1 P</ TRACKI NG_METHOD>
<NETWORK | D>0</ NETWORK | D>
<DNS>
<! [ CDATA[ 10- 10- 10-42. bogus. tld]]>
</ DNS>
<NETBI Cs>
<!'[ CDATA[ SYS_10_10_10_42]]>
</ NETBI OS>
<0OS>
<! [ CDATA[ W ndows 8.1]]>
</ OS>
<LAST_COVPLI ANCE_SCAN_DATETI ME>2018- 10-
24T07: 00: 36Z</ LAST_COWPLI ANCE_SCAN_DATETI Me>
<LAST_SCAP_SCAN_DATETI ME>2018- 08-
29T08: 44: 547</ LAST_SCAP_SCAN_DATETI Me>
</ HOST>
</ HOST_LI ST>
</ RESPONSE>
</ HOST_LI ST_QUTPUT>

Sample 3
Let us view the hosts that were not scanned for SCAP since a certain date and time.

API request:

curl -u "usernane: password" -H "X-Requested-Wth:"
"https://qual ysapi.qual ys. confapi/2.0/folasset/host/?action=list&
i ps=10. 10. 10. 42&det ai | s=Al | &1o_scap_scan_si nce=2018- 08- 30"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE HOST_LI ST_OQUTPUT SYSTEM

"https://10.114. 69. 157: 46445/ api / 2. 0/ f o/ asset/ host/ host |ist_outpu
t.dtd">
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<HOST_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 10- 25T05: 46: 03Z</ DATETI ME>
<HOST_LI ST>
<HOST>
<I D>724310</ | D>
<l P>10. 10. 10. 42</| P>
<TRACKI NG_METHOD>1 P</ TRACKI NG_METHOD>
<NETWORK | D>0</ NETWORK | D>
<DNS>
<! [ CDATA[ 10- 10- 10- 42. bogus. tld]]>
</ DNS>
<NETBI Cs>
<![ CDATA[ SYS_10_10_10_42]]>
</ NETBI OS>
<0s>
<! [ CDATA[ W ndows 8.1]]>
</ OS>
<LAST_COWVPLI ANCE_SCAN_DATETI ME>2018- 10-
24T07: 00: 36Z</ LAST_COWVPLI ANCE_SCAN_DATETI Me>
<LAST_SCAP_SCAN_DATETI ME>2018- 08-
29T08: 44: 54Z</ LAST_SCAP_SCAN_DATETI ME>
</ HOST>
</ HOST_LI ST>
</ RESPONSE>
</ HOST_LI ST_QUTPUT>

Sample 4: Asset Search Report

API request:

curl -u "usernane: password" -H "X-Requested-Wth:"

"acti on=sear ch&out put _fornmat =xm &asset groups=W nodws+7+Scapé&l ast _
scap_scan_days=300& ast _scap_scan_nodi fi er=wi t hi n"

"https://qual ysapi.qual ys.confapi/2.0/fol/ report/asset/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" 7>

<! DOCTYPE ASSET_SEARCH REPORT SYSTEM
"https://qual ysapi.qual ys.conf asset_search_report_v2.dtd">
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<ASSET_SEARCH_REPORT>
<HEADER>
<COVPANY><! [ CDATA[ qual ys] ] ></ COVPANY>
<USERNAVE>POC Manager </ USERNAME>
<GENERATI ON_DATETI ME>2018- 11- 06 T0O0: 42: 13Z</ GENERATI ON_DATETI ME>
<TOTAL>26</ TOTAL>
<FI LTERS>
<ASSET_GROUPS>
<ASSET_GROUP_TI TLE><! [ CDATA] W nodws 7
Scap] ] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUPS>
<FI LTER_LAST_SCAP_SCAN_DATE><! [ CDATAl Wt hi n
300] ] ></ FI LTER_LAST_SCAP_SCAN_DATE>
</ FI LTERS>
</ HEADER>

<HOST_LI ST>
<HOST>
<| P><! [ CDATA[ 10. 10. 10. 10] ] ></ | P>
<TRACKI NG_METHOD>| P addr ess</ TRACKI NG_METHOD>
<DNS><! [ CDATA[ bri dge. qual ys. coni ] ></ DNS>
<NETBI OS><! [ CDATA] W N7- 10- 10] ] ></ NETBI OS>
<OPERATI NG_SYSTEM><! [ CDATA{Wndows 7 U tinmate 64 bit Edition
Servi ce Pack 1]]></ OPERATI NG_SYSTEM>
<0OS_CPE><![ CDATA|[ cpe:/ o0: m crosoft:w ndows_7::spl: x64-
ultimte:]]></O5_CPE>
<LAST_SCAN_DATE>2018- 10- 18T20: 55: 10Z</ LAST_SCAN_DATE>
<LAST_COWPLI ANCE_SCAN_DATE>2018- 09-
14T21: 57: 53Z</ LAST_COVPLI ANCE_SCAN_DATE>
<LAST_SCAP_SCAN_DATE>2018- 08-
28T10: 57: 06Z</ LAST_SCAP_SCAN_DATE>
<FI RST_FOUND_DATE>2018- 04- 03T23: 18: 26Z</ FI RST_FOUND_DATE>
</ HOST>

DTD Update:
<platformURL>/api/2.0/fo/asset/host/host_list_output.dtd

<I'-- QUALYS HOST_QUTPUT DTD -- >
<! ELEMENT HOST_LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT HOST (1D, 1P?, TRACKI NG METHOD?, NETWORK_I D?,
DNS?, EC2_| NSTANCE | D?, NETBI OS?, 0S?, QG HOSTI D?,
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TAGS?, METADATA?, LAST_VULN_SCAN_DATETI ME?,
LAST_VM _SCANNED_DURATI ON?,

LAST_VM AUTH_SCANNED DATE?, LAST_VM AUTH_SCANNED_DURATI ON?,
LAST_COMPLI ANCE_SCAN_DATETI ME?, LAST_SCAP_SCAN DATETI ME?, OWKNER?,

LAST_VM SCANNED_DATE?,

COMMENTS?,
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

USER_DEF?, ASSET_GROUP_| DS?) >
| D (#PCDATA) >
| P (#PCDATA) >
TRACKI NG_METHOD ( #PCDATA) >
NETWORK_| D ( #PCDATA) >
DNS (#PCDATA) >
EC2_| NSTANCE_| D ( #PCDATA) >
NETBI OS ( #PCDATA) >
OS (#PCDATA) >
QG _HOSTI D (#PCDATA) >
TAGS (TAG) >
TAG (TAG | D?, NAME?) >
TAG | D (#PCDATA) >
NAVE (#PCDATA) >
LAST_VULN_SCAN_DATETI ME (#PCDATA) >
LAST VM SCANNED DATE ( #PCDATA) >
LAST_VM SCANNED DURATI ON ( #PCDATA) >
LAST_VM AUTH_SCANNED _DATE (#PCDATA) >
LAST_VM AUTH_SCANNED DURATI ON ( #PCDATA) >
LAST_COMPLI ANCE_SCAN_DATETI ME ( #PCDATA) >

<! ELEMENT LAST_SCAP_SCAN DATETI ME (#PCDATA) >

<! ELEMENT

OMER ( #PCDATA) >
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Host List Detection API - New Filters for Last Detection Tested
Date

APIs affected /api/2.0/fo/asset/host/vim/detection
New or Updated API Updated
DTD or XSD changes No

The Host List Detection API includes 4 new filters based on when detections were last
tested on a host (as part of a full scan or partial scan). You can filter the list to show
detections tested since or before a particular date or number of days. The XML output
already includes the LAST TEST DATETIME.

New input parameters are described below.

Parameter Description
detection_last_tested_since= (Optional) Show only detections that were last tested on or
{date} after a certain date and time. Valid date formatis: YYYY-

MM-DD[THH:MM:SSZ] format (UTC/GMT), like
“2018-07-01" or “2018-01-25T23:12:00Z".

You can use this parameter in conjunction with
detection_last_tested_before or
detection_last_tested_before_days to limit the detections
shown to a date range.

This parameter cannot be specified in the same request as
detection_last_tested_since_days.

detection_last_tested_since_da (Optional) Show only detections that were last tested
ys={value} within the number of days you specify. For example, show
detections last tested in the past 10 days.

You can use this parameter in conjunction with
detection_last_tested_before or
detection_last_tested_before_days to limit the detections
shown to a specific date range.

This parameter cannot be specified in the same request as
detection_last_tested_since.
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Parameter Description
detection_last tested_before= (Optional) Show only detections that were last tested
{date} before a certain date and time. Valid date format is: YYYY-

MM-DD[THH:MM:SSZ] format (UTC/GMT), like
“2018-07-01" or “2018-01-25T23:12:00Z”.

You can use this parameter in conjunction with
detection_last_tested_since or
detection_last_tested_since_days to limit the detections
shown to a specific date range.

This parameter cannot be specified in the same request as
detection_last_tested_before_days.

detection_last_tested_before_d (Optional) Show only detections that were last tested
ays={value} before the number of days you specify. For example, show
detections last tested more than 30 days ago.

You can use this parameter in conjunction with
detection_last_tested_since or
detection_last_tested_since_days to limit the detections
shown to a specific date range.

This parameter cannot be specified in the same request as
detection_last_tested_before.

Sample - Show Detections Last Tested Before Date
In this example, the output will only include detections last tested before July 15, 2018

API request:

curl -H "X-Requested-Wth:curl denp2" -u "user:password" -d
"action=list&network i ds=1000&st at us=Acti ve, Fi xed, New, Re-

Opened&i ps=10. 10. 10. 10&det ecti on_| ast _tested_before=2018-07- 15"
"https://qual ysapi.qual ys. conf api/2.0/folasset/host/vnf detection/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" 7>
<! DOCTYPE HOST_LI ST_VM DETECTI ON_OUTPUT SYSTEM
"https://qual ysapi.qual ys.conlf api/2.0/fol asset/host/vm detection/h
ost _list_vmdetection_output.dtd" >
<HOST_LI ST_VM DETECTI ON_OUTPUT>
<RESPONSE>
<DATETI ME>2018- 10- 25T04: 51: 46Z</ DATETI ME>
<HOST_LI ST>
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<HOST>
<I D>736670</ | D>
<| P>10. 10. 10. 10</| P>
<TRACKI NG_METHOD>| P</ TRACKI NG_METHOD>
<NETWORK | D>1000</ NETWORK_| D>
<OS><! [ CDATA[ Li nux 2. 2-2.6]]></0s>
<NETBI OS><! [ CDATA[ STORE123] ] ></ NETBI OS>
<LAST_SCAN_DATETI ME>2018- 07-
13T06: 28: 15Z</ LAST_SCAN_DATETI Me>
<LAST_VM SCANNED DATE>2018-07-
13T06: 26: 02Z</ LAST_VM SCANNED DATE>
<LAST_VM SCANNED DURATI ON>300</ LAST_VM SCANNED_ DURATI ON>
<DETECTI ON_LI ST>
<DETECTI ON>
<Q D>12500</ Q D>
<TYPE>Pot ent i al </ TYPE>
<SEVERI TY>3</ SEVERI TY>
<SSL>0</ SSL>
<RESULTS><! [ CDATAl| Q D: 12500 detected on port 80 over
TCP - Apache/2.2.14 (Ubuntu)Q D: 12500 detected on port 443 over
TCP - Apache/ 2.2.14 (Ubuntu)]]></RESULTS>
<STATUS>New</ STATUS>
<FI RST_FOUND_DATETI ME>2018- 07-
13T06: 26: 02Z</ FI RST_FOUND_DATETI ME>
<LAST_FOUND_DATETI ME>2018-07-
13T06: 26: 02Z</ LAST_FOUND_DATETI Me>
<TlI MES_FOUND>1</ TI MES_FOUND>
<LAST_TEST_DATETI ME>2018- 07-
13T06: 26: 02Z</ LAST_TEST_DATETI Me>
<LAST_UPDATE_DATETI ME>2018- 07-
13T06: 28: 15Z</ LAST_UPDATE_DATETI ME>
<| S | GNORED>0</ | S_| GNORED>
<|I S DI SABLED>0</1 S DI SABLED>

<LAST_PROCESSED DATETI ME>2018- 07-
13T06: 28: 15Z</ LAST_PROCESSED DATETI ME>

</ DETECTI ON\>

<DETECTI ON>
<Q D>12529</ Q D>
<TYPE>Pot ent i al </ TYPE>
<SEVERI TY>3</ SEVERI TY>
<SSL>0</ SSL>
<RESULTS><! [ CDATA[ Q D: 12529 detected on port 80 over
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TCP - Apache/2.2.14 (Ubuntu)Q D. 12529 detected on port 443 over
TCP - Apache/2.2.14 (Ubuntu)]]></RESULTS>

<STATUS>New</ STATUS>
<FI RST_FOUND_DATETI ME>2018- 07-
13T06: 26: 02Z</ FI RST_FOUND_DATETI ME>
<LAST_FOUND_DATETI ME>2018- 07-
13706: 26: 02Z</ LAST_FOUND_DATETI ME>
<TI MES_FOUND>1</ TI MES_FOUND>
<LAST_TEST_DATETI ME>2018- 07-
13T06: 26: 02Z</ LAST_TEST_DATETI ME>

<LAST_UPDATE_DATETI ME>2018- 07-
13T06: 28: 15Z</ LAST_UPDATE_DATETI ME>
<I'S_| GNORED>0</ | S_| GNORED>
<I'S DI SABLED>0</ | S_DI SABLED>
<LAST_PROCESSED DATETI ME>2018- 07-
13T06: 28: 157</ LAST_PROCESSED_DATETI ME>
</ DETECTI ON>

Sample - Show Detections Last Tested Since Number of Days
In this example, the output will only include detections last tested in the past 185 days.

API request:

curl -H "X-Requested-Wth:curl denp2" -u "user:password" -d
"action=list&network i ds=1000&st at us=Acti ve, Fi xed, New, Re-

Opened&i ps=10. 10. 10. 7&det ection_| ast _tested_si nce_days=185"
"https://qual ysapi.qual ys. conifapi/2.0/folasset/host/vni detection/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE HOST_LI ST_VM DETECTI ON_QUTPUT SYSTEM

"https://qual ysapi.qual ys. conf api/2.0/folasset/host/vn detection/h
ost _list_vmdetection_output.dtd">

<HOST_LI ST_VM DETECTI ON_OUTPUT>
<RESPONSE>
<DATETI ME>2018- 10- 25T04: 52: 58Z</ DATETI NE>
<HOST_LI ST>
<HOST>
<I D>736667</ | D>
<I P>10. 10. 10. 7</ | P>
<TRACKI NG _METHOD>| P</ TRACKI NG _METHOD>
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<NETWORK_| D>1000</ NETWORK_| D>
<0S><! [ CDATA[ Li nux 2. 2-2.6]]></ 05>
<NETBI OS><! [ CDATA[ STORE] ] ></ NETBI OS>
<LAST_SCAN _DATETI ME>2018- 07-
13T06: 28: 15Z</ LAST_SCAN_DATETI ME>
<LAST_VM SCANNED DATE>2018- 07-
13T06: 26: 02Z</ LAST_VM _SCANNED_DATE>
<LAST_VM SCANNED DURATI ON>300</ LAST_VM _SCANNED_DURATI ON\>
<DETECTI ON_LI ST>
<DETECTI ON>
<Q D>27000</ Q D>
<TYPE>Confi r med</ TYPE>
<SEVERI TY>2</ SEVERI TY>
<PORT>21</ PORT>
<PROTOCOL>t cp</ PROTOCCOL>
<SSL>0</ SSL>
<STATUS>New</ STATUS>
<FI RST_FOUND_DATETI ME>2018- 07-
13T06: 26: 02Z</ FI RST_FOUND_DATETI Me>
<LAST_FOUND_DATETI ME>2018- 07-
13T06: 26: 02Z</ LAST_FOUND_DATETI Me>
<TI MES_FOUND>1</ TI MES_FOUND>
<LAST_TEST_DATETI ME>2018- 07-
13T06: 26: 02Z</ LAST_TEST_DATETI Me>
<LAST_UPDATE_DATETI ME>2018- 07-
13T06: 28: 15Z</ LAST_UPDATE_DATETI ME>
<|I S | GNORED>0</ | S_| GNORED>
<I'S DI SABLED>0</ 1 S_DI SABLED>
<LAST_PROCESSED_DATETI ME>2018- 07-
13T06: 28: 15Z</ LAST_PROCESSED_DATETI ME>
</ DETECTI ON\>
<DETECTI ON>
<Q D>27001</ Q D>
<TYPE>Confi r med</ TYPE>
<SEVERI TY>2</ SEVERI TY>
<PORT>21</ PORT>
<PROTOCOL>t cp</ PROTOCCOL>
<SSL>0</ SSL>
<RESULTS><! [ CDATA[ anonynous &l t; NO PASSWORD&gt ; ftp
&l t; NO_PASSWORDEgt ; ] ] ></ RESULTS>
<STATUS>New</ STATUS>
<FI RST_FOUND_DATETI ME>2018- 07-
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13T06: 26: 02Z</ FI RST_FOUND_DATETI Me>

<LAST_FOUND_DATETI ME>2018- 07-
13T06: 26: 02Z</ LAST_FOUND_DATETI ME>
<TI MES_FOUND>1</ TI NES_FOUND>
<LAST_TEST_DATETI ME>2018- 07-
13706: 26: 02Z</ LAST_TEST_DATETI ME>
<LAST_UPDATE_DATETI ME>2018- 07-
13T06: 28: 15Z</ LAST_UPDATE_DATETI ME>
<I'S_| GNORED>0</ | S_| GNORED>
<I'S_DI SABLED>0</ | S_DI SABLED>
<LAST_PROCESSED DATETI ME>2018- 07-
13T06: 28: 15Z</ LAST_PROCESSED DATETI ME>
</ DETECTI ON>

Additional Sample Requests
Show only detections last tested on or after August 1, 2018.

curl -H "X-Requested-Wth:curl denmp2" -u "user:password" -d
"action=list&ietwork i ds=1000&st at us=Acti ve, Fi xed, New, Re-

Openedé&i ps=10. 10. 10. 7&det ecti on_| ast _tested_si nce=2018-08-01"
"https://qual ysapi.qual ys.confapi/2.0/fol/asset/host/vni detection/"

Show only detections last tested between August 1st and October 1st.

curl -H "X-Requested-Wth:curl denp2" -u "user:password" -d
"action=list&network i ds=1000&st at us=Acti ve, Fi xed, New, Re-
Opened&i ps=10. 10. 10. 7&det ection_| ast _tested_si nce=2018-08-
Ol&detection_|l ast _tested_before=2018-10-01"

"https://qual ysapi.qual ys. confapi/2.0/fol asset/host/vm detection/

Show only detections last tested between 15 days ago through 30 days ago.

curl -H "X-Requested-Wth:curl denp2" -u "user:password" -d
"action=list&network i ds=1000&st at us=Acti ve, Fi xed, New, Re-

Opened&i ps=10. 10. 10. 7&det ection_| ast _tested_si nce_days=30&detectio
n_|ast _tested before_days=15"

"https://qual ysapi.qual ys. conl api/2.0/fol asset/host/vni detection/
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OS Authentication Instance-based Technology Discovery

APIs affected /api/2.0/fo/scan/compliance
New or Updated API Updated
DTD or XSD changes Yes

We can now collect technology data using the underlying OS technology without creating
authentication records.

To list these results a new element OS_AUTH BASED_TECHNOLOGY LIST is now added to
the COMPLIANCE_SCAN DTD and COMPLIANCE_SCAN_RESULT OUTPUT DTD.

Below is the list of supported technologies:
Google Chrome

Internet Explorer (9, 10, 11)

IBM WebSphere MQ

Microsoft Office (2013, 2016)

Microsoft Office Access (2013, 2016)
Microsoft Office Excel (2013, 2016)
Microsoft Office Outlook (2013, 2016)
Microsoft Office PowerPoint (2013, 2016)
Microsoft Office Word (2013, 2016)
Mozilla Firefox

Splunk (6., 7.%)
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Sample - Scan Report (XML)
DTD Change:

<l--
<! ELEMENT
APPENDI X) >
<! ELEMENT
<! ATTLI ST
nunber
>
<! ELEMENT
<I ATTLI ST
val ue
>
<! ELEMENT
USER_| NFQ,
<! ELEMENT
<! ELEMENT

<! ELEMENT
ZI P_CODE) >
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ATTLI ST

option

>
<! ELEMENT

QUALYS COWPLI ANCE SCAN DTD -->

COWVPLI ANCE_SCAN ( HEADER, ERROR?, AUTH_SCAN | SSUES?,

ERROR (#PCDATA) >
ERROR
CDATA #| MPLI ED

KEY (#PCDATA) >
KEY
CDATA #| MPLI ED

HEADER ( NAME, GENERATI ON_DATETI ME, COVPANY_| NFO,
KEY+, ASSET_GROUPS?, OPTI ON_PROFI LE?) >

NAVE (#PCDATA) * >

GENERATI ON_DATETI ME ( #PCDATA) * >

COVMPANY_| NFO ( NAME, ADDRESS, CITY, STATE, COUNTRY,

ADDRESS ( #PCDATA) >
Cl TY (#PCDATA) >
STATE (#PCDATA) >
COUNTRY ( #PCDATA) >
ZI P_CODE (#PCDATA) >

USER | NFO ( NAME, USERNANE?,
USERNAVE ( #PCDATA) * >
ROLE (#PCDATA) * >

ROLE) >

ASSET_GROUP ( ASSET_GROUP_TI TLE) >
ASSET_GROUPS ( ASSET_GROUP+) >
ASSET_GROUP_TI TLE (#PCDATA) >

OPTI ON_PRCFI LE (OPTI ON_PROFI LE_TI TLE) >
OPTI ON_PRCFI LE_TI TLE ( #PCDATA) >

OPTI ON_PRCFI LE_TI TLE

_profile_default CDATA #l MPLI ED

AUTH_SCAN | SSUES ( AUTH_SCAN_FAI LED*,
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AUTH_SCAN_| NSUFFI Cl ENT*) >
<! ELEMENT AUTH_SCAN_FAI LED ( HOST_| NFO') >

<! ELEMENT AUTH_SCAN | NSUFFI Cl ENT ( HOST I NFO¥) >

<! ELEMENT HOST_INFO (DNS, | P, NETBIOS, |NSTANCE, CAUSE, NETWORK)>
<! ELEMENT DNS (#PCDATA) >

<! ELEMENT | P (#PCDATA) >

<! ELEMENT NETBI OS ( #PCDATA) >

<! ELEMENT | NSTANCE ( #PCDATA) >

<! ELEMENT CAUSE (#PCDATA) >

<! ELEMENT NETWORK ( #PCDATA) >

<! ELEMENT APPENDI X ( TARGET_HOSTS?, TARGET_DI STRI BUTI ON?,
AUTHENTI CATI ON?, OS_AUTH_BASED TECHNOLOGY LI ST?,

AUTH_DI SCOVERY_| NSTANCE_LI ST?,

AUTH_DI SCOVERY_| NSTANCE_NOT_FOUND_LI ST?) >

<! ELEMENT TARGET_HOSTS ( HOSTS_SCANNED?, EXCLUDED HOSTS?,
HOSTS_NOT_ALI VE?, PAUSE_CANCEL_ACTI ON?, HOSTNAME_NOT_FOUND?,
HOSTS_SCAN_ABORTED?) >

<! ELEMENT HOSTS_SCANNED ( #PCDATA) >

<! ELEMENT HOSTNAME_NOT_FOUND (#PCDATA) >

<! ELEMENT EXCLUDED HOSTS (#PCDATA) >

<! ELEMENT HOSTS_NOT_ALI VE (#PCDATA) >

<! ELEMENT HOSTS_SCAN ABORTED (#PCDATA) >

<! ELEMENT PAUSE_CANCEL_ACTI ON ( HOSTS, ACTION, BY)>

<! ELEMENT ACTI ON (#PCDATA) >

<! ELEMENT BY (#PCDATA) >

<! ELEMENT TARGET_DI STRI BUTI ON ( SCANNER+) >
<! ELEMENT SCANNER (NAME, HOSTS) >
<! ELEMENT HOSTS (#PCDATA) >

<! ELEMENT AUTHENTI CATI ON ( AUTHH#) >
<! ELEMENT AUTH_DI SCOVERY_| NSTANCE LI ST ( AUTH_DI SCOVERY_| NSTANCE*) >
<! ELEMENT AUTH_DI SCOVERY_| NSTANCE_NOT_FOUND LI ST

( AUTH_DI SCOVERY_| NSTANCE_NOT _FOUND*) >

<! ELEMENT AUTH (TYPE?, (FAILED | SUCCESS | | NSUFFI Cl ENT) +) >

<! ELEMENT TYPE (#PCDATA) >

<! ELEMENT OS_AUTH BASED_TECHNOLOGY_ LI ST (OS_AUTH BASED_ TECHNOLOGY*) >
<! ELEMENT OS_AUTH_BASED_TECHNOLOGY ( TECHNOLOGY FAM LY,
TECHNOLOGY_| NSTANCE_LI ST*) >
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<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<I ATTLI ST

<! ELEMENT
| P)>

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
< ATTLI ST

<! ELEMENT
<! ELEMENT
<! ELEMENT

<l--

XML output:
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TECHNOLOGY_FAM LY (#PCDATA) >
TECHNOLOGY_| NSTANCE LI ST ( TECHNOLOGY_| NSTANCE+) >
TECHNOLOGY_| NSTANCE ( TECHNOLOGY, | NSTANCE_ | NFO LI ST*,
I NSTANCE_| NFO_LI ST (| NSTANCE_| NFO*) >

TECHNOLOGY (#PCDATA) >

| NSTANCE_| NFO ( #PCDATA) >

| NSTANCE_| NFO key CDATA #I MPLI ED>

I P)>

AUTH_DI SCOVERY_| NSTANCE ( AUTH_TYPE, AUTH PARAM LI ST?,

AUTH_DI SCOVERY_| NSTANCE_NOT_FOUND ( AUTH_TYPE,
AUTH_PARAM LI ST ( AUTH_PARAMt) >

AUTH_TYPE (#PCDATA) >

AUTH_PARAM ( #PCDATA) >

AUTH_PARAM name CDATA #| MPLI ED>

I P)>

FAI LED (I P, | NSTANCE?) >
SUCCESS (| P, | NSTANCE?) >
| NSUFFI CI ENT (| P, | NSTANCE?) >

EOF -->

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE

COWVPLI ANCE_SCAN SYSTEM

"https://qual ysapi.qual ys. conlf conpl i ance_scan. dtd">
<COWPL| ANCE_SCAN>
<HEADER>
<NAME><! [ CDATA[ Conpl i ance Scan Resul t s]]></ NAMVE>

<CGENE|

RATI ON_DATETI ME>2018- 11-

07T00: 38: 052</ GENERATI ON_DATETI MVE>
<COVPANY_| NFO>

<NAl

ME><! [ CDATA[ Qual ys, Inc.]]></ NAME>

<ADDRESS><! [ CDATA[ 919 E Hi | | sdal e Bl vd] ] ></ ADDRESS>

<Cl TY><! [ CDATA| Fost er

City]]></CITY>

<STATE><! [ CDATA[ Cal i f or ni a] ] ></ STATE>
<COUNTRY><! [ CDATA[ Uni ted States of America]]></ COUNTRY>

<ZI

P_CODE><! [ CDATA[ 94404] ] ></ ZI P_CODE>

</ COVPANY_| NFO>

<USER_

I NFO>

<NAME><! [ CDATA[ Patri ck Slinmer]]></ NAVE>
<ROLE>Manager </ ROLE>
</ USER_| NFC>
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<KEY val ue=" COVPANY" ><! [ CDATA[ Qual ys, Inc.]]></KEY>
<KEY val ue="DATE">2018- 11- 07T00: 08: 08Z</ KEY>
<KEY val ue="TI TLE" ><! [ CDATA] ScanW t hAl | Tar get ] ] ></ KEY>
<KEY val ue="TARGET">10. 10. 30. 130, 10.10. 34. 123, 10.10. 35. 249,
10. 10. 36. 126, 10. 11.70. 116</ KEY>
<KEY val ue="EXCLUDED TARGET" ><![ CDATA[ N A] ] ></ KEY>
<KEY val ue=" DURATI ON'>00: 22: 02</ KEY>
<KEY val ue="SCAN _HOST">vs_seenu_ak-2 (Scanner 10.4.47-1,
Vul nerability Signatures 2.1.2111-1)</KEY>
<KEY val ue="NBHOST_ALI VE" >5</ KEY>
<KEY val ue="NBHOST_TOTAL" >5</ KEY>
<KEY val ue="REPORT_TYPE" >On- demand</ KEY>
<KEY val ue="OPTIONS">File Integrity Mnitoring: Enabl ed,
Scanned Ports: Targeted Scan, Hosts to Scan in Parallel - External
Scanners: 15, Hosts to Scan in Parallel - Scanner Appliances: 30,
Total Processes to Run in Parallel: 10, HTTP Processes to Run in
Parallel: 10, Packet (Burst) Delay: Medium Intensity: Nornal,
Overal |l Performance: Normal, | CMP Host Discovery, |lgnore RST
packets: O f, lIgnore firewall-generated SYN-ACK packets: O f, Do
not send ACK or SYN ACK packets during host discovery: Of</KEY>
<KEY val ue="STATUS" >FI NI SHED</ KEY>
<ASSET_GROUPS>
<ASSET_GROUP>
<ASSET_GROUP_TI TLE><! [ CDATA] AG
Gyan] ] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUP>
</ ASSET_GROUPS>
<OPTI ON_PROFI LE>
<OPTI ON_PROFI LE_TI TLE
option_profile _default="0"><![CDATA[Initial PC
Opt i ons] ] ></ OPTI ON_PRCFI LE_TI TLE>
</ OPTI ON_PROFI LE>
</ HEADER>
<APPENDI X>
<TARGET_HOSTS>
<HOSTS_SCANNED>10. 10. 30. 130, 10.10. 34.123, 10.10. 35. 249,
10. 10. 36. 126, 10.11.70. 116</ HOSTS_SCANNED>
</ TARGET_HOSTS>
<TARGET_DI STRI BUTI ON>
<SCANNER>
<NAME><! [ CDATA[ vs_seenu_ak- 2] ] ></ NAME>
<HOSTS>10. 10. 30. 130, 10.10. 34.123, 10.10. 35. 249,
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10. 10. 36. 126, 10.11.70.116</ HOSTS>
</ SCANNER>
</ TARCGET_DI STRI BUTI ON\>
<AUTHENTI CATI ON\N>
<AUTH>
<TYPE>W ndows</ TYPE>
<SUCCESS>
<l P>10. 10. 30. 130, 10.10.34.123, 10.10.36.126</1P>
</ SUCCESS>
</ AUTH>
<AUTH>
<TYPE>SSH</ TYPE>
<SUCCESS>
<| P>10. 10. 35. 249, 10.11.70.116</I1P>
</ SUCCESS>
</ AUTH>
<AUTH>
<TYPE>Apache Wb Server </ TYPE>
<SUCCESS>
<l P>10. 10. 35. 249</ | P>
<| NSTANCE><! [ CDATA[ Apache
2.4:1:/etc/httpd/ conf/httpd. conf]]></1NSTANCE>
</ SUCCESS>
</ AUTH>
<AUTH>
<TYPE>Mar i aDB</ TYPE>
<SUCCESS>
<I P>10. 10. 34. 123</ | P>
<| NSTANCE><! [ CDATA[ Port: 3306, Database Nane:
11 ></'1 NSTANCE>
</ SUCCESS>
</ AUTH>
<AUTH>
<TYPE>Tontat Server </ TYPE>
<SUCCESS>
<I P>10. 10. 35. 249</ | P>
<I NSTANCE><! [ CDATA[ Apache TC 7 (I nstance Path:
[ usr/share/tontat)]]></1 NSTANCE>
</ SUCCESS>
<SUCCESS>
<l P>10. 10. 35. 249</ | P>
<| NSTANCE><! [ CDATA[ Apache TC 8 (I nstance Pat h:
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/ opt/ apache-tontat-8. 0. 18/ rapache-tontat-8. 0. 18)]] ></ | NSTANCE>
</ SUCCESS>
<SUCCESS>
<I P>10. 10. 35. 249</ | P>
<I NSTANCE><! [ CDATA[ Apache TC 8 (I nstance Path:
/ r oot/ apache-tontat-8.5.20)]]></1 NSTANCE>
</ SUCCESS>
</ AUTH>
</ AUTHENTI CATI ON>
<OS_AUTH_BASED TECHNOLOGY_LI ST>

<0S_AUTH_BASED_TECHNOLOGY>
<TECHNOLOGY_FAM LY>| BM WebSpher e M/ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE_LI ST>
<TECHNOLOGY_I| NSTANCE>
<TECHNOLOGY>| BM WebSphere MQ (Uni x) </ TECHNOLOGY>
<I NSTANCE_| NFO_LI ST>
<I NSTANCE_| NFO key="Instal | ati on
Pat h" ><! [ CDATA[ / opt / ngni ] ></ | NSTANCE_| NFO>
</ I NSTANCE_| NFO_LI ST>
<l P>10. 11. 70. 116</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_I| NSTANCE_LI ST>
</ OS_AUTH_BASED_TECHNOLOGY>

<OS_AUTH_BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>I nt er net Expl or er </ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE_LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>I nt er net Expl orer 9</ TECHNCLOGY>
<I NSTANCE_| NFO LI ST />
<I P>10. 10. 30. 130</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>I nt er net Expl orer 10</ TECHNOLOGY>
<I NSTANCE I NFO LI ST />
<I P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>I nt er net Expl orer 11</ TECHNOLOGY>
<I NSTANCE_I NFO_LI ST />
<l P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE_LI ST>
</ OS_AUTH_BASED TECHNOLOGY>
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<0OS_AUTH BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fi ce</ TECHNOLOGY_FAM LY>
<TECHNOLOGY | NSTANCE LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice 2013</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<I P>10. 10. 34. 123</ | P>
</ TECHNOLOGY _| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice 2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<| P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY | NSTANCE LI ST>
</ OS_AUTH BASED TECHNOLOGY>
<OS_AUTH_BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fice
Access</ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Access 2013</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<| P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Access 2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<| P>10. 10. 36. 126</ | P>
</ TECHNOLOGY _| NSTANCE>
</ TECHNOLOGY_| NSTANCE LI ST>
</ OS_AUTH BASED TECHNOLOGY>
<0OS_AUTH BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fice
Excel </ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Excel 2013</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<I P>10. 10. 34. 123</| P>
</ TECHNOLOGY _| NSTANCE>
<TECHNOLOGY_| NSTANCE>
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<TECHNOLOGY>M crosoft Ofice Excel 2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<| P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE LI ST>
</ OS_AUTH _BASED TECHNOLOGY>
<0OS_AUTH BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fice
Qut | ook</ TECHNOLOGY_FAM LY>
<TECHNOLOGY | NSTANCE LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Qutl ook 2013</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<I P>10. 10. 34. 123</| P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Qutl ook 2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<I P>10. 10. 36. 126</| P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE LI ST>
</ OS_AUTH BASED TECHNOLOGY>
<OS_AUTH_BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fice
Power Poi nt </ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice PowerPoi nt
2013</ TECHNOLOGY>
<I NSTANCE_| NFO LI ST />
<| P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice PowerPoi nt
2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<| P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE LI ST>
</ OS_AUTH BASED TECHNOLOGY>
<0OS_AUTH BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fice
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Wor d</ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Wrd 2013</ TECHNOLOGY>
<I NSTANCE_I NFO_LI ST />
<l P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Wrd 2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<I P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE_LI ST>
</ OS_AUTH _BASED TECHNOLOGY>
<OS_AUTH_BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>Mozi | | a Fi r ef ox</ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE_LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>Mbzi | | a Firefox (W ndows) </ TECHNOLOGY>
<I NSTANCE I NFO LI ST />
<| P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE_LI ST>
</ OS_AUTH_BASED TECHNOLOGY>
<OS_AUTH_BASED_TECHNOLOGY>
<TECHNOLOGY_FAM LY>Spl unk</ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>Spl unk 6. x (Uni x) </ TECHNOLOGY>
<|I NSTANCE_I| NFO _LI ST>
<I NSTANCE_| NFO key="Instal | ati on
Pat h" ><! [ CDATA[ / opt / spl unk6/ spl unk] ] ></ | NSTANCE_ | NFO>
</ I NSTANCE_I NFO_LI ST>
<I P>10. 10. 35. 249</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>Spl unk 7. x (Uni x) </ TECHNOLOGY>
<|I NSTANCE_I NFO _LI ST>
<I NSTANCE_| NFO key="Instal |l ati on
Pat h" ><! [ CDATA[ / opt / spl unk] ] ></ | NSTANCE_I| NFO>
</ I NSTANCE_| NFO LI ST>
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<| P>10. 10. 35. 249</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_I| NSTANCE_LI ST>
</ OS_AUTH_BASED TECHNOLOGY>
</ OS_AUTH_BASED TECHNOLOGY_LI ST>
</ APPENDI X>
</ COVPLI ANCE_SCAN>
<! -- CONFI DENTI AL AND PROPRI ETARY | NFORMATI ON. Qual ys provides the
Qual ysGuard Service "As |Is," without any warranty of any ki nd.
Qual ys nmakes no warranty that the information contained in this

report is conplete or error-free. Copyright 2018, Qualys, Inc. //-
->
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Sample - Scan API

API request:

curl -u USERNAME: PASSWORD - H " X- Requested-Wth: Curl™
"https://qual ysapi.qual ys. conifapi/2.0/folscan/ conpl i ance/ ?
action=fetch&scan_ref=conpliance/ 1347709693. 37303" >

api Qut put ScanFet ch. t xt

DTD Change:
<! ELEMENT COWPLI ANCE_SCAN_RESULT_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >
<! ELEMENT DATETI ME (#PCDATA) >
<! ELEMENT USER LOGd N (#PCDATA) >
<! ELEMENT RESOURCE (#PCDATA) >
<! ELEMENT PARAM LI ST ( PARAMt) >
<! ELEMENT PARAM ( KEY, VALUE) >
<! ELEMENT KEY (#PCDATA) >
<! ATTLI ST KEY
val ue CDATA #I MPLI ED
>
<! ELEMENT VALUE (#PCDATA) >
<l-- if returned, POST_DATA will be urlencoded -->
<! ELEMENT POST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, COWPLI ANCE_SCAN) >
<! ELEMENT COWPLI ANCE_SCAN ( (HEADER, ERROR?, AUTH SCAN | SSUES?,
APPENDI X) +) >
<! ELEMENT ERROR (#PCDATA) >
<I ATTLI ST ERROR
nurmber CDATA #| MPLI ED
>
<! ELEMENT HEADER ( NAME, GENERATI ON_DATETI ME, COWVPANY_| NFO,
USER | NFO, KEY+, ASSET GROUPS?, OPTI ON_PROFI LE?) >
<! ELEMENT NAME (#PCDATA) * >
<! ELEMENT GENERATI ON_DATETI ME ( #PCDATA) * >

<! ELEMENT COVPANY_I| NFO (NAME, ADDRESS, CITY, STATE, COUNTRY,

ZI P_CODE) >
<! ELEMENT ADDRESS (#PCDATA) >
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<! ELEMENT CI TY (#PCDATA) >
<! ELEMENT STATE (#PCDATA) >

<! ELEMENT COUNTRY (#PCDATA) >
<! ELEMENT ZI P_CODE (#PCDATA) >

<! ELEMENT USER_| NFO ( NAME, USERNAME?, RCLE)>
<! ELEMENT USERNAME (#PCDATA) * >
<! ELEMENT ROLE (#PCDATA) * >

<! ELEMENT ASSET_GROUP ( ASSET_GROUP_TI TLE) >
<! ELEMENT ASSET_GROUPS ( ASSET_GROUP+) >
<! ELEMENT ASSET_GROUP_TI TLE ( #PCDATA) >
<! ELEMENT OPTI ON_PROCFI LE ( OPTI ON_PROFI LE_TI TLE) >
<! ELEMENT OPTI ON_PROFI LE_TI TLE (#PCDATA) >
<! ATTLI ST OPTI ON_PROFI LE_TI TLE
option_profile _default CDATA #l MPLI ED
>
<! ELEMENT AUTH_SCAN | SSUES ( AUTH_SCAN_FAI LED*,
AUTH_SCAN _I NSUFFI Cl ENT*) >
<! ELEMENT AUTH_SCAN_FAI LED ( HOST_I| NFO*) >
<! ELEMENT AUTH_SCAN | NSUFFI CI ENT ( HOST_I NFO*) >
<! ELEMENT HOST_I NFO (DNS, | P, NETBI GS, | NSTANCE, CAUSE)>
<! ELEMENT DNS (#PCDATA) >
<! ELEMENT | P (#PCDATA) >
<! ELEMENT NETBI OGS ( #PCDATA) >
<! ELEMENT | NSTANCE (#PCDATA) >
<! ELEMENT CAUSE (#PCDATA) >

<! ELEMENT APPENDI X ( TARGET_HOSTS?, TARGET_DI STRI BUTI ON?,
AUTHENTI CATI ON?, OS_AUTH BASED TECHNOLOGY_LI ST?,

AUTH_DI SCOVERY_| NSTANCE_ LI ST?,

AUTH_DI SCOVERY_| NSTANCE_NOT_FOUND_LI ST?) >

<! ELEMENT TARGET_HOSTS ( HOSTS_SCANNED?, EXCLUDED HOSTS?,
HOSTS_NOT_ALI VE?, PAUSE_CANCEL_ACTI ON?, HOSTNAME_NOT_FOUND?,
HOSTS_SCAN_ABORTED?) >

<! ELEMENT HOSTS_SCANNED ( #PCDATA) >

<! ELEMENT HOSTNAME_NOT_FOUND ( #PCDATA) >

<! ELEMENT EXCLUDED HOSTS ( #PCDATA) >

<! ELEMENT HOSTS_NOT_ALI VE (#PCDATA) >

<! ELEMENT HOSTS_SCAN ABORTED (#PCDATA) >

<! ELEMENT PAUSE_CANCEL_ACTI ON ( HOSTS, ACTION, BY)>

<! ELEMENT ACTI ON ( #PCDATA) >
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<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
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BY (#PCDATA) >

TARGET_DI STRI BUTI ON ( SCANNER+) >
SCANNER (NAME, HOSTS) >
HOSTS ( #PCDATA) >

AUTHENTI CATI ON ( AUTH+) >
AUTH (TYPE?, (FAILED |
TYPE (#PCDATA) >

SUCCESS | | NSUFFI Cl ENT) +) >

0S_AUTH_BASED TECHNOLOGY LI ST (OS_AUTH_BASED TECHNOLOGY*) >
0S_AUTH_BASED TECHNOLOGY ( TECHNOLOGY_FAM LY,

TECHNOLOGY_| NSTANCE_LI ST*) >

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<I ATTLI ST

<! ELEMENT
<! ELEMENT
I P)>

<! ELEMENT

TECHNOLOGY_FAM LY (#PCDATA) >
TECHNOLOGY_| NSTANCE_LI ST ( TECHNOLOGY_| NSTANCE+) >
TECHNOLOGY_| NSTANCE ( TECHNOLOGY, | NSTANCE | NFO LI ST*,
I NSTANCE_| NFO LI ST (I NSTANCE_| NFO*) >

TECHNOLOGY (#PCDATA) >

| NSTANCE_| NFO ( #PCDATA) >

| NSTANCE_| NFO key CDATA #I MPLI ED>

I P)>

AUTH_DI SCOVERY_| NSTANCE LI ST ( AUTH_DI SCOVERY_| NSTANCE*) >
AUTH DI SCOVERY_| NSTANCE ( AUTH TYPE, AUTH_PARAM LI ST?,

AUTH_DI SCOVERY_| NSTANCE_NOT_FOUND LI ST

( AUTH_DI SCOVERY_| NSTANCE_NOT _FOUND*) >

<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ATTLI ST

<! ELEMENT
<! ELEMENT
<! ELEMENT
<l--

XML output:

AUTH_DI SCOVERY_| NSTANCE_NOT_FOUND ( AUTH TYPE, |P)>
AUTH_PARAM LI ST ( AUTH_PARAMt) >

AUTH_TYPE (#PCDATA) >

AUTH_PARAM ( #PCDATA) >

AUTH_PARAM name CDATA #| MPLI ED>

FAI LED (1P, | NSTANCE?) >
SUCCESS (| P, | NSTANCE?) >
| NSUFFI CI ENT (I P, | NSTANCE?) >

EOF -->

<?xm version="1.0" encodi ng="UTF-8" ?>
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<! DOCTYPE COWPLI ANCE_SCAN RESULT_QUTPUT SYSTEM
"https://qual ysapi.qual ys. confapi/2.0/fol/scan/ conpl i ance/ conpl i anc
e_scan_result_output.dtd">
<COVPLI ANCE_SCAN_RESULT_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 11- 07T22: 34: 52Z</ DATETI Me>
<COWVPLI ANCE_SCAN>
<HEADER>
<NAME><! [ CDATA[ Conpl i ance Scan Resul t s]]></ NAVE>
<CGENERATI ON_DATETI ME>2018- 11-
07T22: 34: 53Z</ GENERATI ON_DATETI Me>
<COVPANY_| NFO>
<NAME><! [ CDATA[ Qual ys, 1nc.]]></ NAME>
<ADDRESS><! [ CDATA[ 919 E Hi | | sdal e Bl vd] ] ></ ADDRESS>
<Cl TY><! [ CDATA[ Foster City]]></CITY>
<STATE><! [ CDATA[ Cal i f or ni a] ] ></ STATE>
<COUNTRY><! [ CDATA[ Uni ted States of America]]></ COUNTRY>
<Z| P_CODE><! [ CDATA[ 94404] ] ></ ZI P_CODE>
</ COVPANY_I| NFO>
<USER_I NFO>
<NAME><! [ CDATA[ Patrick Sli mrer]]></ NAME>
<USERNAME>seenu_ak</ USERNAVE>
<ROLE>Manager </ ROLE>
</ USER_I NFO>
<KEY val ue="USERNAME" >seenu_ak</ KEY>
<KEY val ue=" COVPANY" ><! [ CDATA[ Qual ys, Inc.]]></KEY>
<KEY val ue="DATE">2018- 11- 07T00: 08: 08Z</ KEY>
<KEY val ue="TI TLE" ><! [ CDATA[ ScanW t hAl | Tar get]] ></ KEY>
<KEY val ue="TARGET">10. 10. 30. 130, 10.10. 34. 123,
10. 10. 35. 249, 10.10.36.126, 10.11.70.116</KEY>
<KEY val ue="EXCLUDED TARGET"><![ CDATA[ N A] ] ></ KEY>
<KEY val ue="DURATI ON'>00: 22: 02</ KEY>
<KEY val ue="SCAN HOST">vs_seenu_ak-2 (Scanner 10.4.47-1,
Vul nerability Signatures 2.1.2111-1)</KEY>
<KEY val ue="NBHOST_ALI| VE" >5</ KEY>
<KEY val ue="NBHOST_TOTAL" >5</ KEY>
<KEY val ue=" REPORT_TYPE">On- denand</ KEY>
<KEY val ue="OPTIONS">File Integrity Mnitoring: Enabled,
Scanned Ports: Targeted Scan, Hosts to Scan in Parallel - External
Scanners: 15, Hosts to Scan in Parallel - Scanner Appliances: 30,
Total Processes to Run in Parallel: 10, HTTP Processes to Run in
Paral l el : 10, Packet (Burst) Delay: Medium Intensity: Nornal,
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Overall Performance: Nornal, |CWP Host Discovery, lgnore RST
packets: Of, lIgnore firewall-generated SYN-ACK packets: Of, Do
not send ACK or SYN- ACK packets during host discovery: Of</KEY>
<KEY val ue=" STATUS" >FI NI SHED</ KEY>
<ASSET_GROUPS>
<ASSET_GROUP>
<ASSET_GROUP_TI TLE><! [ CDATA[ AG
Gyan] ] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUP>
</ ASSET_GROUPS>
<OPTI ON_PROFI LE>
<COPTI ON_PROFI LE_TI TLE
option_profile_default="0"><![CDATA[ I nitial PC
Options]]></ OPTI ON_PRCFI LE_TI TLE>
</ OPTI ON_PROFI LE>
</ HEADER>
<APPENDI X>
<TARGET_HOSTS>
<HOSTS_SCANNED>10. 10. 30. 130, 10.10.34. 123, 10.10. 35. 249,
10. 10. 36. 126, 10.11.70.116</ HOSTS_SCANNED>
</ TARGET_HOSTS>
<TARGET_DI STRI BUTI ON\>
<SCANNER>
<NAME><! [ CDATA[ vs_seenu_ak- 2] ] ></ NAMVE>
<HOSTS>10. 10. 30. 130, 10.10. 34.123, 10.10. 35. 249,
10. 10. 36. 126, 10.11.70.116</ HOSTS>
</ SCANNER>
</ TARGET_DI STRI BUTI ON>
<AUTHENTI CATI ON>
<AUTH>
<TYPE>W ndows</ TYPE>
<SUCCESS>
<l P>10. 10. 30. 130, 10.10.34.123, 10.10.36.126</1P>
</ SUCCESS>
</ AUTH>
<AUTH>
<TYPE>SSH</ TYPE>
<SUCCESS>
<| P>10. 10. 35. 249, 10.11.70.116</1P>
</ SUCCESS>
</ AUTH>
<AUTH>
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<TYPE>Apache Web Server </ TYPE>
<SUCCESS>
<| P>10. 10. 35. 249</ | P>
<| NSTANCE><! [ CDATA[ Apache
2.4:1:/etc/httpd/ conf/httpd. conf]]></1NSTANCE>
</ SUCCESS>
</ AUTH>
<AUTH>
<TYPE>Mar i aDB</ TYPE>
<SUCCESS>
<I P>10. 10. 34. 123</ | P>
<I NSTANCE><! [ CDATA[ Port: 3306, Database Nane:
]11></1 NSTANCE>
</ SUCCESS>
</ AUTH>
<AUTH>
<TYPE>Tontat Server </ TYPE>
<SUCCESS>
<l P>10. 10. 35. 249</ | P>
<I NSTANCE><! [ CDATA[ Apache TC 7 (I nstance Path:
/usr/share/tontat)]] ></| NSTANCE>
</ SUCCESS>
<SUCCESS>
<| P>10. 10. 35. 249</ | P>
<| NSTANCE><! [ CDATA[ Apache TC 8 (I nstance Pat h:
/ opt / apache-t ontat - 8. 0. 18/ rapache-tontat-8. 0. 18)]] ></ | NSTANCE>
</ SUCCESS>
<SUCCESS>
<| P>10. 10. 35. 249</ | P>
<I NSTANCE><! [ CDATA[ Apache TC 8 (I nstance Path:
/root/apache-tontat-8. 5. 20)] ] ></ | NSTANCE>
</ SUCCESS>
</ AUTH>
</ AUTHENTI CATI ON>
<0OS_AUTH_BASED_TECHNOLOGY_LI ST>
<0S_AUTH_BASED_TECHNOLOGY>
<TECHNOLOGY_FAM LY>| BM WebSpher e MQ</ TECHNOLOGY_FAM LY>
<TECHNOLOGY_I NSTANCE_LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>| BM WebSphere MQ (Uni x) </ TECHNOLOGY>
<I NSTANCE_| NFO LI ST>
<I NSTANCE_| NFO key="Instal |l ati on
Pat h" ><! [ CDATA[ / opt / ngni ] ></ | NSTANCE_| NFO>
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</ | NSTANCE_| NFO_LI ST>
<I P>10. 11. 70. 116</1 P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE_L| ST>
</ OS_AUTH_BASED_TECHNOLOGY>
<OS_AUTH_BASED_ TECHNOLOGY>
<TECHNOLOGY_FAM LY>I nt er net
Expl or er </ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE_LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>I nt er net Expl orer 9</ TECHNOLOGY>
<I NSTANCE I NFO LI ST />
<l P>10. 10. 30. 130</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>I nt er net Expl orer 10</ TECHNOLOGY>
<I NSTANCE_I NFO_LI ST />
<l P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>I nt er net Expl orer 11</ TECHNOLOGY>
<I NSTANCE_I NFO_LI ST />
<l P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY _| NSTANCE_LI ST>
</ OS_AUTH_BASED TECHNOLOGY>
<OS_AUTH_BASED_TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fi ce</ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE_ LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice 2013</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<l P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice 2016</ TECHNOLOGY>
<I NSTANCE_| NFO LI ST />
<l P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE_LI ST>
</ OS_AUTH_BASED TECHNOLOGY>
<OS_AUTH_BASED_ TECHNOLOGY>
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<TECHNOLOGY_FAM LY>M crosoft O fice
Access</ TECHNOLOGY_FAM LY>
<TECHNOLOGY | NSTANCE LI ST>
<TECHNOLOGY | NSTANCE>
<TECHNOLOGY>M crosoft O fice Access
2013</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<I P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Access
2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<| P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE LI ST>
</ OS_AUTH BASED TECHNOLOGY>
<0S_AUTH BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fice
Excel </ TECHNOLOGY_FAM LY>
<TECHNOLOGY | NSTANCE LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Excel
2013</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<| P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Excel
2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<| P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE LI ST>
</ OS_AUTH BASED TECHNOLOGY>
<0OS_AUTH BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fice
Qut | ook</ TECHNOLOGY_FAM LY>

<TECHNOLOGY_| NSTANCE_LI ST>
<TECHNOLOGY_| NSTANCE>

<TECHNOLOGY>M crosoft O fice Qutl ook
2013</ TECHNOLOGY>
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<I NSTANCE | NFO LI ST />
<| P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Qutl ook
2016</ TECHNOLOGY>
<I NSTANCE_ | NFO LI ST />
<I P>10. 10. 36. 126</| P>
</ TECHNOLOGY _| NSTANCE>
</ TECHNOLOGY | NSTANCE LI ST>
</ OS_AUTH_BASED TECHNOLOGY>
<0OS_AUTH BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>M crosoft O fice
Power Poi nt </ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice PowerPoi nt
2013</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<I P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice PowerPoi nt
2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<| P>10. 10. 36. 126</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE LI ST>
</ OS_AUTH BASED TECHNOLOGY>
<0S_AUTH BASED TECHNOLOGY>

<TECHNOLOGY_FAM LY>M crosoft O fice
Wor d</ TECHNOLOGY_FAM LY>
<TECHNOLOGY_| NSTANCE_ LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNCOLOGY>M crosoft O fice Wrd 2013</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<l P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY>M crosoft O fice Wrd 2016</ TECHNOLOGY>
<I NSTANCE | NFO LI ST />
<I P>10. 10. 36. 126</| P>
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</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_I| NSTANCE_LI ST>
</ OS_AUTH BASED TECHNOLOGY>
<0S_AUTH BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>Mozi | | a Fi r ef ox</ TECHNOLOGY_FAM LY>
<TECHNOLOGY_I| NSTANCE_LI ST>
<TECHNOLOGY_I| NSTANCE>
<TECHNOLOGY>Mbzi |l | a Firefox (W ndows) </ TECHNOLOGY>
<I NSTANCE_| NFO LI ST />
<I P>10. 10. 34. 123</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_I| NSTANCE_LI ST>
</ OS_AUTH_BASED TECHNCOLOGY>
<OS_AUTH _BASED TECHNOLOGY>
<TECHNOLOGY_FAM LY>Spl unk</ TECHNOLOGY_FAM LY>
<TECHNOLOGY_I| NSTANCE_LI ST>
<TECHNOLOGY_I| NSTANCE>
<TECHNOLOGY>Spl unk 6. x (Uni x) </ TECHNOLOGY>
<I NSTANCE_| NFO_LI ST>
<I NSTANCE_| NFO key="Instal l ati on
Pat h" ><! [ CDATA[ / opt / spl unk6/ spl unk] ] ></ | NSTANCE_| NFO>
</ | NSTANCE_| NFO_LI| ST>
<| P>10. 10. 35. 249</ | P>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_I| NSTANCE>
<TECHNOLOGY>Spl unk 7. x (Uni x) </ TECHNOLOGY>
<I NSTANCE_| NFO_LI ST>
<I NSTANCE_I| NFO key="Instal | ati on
Pat h" ><! [ CDATA[ / opt / spl unk] ] ></ | NSTANCE_I| NFO>
</ I NSTANCE_|I NFO LI ST>
<| P>10. 10. 35. 249</ | P>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE_LI ST>
</ OS_AUTH BASED TECHNOLOGY>
</ OS_AUTH BASED TECHNOLOGY_LI ST>
</ APPENDI X>
</ COVPLI ANCE_SCAN>
</ RESPONSE>
</ COVPLI ANCE_SCAN_RESULT_QUTPUT>
<! -- CONFI DENTI AL AND PROPRI ETARY | NFORMATI ON. Qual ys provides the
Qual ysGuard Service "As |Is," without any warranty of any ki nd.
Qual ys makes no warranty that the information contained in this
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report is conplete or error-free. Copyright 2018, Qualys, Inc. //-
-> [ [-->

Sample - Authentication Report
DTD Change:

<?xm version="1.0" encodi ng="UTF-8"?>

<!-- QUALYS COWPLI ANCE AUTHENTI CATI ON REPORT DTD - ->

<l-- $Revision$ -->

<! ELEMENT COVPLI ANCE_AUTHENTI CATI ON_REPORT ( ERROR | ( HEADER,
(BUSI NESS_UNI T_LI ST | ASSET_GROUP_LI ST | ASSET_TAG LI ST |

| PS LI ST), APPENDI X?)) >

<! ELEMENT ERROR (#PCDATA) >

<! ATTLI ST ERROR nunber CDATA #l| MPLI ED>

<! ELEMENT HEADER (NAME, GENERATI ON_DATETI ME, COVPANY_| NFO,
USER | NFO, FI LTERS) >

<! ELEMENT NAME (#PCDATA) >

<! ELEMENT GENERATI ON_DATETI ME ( #PCDATA) >

<! ELEMENT COVPANY_| NFO ( NAME, ADDRESS, CITY, STATE, COUNTRY,
Z| P_CODE) >

<! ELEMENT ADDRESS (#PCDATA) >

<! ELEMENT CI TY (#PCDATA) >

<! ELEVENT STATE (#PCDATA) >

<! ELEMENT COUNTRY ( #PCDATA) >

<! ELEMENT ZI P_CODE (#PCDATA) >

<! ELEMENT USER | NFO ( NAME, USERNAME?, ROLE)>
<! ELEMENT USERNAVE (#PCDATA) >
<! ELEMENT ROLE (#PCDATA) >

<! ELEMENT FI LTERS (BUSI NESS UNI T_LI ST | ASSET_GROUP_LI ST |
ASSET TAG LIST | (1PS_LIST, NETWORK?))>

<! ELEMENT BUSI NESS_UNI T_LI ST (BUSI NESS_UNI T*) >
<! ELEMENT BUSI NESS_UNI T

( NAVE| AUTH_PASSED| AUTH_| NSUFFI CI ENT| AUTH_FAI LED| AUTH_NOT_ATTEMPTED
| AUTH_NOT_| NSTALLED| AUTH_TOTAL| PASSED_PERCENTAGE| FAI LED_PERCENTAGE
| NOT_ATTEMPTED_PERCENTAGE| TECHNOLOGY_LI ST) *>

<! ELEMENT AUTH_PASSED ( #PCDATA) >

<! ELEMENT AUTH_I NSUFFI Cl ENT (#PCDATA) >

<! ELEMENT AUTH_TOTAL (#PCDATA) >
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<! ELEMENT PASSED_PERCENTACE (#PCDATA) >

<! ELEMENT ASSET_TAG LI ST ( (I NCLUDED TAGS, EXCLUDED TAGS?) |
ASSET_TAG) >

<! ELEMENT ASSET_TAG

(I NCLUDED_TAGS| EXCLUDED_TAGS| AUTH_PASSED| AUTH_I NSUFFI Cl ENT| AUTH_FA
| LED| AUTH_NOT_ATTEMPTED| AUTH_NOT | NSTALLED| AUTH_TOTAL| PASSED_PERCE
NTAGE| FAI LED_PERCENTAGE| NOT_ATTEMPTED_PERCENTAGE| TECHNOLOGY LI ST) *
>

<! ELEMENT
<I ATTLI ST
<! ELEMENT
<! ATTLI ST
<! ELEMENT

| NCLUDED_TAGS (TAG_| TEM+) >

| NCLUDED TAGS scope (any|all) #REQUI RED>
EXCLUDED_TAGS (TAG_| TEM+) >

EXCLUDED TAGS scope (any|all) #REQUI RED>
TAG_| TEM ( #PCDATA) >

<! ELEMENT ASSET_GROUP_LI ST ( ASSET_GROUP*) >
<! ELEMENT ASSET_GROUP

( NAVE| AUTH_PASSED| AUTH_| NSUFFI CI ENT| AUTH_FAI LED| AUTH_NOT_ATTEMPTED
| AUTH_NOT_| NSTALLED| AUTH_TOTAL| PASSED_PERCENTAGE| FAI LED_PERCENTAGE
| NOT_ATTEMPTED_PERCENTAGE| TECHNOLOGY_LI ST) *>

<! ELEMENT | PS_LI ST (I PS+) >

<I ELEMENT | PS

( NAME| AUTH_PASSED| AUTH_I NSUFFI CI ENT| AUTH_FAI LED] AUTH_NOT_ATTEMPTED
| AUTH_NOT_| NSTALLED| AUTH_TOTAL| PASSED _PERCENTAGE| FAI LED_PERCENTAGE
| NOT_ATTEMPTED_PERCENTAGE| TECHNOLOGY_LI ST) *>

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

HOST_TECHNOLOGY?,

AUTH_FAI LED (#PCDATA) >
AUTH_NOT_ATTEMPTED (#PCDATA) >
AUTH_NOT_| NSTALLED (#PCDATA) >

FAl LED PERCENTAGE (#PCDATA) >
NOT_ATTEMPTED_PERCENTAGE ( #PCDATA) >

TECHNOLOGY_LI ST ( TECHNOLOGY*) >
TECHNOLOGY (NAME, HOST LI ST)>
HOST LI ST (HOST*) >

HOST ( TRACKI NG_METHOD, | P, DNS?, NETBI 0S?,
| NSTANCE?, STATUS, CAUSE?,

LAST_AUTH?, LAST_SUCCESS?) >

<! ELEMENT
<! ELEMENT
<! ELEMENT

TRACKI NG_METHOD ( #PCDATA) >
| P (#PCDATA) >
DNS (#PCDATA) >
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<! ELEMENT HOST_TECHNOLOGY (#PCDATA) >
<! ELEMENT NETBI CS (#PCDATA) >

<! ELEMENT | NSTANCE (#PCDATA) >

<! ELEMENT STATUS (#PCDATA) >

<! ELEMENT CAUSE (#PCDATA) >

<! ELEMENT NETWORK ( #PCDATA) >

<! ELEMENT OS (#PCDATA) >

<! ELEMENT LAST_AUTH (#PCDATA) >

<! ELEMENT LAST_SUCCESS (#PCDATA) >

<! ELEMENT APPENDI X (OS_AUTH BASED TECHNOLOGY HOST LI ST?) >
<! ELEMENT OS_AUTH_BASED_TECHNOLOGY HOST LI ST
(OS_AUTH_BASED_TECHNOLOGY HOST*) >

<! ELEMENT OS_AUTH_BASED_TECHNOLOGY HOST (I P, DNS, NETBI CS,
TRACKI NG METHOD, NETWORK?, OS, LAST AUTH, LAST SUCCESS,
TECHNOLOGY_| NSTANCE_ LI ST) >

<! ELEMENT TECHNOLOGY_ | NSTANCE_LI ST ( TECHNOLOGY_ | NSTANCE+) >
<! ELEMENT TECHNOLOGY_ | NSTANCE ( TECHNOLOGY_NAME, | NSTANCE | NFO LI ST?) >
<! ELEMENT | NSTANCE | NFO LI ST (1 NSTANCE_| NFO¥) >

<! ELEMENT TECHNOLOGY_NAME ( #PCDATA) >
<! ELEMENT | NSTANCE_| NFO (#PCDATA) >
<! ATTLI ST | NSTANCE_I NFO key CDATA #| MPLI ED>

XML output:

<?xm version="1.0" encodi ng="UTF-8" 7>
<! DOCTYPE COWVPLI ANCE_AUTHENTI CATI ON_REPORT SYSTEM
"https://qual ysapi.qual ys. conf conpl i ance_aut henticati on_report.dtd
">
<COVPLI ANCE_AUTHENTI CATI ON_REPORT>
<HEADER>
<NAME><! [ CDATA[ pr €Al | | PAut hReport - 20181107 -
20181107]] ></ NAME>
<GENERATI ON_DATETI ME>2018- 11-
07T22: 24: 49Z</ GENERATI ON_DATETI Me>
<COVPANY_I| NFO>
<NAME><! [ CDATA[ Qual ys, 1nc.]] ></ NAME>
<ADDRESS><! [ CDATA[ 919 E Hi | | sdal e Bl vd]] ></ ADDRESS>
<ClI TY><! [ CDATA[ Foster City]]></ClI TY>
<STATE><! [ CDATA[ Cal i forni a] ] ></ STATE>
<COUNTRY><! [ CDATA[ Uni ted States of Anerica]]></ COUNTRY>
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<Z| P_CODE><! [ CDATA[ 94404] ] ></ ZI P_CODE>
</ COVPANY_| NFO>
<USER | NFO>
<NAME><! [ CDATA[ Patri ck SIimer]]></ NAME>
<ROLE>Manager </ ROLE>
</ USER_I NFO>
<FI LTERS>
<IPS LI ST>
<| PS>
<NAME><! [ CDATA[ 10. 10. 36. 126] ] ></ NAME>
</l PS>
<| PS>
<NAME><! [ CDATA] 10. 10. 30. 130] ] ></ NAVE>
</ | PS>
<| PS>
<NAME><! [ CDATA[ 10. 10. 35. 249] | ></ NAMVE>
</l PS>
<| PS>
<NANVE><! [ CDATA[ 10. 10. 34. 123] ] ></ NAVE>
</ | PS>
<| PS>
<NAME><! [ CDATA[ 10. 11. 70. 116] ] ></ NAMVE>
</l PS>
</IPS_LI ST>
</ FI LTERS>
</ HEADER>
<I PS LI ST>
<| PS>
<NAME><! [ CDATA[ 10. 10. 36. 126] ] ></ NAME>
<AUTH_PASSED>1</ AUTH_PASSED>
<AUTH_| NSUFFI Cl ENT>0</ AUTH_| NSUFFI Cl ENT>
<AUTH_FAI LED>0</ AUTH_FAI LED>
<AUTH_NOT_ATTEMPTED>0</ AUTH _NOT _ATTEMPTED>
<AUTH_NOT _| NSTALLED>0</ AUTH_NOT | NSTALLED>
<AUTH_TOTAL>1</ AUTH_TOTAL>
<PASSED PERCENTAGE>100</ PASSED PERCENTAGE>
<FAIl LED PERCENTAGE>0</ FAlI LED PERCENTAGE>
<NOT_ATTEMPTED PERCENTAGE>0</ NOT _ATTEMPTED PERCENTAGE>
<TECHNOLOGY_LI ST>
<TECHNOLOGY>
<NAME><! [ CDATA[ W ndows] ] ></ NAME>
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<HOST_LI ST>
<HOST>
<TRACKI NG_METHOD><! [ CDATA[ | P] ] ></ TRACKI NG_METHCD>
<| P><![ CDATA[ 10. 10. 36. 126] ] ></ | P>
<DNS><! [ CDATA[ comwl0es] ] ></ DNS>
<NETBI Os><! [ CDATA[ COMM.OES] ] ></ NETBI OS>
<HOST_TECHNOLOGY><! [ CDATA[ W ndows
10] ] ></ HOST_TECHNOLOGY>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
</ HOST>
</ HOST_LI ST>
</ TECHNOLOGY>
</ TECHNOLOGY_LI ST>
</ | PS>
<l PS>
<NAME><! [ CDATA[ 10. 10. 30. 130] ] ></ NAME>
<AUTH_PASSED>1</ AUTH PASSED>
<AUTH | NSUFFI ClI ENT>0</ AUTH_| NSUFFI ClI ENT>
<AUTH_FAI LED>0</ AUTH_FAI LED>
<AUTH_NOT_ATTEMPTED>0</ AUTH_NOT_ATTEMPTED>
<AUTH_NOT | NSTALLED>0</ AUTH_NOT | NSTALLED>
<AUTH _TOTAL>1</ AUTH TOTAL>
<PASSED PERCENTAGE>100</ PASSED PERCENTAGE>
<FAl LED PERCENTAGE>0</ FAI LED PERCENTAGE>
<NOT_ATTEMPTED PERCENTAGE>0</ NOT_ATTEMPTED PERCENTAGE>
<TECHNOLOGY_LI ST>
<TECHNOLOGY>
<NAME><! [ CDATA[ W ndows] ] ></ NAMVE>
<HOST_LI ST>
<HOST>
<TRACKI NG_METHOD><! [ CDATA[ | P] ] ></ TRACKI NG_METHCD>
<| P><![ CDATA[ 10. 10. 30. 130] ] ></ I P>
<DNS><! [ CDATA[ com 30- 130] ] ></ DNS>
<NETBI OS><! [ CDATA[ COM 30- 130] ] ></ NETBI OS>
<HOST_TECHNOLOGY><! [ CDATA[ W ndows
7] ] ></ HOST_TECHNOLOGY>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
</ HOST>
</ HOST_LI ST>
</ TECHNOLOGY>
</ TECHNOLOGY_LI ST>
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</ 1 PS>
<I| PS>
<NAME><! [ CDATA[ 10. 10. 35. 249] ] ></ NAME>
<AUTH_PASSED>5</ AUTH_PASSED>
<AUTH_I NSUFFI Cl ENT>0</ AUTH_| NSUFFI Cl ENT>
<AUTH_FAI LED>0</ AUTH_FAI LED>
<AUTH_NOT_ATTEMPTED>0</ AUTH_NCT_ATTEMPTED>
<AUTH_NOT | NSTALLED>0</ AUTH_NOT | NSTALLED>
<AUTH_TOTAL>5</ AUTH TOTAL>
<PASSED PERCENTAGE>100</ PASSED PERCENTAGE>
<FAI LED PERCENTAGE>0</ FAlI LED_PERCENTAGE>
<NOT_ATTEMPTED PERCENTAGE>0</ NOT_ATTEMPTED PERCENTAGE>
<TECHNOLOGY_LI ST>
<TECHNOLOGY>
<NAME><! [ CDATA[ Apache Wb Server]] ></ NAME>
<HOST_LI ST>
<HOST>
<TRACKI NG_METHOD><! [ CDATA[ | P] ] ></ TRACKI NG_METHOD>
<I P><! [ CDATA[ 10. 10. 35. 249] ] ></ | P>
<DNS><! [ CDATA[ ] ] ></ DNS>
<NETBI OS><! [ CDATA[ ] ] ></ NETBI CSs>
<HOST_TECHNOLOGY><! [ CDATA[ Apache HTTP Server
2. 4. x]]></ HOST_TECHNOLOGY>

<I NSTANCE><! [ CDATA[ / et ¢/ ht t pd/ conf/ ht t pd. conf]] ></ | NSTANCE>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
</ HOST>
</ HOST_LI ST>
</ TECHNOLOGY>
<TECHNOLOGY>
<NAME><! [ CDATA|[ Tontat Server]] ></ NAVE>
<HOST_LI ST>
<HOST>
<TRACKI NG_METHOD><! [ CDATA[ | P] ] ></ TRACKI NG_METHCOD>
<| P><! [ CDATA[ 10. 10. 35. 249] ] ></ | P>
<DNS><! [ CDATA[ ] ] ></ DNS>
<NETBI OS><! [ CDATA[ ] ] ></ NETBI Cs>
<HOST_TECHNOLOGY><! [ CDATA[ Apache Tontat
8. x] ] ></ HOST_TECHNCOLOGY>
<I NSTANCE><! [ CDATA[ Apache TC 8, I nstance
di rect ory=/root/apache-tontat - 8. 5. 20] ] ></ | NSTANCE>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
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</ HOST>
<HCST>
<TRACKI NG_METHOD><! [ CDATA][ | P] ] ></ TRACKI NG_METHCD>
<| P><! [ CDATA[ 10. 10. 35. 249] ] ></ | P>
<DNS><! [ CDATA[ ] ] ></ DNS>
<NETBI OS><! [ CDATA[ ] ] ></ NETBI CS>

<HOST_TECHNOLOGY><! [ CDATA[ Apache Tontat
8. x] ] ></ HOST_TECHNOLOGY>
<I NSTANCE><! [ CDATA[ Apache TC 8, I nstance
di rect ory=/ opt/ apache-tontat-8. 0. 18/ rapache-t ontat -
8. 0. 18] ] ></ | NSTANCE>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
</ HOST>
<HOST>
<TRACKI NG_METHOD><! [ CDATA[ | P] ] ></ TRACKI NG_METHCD>
<| P><! [ CDATA[ 10. 10. 35. 249] ] ></ | P>
<DNS><! [ CDATA[ ] ] ></ DNS>
<NETBI OS><! [ CDATA[ ] ] ></ NETBI OS>
<HOST_TECHNOLOGY><! [ CDATA[ Apache Tontat
7. x]] ></ HOST_TECHNOLOGY>
<I NSTANCE><! [ CDATA[ Apache TC 7, | nstance
di rectory=/usr/share/tontat]]></1 NSTANCE>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
</ HOST>
</ HOST_LI ST>
</ TECHNOLOGY>
<TECHNOLOGY>
<NAME><! [ CDATA[ Uni x/ Ci sco/ Checkpoi nt Firewal | ]]></ NAVE>
<HOST_LI ST>
<HOST>
<TRACKI NG_METHOD><! [ CDATA[ | P] ] ></ TRACKI NG_METHCD>
<| P><! [ CDATA[ 10. 10. 35. 249] ] ></ | P>
<DNS><! [ CDATA[ ] ] ></ DNS>
<NETBI Os><! [ CDATA[ ] ] ></ NETBI OS>
<HOST_TECHNOLOGY><! [ CDATA[ Cent OS
7. x] ] ></ HOST_TECHNOLOGY>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
</ HOST>
</ HOST_LI ST>
</ TECHNOLOGY>
</ TECHNOLOGY_LI ST>
</l PS>
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<| PS>
<NAME><! [ CDATA[ 10. 10. 34. 123]] ></ NAME>
<AUTH_PASSED>2</ AUTH PASSED>
<AUTH_I NSUFFI CI ENT>0</ AUTH_| NSUFFI Cl ENT>
<AUTH_FAI LED>0</ AUTH_FAI LED>
<AUTH_NOT_ATTEMPTED>0</ AUTH _NCT_ATTEMPTED>
<AUTH_NOT | NSTALLED>0</ AUTH_NOT | NSTALLED>
<AUTH_TOTAL>2</ AUTH_TOTAL>
<PASSED_PERCENTAGE>100</ PASSED_PERCENTAGE>
<FAI LED PERCENTAGE>0</ FAI LED_PERCENTAGE>
<NOT_ATTEMPTED PERCENTAGE>0</ NOT_ATTEMPTED PERCENTAGE>
<TECHNOLOGY_LI ST>
<TECHNOLOGY>
<NAME><! [ CDATA[ W ndows] ] ></ NAME>
<HOST_LI ST>
<HOST>
<TRACKI NG_METHOD><! [ CDATA[ | P] ] ></ TRACKI NG_METHOD>
<| P><! [ CDATA[ 10. 10. 34. 123]] ></ | P>
<DNS><! [ CDATA[ cw2k12sd- 34- 123] ] ></ DNS>
<NETBI OS><! [ CDATA] CW2K12SD- 34- 123] ] ></ NETBI OS>

<HOST_TECHNOLOGY><! [ CDATA] W ndows 2012
Server] ] ></ HOST_TECHNOLOGY>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
</ HOST>
</ HOST_LI ST>
</ TECHNOLOGY>
<TECHNOLOGY>
<NAME><! [ CDATA[ Mar i aDB] ] ></ NAME>
<HOST_LI ST>
<HOST>
<TRACKI NG_METHOD><! [ CDATA[ | P] ] ></ TRACKI NG_METHOD>
<I P><! [ CDATA[ 10. 10. 34. 123] ] ></ | P>
<DNS><! [ CDATA[ cw2k12sd- 34- 123] ] ></ DNS>
<NETBI OS><! [ CDATA] CW2K12SD- 34- 123] ] ></ NETBI OS>
<HOST_TECHNOLOGY><! [ CDATA[ Mar i aDB
10. x] ] ></ HOST_TECHNCOLOGY>
<I NSTANCE><! [ CDATA[ Port =3306, Dat abase
Name=nysql ] ] ></ | NSTANCE>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
</ HOST>
</ HOST_LI ST>
</ TECHNOLOGY>
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</ TECHNOLOGY_LI ST>
</ | PS>
<| PS>
<NAME><! [ CDATA[ 10. 11. 70. 116] ] ></ NAME>
<AUTH_PASSED>1</ AUTH_PASSED>
<AUTH _| NSUFFI ClI ENT>0</ AUTH_| NSUFFI Cl ENT>
<AUTH_FAI LED>0</ AUTH_FAI LED>
<AUTH_NOT_ATTEMPTED>0</ AUTH NOT ATTEMPTED>
<AUTH_NOT | NSTALLED>0</ AUTH_NOT | NSTALLED>
<AUTH TOTAL>1</ AUTH TOTAL>
<PASSED PERCENTAGE>100</ PASSED PERCENTAGE>
<FAl LED PERCENTAGE>0</ FAI LED PERCENTAGE>
<NOT_ATTEMPTED_ PERCENTAGE>0</ NOT_ATTEMPTED_ PERCENTAGE>
<TECHNOLOGY_LI ST>
<TECHNOLOGY>
<NAME><! [ CDATA[ Uni x/ Ci sco/ Checkpoi nt Firewal | ]]></ NAME>
<HOST_LI ST>
<HOST>
<TRACKI NG_METHOD><! [ CDATA[ | P] ] ></ TRACKI NG_METHOD>
<I P><![ CDATA[ 10. 11. 70. 116] ] ></ | P>
<DNS><! [ CDATA[ ] ] ></ DNS>
<NETBI OS><! [ CDATA[ ] ] ></ NETBI Cs>
<HOST_TECHNOLOGY><! [ CDATA[ Cent CS
6. x] ] ></ HOST_TECHNOLOGY>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
</ HOST>
</ HOST_LI ST>
</ TECHNOLOGY>
</ TECHNOLOGY LI ST>
</ 1 PS>
</1PS_LI ST>
<APPENDI X>
<0S_AUTH_BASED_TECHNOLOGY_ HOST_LI ST>
<OS_AUTH_BASED_ TECHNOLOGY_HOST>
<| P>10. 10. 30. 130</ | P>
<DNS>com 30- 130</ DNS>
<NETBI OGS>COMm 30- 130</ NETBI OS>
<TRACKI NG_METHOD>I P</ TRACKI NG_METHOD>
<OS>Wndows 7 Utinmate 64 bit Edition Service Pack 1</ (OS>
<LAST_AUTH>11/ 06/ 2018</ LAST_AUTH>
<LAST_SUCCESS>11/ 06/ 2018</ LAST_SUCCESS>
<TECHNCOLOGY | NSTANCE_LI ST>
<TECHNOLOGY_| NSTANCE>
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<TECHNOLOGY_NAME>I nt er net Expl orer 9</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE_LI ST>
</ OS_AUTH_BASED TECHNOLOGY_HOCST>
<OS_AUTH_BASED_TECHNCLOGY_HOST>
<l P>10. 10. 34. 123</ | P>
<DNS>cw2k12sd- 34- 123</ DNS>
<NETBI OS>CW2K12SD- 34- 123</ NETBI OS>
<TRACKI NG_METHOD>I P</ TRACKI NG_METHOD>
<OS>W ndows Server 2012 Standard 64 bit Edition</ OS>
<LAST_AUTH>11/ 06/ 2018</ LAST_AUTH>
<LAST_SUCCESS>11/ 06/ 2018</ LAST_SUCCESS>
<TECHNOLOGY_| NSTANCE_LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fi ce Power Poi nt
2013</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft OfFfice Qutl ook
2013</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fice Excel 2013</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fi ce 2013</ TECHNOLOGY_ NAMVE>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>Mbzi | I a Firefox (W ndows) </ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fice Access
2013</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>I nt er net Expl orer 10</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fice Wrd 2013</ TECHNOLOGY_ NAME>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_| NSTANCE_LI ST>
</ OS_AUTH_BASED_TECHNOLOGY_HOST>
<0OS_AUTH_BASED_TECHNOLOGY_HOST>
<I P>10. 10. 35. 249</ | P>
<DNS></ DNS>
<NETBI GS></ NETBI OS>
<TRACKI NG_METHOD>I P</ TRACKI NG_METHOD>
<0S>Cent OS Linux 7.0.1406</ OS>
<LAST_AUTH>11/ 06/ 2018</ LAST_AUTH>
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<LAST_SUCCESS>11/ 06/ 2018</ LAST_SUCCESS>
<TECHNOLOGY_| NSTANCE_LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>Spl unk 6. x (Uni x) </ TECHNOLOGY_NAME>
<I NSTANCE_I NFO_LI ST>
<I NSTANCE_I NFO key="Instal | ati on
Pat h" ><! [ CDATA[ / opt / spl unk6/ spl unk] ] ></ | NSTANCE_I NFO>
</ I NSTANCE_I NFO _LI ST>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>Spl unk 7. x (Uni x) </ TECHNOLOGY_NAME>
<I NSTANCE_I NFO_LI ST>
<I NSTANCE_| NFO key="Instal | ati on
Pat h" ><! [ CDATA[ / opt / spl unk] ] ></ | NSTANCE_| NFC>
</ I NSTANCE_I NFO _LI ST>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_I| NSTANCE_LI ST>
</ OS_AUTH_BASED_TECHNOLOGY_HOST>
<OS_AUTH_BASED_TECHNOLOGY_HOST>
<l P>10. 10. 36. 126</ | P>
<DNS>comvl0es</ DNS>
<NETBI OS>COMM.OES</ NETBI OS>
<TRACKI NG_METHOD>! P</ TRACKI NG_METHOD>
<OS>W ndows 10 Enterprise 64 bit Edition</ OS>
<LAST_AUTH>11/ 06/ 2018</ LAST_AUTH>
<LAST_SUCCESS>11/ 06/ 2018</ LAST_SUCCESS>
<TECHNOLOGY_| NSTANCE_LI ST>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fice 2016</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fice Wrd 2016</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fice Excel 2016</ TECHNOLOGY_ NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fice Qutl ook
2016</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>I nt er net Expl orer 11</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft O fi ce Power Poi nt
2016</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_| NSTANCE>
<TECHNOLOGY_NAME>M crosoft Office Access
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2016</ TECHNOLOGY_NAME>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_ | NSTANCE LI ST>
</ OS_AUTH_BASED TECHNOLOGY_HOST>
<0S_AUTH_BASED TECHNOLOGY_HOST>
<l P>10. 11. 70. 116</ | P>
<DNS></ DNS>
<NETBI OS></ NETBI CS>
<TRACKI NG_METHOD>| P</ TRACKI NG_METHOD>
<0s>Cent OS 6. 9</ OS>
<LAST_AUTH>11/ 06/ 2018</ LAST_AUTH>
<LAST_SUCCESS>11/ 06/ 2018</ LAST_SUCCESS>
<TECHNOLOGY_I NSTANCE_LI ST>
<TECHNCLOGY_| NSTANCE>
<TECHNOLOGY_NAME>] BM WebSphere MQ (Uni x) </ TECHNOLOGY_NAME>
<I NSTANCE_| NFO LI ST>
<|I NSTANCE_I NFO key="Instal | ati on
Pat h" ><! [ CDATA[ / opt / ngni ] ></ | NSTANCE_| NFO>
</ | NSTANCE_| NFO_LI ST>
</ TECHNOLOGY_| NSTANCE>
</ TECHNOLOGY_ | NSTANCE LI ST>
</ OS_AUTH_BASED TECHNOLOGY_HOST>
</ OS_AUTH_BASED TECHNOLOGY HOST_LI ST>
</ APPENDI X>
</ COVPLI ANCE_AUTHENTI CATI ON_REPORT>
<!'-- CONFI DENTI AL AND PROPRI ETARY | NFORMATI ON. Qual ys provi des the
Qual ysGuard Service "As |Is," without any warranty of any kind.
Qual ys makes no warranty that the information contained in this
report is conplete or error-free. Copyright 2018, Qualys, Inc. //-
->
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Sample CSV Report
Scroll down to the APPENDIX section and you'll see the Technology Instance

information.
10.10.35.243 Tomcat Server  Apache Tomcat 8.x Apache T(10.10.35.249 P Passed -
10.10.35.243 Tomcat Server  Apache Tomcat 7.x Apache T(10.10.35.249 P Passed -
10.10.35.249  Apache Web Ser Apache HTTP Serve /etc/httpc10.10.35.249 P Passed -
10.10.35.249  Unix/Cisco/Chec CentQS 7.x 10.10.35.249 1P Passed -
10.10.34.123  Windows Windows 2012 Server 10.10.34.123 ew?2k12sd- CW2K12SLIP Passed -
10.10.34.123  MariaDB MariaDB 10.x Port=3306 10.10.34.123 ew2k12sd- CW2K12SLIP Passed -
10.11.70.116  Unix/Cisco/Chec CentQS 6.x 10.11.70.116 1P Passed -
APPENDIX
Targets with OS authentication-based technologies
Host IP DNS Hostname | NetBIOS Hostname Tracking I OS Last Auth Last Succe Host Tech Instance
10.10.30.130 com-30-130 COM-30-130 P Windows 7 Ultin 11/06/201 11/06/201 Internet E Internet Explorer 9
10.10.34.123  cw2k12sd-34-123 CW2K125D-34-123 IP Windows Server 11/06/201 11/06/201 Microsoft Microsoft Office Access 2013
10.10.34.123  cw2k12sd-34-123 CW2K125D-34-123 IP Windows Server 11/06/201 11/06/201 Microsoft Microsoft Office PowerPoint 2013
10.10.34.123  cw2k12sd-34-123 CW2K125D-34-123 IP Windows Server 11/06/201 11/06/201 Microsoft Microsoft Office Outlook 2013
10.10.34.123  cw2k12sd-34-123 CW2K125D-34-123 IP Windows Server 11/06/201 11/06/201 Microsoft Microsoft Office Word 2013
10.10.34.123  cw2k12s5d-34-123 CW2K125D-34-123 IP Windows Server 11/06/201 11/06/201 Microsoft Microsoft Office 2013
10.10.34.123  cw2k12sd-34-123 CW2K125D-34-123 IP Wwindows Server 11/06/201 11/06/201 Internet E Internet Explorer 10
10.10.34.123  cw2k12s5d-34-123 CW2K125D-34-123 IP windows Server 11/06/201 11/06/201 Mozilla Fii Mozilla Firefox (Windows)
10.10.34.123  cw2k12s5d-34-123 CW2K125D-34-123 IP Windows Server 11/06/201 11/06/201 Microsoft Microsoft Office Excel 2013
10.10.35.249 P CentOs Linux 7.0 11/06/201 11/06/201 Splunk 6.x Splunk 6.x (Unix) (Installation Path: /opt/splunké/splunk)
10.10.35.249 P CentOs Linux 7.0 11/06/201 11/06/201 Splunk 7.xSplunk 7.x (Unix) (Installation Path: /opt/splunk)
10.10.36.126 comgawlOes  COMQAWIOES P Windows 10 Ent 11/06/201 11/06/201 Microsoft Microsoft Office 2016
10.10.36.126 comgawlOes  COMQAWIOES P Windows 10 Ent 11/06/201 11/06/201 Microsoft Microsoft Office Word 2016
10.10.36.126 comgawlOes  COMQAWIOES P Windows 10 Ent 11/06/201 11/06/201 Microsoft Microsoft Office Excel 2016
10.10.36.126 comgawlOes  COMQAWIOES P Windows 10 Ent 11/06/201 11/06/201 Microsoft Microsoft Office Outlook 2016
10.10.36.126 comgawlOes COMQAWIO0ES IP Windows 10 Enti 11/06/201 11/06/201 Microsoft Microsoft Office PowerPoint 2016
10.10.36.126 comgawlOes  COMQAWIOES P Windows 10 Ent 11/06/201 11/06/201 Microsoft Microsoft Office Access 2016
10.10.36.126 comgawlOes  COMQAWIOES P Windows 10 Enti 11/06/201 11/06/201 Internet E Internet Explorer 11
10.11.70.116 P Cent0s 6.9 11/06/201 11/06/201 IBM Web& IBM WebSphere MQ (Unix) (Installation Path: /opt/mgm)
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New Instance column in STIG Report CSV

APIs affected N/A
New or Updated API Updated (CSV output change only)
DTD or XSD changes No

Ahost can have multiple instances and you can now include the host instance in the STIG
report. Simply choose “Instance” in the STIG report template from the UI to show this
information in the CSV report output.

Sample CSV Report

Scroll down to the RESULTS section and you'll see the new Instance column at the end.

A L] < o E F G H | 4 K L M N o P Q R s T ':
218 HOST STATISTICS
219 1P Address  Tracking Me DNS Name  Metbios N Asset Tagr Operating Last Scan | Complian Nan-comg Net Score Rule Com) Vuln Com Compliant Rule Stats by Severity
220 10.10.10.46 1P address P AgLBLUL o730/ ] 136 1 32.51% (60 32.51% (64 CAT 1 {High) 15,15%,CAT Il (Medium) 72.24%,CAT 1 {Low) 10.61%
221 COMPLIANT RULE STATISTICS BY SEVERITY
222 CAT I {High) CAT 1l (Medi CAT I {Low]
223 15, 15% [ L0/ 74.24% (49/€ 10.61% (7/66)
24
275 1P Tracking Me DNS 05 k Op: 2 1D RuleTitle Severity Rule PostiCCl Vuln D Vuln Title Vuln Posti Control Evaluation Date  Control 5t Rationale Evidence Remediat Instance
226 10.10.10.46 1P address  ex20105p1-10 EX201055 Windows 5V-18354r User right CAT I (Me Non-com| CO-00036 V-1103  User RIghiNon-com) 2401 10/36/2018 23:07 FAIL The ‘Synct The Configure o5
227 10.10.10.45 1P address  ex2010spl-10 EX201059 Windows SV-18354r User right CAT Il (Me Non-comp CC-00035 ¥-1103  User RighiMNon-comp 2198 10/26/2018 23:07 FAIL The ‘Deny The To o5
228 10.10.10.46 1P address  ex20105p1-10 EX201055 Windows 5V-18354r User right CAT I (Me Non-com| CO-00036 V-1103  User RighiNon-com) 2384 10/36/2018 23:07 FAIL The ‘Force The To o5
229 10.10.10.45 1P address  ex2010spl-10 EX201059 Windows SV-18354r User right CAT Il [Me Non-comp CC-00036 ¥-1103  User RighiNon-comp 2642 10/26/2018 23:07 FAIL The Impe The To 2d2008
230 10.10.10.46 1P address  ex20105p1-10 EX201059 Windows 5V-18354r User right CAT I (Me Non-comj CO-00036 V-1103  User RighiNon-com) 3925 10/36/2018 23:07 FAIL The ‘Chan, The To o5
231 10.10.1045 1P address  ex20103p1-10 EX201059: Windows SV-47143r The Deny CAT Il [Me Non-comp CC-00021 V-25486  Deny log ¢Non-cormp 2200 10/26/2018 23:07 FAIL The ‘Deny The To o3
332 10.10.10.46 1P address  @xa010p1-10 EXI01058" Windows 5V-T9453r File Trans! CAT I (Me Complian! CC-00036 V-1130  BrohibitecCompliant 3780 10/26/2018 13:07 PASS The ‘Micre The Configur o8
233 10.10.1045 1P address  ex20103p1-10 EX201059 Windows 5V-B3300r The Micro CAT Il [Me Complian! CCI-00038 V-26602  Microsoft Complien! 3780 10/26/2018 23:07 PASS The Micre The Configur 03
334/10.10.10.46 1P address  @x2010p1-10 EXI01058" Windows SV-21837r Domain C1CAT I (Me Non-com| COL00241 V4307  LDAR Sign Non-com) 1433 10/36/2018 73:07 FAIL The LDAR This Configure os.
235 10.10.1045 1P address  ex20103p1-10 EX201059: Windows 5V-20332r The Wind: CAT Il [Me Complian! CCI-00241 V-6533  SMB Serve Complien! 1189 10/26/2018 23:07 PASS The Micre This To o3
336 10.10.10.46 1P address  @x2010p1-10 EXI010587 Windows 5V-34591r The Wind CAT 1l (Lo Non-com] CO-00004 V-16359  Legal BansNon-comp 1134 10/36/2018 73:07 FAIL Loginflog: The To o
237 10.10.1045 1P address  ex20103p1-10 EX201059 Windows 5V-20545¢ Named Pi CAT | {Hig Complian! CCI-0010% V-6334  Anonyme Complien! 1434 10/26/2018 23:07 PASS The "Anon This To o3
238 10.10.10.46 1P address  @x2010p1-10 EXI01055" Windows SV-T96E1r Users with CAT | (Higl Non-com| COL00036 V-1140  Ugers with Non-comp 2571 10/36/2018 73:07 FAIL Members The Configur | ad2008
218 10.10.1045 1P address  ex2010:p1-10 EX201059: Windows SV-A7874r Only admi CAT | {Higl Non-comp CC00223 V1127  Restrictec Non-comp 2521 10/26/2018 23:07 FAIL Members The Configur 2d2008
240 10.10.10.46 1P address  ex2010spl-10 EX201058. Windows 5V-23437r Internet C CAT Il (Lo Non-com; CCI-00038 V-15673  Internet CNon-comy 4095 10/26/2018 23:07 FAIL The Wind: This To establi os.
241 10.10.1045 1P address  ex2010:p1-10 EX201059: Windows SV-29007r Automatic CAT I [Me Non-comp CCO003S V-1145  Disable ArMon-comyp 1169 10/26/2018 23:07 FAIL Autormatin This Te o5 -
Wb N Complance_Report_My_STIG_Repor <71 T4 o Wil
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New Search Filter Added to Scanner Appliance API

APIs affected /api/2.0/fo/appliance/
New or Updated API Updated
DTD or XSD changes No

You can now search scanner appliances by platform where scanners are deployed. You'll
see the platform provider in the XML output when you also specify “include_cloud_info=1"
and “output_mode=full” in the request.

Input Parameter:

Parameter Description

platform_provider (Optional) Specify a platform to show scanners deployed on
that platform. The valid values are: ec2, ec2_compat, gce,
azure, vCenter.

ec2 - Amazon EC2, ec2_compat - OpenStack, gce - Google
Cloud Platform, azure - Microsoft Azure Cloud Platform,
vCenter - VMware vCenter

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d

"action=list& ype=virtual &l atform provi der=ec2& ncl ude_cl oud_i nf o=1&out p
ut _node=ful I "

"https://qual ysapi.qual ys. conif api/2.0/fol/ appliancel/"

XML output:
The output displays the scanners deployed on ec2 platform.

<?xm version="1.0" encodi ng="UTF-8"?>

<| S_CLOUD DEPLOYED>0</1S_CLOUD DEPLOYED>
<CLOUD_| NFC>
<PLATFORM PROVI DER>ec2</ PLATFORM_PROVI DER>
<EC2_I NFO>
<I NSTANCE_| D>i - 02441120f 4e14e32c</ | NSTANCE_| D>
<I NSTANCE_TYPE>n8. nedi unx/ | NSTANCE_TYPE>
<AM _| D>am - 2d4ed53a</ AM _I D>
<ACCQOUNT_I D>205767712438</ ACCOUNT_| D>
<I NSTANCE_REGQ ON>US East (N. Virgini a) </ 1 NSTANCE_REG ON>
<I NSTANCE_AVAI LABI LI TY_ZONE>uUS- east -
1c</ | NSTANCE_AVAI LABI LI TY_ZONE>
<I NSTANCE_ZONE_TYPE>C assi c</ | NSTANCE_ZONE_TYPE>
<| P_ADDRESS_PRI VATE>10. 181. 43. 219</ | P_ADDRESS_PRI VATE>
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<HOSTNAME_PRI VATE>i p- 10- 181- 43-
219. ec2. i nt er nal </ HOSTNAME_PRI VATE>
<API _PROXY_SETTI NGS>
<SETTI NG>Enabl ed</ SETTI NG
<PROXY>
<PROTOCOL>ht t p</ PROTOCOL>
<I P_ADDRESS>1. 1. 1. 1</ | P_ADDRESS>
<HOSTNAME>t est _host name. conk/ HOSTNAME>
<PORT>234</ PORT>
<USER>*** * * </ USER>
</ PROXY>
</ APl _PROXY_SETTI NGS>
</ EC2_I NFO>. . .
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New API: List Superseding Patches for an Asset

API affected /api/2.0/fo/asset/patch/index.php
New or Updated APIs New
DTD or XSD changes Yes

We have now introduced a new API: Patch Supersede API that lets you view the list of all
superseding patches that will fix detections on a specific host.

Input Parameters
The new input parameters are described below.

Parameter Description

host_id={value} (Required) The output lists all the superseding patches that
will fix the detections on a single host instance. Specify the ID
for the host to include in the report. A valid host ID must be
entered.

output_format=xml (Optional) The output format: xml (the default)

Sample 1: Sample XML for inserting an HTTP header

API request:

curl -u "USERNAME: PASSWORD' - X "CGET" -H "Content-Type: text/xm"
"host i d=136801&out put _f or mat =xni "
"https://qual ysapi.qual ys.conifapi/2.0/fol asset/ pat ch/i ndex. php"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE PATCH LI ST_QUTPUT SYSTEM
"https://qual ysapi.qual ys. conifapi/2.0/folasset/ pat ch/ host pat ches.
dtd">
<PATCH_LI ST_OUTPUT>
<RESPONSE>
<SUBSCRI PTI ON_I D>3058</ SUBSCRI PTI ON_| D>
<HOST_I D>136801</ HOST_I D>
<I| P>10. 10. 25. 249</ | P>
<DNS><! [ CDATA[ or a11107- 25- 249] ] ></ DNS>
<NETBI OS><! [ CDATA] ORA11107- 25- 249] ] ></ NETBI CS>
<OS><! [ CDATA] W ndows 2003 Servi ce Pack 2]]></CS>
<OS_CPE><![ CDATA[] ] ></ OS_CPE>
<NETWORK><! [ CDATA[ St ar Tr ek] ] ></ NETWORK>
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<PATCH_I NFO_LI ST>
<PATCH_I NFO>
<DETECTI ON_Q DS>
<Q D cve_i ds=""><![ CDATA[ 19883] ] ></ Q D>
</ DETECTI ON_Q DS>
<PATCH Q D cve_i ds=""><![ CDATA[ 19883] ] ></ PATCH Q D>
<PATCH_SEVERI TY>4</ PATCH SEVERI TY>
<PATCH TI TLE><! [ CDATA[ Oracl e 11.1.0.7 on M crosoft W ndows
- General Update Multiple Issues (Patch #54)]]></PATCH TI TLE>
<PATCH_VENDOR | D><! [ CDATA[ 11.1.0.7 Patch 54 -
32bit,11.1.0.7 Patch 54 - 64bit]]></PATCH VENDCR | D>
<PATCH_RELEASE DATE>2013- 10- 15
00: 00: 00</ PATCH_RELEASE_DATE>
<PATCH_LI NKS>
<LI NK
os_sw="W ndows" ><! [ CDATA|[ htt ps:// support. oracl e. conf epnos/faces/ ui
/ pat ch/ Pat chDet ai | . j spx?pat chl d=17363759] ] ></ LI NK>
<LI NK
os_sw="W ndows" ><! [ CDATA[ ht t ps:// support. oracl e. cont epnos/ f aces/ ui
/ patch/ PatchDetai | . j spx?pat chl d=17363760] ] ></ LI NK>
</ PATCH_LI NKS>
</ PATCH_| NFO>
</ PATCH_I NFO LI ST>
</ RESPONSE>
</ PATCH_LI ST_QUTPUT>

New DTD
<base_url>/api/2.0/fo/asset/patch/host_patches.dtd.

<l-- QUALYS PATCH LI ST_OUTPUT DTD -->
<!-- $Revision: $ -->

<! ELEMENT PATCH_LI ST_QUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME (#PCDATA) >

<! ELEMENT USER _LOGQ N ( #PCDATA) >

<! ELEMENT RESOURCE ( #PCDATA) >

<! ELEVMENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE) >

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<l-- if returned, POST_DATA will be urlencoded -->

<! ELEMENT POST_DATA (#PCDATA) >
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<! ELEMENT I P, DNS, NETBI CS,

S, OS_CPE, NETWORK?,

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ATTLI ST
<! ELEMENT
<I ATTLI ST
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<I ATTLI ST
<l--

RESPONSE ( SUBSCRI PTI ON_I D, HOST_I D,
PATCH_| NFO_LI ST) >
SUBSCRI PTI ON_I D (#PCDATA) >
HOST | D ( #PCDATA) >

| P (#PCDATA) >

DNS (#PCDATA) >

NETBI OS ( #PCDATA) >

OS (#PCDATA) >

OS_CPE (#PCDATA) >

NETWORK ( #PCDATA) >

PATCH_| NFO_LI ST ( PATCH_I NFO#) >

PATCH_| NFO ( DETECTI ON_Q DS, PATCH Q D, PATCH_SEVERI TY,
PATCH TI TLE, PATCH VENDOR | D, PATCH RELEASE DATE, PATCH LI NKS? )>

DETECTI ON_Q DS (Q D+) >
Q D (#PCDATA) >

Q D cve_ids CDATA #l MPLI ED>
PATCH Q D (#PCDATA) >

PATCH Q D cve_i ds CDATA #l MPLI ED>
PATCH_SEVERI TY (#PCDATA) >
PATCH_TI TLE (#PCDATA) >
PATCH_VENDOR_| D ( #PCDATA) >
PATCH_RELEASE_DATE ( #PCDATA) >
PATCH LI NKS (LI NK+) >

LI NK (#PCDATA) >

LI NK os_sw CDATA #| MPLI ED>

ECF -->
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New API: Scanner Details

API affected /api/2.0/fo/scan/scanner
New or Updated APIs New
DTD or XSD changes Yes

The new Scanner Details API helps you identify the scanner used to scan a particular IP
address at a given time. This is supported for vulnerability scans only. This new API is
especially useful when you're scanning a large number of IPs using a pool of scanners and
you're not sure which scanner was used to scan a particular host.

The XML output will show the IP address scanned with the scan reference number, scan
date, the scanner identifier (external scanner or scanner appliance name), scanner type
(extranet or appliance) and scanner software versions.

Permissions - Manager role is required

Input Parameters
The new input parameters are described below.

Parameter Description
action=list (Required)
scan_date_since={value} (Required) Include scans started since a certain date. Specify

the date in YYYY-MM-DD format. The date must be less than
or equal to today’s date.

scan_date_to={value} (Optional) Include scans started up to a certain date. Specify
the date in YYYY-MM-DD format. The date must be later than
or equal to scan_date_since, and less than or equal to today’s
date.

ips={value} (Required) The IP addresses you want scanner details for. You
may enter a combination of IPs and ranges. Multiple entries
are comma separated.

output_format=XML (Optional) The output format: XML (the default)

Sample - List scanner details for certain IPs

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl" -d
"action=list& ps=10. 10. 10. 2- 10. 10. 10. 7, 10. 10. 10. 10
&scan_dat e_si nce=2018- 05- 24&scan_dat e_t 0=2018- 09- 28"
"https://qual ysapi.qual ys. conm api/2.0/folscan/ scanner/"
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XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE | P_SCANNERS_LI ST_QUTPUT SYSTEM
"https://qual ysapi.qual ys.confapi/2.0/fol/ scan/ scanner/scanner _|i st
_out put.dtd">
<| P_SCANNERS_LI| ST_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 11- 08T21: 49: 51Z</ DATETI ME>
<l P_SCANNERS_QUTPUT>
<| P_SCANNED>
<l P>10. 10. 10. 7</ | P>
<SCAN_REF>scan/ 1527197914. 13102</ SCAN_REF>
<SCAN_DATE>2018- 05- 24T21: 39: 08Z</ SCAN_DATE>
<SCANNER | DENTI FI ER>ext er nal scanner </ SCANNER | DENTI FI ER>
<SCANNER_TYPE>ext r anet </ SCANNER_TYPE>
<M__VERSI ON>M_- 9. 7. 20- 1</ M__VERSI O\>
<VULNSI GS_VERSI ON>VULNSI GS- 2. 4. 182- 2</ VULNSI GS_VERSI ON\>
</ | P_SCANNED>
<| P_SCANNED>
<l P>10. 10. 10. 10</ | P>
<SCAN_REF>scan/ 1527197914. 13102</ SCAN_REF>
<SCAN_DATE>2018- 05- 24T21: 39: 08Z</ SCAN_DATE>
<SCANNER | DENTI FI ER>ext er nal scanner </ SCANNER | DENTI FI ER>
<SCANNER_TYPE>ext r anet </ SCANNER_TYPE>
<M__VERSI ON>M_- 9. 7. 20- 1</ M._VERSI ON>
<VULNSI GS_VERSI ON>VULNSI GS- 2. 4. 182- 2</ VULNSI GS_VERSI ON>
</ | P_SCANNED>
<| P_SCANNED>
<l P>10. 10. 10. 7</ | P>
<SCAN_REF>scan/ 1538093810. 64913</ SCAN_REF>
<SCAN_DATE>2018- 09- 28T00: 19: 25Z</ SCAN_DATE>
<SCANNER | DENTI FI ER>Esxi _4_Net wor k</ SCANNER_| DENTI FI ER>
<SCANNER_TYPE>appl i ance</ SCANNER_TYPE>
<M__VERSI ON>M_- 9. 10. 21- 1</ M_._VERSI ON>
<VULNSI GS_VERSI ON>VULNSI GS- 2. 4. 284- 2</ VULNSI GS_VERSI ON\>
</ | P_SCANNED>
<| P_SCANNED>
<| P>10. 10. 10. 10</ | P>
<SCAN_REF>scan/ 1538093810. 64913</ SCAN_REF>
<SCAN_DATE>2018- 09- 28T00: 19: 25Z</ SCAN_DATE>
<SCANNER | DENTI FI ER>Esxi _4_Net wor k</ SCANNER_| DENTI FI ER>
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<SCANNER TYPE>appl i ance</ SCANNER TYPE>
<M._VERSI ON>M.- 9. 10. 21- 1</ M._VERSI O\>
<VULNSI GS_VERSI ON>VULNSI GS- 2. 4. 284- 2</ VULNSI GS_VERSI O\>
</ | P_SCANNED>
</ | P_SCANNERS_OUTPUT>
</ RESPONSE>
</ | P_SCANNERS_LI ST_OUTPUT>

New DTD
<base_url>/api/2.0/fo/scan/scanner/scanner_list_output.dtd

<l-- QUALYS SCANNER LI ST_QUTPUT. DTD - - >
<l-- $Revision$ -->
<! ELEMENT | P_SCANNERS LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME ( #PCDATA) >

<! ELEMENT USER _LOGQ N ( #PCDATA) >

<! ELEMENT RESCURCE (#PCDATA) >

<! ELEMENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE)>

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<l-- if returned, POST_DATA will be urlencoded -->
<! ELEMENT POST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, | P_SCANNERS OUTPUT?) >
<! ELEMENT | P_SCANNERS_OUTPUT (| P_SCANNED*) >

<! ELEMENT | P_SCANNED (1 P, SCAN_REF, SCAN DATE, SCANNER | DENTI FI ER
SCANNER TYPE, M._VERSI ON, VULNSI GS_VERSI ON) >

<! ELEMENT | P (#PCDATA) >

<! ELEMENT SCAN_REF (#PCDATA) >

<! ELEMENT SCAN_DATE (#PCDATA) >

<! ELEMENT SCANNER | DENTI FI ER (#PCDATA) >

<! ELEMENT SCANNER TYPE (#PCDATA) >

<! ELEMENT M._VERSI ON (#PCDATA) >

<! ELEMENT VULNSI GS_VERSI ON ( #PCDATA) >

<l-- EOF -->
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Agent UDC Support (coming soon!)

APIs affected /api/2.0/fo/compliance/control/?action=list
/api/2.0/fo/compliance/policy/?action=export

New or Updated API Updated (DTD/XSD update only)
DTD changes Yes
XSD changes Yes

New Agent UDC Support will be announced soon via the Qualys Technology blog once
remaining components are released.

DTD/XSD updates you’ll see now:

We've added the new USE_AGENT_ONLY and AUTO_UPDATE elements to the Control List
Output DTD, Policy Export Output DTD and the ImportableControl.xsd schema.

Updates you’ll see once Agent UDC Support is available:
The XML output may include the USE_AGENT_ONLY element for these Windows and Unix
control types: Directory Search Control and Directory Integrity Control.

The XML output may include the AUTO_UPDATE element for these Windows and Unix
control types: File Integrity Control and Directory Integrity Control.

USE_AGENT_ONLY has a value of 1 in the XML output when the “Use agent scan only”
option is enabled for the control. When enabled, we’ll evaluate the control using scan data
collected from a cloud agent scan only. USE_AGENT_ONLY has a value of 0 when this
option is not enabled for the control.

AUTO_UPDATE has a value of 1 in the XML output when the “Auto update expected value”
option is enabled for the control. When enabled, we'll replace the control’s expected value
for posture evaluation with the actual value collected from the cloud agent scan.
AUTO_UPDATE has a value of 0 when this option is not enabled for the control.

List Compliance Controls

We added the new USE_AGENT_ONLY and AUTO_UPDATE elements to the XML output
and updated the DTD.

APl request:

curl -u username: password -H "X-Requested-Wth: curl" -d
"action=list& ds=100023"
"https://qual ysapi.qualys. conifapi/2.0/fo/conpliance/control /"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
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<! DOCTYPE CONTROL_LI ST_QUTPUT SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/fol/conpliance/control/control _list_
out put.dtd">
<CONTROL_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 10- 05T10: 23: 54Z</ DATETI ME>
<CONTROL_LI ST>
<CONTROL>
<| D>100023</ | D>
<UPDATE_DATE>2018- 11- 16T06: 27: 14Z</ UPDATE_DATE>
<CREATED_DATE>2018-11- 16T06: 27: 14Z</ CREATED_DATE>
<CATEGORY>Access Control Requirenent s</ CATEGORY>
<SUB_CATEGORY><! [ CDATA[ Account Creati on/ User
Managenent ] ] ></ SUB_CATEGCORY>
<STATEMENT><! [ CDATA[ Directory Integrity Check]]></ STATEMENT>
<CRI Tl CALI TY>
<LABEL><! [ CDATA[ SERI QUS] ] ></ LABEL>
<VALUE>3</ VALUE>
</ CRI Tl CALI TY>
<CHECK_TYPE><! [ CDATAl W ndows Directory Integrity
Check] ] ></ CHECK_TYPE>
<COMMVENT><! [ CDATA[ t est ] ] ></ COWWENT>
<USE_AGENT_ONLY>1</ USE_AGENT_ONLY>
<AUTO_UPDATE>1</ AUTO_UPDATE>
<l GNORE_ERROR>0</ | GNORE_ERROR>

DTD update:
DTD: <platform>/api/2.0/fo/compliance/control/control_list_output.dtd

<l-- QUALYS CONTROL_LI ST_QUTPUT DID -- >
<l-- $Revision$ -->
<! ELEMENT CONTROL_LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT RESPONSE ( DATETI ME, (CONTROL_LI ST|ID_SET)?, WARNI NG?)>

<! ELEMENT CONTROL_LI ST ( CONTROL+) >

<! ELEMENT CONTROL (1D, UPDATE DATE, CREATED DATE, CATEGORY, SUB CATEGORY,
STATEMENT, CRI Tl CALI TY?, DEPRECATED?, DEPRECATED DATE?,

CHECK_TYPE?, COMMENT?, USE_AGENT ONLY?, AUTO UPDATE?, | GNORE_ERROR?,
| GNORE_| TEM NOT_FOUND?, SCAN_PARAVETERS?, TECHNOLOGY LI ST,
FRAVEWORK_LI ST?) >

<! ELEMENT | D (#PCDATA) >

<! ELEMENT UPDATE_DATE (#PCDATA) >

<! ELEMENT CREATED DATE (#PCDATA) >

<! ELEMENT CATEGORY (#PCDATA) >

<! ELEMENT SUB_CATEGORY (#PCDATA) >

<! ELEMENT STATEMENT (#PCDATA) >

<! ELEMENT CRI TI CALI TY (LABEL, VALUE)>
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<! ELEMENT LABEL (#PCDATA) >
<! ELEMENT DEPRECATED (#PCDATA) >

<! ELEMENT DEPRECATED DATE (#PCDATA) >

<! ELEMENT CHECK_TYPE (#PCDATA) >

<! ELEMENT COWMENT (#PCDATA) >

<! ELEMENT USE_AGENT_ONLY (#PCDATA) >

<! ELEMENT AUTO UPDATE (#PCDATA) >

<! ELEMENT | GNORE_ERROR ( #PCDATA) >

<! ELEMENT | GNORE_| TEM NOT_FOUND ( #PCDATA) >

Export Policy to XML

You can export a compliance policy from your account to an XML file. You must specify
the input parameter show_user_controls=1 to include UDCs in the output.

API] request:

curl -u username: password -H " X-Requested-Wth: curl" -d
"acti on=export & d=1448425&show_user _contr ol s=1&show_appendi x=0"
"https://qual ysapi.qualys. confapi/2.0/folconpliance/policy/">UDCW ND. xm

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE POLI CY_EXPORT_OUTPUT SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/fol conpliance/policy/policy_export_
out put . dtd" >
<PCLI CY_EXPORT_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 10- 05T10: 41: 43Z</ DATETI ME>
<PQOLI CY>
<TI TLE><! [ CDATA[ W ndows_Li nux_UDC _Pol i cy] ] ></ Tl TLE>
<EXPORTED><! [ CDATA[ 2018- 10- 05T10: 41: 43Z] ] ></ EXPORTED>
<COVER_PAGE><! [ CDATA[ ] ] ></ COVER_PAGE>
<STATUS><! [ CDATA[ acti ve] ] ></ STATUS>
<TECHNOLOG ES total ="3">
<TECHNOLOGY>
<| D>45</ | D>
<NAME>Red Hat Enterprise Linux 6.x</ NAME>
</ TECHNOLOGY>
<TECHNOLOGY>
<| D>52</ | D>
<NAME>AI X 7. x</ NAME>
</ TECHNOLOGY>
<TECHNOLOGY>
<| D>81</ | D>
<NAME>Red Hat Enterprise Linux 7.x</ NAME>
</ TECHNOLOGY>
</ TECHNOLOG ES>
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<SECTIONS total ="1">

<SECTI ON>

<NUVBER>1</ NUVBER>
<HEADI NG><! [ CDATA[ ddd] ] ></ HEADI NG>
<CONTROLS total ="4">

Managenent ] | ></ NAME>

DTD update:

<USER_DEFI NED_CONTROL>

<| D>100041</ | D>
<UDC_| D>929a8c4e- 5057- e3f 3- 8225- €92d4076f 499</ UDC_| D>
<CHECK_TYPE>Uni x Directory Search Check</ CHECK_TYPE>
<CATEGORY>

<|I b>3</| D>

<NAME><! [ CDATA[ Access Control Requirenents]]></ NAMVE>

</ CATEGORY>
<SUB_CATEGORY>

<I b>1010</ | D>

<NAME><! [ CDATA[ Account Creation/ User

</ SUB_CATEGORY>
<STATEMENT><! [ CDATA[ Di rect ory Sear ch]] ></ STATEMENT>
<CRI Tl CALI TY>
<LABEL><! [ CDATA[ SERI QUS] ] ></ LABEL>
<VALUE>3</ VALUE>
</ CRI Tl CALI TY>
<COMVENT><! [ CDATA[ ] ] ></ COMVENT>
<USE_AGENT_ONLY>1</ USE_AGENT_ONLY>
<AUTO_UPDATE>0</ AUTO UPDATE>
<| GNORE_ERROR>0</ | GNORE_ERROR>

DTD: <platform>/api/2.0/fo/compliance/policy/policy_export_output.dtd

<l-- QUALYS POLI CY_EXPORT_OUTPUT DTD -->
<! ELEMENT POLI CY_EXPORT_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT USER _DEFI NED_CONTROL (I D, UDC_| D, CHECK TYPE, CATEGORY,
SUB_CATEGORY, STATEMENT, CRITI CALITY?, COMMVENT?, USE_AGENT_ONLY?,
AUTO_UPDATE?, | GNORE_ERRCOR, | GNCRE_| TEM NOT_FOUND?, SCAN_PARAMETERS,

REFERENCE_TEXT?,

TECHNOLOG ES, REFERENCE_LI ST) >

<! ELEMENT UDC_| D (#PCDATA) >
<! ELEMENT CHECK_TYPE (#PCDATA) >

<! ELEMENT CATEGORY (1D, NAME)>
<! ELEMENT SUB_CATEGCRY (I D, NAME) >

<! ELEMENT STATEMENT (#PCDATA) >
<! ELEMENT COWMENT ( #PCDATA) >
<! ELEMENT USE_AGENT ONLY (#PCDATA) >

75



Qualys Cloud Platform (VM, PC) v8.x
Agent UDC Support (coming soon!)

<! ELEMENT AUTO_UPDATE (#PCDATA) >
<! ELEMENT | GNORE_ERROR ( #PCDATA) >
<! ELEMENT | GNORE_I TEM NOT_FOUND ( #PCDATA) >

Export Control to XML

When you export a Windows or Unix Directory Search Control or Directory Integrity
Control from your account to XML you’ll see USE_AGENT_ONLY in the XML output.

When you export a Windows or Unix File Integrity Control or Directory Integrity Control
from your account to XML you'll see AUTO_UPDATE in the XML output.

XML output:

<CONTROL_LI ST total ="1">
<CONTROL>
<I D>100027</ | D>
<UDC | D>aac7a25a- 67e9- 7cal- 838c- 03e98981451f </ UDC | D>
<CHECK_TYPE>Uni x Directory Search Check</ CHECK TYPE>
<CATEGORY>
<| b>3</| D>
<NAME><! [ CDATA[ Access Control Requirenents]]></ NAMVE>
</ CATEGORY>
<SUB_CATEGORY>
<l D>1010</ | D>
<NAME><! [ CDATA[ Account Creation/User Managenent]] ></ NAVE>
</ SUB_CATEGORY>
<STATEMENT><! [ CDATA[ Di rect ory Sear ch- RHEL_Li nux_UDC] ] ></ STATEMENT>
<CRI Tl CALI TY>
<LABEL><! [ CDATA[ SERI QUS] ] ></ LABEL>
<VALUE>3</ VALUE>
</ CRI TI CALI TY>
<COMMENT><! [ CDATA[ ] ] ></ COMMENT>
<USE_AGENT_ONLY>1</ USE_AGENT_ONLY>
<AUTO_UPDATE>0</ AUTO_UPDATE>
<l GNORE_ERROR>0</ | GNORE_ERROR>

Schema update:

The ImportableControl.xsd schema is used when importing and exporting controls. It was
updated to include the new elements USE_AGENT_ONLY and AUTO_UPDATE.

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"
el ement For nDef aul t =" qual i fi ed" >

<xs: el emrent name="CONTROL" >
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<xs: conpl exType>
<Xs:sequence>
<xs: el enent
<xs: el enent
<xs: el ement
<xs: el ement

ref="ID" m nCccurs="0" maxCccurs="1" />
ref="UDC_I D' m nCccurs="0" maxQccurs="1"
ref =" CHECK_TYPE" naxCccurs="1" />

ref =" CATEGORY" m nCccurs="0" maxCccurs="1"

/>

/>

<xs: el ement ref="SUB _CATEGORY" mi nCccurs="0" maxCccurs="1"

/>
<xs: el enent
<xs: el enent
/>
<xs: el ement
<xs: el ement
/>
<xs: el ement

maxCccur s="1"

/>
<xs: el ement
<xs: el ement
maxQccurs="1" />
<xs: el enent
<xs: el enent
<xs: el ement

</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

ref =" STATEMENT" maxCccurs="1" />
ref="CRI TI CALI TY" m nCccurs="0" maxCccurs="1"

ref =" COMVENT" m nQccurs="0"
ref =" USE_AGENT_ONLY"

maxCccurs="1" />

m nCccur s="0"
ref =" AUTO_UPDATE"

m nCccurs="0" maxCccurs="1"

ref="1GNORE_ERROR' nmaxCccurs="1" />
ref="1GNORE_I TEM NOT_FOUND"' ni nCccurs="0"
ref =" SCAN_PARAMETERS" naxCccurs="1" />
ref ="TECHNOLOGY_LI ST" nmaxCccurs="1" />
ref =" REFERENCE_LI ST" nmaxCccurs="1" />

<xs: el ement nane="USE_AGENT_ONLY">

<xs: si nmpl eType>

<xs:restriction base="xs:integer">

<xs:enuneration val ue="0"
<xs:enuneration val ue="1"

/>
/>

</xs:restriction>

</ xs: si nmpl eType>
</ xs: el ement >

<xs: el erent name="AUTO_UPDATE" >

<xs:sinmpl eType>

<xs:restriction base="xs:integer">

<xs:enuneration val ue="0"
<xs:enuneration val ue="1"

/>
/>

</xs:restriction>

</ xs: si npl eType>
</ xs: el emrent >
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