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URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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Vault Support API - Cyber-Ark changed to CyberArk
APIs affected /api/2.0/fo/vault
/api/2.0/fo/auth
New or Updated API Updated
DTD or XSD changes No

We have changed Cyber-Ark to CyberArk for improved integration of CyberArk vaults. The
change affects vault-type input parameter during vault creation (CyberArk AIM and
CyberArk PIM Suite). The response also reflects the change.

Input Parameters
Updated input parameter is described below.

Parameter Description
action = list (Required)
or

action= create

vault_type={value} Required only when action=create and login_type=vault.
The updated options are:
CyberArk AIM
CyberArk PIM Suite

Example: List Vault
API request:

curl -u "USERNAME: PASSWD' -H " X-Requested-Wth: curl" -d "action=list"
"https://qual ysapi.qualys.conlapi/2.0/fo/vault/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH _VAULT_LI ST_QUTPUT SYSTEM

"https://qual ysapi.qualys.conifapi/2.0/fo/vaul t/vault_output.dtd">
<AUTH VAULT_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2017- 09- 12T13: 55: 57Z</ DATETI Me>
<STATUS>Success</ STATUS>
<COUNT>13</ COUNT>
<AUTH_VAULTS>

<AUTH_VAULT>
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<TI TLE>
<I[ CDATAL My CyberArk AIMvault]]>
</ TI TLE>

<VAULT_TYPE>
<! [ CDATA[ Cyber Ark AIM ] >
</ VAULT_TYPE>
<LAST_MODI FI ED>
<DATETI ME>2014- 02- 13T12: 05: 21Z</ DATETI ME>
<BY>user _j ohn</ BY>
</ LAST_MODI FI ED>
<I D>1421</ | D>
</ AUTH_VAULT>
<AUTH_VAULT>

<TI TLE>
<I[ CDATAl My CyberArk PIM Suite vaultl]]>
</ TI TLE>

<VAULT_TYPE>
<! [ CDATA[ Cyber Ark PIM Suite]]>

</ VAULT_TYPE>

<LAST_M2DI FI ED>
<DATETI ME>2014- 02- 19T06: 43: 44Z</ DATETI ME>
<BY>user _j ohn</ BY>

</ LAST_MODI FI ED>

<I D>1441</ | D>

</ AUTH_VAULT>

</ AUTH_VAULTS>
</ RESPONSE>
</ AUTH_VAULT_LI ST_QUTPUT>

Example: Create CyberArk Vault
API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm™"
"action=create&title=Cyber Ark_Al M Vaul t & ype=Cyber Ar k%20Al M&appi d=Qual ys_
Scanner _1522015219&saf e=ny_saf e&ur| =htt p: / / host . domai n/ Al MAébSer vi ce/v1. 1
/ Al M asnx"

"https://qual ysapi.qualys. confapi/2.0/fo/vaul t/index.php/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2018- 04- 05TO05: 43: 32Z</ DATETI ME>
<TEXT>Success</ TEXT>
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<I TEM LI ST>
<I TEM>
<KEY>| D</ KEY>
<VALUE>237135</ VALUE>
</ | TEM>
</ | TEM LI ST>
</ RESPONSE>
</ S| MPLE_RETURN>

Example: Create Windows Authentication Record using Vault
(CyberArk)

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm™"
"action=create&titl e=My%R0W ndows%20

Recor d&user nanme=Qual ys& ps=10. 10. 10. 70& ogi n_t ype=vaul t & aul t _i d=236320&v
aul t _type=Cyber Ar k9%R20AI M&f i | e=vaul tfi | e&f ol der =abc\ f ol der"

"https://qual ysapi.qualys. coni api/2.0/fo/aut h/wi ndows/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qual ys.conifapi/ 2.0/ batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2018- 04- 05T10: 25: 26Z</ DATETI ME>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful | y Created</ TEXT>
<| D_SET>
<| D>218385</ | D>
</ |1 D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>
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Support for Client Id and Name in Multiple APIs

APIs affected /api/2.0/fo/scan/?action=list
/api/2.0/fo/scan/?action=launch
/api/2.0/fo/scan/compliance/?action=list
/api/2.0/fo/scan/compliance/?action=launch
/api/2.0/fo/schedule/scan/?action=list
/api/2.0/fo/schedule/scan/?action=create
/api/2.0/fo/schedule/scan/?action=update
/api/2.0/fo/report/?action=list
/api/2.0/fo/scan/?action=fetch

New or Updated API Updated
DTD or XSD changes Yes

We now support for client element (id and name) for Consultant type subscriptions in
Scan API, Scheduled Scan API, Compliance Scan API, and Report APL

Input Parameters

New input parameters are added for Consultant type subscriptions as described below.

Parameter Description
client_id= {value} (Optional) Id assigned to the client.
client_name={value} (Optional) Name of the client.

Note: The client_id and client_name parameters are mutually
exclusive and cannot be specified together in the same
request.

Example: List Scan
API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm™"
"https://qual ysapi.qualys. conifapi/2.0/folscan/
?action=list&client_name=ABC Conpany"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE SCAN_LI ST_OUTPUT SYSTEM

"http://qual ysapi.qualys.com api/2.0/fol/scan/scan_list_out put.dtd">
<SCAN_LI ST_QUTPUT>

<RESPONSE>
<DATETI ME>2018- 04- 06T11: 51: 38Z</ DATETI ME>
<SCAN LI ST>
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<SCAN>
<REF>scan/ 1523015280. 40054</ REF>
<TYPE>On- Dermand</ TYPE>
<TI TLE>
<! [ CDATA[ Rel aunched scan 20180406] ] >
</ Tl TLE>
<CLI ENT>
<| D>1008</ 1 D>
<NAME><! [ CDATA[ ABC Conpany] ] ></ NAME>
</ CLI ENT>
<USER _LOG N>user _j ohn</ USER_LOG N>
<LAUNCH_DATETI ME>2018- 04- 06T11: 48: 00Z</ LAUNCH_DATETI Me>
<DURATI ON>00: 06: 28</ DURATI ON>
<PROCESSI NG PRIORI TY>0 - No Priority</PROCESSI NG PRI ORI TY>
<PROCESSED>1</ PROCESSED>

<STATUS>
<STATE>Fi ni shed</ STATE>

</ STATUS>

<TARGET>
<! [ CDATA[ 10. 10. 10. 1- 10. 10. 10. 10]] >

</ TARGET>

</ SCAN>
</ SCAN_LI ST>
</ RESPONSE>

</ SCAN_LI ST_OQUTPUT>

Example: List Scheduled Scan
API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™
"https://qual ysapi.qual ys. conifapi/2.0/fol schedul e/ scan/ ?acti on=list&clien
t _nanme=ABC Conmpany"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SCHEDULE_SCAN LI ST_OUTPUT SYSTEM
"http://qual ysapi . qual ys. com api/ 2. 0/ f o/ schedul e/ scan/ schedul e_scan_| i st _
out put.dtd">
<SCHEDULE_SCAN LI ST_OUTPUT>
<RESPONSE>
<DATETI ME>2018- 04- 06T12: 03: 28Z</ DATETI ME>
<SCHEDULE_SCAN_ LI ST>
<SCAN>
<| D>22340</ | D>
<ACTI VE>1</ ACTI VE>
<TI TLE>
<! [ CDATA[ Schedul ed Scan]] >
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</ TITLE>
<CL| ENT>
<I D>1008</ | D>
<NAME><! [ CDATA[ ABC Conpany] ] ></ NAME>
</ CLI ENT>
<USER_LOG N>user _j ohn</ USER_LOG N>
<TARGET>
<! [ CDATA[ 10. 10. 10. 1] ] >
</ TARCET>
</ SCHEDULE>
</ SCAN>
</ SCHEDULE_SCAN LI ST>
</ RESPONSE>
</ SCHEDULE_SCAN LI ST_QUTPUT>

Example: List Compliance Scan
API request:

curl -u "USERNAME: PASSWO' -H "X-Requested-Wth: curl" -d
"action=listé&client_name=ABC Conpany"
"https://qual ysapi.qual ys. conif api/2.0/fo/ scan/ conpl i ance/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE SCAN_ LI ST_QOUTPUT SYSTEM

"http://qual ysapi.qualys.com api/2.0/fo/scan/scan_list_output.dtd">

<SCAN_LI ST_QUTPUT>

<RESPONSE>
<DATETI ME>2018- 04- 06T12: 01: 08Z</ DATETI ME>
<SCAN_LI ST>
<SCAN>
<| D>40055</ | D>
<REF>conpl i ance/ 1523015788. 40055</ REF>
<TYPE>On- Denmand</ TYPE>
<TI TLE>
<! [ CDATA[ Conpl i ance Scan]] >
</ TI TLE>
<CLI ENT>
<| b>1008</ | D>
<NAME><! [ CDATA[ ABC Conpany] ] ></ NAME>

</ CLI ENT>
<USER_LOd N>user _j ohn</ USER_LOG N>
<LAUNCH_DATETI ME>2018- 04- 06T11: 56: 28Z</ LAUNCH_DATETI ME>
<DURATI ON>00: 00: 05</ DURATI ON\>
<PROCESSED>1</ PROCESSED>
<STATUS>
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<STATE>Fi ni shed</ STATE>
</ STATUS>
<TARGET>
<! [ CDATA[ 10. 10.10.1]1>
</ TARGET>
</ SCAN>
</ SCAN_LI ST>
</ RESPONSE>
</ SCAN_LI ST_QUTPUT>

Example: List Scan Report
API request:

curl -u "USERNAME: PASSWD' -H "X-Requested-Wth: curl" -d
"action=listé&client_name=ABC Conpany"
"https://qual ysapi.qualys.confapi/2.0/folreport/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE REPORT_LI ST_QUTPUT SYSTEM
"http://qual ysapi.qual ys.com api/2.0/fol/report/report_Ilist_output.dtd">
<REPORT_LI ST_OUTPUT>
<RESPONSE>
<DATETI ME>2018- 04- 06T12: 11: 19Z</ DATETI ME>
<REPORT_LI ST>
<REPORT>
<| D>34130</ | D>
<TI TLE>
<! [ CDATA[ Scan Report for Cient]]>
</ TI TLE>
<CLI ENT>
<| D>1008</ 1 D>
<NAME><! [ CDATA[ ABC Conpany] ] ></ NAME>
</ CLI ENT>
<TYPE>Consul t ant </ TYPE>
<USER _LOG N>user _j ohn</ USER_LOG N>
<LAUNCH _DATETI ME>2018- 04- 06T12: 16: 37Z</ LAUNCH_DATETI ME>

</ REPORT>
</ REPORT_LI ST>
</ RESPONSE>
</ REPORT_LI ST_QUTPUT>
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Example: Fetch Scan Results
Let us fetch the scan results in CSV and JSON format to view the client details.

APl request (CSV):

curl -u "USERNAME: PASSWO' -H "X-Requested-Wth: curl" -d
"action=fetch&scan_ref=scan/1524812710. 88997&out put _f or mat =csv_ext ended"
"https://qual ysapi.qual ys. conif api/2.0/fol/scan/"

CSV Report output:

"Scan Resul ts","05/21/2018 11:27:19"

"Qualys, Inc.","919 E Hillsdale Blvd", "Floor 4","Foster
City","California","United States of Anerica", "94404"
"Patrick Slimer","qualys_ps","Mnager"

"Launch Date","Client", "Active Hosts","Tota

Hosts", " Type", "Status", "Ref erence", "Scanner Appliance", "Duration","Scan
Title","Asset Goups","IPs","Excluded | Ps","Option Profile","Network"
"04/ 27/ 2018 07:05: 09", "ABC Conpany","4","5","On

Demand", " Fi ni shed", "scan/ 1524812710. 88997", "10. 113. 244. 56 ( Scanner
10.0.14-1, Vulnerability Signatures 2.4.319-1)","00:18: 26", "My-C i ent-
Scan",,"10.113.197.129-10.113.197. 133", ,"Initial Options","d obal Default
Net wor k"

API request (JSON):

curl -u "USERNAME: PASSWD' -H " X-Requested-Wth: curl” -d
"action=fetch&scan_ref=scan/1524812710. 88997&out put _f or mat =j son_ext ended"
"https://qual ysapi.qualys. conifapi/2.0/folscan/"

JSON Report output:

[{"scan_report _tenplate_title":"Scan Results","result_date":"05\/21\/2018
11: 31: 38", "conpany": "Qualys, Inc.","add1":"919 E Hillsdal e

Bl vd", "add2":"Floor 4","city":"Foster
City","state":"California","country”":"United States of
Anerica","zip":"94404", "nanme": "Patrick

Slimrer", "usernane": "qual ys_ps","rol e":"Manager"},
{"launch_date":"04\/27\/2018 07:05:09","dient":"ABC

Conpany", "active_hosts":"4" "total _hosts":"5","type":"On

Demand", "status":"Fi ni shed", "reference":"scan\/1524812710. 88997", "scanner
_appliance”:"10.113. 244.56 (Scanner 10.0.14-1, Vulnerability Signatures
2.4.319-1)","duration":"00: 18: 26", "scan_title":"My-Client-

Scan", "asset _groups":null,"ips":"10.113. 197. 129-

10.113. 197. 133", "excl uded_i ps":"","option_profile":"Initial

Options", "network":"d obal Default Network"},
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DTD Update
We updated the DTD to include the client name and client id element (in bold).

Scan List DTD (scan_list_output.dtd)
DTD: <base_url>/api/2.0/fo/scan/scan_list_output.dtd

<l'-- QUALYS SCAN LI ST _OUTPUT DTD -- >
<! ELEMENT REQUEST ( DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT TYPE (#PCDATA) >
<! ELEMENT TI TLE (#PCDATA) >
<! ELEMENT CLI ENT (| D, NAME) >

<! ELEMENT OPTI ON_PRCFI LE (TI TLE, DEFAULT_FLAG?) >
<! ELEMENT DEFAULT_FLAG (#PCDATA) >
<l-- EOF -->

Scheduled Scan List DTD (schedule_scan_list_output.dtd)
DTD: <base_url>/api/2.0/fo/schedule/scan/schedule_scan_list_output.dtd

<l-- QUALYS SCHEDULE_SCAN LI ST_OUTPUT DTD - - >
<! ELEMENT SCHEDULE_SCAN LI ST _OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETIME, USER LOGI N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT TI TLE (#PCDATA) >
<! ELEMENT CLI ENT (| D, NAME) >

<! ELEMENT DI STRI BUTI ON_GROUP (I D, TITLE)>
<l-- EOF -->

Report List DTD (report_list_output.dtd)
DTD: <base_url>/api/2.0/fo/report/report_list_output.dtd

<l-- QUALYS SCHEDULE_SCAN LI ST_OUTPUT DTD - - >
<! ELEMENT SCHEDULE_SCAN LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST ( DATETIME, USER LOGI N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT TI TLE (#PCDATA) >
<! ELEMENT CLI ENT (| D, NAME) >

<! ELEMENT PERCENT ( #PCDATA) >

<! ELEMENT EXPI RATI ON_DATETI ME ( #PCDATA) >
<l-- ECF -->

11
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New Scan Summary API for Hosts Not Scanned

API affected /api/2.0/fo/scan/summary
New or Updated API New
DTD or XSD changes New

This new Summary API lets you identify hosts that were not scanned and why.

How it works - First we'll find all the scans launched since the date (or within the date
range) that you specify. Then we’'ll identify hosts that were included in the scan target but
not scanned for some reason. For each host you'll see the category/reason it was not
scanned and the host’s tracking method.

Categories for hosts not scanned:

Excluded - The hosts were excluded. Hosts may be excluded on a per scan basis (by the
user launching or scheduling the scan) or globally for all scans. Managers and Unit
Managers have privileges to edit the global excluded hosts list for the subscription.

Cancelled - Hosts were not scanned because the scan was cancelled. Scans may be
cancelled by a user, by an administrator or automatically by the service as specified in
scheduled scan settings.

Dead - The hosts were not “alive” at the time of the scan, meaning that they did not
respond to probes sent by the scanning engine, and the option to Scan Dead Hosts was not
enabled.

Unresolved - Hosts were scanned but they could not be reported because the NetBIOS or
DNS hostname, whichever tracking method is specified for each host, could not be
resolved.

Duplicate - The hosts were duplicated within a single segment/slice of the scan job. For
example, two different hostnames resolving to the same IP with tracking by IP.

Not Vulnerable - Hosts were found to be not vulnerable during host discovery without
having to run a full scan. This could happen for example if the list of QIDs to be scanned
are limited to certain ports and those ports are found to be closed.

Aborted - The scan was abruptly discontinued. This is a rare occurrence that may be
caused for various reasons. Contact Support for assistance.

Blocked - Hosts were blocked from scanning for some reason.

12
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Use input parameters to filter hosts in the output as described below.

Parameter

Description

action=list

(Required)

scan_date_since={value}

(Required) Include scans started since a certain date. Specify
the date in YYYY-MM-DD format. The date must be less than
or equal to today’s date.

scan_date_to={value}

(Optional) Include scans started up to a certain date. Specify
the date in YYYY-MM-DD format. The date must be more than
or equal to scan_date_since, and less than or equal to today’s
date.

output_format={value}

(Optional) The output format: XML (the default), CSV or JSON.

tracking method={value}

(Optional) By default hosts with any tracking method will be
returned in the output. Use this option to only include hosts
with a certain tracking method. Valid values are: IP, DNS,
NETBIOS, EC2.

include_dead={0[1}

(Optional) Set to 0 if you do not want to include dead hosts in
the output. Dead hosts are included by default.

include_excluded={0|1}

(Optional) Set to 1 to include hosts that were excluded from a
scan in the output. Excluded hosts are not included by default.

include_unresolved={0|1}

(Optional) Set to 1 to include unresolved hosts in the output.
Unresolved hosts are not included by default.

include_cancelled={0|1}

(Optional) Set to 1 to include cancelled hosts in the output.
Cancelled hosts are not included by default.

include_notvuln=({0|1}

(Optional) Set to 1 to include hosts that are not vulnerable in
the output. Not vulnerable hosts are not included by default.

include_blocked={0|1}

(Optional) Set to 1 to include blocked hosts in the output.
Blocked hosts are not included by default.

include_duplicate={0|1}

(Optional) Set to 1 to include duplicate hosts in the output.
Duplicate hosts are not included by default.

include_aborted={0|1}

(Optional) Set to 1 to include aborted hosts in the output.
Aborted hosts are not included by default.

Example - XML Output

APl request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™
"https://qual ysapi.qual ys. conif api/2.0/folscan/ summary/ ?acti on=li st
&scan_dat e_si nce=2018- 04- 27&i ncl ude_excl uded=1&i ncl ude_unr esol ved=1
& ncl ude_cancel | ed=1& ncl ude_not vul n=1&i ncl ude_dupl i cat e=1"

13
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XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SCAN_SUMVARY_QOUTPUT SYSTEM
"https://qual ysapi.qualys. coniapi/2.0/fol/scan/ sumrary/ scan_sunmary_out put
.dtd">
<SCAN_SUMVARY_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 05- 02T10: 45: 40Z</ DATETI ME>
<SCAN_SUMVARY_LI ST>
<SCAN_SUMVARY>
<SCAN_REF>scan/ 1525251885. 92469</ SCAN_REF>
<SCAN_DATE>2018- 05- 02T09: 04: 34Z</ SCAN_DATE>
<HOST_SUMVARY cat egory="notvul n" tracki ng="1P">10. 10. 10. 10-
10. 10. 10. 15, 10. 10. 10. 17</ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="not vul n" tracki ng="DNS">gfi - 31-
1. caac125. qual ys. com gfi - 31- 2. caac125. qual ys. conx/ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="not vul n" tracki ng="NETBI OS">gfi -31-3, gfi -
31- 4</ HOST_SUMVARY>
<HOST_SUMVARY cat egory="cancel | ed"
tracki ng="1P">10. 10. 10. 20, 10. 10. 10. 22</ HOST_SUMVARY>
<HOST_SUMVARY cat egory="cancel | ed" tracki ng="DNS">gfi - 31-
5. caacl25. qual ys. com gfi - 31- 6. caac125. qual ys. conk/ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="cancel | ed" tracki ng="NETBI CS">gfi-31-7, dfi -
31- 8</ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="dead"
tracki ng="1P">10. 10. 10. 25</ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="dead" tracki ng="DNS">gfi - 31-
9. caacl125. qual ys. conk/ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="dead" tracki ng="NETBI OS">gfi - 31-10, gfi - 31-
11</ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="excl uded"
tracki ng="1P">10. 10. 10. 26</ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="unr esol ved" tracki ng="DNS">gfi-31-
12. caac125. qual ys. conx/ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="unr esol ved" tracki ng="NETBI CS">gfi - 31-
13</ HOST_SUMVARY>
<HOST_SUMVARY cat egor y="dupl i cat e"
tracki ng="1P">10. 10. 10. 27</ HOST_SUWARY>
<HOST_SUMVARY cat egory="dupl i cat e" tracki ng="DNS">gfi - 31-
14. caac125. qual ys. conx/ HOST_SUMVARY>
<HOST_SUMVARY cat egory="dupl i cate" tracki ng="NETBI CS">gfi - 31-
15</ HOST_SUMVARY>
</ SCAN_SUMVARY>
</ SCAN_SUMVARY_LI| ST>
</ RESPONSE>
</ SCAN_SUMVARY_OUTPUT>

14
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Example - CSV Output
API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™

"https://qual ysapi.qual ys. conif api/ 2.0/ fo/ scan/ sumrary/ ?acti on=li st
&scan_dat e_si nce=2018- 04- 27&i ncl ude_excl uded=1& ncl ude_unr esol ved=1

& ncl ude_cancel | ed=1& ncl ude_not vul n=1& ncl ude_dupl i cat e=1&out put _f or mat =
csv

CSV output:

" SCAN_REF", " SCAN_DATE", " CATEGORY", " TRACKI NG', " HOSTS"

"scan/ 1525251885. 92469", "2018- 05-

02T09: 04: 34Z", "not vul n", "1 P", "10. 10. 10. 10- 10. 10. 10. 15, 10. 10. 10. 17"
"scan/ 1525251885. 92469", "2018- 05- 02T09: 04: 342", "not vul n", "DNS", "gf i - 31-
1. caac125. qual ys. com gfi - 31- 2. caac125. qual ys. conf

"scan/ 1525251885. 92469", "2018- 05- 02T09: 04: 342", "not vul n", " NETBI OS", "gf i -
31-3, gf i - 31-4"

"scan/ 1525251885. 92469", "2018- 05-

02T09: 04: 347", "cancel | ed", "1 P", "10. 10. 10. 20, 10. 10. 10. 22"

"scan/ 1525251885. 92469", "2018- 05- 02T09: 04: 342", "cancel | ed", "DNS", "gf i - 31-
5. caacl25. qual ys. com gfi - 31- 6. caac125. qual ys. conf

"scan/ 1525251885. 92469", "2018- 05-

02T09: 04: 34z", "cancel | ed", "NETBI CS", "gf i - 31-7, gf i - 31- 8"

"scan/ 1525251885. 92469", "2018- 05- 02T09: 04: 342", "dead", "I P", " 10. 10. 10. 25"
"scan/ 1525251885. 92469", "2018- 05- 02T09: 04: 347", "dead", "DNS", "gf i - 31-

9. caacl25. qual ys. cont

"scan/ 1525251885. 92469", "2018- 05- 02T09: 04: 347", "dead", "NETBI 05", "gf i - 31-
10, gfi-31-11"

"scan/ 1525251885. 92469", "2018- 05-

02T09: 04: 34z", "excl uded", "I P, "10. 10. 10. 26"

"scan/ 1525251885. 92469", "2018- 05- 02T09: 04: 342", "unr esol ved", "DNS", "gf i -
31-12. caacl125. qual ys. cont

"scan/ 1525251885. 92469", "2018- 05-

02T09: 04: 342", "unr esol ved", "NETBI Os", "gf i - 31- 13"

"scan/ 1525251885. 92469", "2018- 05-

02T09: 04: 34z", "dupl i cate", "I P","10. 10. 10. 27"

"scan/ 1525251885. 92469", "2018- 05- 02T09: 04: 342", "dupl i cate", "DNS", "gf i - 31-
14. caac125. qual ys. cont

"scan/ 1525251885. 92469", "2018- 05-

02T09: 04: 347", "dupl i cate", "NETBI Cs", "gfi - 31- 15"
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Example - JSON Output
API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™

"https://qual ysapi.qual ys. conif api/2.0/fo/ scan/ summary/ ?acti on=li st
&scan_dat e_si nce=2018- 04- 27& ncl ude_excl uded=1& ncl ude_unr esol ved=1

& ncl ude_cancel | ed=1& ncl ude_not vul n=1& ncl ude_dupl i cat e=1&out put _f or mat =
JSON'

JSON output:

[

{
"scanRef": "scan\/1525251885. 92469",

"scanDate": "2018-05-02T09: 04: 342",
"host Summary": [

{

"category": "notwvuln",

"tracking": "IP",

"hosts": "10.10.10.10-10.10. 10. 15, 10. 10. 10. 17"
b
{

"category": "notvuln",

"tracking": "DNS",

"hosts": "gfi-31-1.caacl25. qual ys. com gfi - 31-
2. caacl25. qual ys. cont

}s
{
"category": "notvuln",
"tracking": "NETBI OS",
"hosts": "gfi-31-3,gfi-31-4"
}s
{
"category": "cancelled",
"tracking": "IP",
"hosts": "10.10.10. 20, 10. 10. 10. 22"
}s
{

"category": "cancelled",

"tracking": "DNS',

"hosts": "gfi-31-5.caacl25. qual ys.com gfi - 31-
6. caac125. qual ys. cont'

8

{
"category": "cancelled",
"tracking": "NETBI 0S",
"hosts": "gfi-31-7,gfi-31-8"

8

{
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"category": "dead",
"tracking": "IP",
"hosts": "10.10. 10. 25"

1

{
"category": "dead",
"tracking": "DNS",
"hosts": "gfi-31-9. caacl125. qual ys. conf

8

{
"category": "dead",
"tracking": "NETBI 0S",
"hosts": "gfi-31-10, gfi-31-11"

}

{
"category": "excluded",
"tracking": "IP",
"hosts": "10.10. 10. 26"

1

{
"category": "unresol ved",
"tracking": "DNS",
"hosts": "gfi-31-12. caacl125. qual ys. conf

1

{
"category": "unresol ved",
"tracking": "NETBI 0S",
"hosts": "gfi-31-13"

}

{
"category": "duplicate",
"tracking": "IP",
"hosts": "10.10.10.27"

1

{
"category": "duplicate",
"tracking": "DNS",
"hosts": "gfi-31-14. caacl25. qual ys. conf

}

{
"category": "duplicate",
"tracking": "NETBI 0S",
"hosts": "gfi-31-15"

H
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New DTD
This new DTD (scan_summary_output.dtd) is used for the Scan Summary APL

Qualys Cloud Platform (VM, PC) v8.x
New Scan Summary API for Hosts Not Scanned

<l-- QUALYS SCAN_SUMVARY_QUTPUT. DTD - - >
<l-- $Revision$ -->

<! ELEMENT

<! ELEMENT

SCAN_SUMVARY_QOUTPUT ( REQUEST?, RESPONSE) >

REQUEST (DATETI ME, USER LOGI N, RESOURCE, PARAM LI ST?,

POST_DATA?) >

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

DATETI ME ( #PCDATA) >
USER LOGI N (#PCDATA) >
RESOURCE ( #PCDATA) >
PARAM LI ST ( PARAM+) >
PARAM (KEY, VALUE) >
KEY (#PCDATA) >

VALUE (#PCDATA) >

<I-- if returned, POST_DATA will be urlencoded -->

<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<I ATTLI ST
<I ATTLI ST

POST_DATA ( #PCDATA) >

RESPONSE ( DATETI ME, SCAN_SUMMARY_LI ST?) >
SCAN_SUMVARY LI ST ( SCAN_SUMMARY*) >

SCAN_SUMVARY (SCAN REF?, SCAN DATE?, HOST SUMVARY*) >
SCAN_REF (#PCDATA) >

SCAN_DATE ( #PCDATA) >

HOST_SUMVARY ( #PCDATA) >

HOST_SUVMMARY cat egory CDATA #l MPLI ED>
HOST_SUMVARY tracki ng CDATA #l MPLI ED>

<l-- EOF -->
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New Support for Wallix AdminBastion (WAB) Vaults

API affected

/api/2.0/fo/vault/

New or Updated API

Updated

DTD or XSD changes

API affected

/api/2.0/fo/auth/windows/

New or Updated API

Updated

DTD or XSD changes

API affected

/api/2.0/fo/auth/unix/

New or Updated API

Updated

DTD or XSD changes

This new vault type can be used to retrieve authentication credentials from a Wallix
AdminBastion (WAB) vault. We updated the authentication vault API (create, update, list,
view) and the authentication record API (create, update, list) to support the new vault
type. We updated the DTDs for listing Windows and Unix records.

Authentication Vault API

You can now create, update, list and view Wallix AdminBastion (WAB) vaults.

Create WAB Authentication Vault

Use the parameter “action=create” to create a new vault in your account.

Parameter

Description

action=create

Required)

title={value}

Required) The vault title.

type={value}

Required) Specify type=Wallix AdminBastion (WAB)

comments={value}

(
(
(
(

Optional) User defined comments.

url={value}

(Required) The HTTP or HTTPS URL to access the WAB web
services APL

ssl_verify={0|1}

(Optional) When set to 1 (the default), our service will verify
the SSL certificate of the web server to make sure the
certificate is valid and trusted. When set to 0, our service will
not verify the certificate of the web server.

username=(value}

(Required) The user account that can call the WAB web
services APL
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Parameter Description

password={value} (Optional) The password for the user account that can call the
WAB web services API.

For a create request, you must specify password or appkey.
Both parameters cannot be specified in the same request.

appkey={value} (Optional) Your WAB REST API key (alpha-numeric value) for
connecting to the WAB web services API.
- Do not include leading or trailing periods or spaces.
- These characters are not allowed: \\/: *? " <> |
- UTF-8 multibyte characters are not allowed.

For a create request, you must specify password or appkey.
Both parameters cannot be specified in the same request.

Examples

Create vault with username & password
APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d

"action=creat e& ype=Wal | i x Adm nBastion (WAB) &t itle=My WAB

Vaul t &ur | =htt ps://wab. exanpl e. contf api &ssl _veri fy=1&user name=user &password
=abc123&comment s=creati ng wab vault from api"

"https://qual ysapi.qualys.conlapi/2.0/fo/vaul t/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qualys. confapi/2.0/sinmple_return.dtd">
<SI MPLE_RETURN>
<RESPONSE>
<DATETI ME>2018- 05- 08T18: 02: 13Z</ DATETI Me>
<TEXT>Success</ TEXT>
<| TEM LI ST>
<| TEM>
<KEY>| D</ KEY>
<VALUE>246031</ VALUE>
</ | TEM>
</ | TEM_ LI ST>
</ RESPONSE>
</ S| MPLE_RETURN>
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Create vault with username & appkey
API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d
"action=creat e& ype=Wal |l i x Admi nBastion (WAB)&title=My WAB Vaul t 2&ur| =
htt ps://wab. exanpl e. conl api &ssl _veri f y=0&user nane=user &appkey=
AyZJINAyDI aPpzCBsT6El NROB09Sf a6f shZ2L HH3V6G&conment s=cr eati ng wab vaul t
fromapi using appkey" "https://qual ysapi.qualys.conmapi/2.0/fo/vault/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qual ys.conifapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2018- 05- 08T18: 26: 14Z</ DATETI ME>
<TEXT>Success</ TEXT>
<| TEM_LI ST>
<| TEM>
<KEY>I| D</ KEY>
<VALUE>246040</ VALUE>
</ | TEM>
</ | TEM_ LI ST>
</ RESPONSE>
</ SI MPLE_RETURN>

Update WAB Authentication Vault

Use the parameter “action=update” to update a vault in your account. You must include
the ID for the vault you're updating.

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d

"acti on=updat e& d=246031&titl e=New Vaul t

Titl e&ssl _veri fy=0&user name=user 2&passwor d=xyz456&coment s=Updat e vaul t"
"https://qual ysapi.qualys.conlapi/2.0/fol/vaul t/">update_wab_vaul t. xn

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qual ys.conifapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2018- 05- 08T18: 11: 58Z</ DATETI ME>
<TEXT>Success</ TEXT>
<| TEM LI ST>
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<| TEM>
<KEY>| D</ KEY>
<VALUE>246031</ VALUE>
</ | TEM>
</ | TEM LI ST>
</ RESPONSE>
</ SI MPLE_RETURN>

List Authentication Vaults

Use the parameter “action=list” to list the vault defined in your account. To view a specific
vault, specify the ID or title of the vault.

APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d
"action=listé&title=My WAB Vaul t"
"https://qual ysapi.qualys.confapi/2.0/fo/vault/">vault_list2.xm

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH VAULT_LI ST_QUTPUT SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/fo/vaul t/vault_output.dtd">
<I-- This report was generated with an eval uati on version of Qualys //-->
<AUTH_VAULT_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 05- 08T18: 08: 44Z</ DATETI ME>
<STATUS>Success</ STATUS>
<COUNT>1</ COUNT>
<AUTH_VAULTS>
<AUTH_VAULT>
<TI TLE><! [ CDATAl My WAB Vaul t]]></TI TLE>
<VAULT_TYPE><! [ CDATA[ VAl | i x Admi nBasti on (WAB)]]></VAULT_TYPE>
<LAST_MODI FI ED>
<DATETI ME>2018- 05- 08T18: 02: 12Z</ DATETI ME>
<BY>qual ys_ps</ BY>
</ LAST_MODI FI ED>
<l D>246031</ | D>
</ AUTH_VAULT>
</ AUTH_VAULTS>
</ RESPONSE>
</ AUTH_VAULT_LI ST_QUTPUT>
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View WAB Authentication Vault
Use the parameter “action=view” and specify the ID of the vault to view its details.
API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d
"action=vi ew& d=246031"
"https://qual ysapi.qualys. confapi/2.0/fo/vaul t/">vaul t2. xm

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE VAULT_QUTPUT SYSTEM
"https://qual ysapi.qualys.conlapi/2.0/fo/vault/vault_view dtd">
<l-- This report was generated with an eval uation version of Qualys //-->
<VAULT_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 05- 08T18: 05: 20Z</ DATETI ME>
<VAULT_QUEST>
<TI TLE><! [ CDATAl My WAB Vaul t]]></TI TLE>
<COWMMENTS><! [ CDATA[ creating wab vault from api]]></ COUWENTS>
<VAULT_TYPE><! [ CDATA[ WAl | i x Admi nBastion (WAB)]]></VAULT_TYPE>
<CREATED_ON>2018- 05- 08T18: 02: 12Z</ CREATED_ON>
<OMER>qual ys_ps</ ONNER>
<LAST_MODI FI ED>
<DATETI ME>2018- 05- 08T18: 02: 12Z</ DATETI ME>
<BY>qual ys_ps</ BY>
</ LAST_MODI FI ED>
<APPKEY><! [ CDATA[ ] ] ></ APPKEY>
<USERNAME><! [ CDATA[ user] ] ></ USERNAME>
<URL><! [ CDATA[ htt ps: // wab. exanpl e. coni api ] ] ></ URL>
<SSL_VERI FY><! [ CDATA[ 1] ] ></ SSL_VERI FY>
<| D>246031</ | D>
</ VAULT_QUEST>
</ RESPONSE>
</ VAULT_QUTPUT>
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Authentication Record API

Create, update, list authentication records with Wallix AdminBastion (WAB) vaults. You
can use WAB vaults with Windows and Unix records.

Create Authentication Record

Use these input parameters when creating/updating an authentication record and getting
credentials from your Wallix AdminBastion (WAB) vault.

Parameter Description
action=createlupdate (Required)
login_type={value} (Required to create/update vault information)

Specify login_type=vault to add vault information. By default,
the parameter is set to basic.

vault_id={value} (Required when action=create and login_type=vault)
Avault ID.
vault_type={value} (Required when action=create and login_type=vault)

Specify vault_type=Wallix AdminBastion (WAB)

authorization_name={value} (Required when vault_type=Wallix AdminBastion (WAB))
The name of the authorization that enables secret retrieval
from a group of targets.

target_name={value} (Required when vault_type=Wallix AdminBastion (WAB))
Specify the name of the target device using one of these
formats:
user@global WABdomain
user@local_WABdomain@device

where user is the user with access to the target,
global_WABdomain is a domain name in a domain controller,
local_WABdomain is a local domain, device is the device you
want to scan

You can use one or more variables to match several targets
that use the same naming convention. See below.

Using Variables in the Target Name

You can use one or more variables when defining the target name in order to match
several targets that use the same naming convention.

${ip} // The IP address of the target, i.e. 10.20.30.40.
${ip_dash} // The IP address of the target with dashes instead of dots, i.e. 10-20-30-40.
${dnshost} // The DNS host name of the target, i.e. host.domain.
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${host} // The host name of the target, i.e. host before .domain.
${nbhost} // (Windows only) The NetBIOS name of the target in upper-case, i.e. HOST_ABC.

Sample Target Names
Let’s say you have these 6 devices in WAB:

CentOS6

10.50.60.70

10.50.60.88

10.30.10.12

10-20-32-201
10-20-31-112_win81-x86.prod.qualys.com

You'll need to create 4 records with the following target names where the user is
“‘qualys_scan” and the local WABdomain is “local”:

Record 1: qualys_scan@local@CentOS6
Record 2: qualys_scan@local@${ip} (matches 10.50.60.70, 10.50.60.88 and 10.30.10.12)
Record 3: qualys_scan@local@10-20-32-201 -or- qualys_scan@local@${ip_dash]}

Record 4: qualys_scan@local@10-20-31-112_win81-x86.prod.qualys.com -or-
qualys_scan@local@${ip_dash}_${dnshost}

Examples

Create Windows record with WAB vault
APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d
"action=create&title=W NDON5_AUTH WAB&user name=admi ni st r at or & ps=10. 20. 31
. 112&l ogi n_t ype=vaul t &aul t _i d=246044&vaul t _t ype=Wal | i x Admi nBasti on
(WAB) &aut hori zati on_nane=ny_aut hori zat i on&t ar get _nane=admi ni st r at or GrEMP-
W N81- X86@\N ndows- 8"

"https://qual ysapi.qual ys. coni api/2.0/fo/laut h/w ndows/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2018- 05- 08T21: 17: 37Z</ DATETI Me>
<BATCH LI ST>
<BATCH>
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<TEXT>Successful | y Created</ TEXT>
<| D_SET>
<| D>241064</ | D>
</ |1 D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>

Update Windows record with WAB vault
API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™ -d

"action=updat e& ds=241064&t i t| e=W NDOW5_AUTH WAB2& ps=10. 20. 31. 112, 10. 10.
10. 10& ogi n_type=vaul t &aul t _i d=246044&vaul t _type=Wal |l i x Adm nBasti on
(WAB) &aut hori zat i on_nanme=ny_aut hori zat i on2&t ar get _nanme=admi ni strat or @EM
- W N81- X86@V ndows- 8"

"https://qual ysapi.qual ys. coni api/ 2.0/ fo/ aut h/ wi ndows/ " >updat e_w ndows. xm
I

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qualys. confapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2018- 05- 08T22: 01: 02Z</ DATETI Me>
<BATCH LI ST>
<BATCH>
<TEXT>Successful | y Updat ed</ TEXT>
<| D_SET>
<| D>241064</ | D>
</ | D_SET>
</ BATCH>
</ BATCH_ LI ST>
</ RESPONSE>
</ BATCH_RETURN>

List Windows authentication records
API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl" -d
"action=list& ds=241064"
"https://qual ysapi.qualys. coniapi/2.0/fo/aut h/ wi ndows/">w ndows_wab. xm
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XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH W NDOWS_LI ST_QOUTPUT SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/fo/aut h/wi ndows/ auth_w ndows_list_o
ut put. dtd">
<AUTH_W NDOWS_ LI ST_OUTPUT>
<RESPONSE>
<DATETI ME>2018- 05- 08T21: 32: 32Z</ DATETI ME>
<AUTH_W NDOW5_LI| ST>
<AUTH_W NDOWS>
<| D>241064</ | D>
<TI TLE><! [ CDATA[ W NDOWS_AUTH_WAB] ] ></ Tl TLE>
<USERNAME><! [ CDATA[ adni ni strat or]] ></ USERNAME>
<NTLM_V2>1</ NTLM V2>
<| P_SET>
<I P>10. 20. 31. 112</ | P>
</ P_SET>
<LOG N_TYPE><! [ CDATA[ vaul t]] ></ LOd N_TYPE>
<Dl G TAL_VAULT>
<Dl G TAL_VAULT_| D><! [ CDATA] 246044] ] ></ DI G TAL_VAULT_I| D>
<Dl G TAL_VAULT_TYPE><! [ CDATA[ Wl | i x Admi nBasti on
(WAB) ]]1></DI A TAL_VAULT_TYPE>
<Dl G TAL_VAULT_TI TLE><! [ CDATAl My WAB
Vaul t]]></Dl G TAL_VAULT_TI TLE>

<VAULT_AUTHORI ZATI ON_NAME><! [ CDATA[ nmy_aut hori zat i on] ] ></ VAULT_AUTHORI ZATI
ON_NAME>
<VAULT_TARGET_NAME><! [ CDATA[ admi ni strat or G'EMP- W N81-
X86@N ndows- 8] ] ></ VAULT_TARGET_NAME>
</ Dl G TAL_VAULT>
<NETWORK_| D>0</ NETWORK_| D>
<CREATED>
<DATETI ME>2018- 05- 08T21: 17: 36Z</ DATETI ME>
<BY>qual ys_ps</ BY>
</ CREATED>
<LAST_MODI FI ED>
<DATETI ME>2018- 05- 08T21: 17: 36Z</ DATETI Me>
</ LAST_MODI FI ED>
</ AUTH_W NDOW5>
</ AUTH_ W NDOAS_LI| ST>
</ RESPONSE>
</ AUTH_W NDOWS_LI| ST_OUTPUT>
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DTD Updates

We added VAULT_AUTHORIZATION_NAME and VAULT_TARGET_NAME to both the
Windows and Unix Authentication Record List Output DTDs.

Windows Authentication Records List Output DTD

<I-- QUALYS AUTH W NDOWS_LI ST_QUTPUT DTD -->

<! ELEMENT DI G TAL_VAULT (DI G TAL_VAULT_I D, DI @ TAL_VAULT_TYPE,

DI G TAL_VAULT TI TLE, VAULT_FOLDER?, VAULT_FILE?,
VAULT_SYSTEM NAVE?,
VAULT_NS_TYPE?,
VAULT _AUTHORI ZATI ON_NANE?,

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<l--

<! ELEMENT

DI G TAL_VAULT TI TLE, VAULT_ USERNAVE?,
VAULT SECRET_NAME?,
VAULT_EP_CONT?,
VAULT_AUTHORI ZATI ON_NANE?,

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

VAULT SECRET_NAME?,
VAULT _EP_NAMVE?, VAULT EP_TYPE?, VAULT_EP_CONT?,
VAULT _NS_NAMVE?, VAULT ACCOUNT NAVE?,

VAULT TARGET NAME?) >

DI G TAL_VAULT | D (#PCDATA) >

DI G TAL_VAULT TYPE (#PCDATA) >

DI G TAL_VAULT_TI TLE (#PCDATA) >

VAULT_FOLDER (#PCDATA) >

VAULT_FI LE (#PCDATA) >

VAULT_SECRET_NAME (#PCDATA) >

VAULT_SYSTEM NAVE ( #PCDATA) >

VAULT EP_NAME (#PCDATA) >

VAULT_EP_TYPE (#PCDATA) >

VAULT_EP_CONT (#PCDATA) >

VAULT_NS_TYPE (#PCDATA) >

VAULT_NS_NAME (#PCDATA) >

VAULT_ACCOUNT_NAME (#PCDATA) >

VAULT_AUTHORI ZATI ON_NANE ( #PCDATA) >

VAULT_TARGET NAME (#PCDATA) >

Unix Authentication Records List Output DTD
QUALYS AUTH UNI X_LI ST_QUTPUT DID - - >

DI G TAL_VAULT (DI G TAL_VAULT ID, DI G TAL_VAULT TYPE,
VAULT FOLDER?, VAULT_FI LE?,
VAULT_SYSTEM NAVE?, VAULT_EP_NAVE?, VAULT_EP TYPE?,
VAULT_NS_TYPE?, VAULT NS_NAMVE?, VAULT ACCOUNT NAVE?,
VAULT_TARGET NAME?) >

DI G TAL_VAULT | D (#PCDATA) >

DI G TAL_VAULT TYPE (#PCDATA) >

DI G TAL_VAULT TI TLE (#PCDATA) >

VAULT_USERNAME (#PCDATA) >

VAULT_FOLDER (#PCDATA) >

VAULT_FI LE (#PCDATA) >

VAULT_SECRET_NAME (#PCDATA) >

VAULT_SYSTEM NAVE ( #PCDATA) >

VAULT _EP_NAME (#PCDATA) >

VAULT_EP_TYPE (#PCDATA) >
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<! ELEMENT VAULT EP_CONT (#PCDATA) >

<! ELEMENT VAULT NS_TYPE (#PCDATA) >

<! ELEMENT VAULT NS_NAME (#PCDATA) >

<! ELEMENT VAULT_ACCOUNT_NAME (#PCDATA) >

<! ELEMENT VAULT_AUTHORI ZATI ON_NAME (#PCDATA) >
<! ELEMENT VAULT_TARGET NAME (#PCDATA) >
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Fix to Vault View API Output

API affected /api/2.0/fo/vault/ with action=view

New or Updated API Neither (output change only)
DTD or XSD changes No

We fixed the XML output of the authentication vault view API to fix a DTD validation error.
When echo_request=1 is specified as part of the API call, the REQUEST section now
correctly appears before the RESPONSE section in the output.

APl request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl" -d
"action=vi ew& d=244084&echo_r equest =1"
"https://qual ysapi.qualys.conlapi/2.0/fo/vault/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE VAULT_QUTPUT SYSTEM
"https://qual ysapi.qualys.conlapi/2.0/fo/vault/vault_view dtd">
<VAULT_QUTPUT>
<REQUEST>
<DATETI ME>2018- 05- 15T17: 22: 56Z</ DATETI ME>
<USER_LOd N>qual ys_ps</ USER_LOG N>
<RESOURCE>ht t ps: // qual ysapi . qual ys. conf api / 2. 0/ f o/ vaul t / </ RESOURCE>
<PARAM LI ST>
<PARAM>
<KEY>act i on</ KEY>
<VALUE>Vi ew</ VALUE>
</ PARAM>
<PARAM>
<KEY>i d</ KEY>
<VALUE>244084</ VALUE>
</ PARAM>
<PARAM>
<KEY>echo_r equest </ KEY>
<VALUE>1</ VALUE>
</ PARAM>
</ PARAM LI ST>
</ REQUEST>
<RESPONSE>
<DATETI ME>2018- 05- 15T17: 22: 56Z</ DATETI ME>
<VAULT_QUEST>
<TI TLE><! [ CDATA{WAB Vaul t]] ></ Tl TLE>
<COMMENTS><! [ CDATA[ creati ng wab vaul t]] ></ COUWENTS>
<VAULT_TYPE><! [ CDATA[ VI | i x Admi nBastion (WAB)]]></VAULT_TYPE>
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<CREATED_ON>2018- 05- 02T22: 25: 30Z</ CREATED_ON>

<OMER>qual ys_ps</ ONNER>

<LAST_MODI FI ED>
<DATETI ME>2018- 05- 02T22: 41: 26Z</ DATETI ME>
<BY>qual ys_ps</ BY>

</ LAST_MODI FI ED>

<APPKEY><! [ CDATA[ ] ] ></ APPKEY>

<USERNAME><! [ CDATA[ r oot 6updat e] ] ></ USERNAME>

<URL><![ CDATA[ htt ps: // wab. exanpl e. coni api 6updat e] ] ></ URL>

<SSL_VERI FY><! [ CDATA[ 0] ] ></ SSL_VERI FY>

<| D>244084</ | D>

</ VAULT_QUEST>
</ RESPONSE>
</ VAULT_QUTPUT>
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Support for EC2 Scanning using only Instance ID

APIs affected /api/2.0/fo/scan/
/api/2.0/fo/scan/compliance/

New or Updated API Updated
DTD or XSD changes No

We now support launch of on demand internal ec2 scans using only ec2 instance ids. You
can use tags if needed. Using tags is now optional.

Input Parameters
Updated input parameter is described below.

Parameter Description
action=launch An action for the request.
ec2_instance_ids={value} (Optional) The ID of the EC2 instance on which you want to

launch the VM or compliance scan. Multiple ec2 instance ids
are comma separated. You can add up to maximum 10
instance Ids.

Example: Launch VM Scan for EC2 Instance

Let us launch a VM scan on EC2 instances using the parameter ec2_instance_ids.
API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm™"

"action=l aunch&scan_titl e=Ec2l nst anceScanScan_TAGS_1525653991&&option_tit
I e=Initial +Options& scanner_i d=212711&connect or _nanme=ar n&ec2_endpoi nt =us-
east-1&ec2_instance_i ds=i -0c9768f 97a2816ad6, i-0211df d18a6dff 979"
"https://qual ysapi.qualys.coniapi/2.0/folscan/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys. confapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2018- 05- 07T10: 04: 02Z</ DATETI Me>
<TEXT>New VM scan is |aunched</ TEXT>
<| TEM_LI ST>
<| TEM>
<KEY>| D</ KEY>
<VALUE>295771</ VALUE>
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</l TEM>
<| TEM>
<KEY>REFERENCE</ KEY>
<VALUE>scan/ 1525687440. 95771</ VALUE>
</ | TEM>
</ | TEM_ LI ST>
</ RESPONSE>

Example: Launch Compliance Scan for EC2 Instance
Let us launch a compliance scan on EC2 instances using the parameter ec?2_instance_ids.

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm™"

"action=l aunch&scan_titl e=Conpl i ance_scan_EC2_i nst ancesScan_TAGS_15256561
68&option_title=lInitial +PC+Opti ons& scanner _nane=netw _nd_EC2_1&connect or
_nane=VA _Connl_US East &c2_endpoi nt =vpc- 1le37cd76&ec2_i nst ance_i ds=i -

09bf 38681784b500f, i-08696271b868d8355"

"https://qual ysapi.qual ys. conif api/ 2.0/ fo/ scan/ conpl i ance/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2018- 05- 07T12: 24: 46Z</ DATETI ME>
<TEXT>New Conpl i ance Scan is | aunched</ TEXT>
<| TEM LI ST>
<| TEM>
<KEY>| D</ KEY>
<VALUE>295847</ VALUE>
</ | TEM>
<| TEM>
<KEY>REFERENCE</ KEY>
<VALUE>conpl i ance/ 1525695884. 95847</ VALUE>
</ | TEM>
</ TEM LI ST>
</ RESPONSE>
</ SI MPLE_RETURN>
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Example: Scan List

The sample scan list API call (GET method) below returns scans within the user account.
The target element now lists the ec2_instance_id in the response.

API request:

curl -u "USERNAME: PASSWD' -H "X-Requested-Wth: curl" -d "action=list"
"https://qual ysapi.qualys. conifapi/2.0/folscan/"
"action=list&scan_ref=scan/ 1525687440. 95771"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH VAULT_LI ST_QUTPUT SYSTEM
"https://qual ysapi.qualys. confapi/2.0/fol scan/ scan_list_output.dtd">
<SCAN_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2018- 05- 07T10: 09: 16Z</ DATETI ME>
<SCAN_LI ST>
<SCAN>
<REF>scan/ 1525687440. 95771</ REF>
<TYPE>API </ TYPE>
<TI TLE><! [ CDATA[ t est Scan_TAGS_1525653991] ] ></ Tl TLE>
<USER_LOG N>user _j ohn</ USER_LOQ N>
<LAUNCH_DATETI ME>2018- 05- 07T10: 04: 00Z</ LAUNCH_DATETI ME>
<DURATI ON>Pendi ng</ DURATI ON\>
<PROCESSI NG PRIORI TY>0 - No Priority</PROCESSI NG PRI ORI TY>
<PROCESSED>0</ PROCESSED>
<STATUS>
<STATE>Queued</ STATE>
<SUB_STATE>Launch_Request ed</ SUB_STATE>
</ STATUS>
<TARGET><! [ CDATA[ i - 0c9768f 97a2816ad6, i -
0211df d18a6df f 979] ] ></ TARGET>
</ SCAN>
</ SCAN_LI ST>
</ RESPONSE>
</ SCAN_LI ST_OUTPUT>
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Update to CertView Scan Results to include FQDN

We added FQDN to the header section of CertView scan results where we’ll now list the
FQDNs in the scan target, if any. Previously we listed the target FQDNs with the target IPs.
You can download scan results from the Ul or fetch results from the API. These changes
apply to CertView Scans only.

API updates: Scan Results (fetch from API) | Scan Results (download from UI)

Scan Results (fetch from API)

API affected /api/2.0/fo/scan/?action=fetch
New or Updated API Neither (output change only)
DTD or XSD changes No

Example - CSV Extended Format
API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl" -d
"action=fetch&scan_ref=scan/ 1526427022. 06085&mode=ext ended&out put _f or nat =
csv_extended" "https://qual ysapi.qualys.com api/2.0/folscan/"

Sample CSV output:
We added “FQDN" in the CSV Header. This change only applies to CertView scans.

"Scan Results","05/21/2018 at 15:10:35 (GVI-0700)"
"Qualys, Inc.","919 E Hillsdale Blvd, Floor 4",,"Foster
Cty","California","United States of Anerica", "94404"

"Patrick Slimer","qualys_ps","Mnager"

"Launch Date","Active Hosts","Total Hosts","Type","Status","Reference",
"Scanner Appliance","Duration","Scan Title","Asset G oups","IPs",

"Excl uded I Ps","Option Profile","FQDN'

"05/ 15/ 2018 23:30:21","6","8","Schedul ed", "Fi ni shed",

"scan/ 1526427022. 06085",

"10.11.51.103 (Scanner 9.7.20-1, Vulnerability Signatures 2.4.182-
2)","00:18: 49", "My- Cert Vi ew Scan", "My- Asset - G oup", " 10. 10. 25. 143,

10.11. 65.212-10. 11. 65. 214", "10. 11. 65. 213-10. 11. 65. 214", "M/- Opt i on-
Profile","2k3sp2-25.test. qual ys.com 2k8sp0-25.test. qualys.com

s2016t p5dc. t est. qual ys. cont'
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Example - JSON Extended Format
APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d
"action=fetch&scan_ref=scan/ 1526427022. 06085&mode=ext ended&out put _f or mat =
j son_extended" "https://qual ysapi.qualys.comapi/2.0/fo/scan/"

Sample JSON output:
We added “FQDN". This change only applies to CertView scans.

[{"scan_report_tenplate_title":"Scan Resul ts","result_date":"05\/21\/2018
13: 04: 06", "conpany":"Qual ys,Inc.","add1":"919 E Hi || sdal e Bl vd, Floor

4" "add2":null,"city":"Foster
City","state":"California","country":"United States of

Anerica", "zip":"94404", "name": "Patrick

Slimrer”, "usernane": "qual ys_ps", "rol e": "Manager"},
{"launch_date":"05\/15\/2018

23:30: 21", "active_hosts":"6","total _hosts":"8","type":"Schedul ed", "stat us
":"Finished","reference":"scan\/1526427022. 06085", "scanner _appl i ance": " 10
.11.51. 103 (Scanner 9.7.20-1, Vulnerability Signatures 2.4.182-
2)","duration":"00:18:49","scan_title":"M-CertVi ew

Scan", "asset_groups": " M/- Asset - G oup”, "i ps":"10.10. 25. 143, 10. 11. 65. 212-
10. 11. 65. 214", "excl uded_i ps": " 10. 11. 65. 213-

10. 11. 65. 214" ,"option_profile":"My-Option-Profile","fqdn":"2k3sp2-
25.test. qual ys.com 2k8sp0-25.test.qualys.com

s2016t p5dc. t est . qual ys. cont'}

Scan Results (download from Ul)

API affected N/A (affects end report)

New or Updated API Neither (output change only)
DTD or XSD changes No

Scan Results in XML format

We added <KEY value="FQDN"> to the Header section of the XML output. This change
only applies to CertView scans.

<HEADER>
<KEY val ue="USERNAME" >qual ys_ps</ KEY>
<KEY val ue=" COMPANY" ><! [ CDATA[ Qual ys, Inc.]]></ KEY>
<KEY val ue="DATE">2018- 05- 15T21: 26: 21Z</ KEY>
<KEY val ue="TI TLE" ><! [ CDATA[ My- Cert Vi ew Scan] ] ></ KEY>
<KEY val ue="TARGET" ><! [ CDATA[ 10. 10. 31. 58, 10. 11. 65. 212-
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10. 11. 65. 214] ] ></ KEY>

<KEY val ue="FCDN' ><! [ CDATA[ 2k3sp2- 25. t est. qual ys. com 2k8spO-
25.test. qual ys.com s2016t p5dc.test. qual ys. con] ></ KEY>

<KEY val ue="EXCLUDED TARGET" ><! [ CDATA[ N/ A] ] ></ KEY>

</ HEADER>
Scan Results in CSV format

We added “FQDN” in the CSV Header. This change only applies to CertView scans.

"Scan Results","05/15/2018 at 15:10:35 (GVr-0700)"
"Qualys, Inc.","919 E Hillsdale Blvd, Floor 4",,"Foster
City","California","United States of Anmerica", "94404"
"Patrick Slimer","qualys_ps","Mnager"

"Launch Date","Active Hosts","Total Hosts","Type","Status",
"Reference", "Scanner Appliance","Duration","Scan Title","Asset

Groups", "I Ps","Excluded I Ps","Option Profile","FQDN'

"05/ 15/ 2018 at 14:26:21 (GVr-o0700)","8","8","On-demand", "Fi ni shed",
"scan/ 1526419582. 05882", " 10. 11. 51. 104 (Scanner 9.7.20-1, Vulnerability
Signatures 2.4.182-2)","00:13: 01", "My- Cert Vi ew Scan", " M- Asset -

G oup", "10.10. 31.58, 10.11.65.212-10.11.65.214",,"My-Opti on-
Profile","2k3sp2-25.test. qual ys.com 2k8sp0-25.test. qualys.com

s2016t p5dc. t est . qual ys. conf
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Patch Report is now available in XML format

API affected /api/2.0/fo/report
New or Updated API Updated
DTD or XSD changes New

You can now launch and download patch reports in XML format using the API and UL

Example: Launch Patch Report
You can now specify output_format = xml when launching a patch report.

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: curl™

"acti on=l aunch&r eport _type=Pat ch&out put _f or mat =xml &t enpl at e_i d=11102&r epo
rt_title=API LaunchReport _pat chn& ps=10. 10. 20. 88"

"https://qual ysapi.qualys.conlapi/2.0/fol/report/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2018- 05- 10T06: 33: 16Z</ DATETI Me>
<TEXT>New report | aunched</ TEXT>
<| TEM_LI ST>
<| TEM>
<KEY>| D</ KEY>
<VALUE>34560</ VALUE>
</ | TEM>
</ 1 TEM_LI ST>
</ RESPONSE>
</ S| MPLE_RETURN>
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Example: Download Patch Report

You can download patch reports in XML format from the Ul or from the Report API
(/api/2.0/fo/report/?action=fetch).

In this example, the patch report is grouped by host. The output will differ depending on
the grouping method selected in the patch report template.

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: curl™
"action=fetch& d=34560" "https://qual ysapi.qualys.com api/2.0/fo/report/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE PATCH REPORT SYSTEM
"https://qual ysapi.qualys. coni patch_report.dtd">
<PATCH_REPORT>
<HEADER>
<NAME><! [ CDATA[ My Pat ch Report]] ></ NAMVE>
<GENERATI ON_DATETI ME>2018- 06- 01T06: 23: 14Z</ GENERATI ON_DATETI ME>
<COVPANY_I NFO>
<NAME><! [ CDATA[ Af co[ Net wor k] ] ] ></ NAME>
<ADDRESS><! [ CDATA[ 500 First Street]]></ ADDRESS>
<Cl TY><![ CDATA[ Jersey City]]></CTY>
<STATE><! [ CDATA[ New Jer sey] ] ></ STATE>
<COUNTRY><! [ CDATA[ Uni ted States of Anerica]]></ COUNTRY>
<Z| P_CODE><! [ CDATA[ 07303] ] ></ ZI P_CODE>
</ COVPANY_| NFOC>
<USER_| NFC>
<NAME><! [ CDATA[ John Doe] ] ></ NAME>
<USERNAME>user _j ohn</ USERNAME>
<ROLE>Manager </ ROLE>
</ USER_| NFO>
</ HEADER>
<SUMVARY>
<REPORT_SUMVARY>
<TI TLE><! [ CDATAl My Patch Report]]></TI TLE>
<ASSET_GROUPS><! [ CDATA[ ] ] ></ ASSET_GROUPS>
<I PS>N A</ | PS>
<ASSET_TAGS><! [ CDATA[ I ncl uded(al I ): PBPS- Tar gets;
Excl uded( any);
1] ></ ASSET_TAGS>
<GROUP_BY><! [ CDATA[ Host ] ] ></ GROUP_BY>
<CREATED_ON>06/ 01/ 2018</ CREATED_ON>
<NETWORK><! [ CDATA[ G obal Default Network]]></ NETWORK>
</ REPORT_SUMVARY>
<PATCH_SUMVARY>
<TOTAL_PATCHES>646</ TOTAL_PATCHES>
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<HOST_REQUI Rl NG_PATCHES>8</ HOST_REQUI RI NG_PATCHES>
<VULN_ADDRESSED><! [ CDATA[ 761] ] ></ VULN_ADDRESSED>
</ PATCH_SUMVARY>
</ SUMVARY>
<PATCH_LI ST_BY_HOST>
<HOST_LI ST>
<HOST>
<I P>10. 20. 31. 244</ | P>
<DNS><! [ CDATA[ ] | ></ DNS>
<NETBI Os><! [ CDATA[ ] ] ></ NETBI Cs>
<OS><! [ CDATA[ Li nux 2.4-2.6 / Enbedded Device / F5 Networks Big-IP
/' Linux 2.6]]></0Cs>

<OS_CPE><! [ CDATA[ cpe:/o:oracle:oracle_linux:5.5::enterprise:]]></0S_CPE>
<PATCH_COUNT><! [ CDATA[ 403] ] ></ PATCH_COUNT>
<NETWORK><! [ CDATA[ St ar Tr ek] ] ></ NETWORK>
<PATCH_LI ST>
<PATCH_| NFO>
<PATCH_Q D>19589</ PATCH Q D>
<VENDOR _| D>CPUOCT2010</ VENDCOR_| D>
<SEVERI TY>5</ SEVERI TY>
<PATCH_TI TLE><! [ CDATA[ Or acl e Dat abase Cctober 2010 Security
Update Multiple Vulnerabilities]]></PATCH Tl TLE>
<VULN_COUNT>15</ VULN_COUNT>
<PATCH_PUBLI SHED>10/ 12/ 2010</ PATCH_PUBLI| SHED>
<CVSS_BASE_SCORE>10</ CVSS_BASE_SCORE>
<CVSS3_BASE_SCORE>0</ CVSS3_BASE_SCORE>
<DETECTI ON_I NFO>
<DETECT| ON>
<VULN_Q D>19589</ VULN_Q D>
<VULN_SEVERI TY>5</ VULN_SEVERI TY>
<VULN_TYPE><! [ CDATA[ Practi ce] ] ></ VULN_TYPE>
<VULN_TI TLE><! [ CDATA[ Or acl e Dat abase Cctober 2010 Security
Update Multiple Vulnerabilities]]></VULN_TITLE>

<DETECTI ON_| NSTANCE><! [ CDATA[ t cp/ 1521] ] ></ DETECTI ON_| NSTANCE>

<DETECTI ON_NORMALI ZED | NSTANCE><! [ CDATA[ ] ] ></ DETECTI ON_NORMALI ZED | NSTANC
E>

<DETECTI ON_DATE_LAST_FOUND><! [ CDATA[ < 1 day
ago] ] ></ DETECTI ON_DATE_LAST_FQOUND>

<CVSS_BASE_SCORE>10</ CVSS_BASE_SCORE>

<CVSS3_BASE_SCORE>0</ CVSS3_BASE_SCORE>

</ DETECTI O\N>
</ DETECTI ON_I NFC>
</ PATCH_I NFC>

</ PATCH_LI ST>
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</ HOST>
</ HOST_LI ST>
<PATCH_LI NKS>
<PATCH>
<PATCH_Q D>19589</ PATCH Q D>
<Cs><! [ CDATA[]] ></ C&>

<LI NK><! [ CDATA[ htt ps: // support. oracl e. coni CSP/ mai n/ arti cl e?cnmd=show&t ype=
NOT& d=1159443. 1]] ></ LI NK>
</ PATCH>
<PATCH>
<PATCH_Q D>19643</ PATCH Q D>
<0S><! [ CDATA[ Or acl e Dat abase] ] ></ OS>
<LI NK><! [ CDATA[ htt ps: // support. oracl e. con ] ></ LI NK>
</ PATCH>
</ PATCH_LI NKS>
</ PATCH_LI| ST_BY_HOST>
</ PATCH_REPCRT>

New DTD
The Patch Report DTD (patch_report.dtd) is used.

<?xm version="1.0" encodi ng="UTF-8"?>
<!-- QUALYS PATCH REPORT DID -->

<! ELEMENT PATCH REPORT (ERROR | (HEADER (SUMVARY | (REPORT_SUMVARY,
PATCH SUMMARY) ), PATCH LI ST_BY HOST?, PATCH LI ST _BY AG?,

PATCH LI ST_BY_0S?, PATCH LI ST BY Q D?, NON_RUNNI NG KERNELS?)) >

<! ELEMENT ERROR ( #PCDATA) >

<I ATTLI ST ERROR nunber CDATA #| MPLI ED>

<!-- CGENERI C HEADER - ->

<! ELEMENT HEADER ( NAME, GENERATI ON_DATETI ME, COVPANY_I NFO, USER | NFO) >
<! ELEMENT NAME (#PCDATA) >

<! ELEMENT GENERATI ON_DATETI ME (#PCDATA) >

<! ELEMENT COVPANY | NFO ( NAVE, ADDRESS, CITY, STATE, COUNTRY, ZI P_CODE)>
<! ELEMENT ADDRESS (#PCDATA) >
<! ELEMENT CI TY (#PCDATA) >
<! ELEMENT STATE (#PCDATA) >
<! ELEMENT COUNTRY (#PCDATA) >
<! ELEMENT ZI P_CODE (#PCDATA) >

<! ELEMENT USER_| NFO (NAME, USERNAME?, ROLE)>

<! ELEMENT USERNAME (#PCDATA) >
<! ELEMENT RCLE (#PCDATA) >
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<I-- SUMVARY DETAILS -->
<! ELEMENT SUMVARY ( REPORT_SUMVARY, PATCH SUMVARY) >

<! ELEMENT REPORT_SUWMARY (TI TLE, ASSET_GROUPS?, |PS?, ASSET TAGS?,
GROUP_BY, CREATED ON, NETWORK?) >

<! ELEMENT ASSET_GROUPS (#PCDATA) >

<! ELEMENT TI TLE (#PCDATA) >

<! ELEMENT | PS (#PCDATA) >

<! ELEMENT ASSET TAGS (#PCDATA) >

<! ELEMENT GROUP_BY (#PCDATA) >

<! ELEMENT CREATED ON ( #PCDATA) >

<! ELEMENT PATCH_SUMMVARY ( TOTAL_PATCHES, HOST_REQUI R NG PATCHES,
VULN_ADDRESSED) >

<! ELEMENT TOTAL_PATCHES (#PCDATA) >

<! ELEMENT HOST_REQUI R NG _PATCHES ( #PCDATA) >

<! ELEMENT VULN_ADDRESSED (#PCDATA) >

<l-- PATCH LI ST_BY HOST -->
<! ELEMENT PATCH LI ST BY_HOST (HOST_LI ST?, PATCH LI NKS?) >

<!-- PATCH_LI ST_BY_ASSET GROUP -->
<! ELEMENT PATCH LI ST_BY_AG (ASSET_GROUPS_LI ST, PATCH_LI NKS?) >

<! ELEMENT ASSET GROUPS LI ST ( ASSET GROUP*) >
<! ELEMENT ASSET GROUP (NAVE?, TOTAL_PATCHES?, HOST NEEDI NG PATCHES?,
TOTAL_DETECTI ON_FI XED?, HOST LI ST?) >

<! ELEMENT HOST_NEEDI NG PATCHES (#PCDATA) >

<! ELEMENT TOTAL_DETECTI ON_FI XED ( #PCDATA) >

<l-- PATCH LIST BY QD -->
<! ELEMENT PATCH LI ST_BY_Q D (PATCH LI ST, PATCH LI NKS?) >
<! ELEMENT PATCH_LI ST ( PATCH_ | NFO") >

<l-- PATCH LI ST BY CS -->
<! ELEMENT PATCH LI ST_BY_OS (OS_LI ST?, PATCH LI NKS?) >

<! ELEMENT OS_LI ST (S _DETAI LS*) >
<! ELEMENT OS_DETAI LS (NAVE?, TOTAL_PATCHES?,
SUMVARY_HOSTS_NEEDI NG PATCHES?, SUMVARY_TOTAL_DETECTI ONS_FI XED?,
PATCH_LI ST) >

<! ELEMENT SUMVARY HOSTS_NEEDI NG PATCHES (#PCDATA) >

<! ELEMENT SUMVARY_TOTAL_DETECTI ONS_FI XED (#PCDATA) >

<! ELEMENT HOST_LI ST (HOST*) >

<! ELEMENT HOST (I P?, DNS?, NETBIOS?, OS?, OS_CPE?, PATCH_COUNT?,
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VULN_COUNT?,

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT PAT
VULN_COUNT?,
CVSS3_BASE_SCORE?,

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELE

VULN_TI TLE?,

Qualys Cloud Platform (VM, PC) v8.x
Patch Report is now available in XML format

NETWORK?, PATCH LI ST?,

| P (#PCDATA) >

DNS ( #PCDATA) >

NETBI OS (#PCDATA) >

OS (#PCDATA) >

OS_CPE (#PCDATA) >
PATCH_COUNT (#PCDATA) >
NETWORK ( #PCDATA) >

DETECTI ON_| NFO? ) >

CH_I NFO ( PATCH Q D?, VENDOR | D?,
HOST_COUNT?, PATCH_PUBLI SHED?,
NETWORK?, DETECTI ON_| NFO?,
PATCH Q D (#PCDATA) >

VENDOR | D (#PCDATA) >

SEVERI TY (#PCDATA) >

PATCH_TI TLE (#PCDATA) >
VULN_COUNT ( #PCDATA) >
HOST_COUNT ( #PCDATA) >
PATCH_PUBLI SHED (#PCDATA) >
CVSS_BASE_SCORE ( #PCDATA) >
CVSS3_BASE_SCORE (#PCDATA) >
DETECTI ON_I NFO ( DETECTI ON¢) >

SEVERI TY?, PATCH_TI TLE?,
CVSS_BASE_SCORE?,
HOST_LI ST?) >

MENT DETECTI ON ( VULN_Q D?, VULN_SEVERI TY?,
DETECTI ON_I NSTANCE?,

VULN_TYPE?,
DETECTI ON_NORVALI ZED | NSTANCE?,

DETECTI ON_DATE_LAST_FOUND?, CVSS_BASE_SCORE?,

<l--
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

PATCH_LI NKS - ->
PATCH_LI NKS

PATCH (PATCH Q D?, 0S?,
NON_RUNNI NG_KERNELS ( NON_RUNNI NG_KERNEL*) >
NON_RUNNI NG _KERNEL ( QI D?,

CVSS3_BASE_SCORE?) >
VULN_Q D (#PCDATA) >

VULN_SEVERI TY (#PCDATA) >

VULN_TYPE (#PCDATA) >

VULN_TI TLE (#PCDATA) >

DETECTI ON_| NSTANCE ( #PCDATA) >

DETECTI ON_NORMAL| ZED_| NSTANCE ( #PCDATA) >
DETECTI ON_DATE_LAST_FOUND ( #PCDATA) >

( PATCH¢) >
LI NK?) >

| P?, SEVERITY?)>

LI NK ( #PCDATA) >
Q D (#PCDATA) >
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Option Profile - Import/Export Map Authentication

APIs affected /api/2.0/fo/subscription/option_profile/

New or Updated API Neither (schema change only)
DTD or XSD changes Yes

We have added 2 new values for the tag <MAP_AUTHENTICATION> to support future
capabilities: vCenter, none.

Also, the value VMware, available in previous release, is now renamed to VMware-ESXi.

XSD change
File: schemas/option_profile/option_profiles.xsd

<xs: el ement name="MAP_AUTHENTI CATI ON' mi nCccurs="0">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="VMrar e- ESXi "/ >
<xs:enuneration val ue="vCenter"/>
<xs:enuneration val ue="none"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
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