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This new version of the Qualys Cloud Platform (VM, PC) includes improvements to the
Qualys APL You'll find all the details in our user guides, available at the time of release.
Just log in to your Qualys account and go to Help > Resources.

What’s New
Support for Cloud Perimeter Scans (coming soon!)

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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Support for Cloud Perimeter Scans (coming soon!)

We've made updates to support Cloud Perimeter Scans in a future release (keep in mind
Cloud Perimeter Scans are not supported at this time).

APl updates: Schedule Scan List | Scan Results (fetch from API) | Scan Results (download
from UI)

Schedule Scan List

API affected /api/2.0/fo/schedule/scan/?action=list
New or Updated API Updated
DTD or XSD changes Yes

Users can now filter the schedule scan list to only show cloud perimeter scan jobs. Also,
when you include cloud details in the output, we’ll show scan type "Cloud Perimeter".

Input Parameters
Updated parameters are listed.

Parameter Description

scan_type=perimeter (Optional) List cloud perimeter scans only. This option will
be supported for Cloud Perimeter Scans in future release.

show_cloud_details={0|1} (Optional) Set to 1 to display cloud details in the XML
output. The cloud details will show scan type "Cloud
Perimeter" for cloud perimeter scans.

Example
API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl™
"https://qual ysapi.qual ys. confapi/2.0/fol schedul e/ scan/ ?acti on=li st & d=13
40788&scan_t ype=peri net er &how_cl oud_det ai | s=1"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SCHEDULE_SCAN LI ST_OUTPUT SYSTEM
"https://qual ysapi.qualys. confapi/2.0/folschedul e/ scan/ schedul e_scan_Ii st
_output.dtd">
<SCHEDULE_SCAN LI ST_OUTPUT>
<RESPONSE>
<DATETI ME>2018- 04- 12T12: 57: 03Z</ DATETI ME>
<SCHEDULE_SCAN_LI ST>
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<SCAN>
<| D>1340788</ | D>
<ACTI VE></ ACTI VE>
<TI TLE><! [ CDATA[ My_Ext er nal _Scan] ] ></ Tl TLE>
<USER_LOG N>ut wr x_np</ USER_LOd N>
<TARGET><! [ CDATA[ Asset Tags | ncl uded]] ></ TARGET>
<| SCANNER_NAME><! [ CDATA[ Ext er nal Scanner]] ></| SCANNER_NAME>
<EC2_| NSTANCE>
<CONNECTOR_UUI D><! [ CDATA[ 8047abce- c3ac- 42e0- ad49-
be4181d22c84] ] ></ CONNECTOR_UUI D>
<EC2_ENDPO NT><! [ CDATA[ 1507b6c1- 07a7- 4d88- acf 2-
8c6b63e749c4] ] ></ EC2_ENDPO NT>
<EC2_ONLY_CLASSI C><! [ CDATA[ 1] ] ></ EC2_ONLY_CLASSI &
</ EC2_| NSTANCE>
<CLOUD_DETAI LS>
<PROVI DER>AWS</ PROVI DER>
<CONNECTOR>
<| b>37361</ | D>
<UUI D>8047abce- c3ac- 42e0- ad49- be4181d22c84</ UUl D>
<NAME><! [ CDATA[ EC2 Connect or]] ></ NAME>
</ CONNECTOR>
<SCAN_TYPE>C oud Peri net er </ SCAN_TYPE>
<CLOUD_TARCET>
<PLATFORM>Cl assi c</ PLATFORM>
<REGQ ON>
<UUI D>1507b6c1- 07a7- 4d88- acf 2- 8c6b63e749c4</ UUl D>
<CODE>us- east - 1</ CODE>
<NAME><! [ CDATA[ US East (N. Virginia)]]></ NAVE>
</ REA O\>
<VPC_SCOPE>None</ VPC_SCOPE>
</ CLOUD_TARCET>
</ CLOUD_DETAI LS>
<ASSET_TAGS>
<TAG_| NCLUDE_SELECTOR>any</ TAG_| NCLUDE_SELECTOR>
<TAG_SET_| NCLUDE><! [ CDATA[ EC2_Tar get s]] ></ TAG_SET_I| NCLUDE>
<TAG_EXCLUDE_SELECTOR>any</ TAG_EXCLUDE_SELECTOR>
<TAG_SET_EXCLUDE><! [ CDATA[ EC2_Test ] ] ></ TAG_SET_EXCLUDE>
<USE_| P_NT_RANGE TAGS>0</ USE_| P_NT_RANGE TAGS>
</ ASSET_TAGS>
<ELB_DNS>
<DNS><! [ CDATA[ abc. coni ] ></ DNS>
<DNS><! [ CDATA[ abc123. conj ] ></ DNS>
</ ELB_DNS>
<OPTI ON_PROFI LE>
<TI TLE><! [ CDATA[ I ni ti al Options]]></TITLE>
<DEFAULT_FLAG>1</ DEFAULT_FLAG>
</ OPTI ON_PROFI LE>
<PROCESSI NG_PRIORI TY>0 - No Priority</PROCESSI NG PRI ORI TY>
<SCHEDULE>
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<DAI LY frequency_days="364" />
<START_DATE_UTC>2018- 04- 02T05: 00: 00Z</ START_DATE_UTC>
<START_HOUR>10</ START_HOUR>
<START_M NUTE>30</ START_M NUTE>
<TlI ME_ZONE>
<TI ME_ZONE_CODE>| N</ Tl ME_ZONE_CODE>
<TlI ME_ZONE_DETAI LS>( GMI+0530) I ndi a:
Asi a/ Cal cutt a</ TI ME_ZONE_DETAI LS>
</ Tl ME_ZONE>
<DST_SELECTED>0</ DST_SELECTED>
</ SCHEDULE>
</ SCAN>
</ SCHEDULE_SCAN LI ST>
</ RESPONSE>
</ SCHEDULE_SCAN_LI ST_OUTPUT>

DTD Update
DTD: <platform>/api/2.0/fo/schedule/scan/schedule_scan_list_output.dtd

We've added the new ELB_DNS tag that appears for Cloud Perimeter Scans only.

<l-- QUALYS SCHEDULE_ SCAN LI ST _OUTPUT DTD - - >
<!-- $Revision$ -->
<! ELEMENT SCHEDULE_SCAN LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT RESPONSE ( DATETI ME, SCHEDULE_SCAN LI ST?) >
<! ELEMENT SCHEDULE_SCAN LI ST ( SCAN+) >

<! ELEMENT SCAN (1D, SCAN TYPE?, ACTIVE, TITLE?, USER LOG N, TARGET,
NETWORK_| D?, | SCANNER NAVE?, EC2_| NSTANCE?, CLOUD DETAI LS?,
ASSET_GROUP_TI TLE_LI ST?, ASSET_TAGS?, EXCLUDE_| P_PER SCAN?,
USER_ENTERED | PS?, ELB_DNS?, OPTI ON_PROFI LE?, PROCESSI NG PRI ORI TY?,
SCHEDULE, NOTI FI CATI ONS?) >

<! ELEMENT ELB_DNS ( DNS+) >
<! ELEVENT DNS (#PCDATA) >
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Scan Results (fetch from API)

API affected /api/2.0/fo/scan/?action=fetch

New or Updated API Neither (output change only)
DTD or XSD changes No

Example - CSV Extended Format
API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™ -d
"action=fetch&scan_ref=scan/ 1523603293. 69652&nnde=ext ended&out put _f or mat =
csv_extended" "https://qual ysapi.qualys.com api/2.0/folscan/"

Sample CSV output:

In the CSV Header we added “Scan Type” and we changed “IPs” to “DNS”. These changes
only apply to Cloud Perimeter Scans.

"Scan Results","04/12/2018 at 14:59:47 (GVr-0700)"
"Qualys, Inc.","919 E Hillsdale Blvd, Floor 4",,"Foster
City","California","United States of Anmerica","94404"
"Patrick Slimer","Mnager"

"Launch Date","Active Hosts","Total Hosts","Type","Scan

Type", "Status", "Ref erence", "Scanner Appliance", "Duration","Scan
Title","Asset Groups","DNS',"Excluded |IPs","Option Profile","Tags"

"04/ 17/ 2018 12:41:17","2","2","Schedul ed","d oud Perinmeter - AWS

EC2", " Fi ni shed", "scan/ 1523968877. 72179", " 10. 1. 0. 23 (Scanner 10.0. 14-1,
Vul nerability Signatures 2.4.290-2)","00: 18: 50", "API - Launch- DNS-

May_wor k", , "ec2-184-73-79-113. conput e- 1. anazonaws. com ec2- 52- 87- 163-
204. conput e- 1. amazonaws. cont', , "I nitial Options","Included(any): tag-new,
Excl uded(any) ;"

"IP',"DNS","NetBIOS","CS", "I P

Status","QD',"Title","Type", "Severity","Port","Protocol ", "FQN","SSL","C
VE | D', "Vendor Reference", "Bugtraq

ID',"Threat", "I npact","Sol ution","Exploitability","Associated

Mal war e", "Resul ts","PCl Wul n", "l nstance", " Cat egory"

Example - JSON Extended Format

APl request:
curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™ -d

"action=fetch&scan_ref=scan/ 1523968877. 72179&ode=ext ended&out put _f or mat =
j son_extended" "https://qual ysapi.qualys.conlapi/2.0/folscan/"
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Sample JSON extended output:

We added “scan_type” and we changed “ips” to “dns”. These changes only apply to Cloud
Perimeter Scans.

[{"scan_report _tenplate_title":"Scan Results","result_date":"04\/18\/2018
12: 25: 14", "conpany": "Qual ys", "add1":"919 E Hi |l sdal e Bl vd, Fl oor

4"  "add2":null,"city":"Foster
City","state":"California","country”":"United States of

Anerica", "zip":"94404", "nanme": "Patrick

Slimrer", "usernane": "quays_pslimer","rol e":"Manager"},
{"launch_date":"04\/17\/ 2018

12:41: 17", "active_hosts":"2", "total _hosts":"2","type": " Schedul ed",
"scan_type":"Cloud Perinmeter - AWS

EC2","status":"Fini shed", "reference": "scan\/1523968877. 72179", "scanner _ap
pliance":"10.1.0.23 (Scanner 10.0.14-1, Vulnerability Signatures 2.4.290-
2)","duration":"00:18:50","scan_title":" M-

Scan", "asset _groups":null,"dns":"ec2-184-73-79-113. conput e-

1. amazonaws. com ec2- 52- 87- 163- 204. conput e-

1. amazonaws. cont', "excl uded_i ps":"","option_profile":"Initial
Options","tags": "I ncluded(any): tag-new, \nExcluded(any);\n"}]

Scan Results (download from Ul)

API affected N/A (affects end report)

New or Updated API Neither (output change only)
DTD or XSD changes No

Scan Results in XML format
We added these new Key values to the Header section of the XML output for Cloud
Perimeter Scans:

<KEY val ue="CLOUD_PROVI DER' >AW5</ KEY>
<KEY val ue="CLOUD_SERVI CE" >EC2</ KEY>
<KEY val ue="SCAN _TYPE">Cl oud Peri net er </ KEY>

Scan Results in CSV format

In the CSV Header we added “Scan Type” and we changed “IPs” to “DNS”. These changes
only apply to Cloud Perimeter Scans.

Sample CSV output:

"Scan Results","04/12/2018 at 14:59:47 (GVr-0700)"
"Qualys, Inc.","919 E Hillsdale Blvd, Floor 4",,"Foster
City","California","United States of Anmerica","94404"
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"Patrick Slimer","Mnager"

"Launch Date","Active Hosts","Total Hosts","Type",

"Scan Type","Status","Reference", "Scanner Appliance", "Duration",

"Scan Title","Asset G oups","DNS","Excluded |IPs","Option Profile"

"04/ 12/ 2018 at 14:26:16 (GVr-ovoo)","1","1","Schedul ed (default option
profile)","C oud Perinmeter - AWS EC2","Fini shed", "scan/ 1523568376. 69585",
"10.1.0.23 (Scanner 10.0.14-1, Vulnerability Signatures 2.4.290-
2)","00:18:33","AWS EC2 Perineter Scan 20180412 - Now',, "ec2-184-73-79-
113. conput e- 1. amazonaws. cont', , "I nitial Options","Included(any): tag-new,
Excl uded(any) ;"
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