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Qualys Vulnerability Management (VM)

New Test Authentication Option

Now you can run a quick vulnerability scan to test if authentication to target hosts is successful.
This lets you identify issues with authentication credentials before running a full scan. Simply
choose the Test Authentication option in your option profile and apply this profile to your scan.
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Test Authentication

When enabled, the scanner will test authentication to target hosts. No other scan tests will occur. You must choose at least
one authentication type.

Enable authentication testing

When you choose Test Authentication, you'll notice that these options are also enabled:
- all authentication types (you can clear any you're not interested in but must keep at least one)
- Complete vulnerability detection (but we're only scanning a custom list of QIDs)

- Standard Scan for TCP/UDP ports (you can switch to another option except None)

View Your Scan Results

Scroll down to the Appendix section of your Scan Results report to see if authentication was
successful or failed for your target hosts. When authentication fails, go back to your
authentication record to verify the authentication credentials provided.

!Fs' View= Help~

~ Appendix

Hosts Scanned

Successfully Scanned Hosts (IP)
10.10.10.7, 10.10.10.11

M Target distribution across scanner appliances
External : 10.10.10.7, 10.10.10.11

|

No vulnerabilities match your filters for these hosts (1)
10.10.10.7 b

UnixiCisco/Checkpoint Firewall authentication failed for these hosts (1)

Instance as:
10.10.10.7

‘Windows authentication was successful for these hosts (1)

Instance os:
10.10.10.11
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You'll also see the custom list of QIDs included in the scan in the Appendix section.

File~ View- Help~
Options Profile
Test Authentication
| Scan Settings
Ports -
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Scan Dead Hosts of I
Purge old host data when OS changes Off
Load Balancer Detection o
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900189 Detected LanMan/NTLMv1 Authentication method
91260 Microsoft Windows Authentication Methods Elevation of Privileges (MS16-101)
91298 Microsoft Windows i Methods Multiple il (M516-137)
007 Web Application Authentication Method
19273 MSSQL Authentication Method
19907 Sybase Authentication Method
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38668 Palo Alto Networks PAN-OS Authentication Method
W Q‘\Eunﬂ Viware Authentication Successful / i
L

Enhanced DNS and NetBIOS Options in Asset Group

Applies only to subscriptions with the Scan by Hostname feature.

We've enhanced the design for DNS and NetBIOS panels when you create or edit asset groups.
You can now add DNS and NetBIOS hostname entries up to 20000 characters at one go. Also, we
have redesigned the button to remove all the entries in a single click.

Example: Go to Assets > Asset Groups, then click New > Asset Group. In the DNS pane, click Add

DNS Hostnames and a new text box Add DNS Hostnames is displayed. Type the DNS hostname
entries in the text box. You could add entries till it reaches 20000 characters. Then, click Save.

New Asset Group Launch Help

Asset Group Title Hostnames

Add/Remove DNS hostnames o the group for scanning. Make sure the scanner appliances in the group can resolve the hostnames to
IPs IP addresses in the subscription. Only hostnames resolved to IPs in the subscription will be scanned
DNS > - - = = >

Add DNS Hostnames Remove DNS Hostnames Remove All DNS Hostnames

NetBIOS o C|Ick\j
— Add DNS Hostnames: E&E L.com, ualsss2.com, el om, quzlsssd. com, aualssss. com, qualsssh. com, qualsss
Business Info com,auzlssss.com, aualsss9. com aualssslf.com
Comments @ Type DNS entries

W Ssarch Mo data to display i Page 1] of1 =

[7] DNS Hostnames -

No DNS Hostnames found.

© Click save
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After you save, the DNS hostnames are added and listed in a group of fifty per page.

Edit Asset Group LaunchHelp [B %
Asset Group Title -
Hostnames
IPs Add/Remove DNS hostnames to the group for scanning. Make sure the scanner appliances in the group can resolve
the hostnames to IP addresses in the subscription. Only hostnames resolved to IPs in the subscription will be
B 4 scanned.
NetBIOS
’ Add DNS | | R DNS | | R All DNS | J
Domains
Users
Business Info — =
Actions w [ 1-500f75 4 Page 1) of2i|e| b i @
Comments ] DNS Hostnames
[F] qualsss1.com )
- DNS hostname entries that you
qualsss10.com .
add are listed here
[C] qualsss1l.com
[F] qualsss12.com
[7] qualsss13.com
] 3
Cancel Save

Select and delete individual entries, or delete them all by clicking Remove All DNS Hostnames,
then Save. You can also search the host entries that you added using the Search button.

We've implemented the same enhancements for NetBIOS hostnames on the NetBIOS tab.

SCA Free Trial for VM

@ Qualys. Enterprise

Vulnerability Management v

AssetView

AV Asset Management, Tagging, and Search
Cloud Agent

CA Stay updated with network security by deploying
agents on your hosts.

Vulnerability Management

VM Map and scan your network, prioritize your critical
vulnerabilities and foc them

PCI Compliance
Achieve compliance with the PCI Data Security
Standard (D55).
Malware Detection
Scan and Monitor Your Sites for Malware Infections
Available Trials (3)
Threat Protection
T P Add threat intelligence feed to your exisfing AssefView

Security Configuration Assessment
Define and monitor IT security standards aligned with
regulations.

Security Assessment Questionnaire
Automate risk and compliance through questionnaire

campaigns

Utilities:
Administration
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For our customers having only VM subscription, Security
Configuration Assessment (SCA) is now available for free trial.

Just go to your module picker, choose Security Configuration
Assessment from the Available Trials section and start your 14-
day free trial.



Qualys Policy Compliance (PC/SCAP/SCA)

More Timeframe Options in Policy Report Templates

We've improved the timeframe selection options in policy report templates. Now you can choose
from absolute and relative timeframe options. Your policy report will only include hosts scanned
within the timeframe selected. To include hosts scanned anytime, choose No Time Limit.

In the Previous Week/Month/Quarter/Year
New Compliance Policy Template LaunchHelp [& %

General Information . ol
Timefr Salent

Layout > Show only hosts that have been scanned during the specified period of time.

m

Display Timeframe [] No Time Limit
LimitTimeframe | Befare Mar 14, 2018 X
Trending
[—
Frameworks Report Layout Week
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00se a grouping methad for the rep
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[VISERIOUS  [V|CRITICAL [7]URGENT

Cancel Save As...

Within the Last N days/weeks/months
New Compliance Policy Template LaunchHelp  [& %

General Information . Il
Timefr: Selection

Layout bl Show only hosts that have been scanned during the specified period of time

Display Timeframe [] No Time Limit

m

Limit Timeframe | Before Mar 14, 2018 EIN
Trending

In the Previous. >

Frameworks Report Layout
Within the Last.. <) l:ll —

Choose a grouping methad for the re,
User Access grouping H Al Dates Bef

the report ates Before s

B months
Group By: Hosts All Dates After -
. Bet >
Status @ Al [l e [@Emor
Criticality: * All [¥]UNDEFINED [#]MINIMAL ~ [Z]MEDIUM

[¥ISERIOUS  [FICRITICAL [F]URGENT

Cancel Save As...
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All Dates Before “Date”

General Information - . i
Tir 1
Show only hosts that have been scanned during the specified period of time
Display Timeframe [] No Time Limit 1
Limit Timeframe | Before Mar 14, 2013 LI
e
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All Dates After “Date”

General Information

Timefr. Calarti =
Show only hosts that have been scanned during the specified period of time.
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Mac OS X 10.13 Technology Supported for UDCs

Want to create a UDC for Mac OS X 10.13? Go to Policies > Controls > New > Control, and select
any of the Unix control types (except Directory Integrity Check). Scroll down to the Control
Technologies section to provide a rationale statement and expected value for each technology
you're interested in.

Control Technologies™

[F] AIX 5.
Use this section to create a AlX 5.xinstance of this control

[ AIX 6.x
Use this section to create a AlX 6 xinstance of this canirol

[ AIX 7. |
Use this section to create a AlX 7 x instance of this control

[C] Amazon Linwe AMI
Use thi igp to_greate a Amazon Ligux AMI in of this cgnirol

[[] Mac 05X 10.11
Use this section to create a Mac 0S X 10.11 instance of this control

[F] Mac 05 X 10.12
Use this section to create a Mac 05 X 10.12 instance of this control

' Cﬂrﬂawsmﬁ n s New technology supported

I Use this section to create a Mac 03 X 10.13 instance of this contral
-

[[] Mac 05 X109
Use this section to create a Mac 05 X 10.9 instance of this control

[F] Mac 08 X 10.x
Use this section to create a Mac 0S X 10.xinstance of this control

You'll also see Mac OS X 10.13 in the technologies list when creating a new policy.

Create a New Policy

Empty Policy: Build your policy from scratch.

Select technologies for your policy. Your selection makes up the global technologies listfor the policy and determines which controls can be added to the
policy. Mote - You can change the technologies at any time from within the Policy Editor

Techneologies Select at least one technology. REQUIRED

Search technologies: |V‘ Add All |

119 technologies Add al shown
Mac0SX10.10
Mac OS5 X 10.11
Mac 05X 10.12

‘ Mac 03X 10.13 ,

Mac 05X 10.9

Mac 08X 10x

- Se)
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Issues Addressed

Fixed an issue where the Customer Notice for enabling the New Data Security Model
overlapped with the Change Password window for Qualys Enterprise users.

When adding IPs from asset groups to your Unix Authentication Record you'll now only
see asset groups associated with the network selected in the record.

When adding scanner appliances to a new asset group you'll now only see appliances
associated with the network selected in the asset group.

Fixed an issue where users were not able to search by QID when viewing the list of
custom QIDs assigned to an option profile in the Option Profile Information page.

Fixed an issue in PCI Scan Report Templates where QID search lists were not saved as
part of Add Search List Exception (under PCI Risk Ranking).

Users with the Remediation User role can now choose from these Home Page options:
Remediation or KnowledgeBase.

When clicking the Activate or Inactivate link for a control in the Policy Editor, the
confirmation message did not show the correct control statement for the selected
control. This is now fixed.

Now an appropriate purge message is displayed if you edit the tracking method for an IP
causing duplicate IPs with same tracking method.

You can now limit the number of new IPs that Unit Managers can add to the SCA module
when the New IP Limit feature is enabled in subscriptions with the SCA module.

We have now removed limitation of 3900 ASCII characters for Asset Groups field in Asset
Search.

Fixed an issue where the time zone was not detected correctly using certain browsers on
Windows OS (Japanese) when the Time Zone setting under User Profile > Locale was set
to Auto.

Fixed an issue where users could not change the vault type when updating Palo Alto
Networks Firewall authentication records using the API.

Fixed an issue where users could not change the vault type when updating Mongo DB
authentication records using the API.

We have fixed the XML output produced by the application when API Limits for a
customer have been reached. The incorrect output has misplaced double quotes.

For users with 1Pv6 and Extend IPv6 Mappings enabled, the IP tag in the XML output for
the Host Detection API will now correctly show the IPv6 address instead of the mapped
[Pv4 address.

Qualys Release Notes



