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Qualys 8.12.1 Release Notes

This new release of the Qualys Cloud Suite of Security and Compliance Applications includes
improvements to Vulnerability Management and Policy Compliance.

Qualys Cloud Platform

Configure Amazon EC2 API Proxy without General Proxy

Qualys 8.12.1 brings you many more
Improvements and updates! Learn more
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Qualys Cloud Platform

Configure Amazon EC2 API Proxy without General Proxy

You can now define Amazon EC2 API Proxy settings for your EC2 scanner appliance without
scanner proxy settings (formerly general proxy settings) defined in Amazon AWS. The scanner
proxy settings and the API proxy settings have different purposes and are now treated

independently.

The scanner proxy settings (defined in AWS) allow the scanner to connect to the Qualys Cloud

Platform.

The API proxy settings (defined in Qualys) allow the scanner to connect to your Amazon EC2 API

endpoints.

Sample proxy settings

Edit Scanner Appliance

General Information

Versions
Proxy Settings >
Comments

Add Proxy Info
for Amazon
EC2 API

Cancel

Launch Help

Proxy Settings

Scanner Proxy

Allow the scanner to connect to Qualys Platform through a proxy server. Proxy details provided in
AWS.

Proxy Server 10.90.2.28

View Proxy Info
Defined in AWS

(cannot be edited in Qualys)

Port 3129

wannn

Authentication

Amazon EC2 APl Proxy
Allow the scanner to connect to your Amazon EC2 API endpoints thraugh a proxy server

Tell us about your proxy server. Enter the hostname or IP address (or both) and the port number The
proxy username and password are required when the proxy server requires authentication

Gr_oto col

Proxy Server®

HTTP

Enter the hostname or IP address (or both)
Hostname

IP Address
10.90.2.28

Port® 3129

Authentication Username
scanner
Password:

Confirm Passwaord
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Issues Addressed

e We fixed an issue where scans using the scanner appliance option “All Scanners in
TagSet” will correctly associate IPs resolved from target asset tags to the correct scanner
appliances.

e We fixed an issue where some customers got an error when running a policy report on a
policy with asset tags that resolved to a large number of assets.

e Fixed an issue when adding IPs from map results to your VM license where IPs that were
already in the PC license were being skipped and not being added to VM as expected.

e Fixed multiple issues related to adding approved hosts to a domain. Now you'll be able to
add, edit and delete approved hosts and see the correct approved hosts count on the
Domains data list.

e Made updates to the Qualys API v2 User Guide for the Host List Detection API to better
explain the “status” input parameter and how to return Fixed detections.
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