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Qualys Cloud Platform

Hide Users Outside the Business Unit

This release introduces a new user permission that impacts what sub-users scan see in the subscription.
When enabled, sub-users (e.g. Unit Managers, Scanners, Readers) will only see the users in their own
business unit. Users outside of their business unit will be hidden from view.

A Manager can set this up by going to Users > Setup > User Permissions. Select these options together:

- Restrict view of user information for users outside of business unit
- Hide users outside the business unit from user lists

User Permissions Setup 2 x

a Information: Select from the available permissions 1o set behaviors for the users in the subscription.

User Permissions

These permissions impact what sub-users can see in the subscription. Applies to sub-users only (e.g. Unit Managers,
Scanners, Readers).
Restrict view of user information for users outside of business unit

Enable this option to hide certain details (e.g. contact information, asset groups) for users in other business units.

Hide users outside the business unit from user lists
Enable this option to hide all users in other business units from the users list (on the Users tab). This will
apply to other features where the user list is displayed too.

| Restrict view of scheduled tasks on unassigned assets

Enable this option to hide schedules for assets users don't have access to.

e

In this example, the logged in user is part of the West Coast business unit and is only able to see users in
the same business unit. The message above the list (circled in red) lets you know the list has been filtered.
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( Displaying users only from "My Business Unit' )

[l Name « Login Role Business Unit Status Last Login Modified

[ Drew Taylor quays_ws1 Scanner West Coast Active 06M19/2017 02/05/2016
[C] Jake Fedasz* quays_ut1  Unit Manager West Coast Active 06M19/2017 061412017
= Robert Tong quays_rt1 Reader West Coast Active 10/20/2015 02/05/2016
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We’ll also hide users from user lists in other areas of the Ul. Here are some examples:

- The Filters menu on the Users list will not include these filters for sub-users: Hierarchy Chart and My
Business Unit. Also, the Search option will not show the Business Unit drop-down for sub-users.

- When creating a distribution group (Users > Distribution Groups), sub-users can only select users in the
same business unit. Tip — You can still manually add email addresses for users outside of your unit.

- When reassigning remediation tickets (Remediation > Tickets), sub-users can only select users in the
same business unit.

New Scanner Role Extended Permissions

Your subscription may now be configured to allow users with a Scanner user role to be granted these
extended permissions:

- Manage virtual scanner appliances. When granted, this allows the user to create, edit and delete virtual
scanner appliances from the Ul and API.

- Create/edit authentication records/vaults. When granted, this allows the user to create and edit
authentication records and vaults from the Ul and API.

Note that these permissions may already be granted to Unit Manager accounts.

How to grant a user extended permissions

These permissions may be granted on a per user basis by a Manager or Unit Manager (with the same
permission). Simply edit the user’s account from the Qualys Ul by going to the Users list and choosing
Edit from the Quick Actions menu. Then choose permissions on the Permissions tab.

Edit User LaunchHelp [ %

‘General Information N
Extended Permissions

Locale Allow this user to perform the following actions:
Manage VM module
User Role [T Create/editvirtual hosts

Create option profiles

[£] Purge haost information/history
Asset Groups [SRTI "

Manage virtual scanner appliances e Grant these permissions
Permissions > Create/edit authentication recordsivaults
to Scanner user

Options

Account Activity
Security

User Status

Not seeing these permissions for Scanner users?

Your subscription must be configured to allow Scanner users to be granted these additional permissions.
Please contact your Technical Account Manager or Support to have this enabled for you. Once enabled,
you’ll be able to grant these permissions to any Scanner user in your subscription.
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Minimum Password Length Increased

For improved security, the minimum password length for all user accounts has been increased from 6 to 8
characters. This is the minimum password length enforced by Qualys. A Manager can set a higher
minimum (up to 16 characters) by going to Users > Setup > Security. The next time you change your
password it must meet the new minimum length requirement.

Security Setup Launch Help

When set, connection to the service is only available from one of the secure IPs

Restricted Access

[7] Allow connections from the follawing IPs only Allowed IPs:

IPs/Ranges: Add > -
Your current 1P is: 10.10.193.9 << Modify

m

Delete B
Delete All

Password Security

[F] Password expires after 1 El months

[7] Lock account after| 3 B failed login attempts

............. 8 characters is the

ed password
L L

[#] Minimum length of password is | 10 characters {Range'&—f@ minimum paSSWOI’d

=T Password must confain alpha and numeric characters Iength unless set hlgher

|| Force password change at initial login by a Manag er

[ Motify user to change password | 1 El days before expiration
[T] Allow users to change expired password at login

Improved Password Tip

When you go through the Forgot Password workflow, one of the password tips on the Change Password
screen is to include special characters. The special characters were listed inside parenthesis and were
comma separated, and this was confusing to some customers. We’ve removed the commas and
parenthesis since these characters are not valid for your password.

The password tip now reads:
Include at least one of these special characters: ! @ #$ % -/ _+\
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Qualys Policy Compliance (PC)

Enhancement to File Integrity Monitoring

Using Qualys PC you can perform file integrity monitoring based on user defined file integrity checks. A
file integrity check is a user defined control that checks for changes to a user-specified file. With this
release you’re no longer required to manually set the default expected value for each file integrity check.
Now you can pick the “Use scan data as expected value” option in the UDC and we’ll set the expected
value for you based on the actual value returned by the scan.

It’s a 2-step process to set this up:

1 - Configure your file integrity check to use scan data

Go to PC > Policies > Controls > New > Control, and choose File Integrity Check for Windows or Unix.
Select “Use scan data as expected value” for individual technologies or make it the default for all
technologies. When selected, you’ll see USE_SCAN_VALUE in the Default Value field.

Default Values for Control Technologies

Default values are automatically assigned when you click the check box for a technology.
Rationale: * Check for changes to File.

Operator:* regular expression B [O Lock Operator

Default Value [ Lock Value ‘

| C Use scan data as expected value )

‘ Control Technologies™

Windows 10
Use this section to create a Windows 10 instance of this control

m

Rationale: * Check for chanages to File.bx
Operator:* regular expression B [O Lock Operator
Default Value: [ Lock value

Remediation:

! C Use scan data as expected value )

[C] Windows 2000
Use this section to create a Windows 2000 instance of this control

[] Windows 2003 Active Directory
Use this section to create a Windows 2003 Active Directory instance of this control il

2 - Enable this option in your compliance profile

Go to PC > Scans > Option Profiles. Create a new profile or edit an existing one. On the Scan tab, select
“Auto Update expected value” under File Integrity Monitoring. You must also select “File Integrity
Monitoring controls enabled” like in previous releases to include these controls in your scan.
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New Compliance Profile Launch Help

Compliance Profile Title Scan

Pertorance

Configure perfarmance options for scanning your network.

Overall Performance: Normal | Configure...

Additional

m

Scan restriction
[7] Scan by Palicy
Restrict scans to controls in selected policies. You can choose up to 20 policies to scan. By default Qualys scans for all

applicable controls. (This setting is not applicable to SCAP scans.)

.

“You can choose one policy ot a time.

f you add controls to the policies below, please be sure you scan them again

L1 ]

File Integrity Monitoring
This setting applies to File Integrity checks configured with “Use scan data as expected value™
When enabled, we'll update the control expected value used for posture evaluation with the actual value returned by the scan

Auto Update expected value

Control Types

Disabling certain control types will improve performance. This setting is not applicable to SCAP scans.

File Integrity Monitoring controls enabled

How it works

When you first add a file integrity control to a policy you’ll see USE_SCAN_VALUE as the expected
value for the control.

Check for changes to CuFile. bd

regular expression E| USE_SCAN_VALUE

After your first scan, we’ll update the expected value with the actual file hash returned by the scan.

Check for changes to C./File b

regular expression

You’ll see a posture of Passed for this control in your compliance reports, and you’ll continue to see a
posture of Passed as long as the file does not change.
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FIM Windows Report 0

Filew View+= Help~

1. File Integrity
w {1.1) 103407 Check for changes to C:/File.txt SERIOUS
Instance: ad2012
Evaluation date: 06/21/2017 at 13:47.57 (GMT-0700)
Check for changes to C:iFile bt ||

Check for changes to C:File td
Scan Parameters:
File path C:/File.tt
Hash Type: MD5

Expected regular expression match
306e5beb9723822d684efa9d3ea83860%

Actual Last updated: 06/21/2017 at 13:10:56 (GMT-0700)
306e5beb0723822d684efadd3ealBla60

m

Extended Evidence:
File size Last write time
16 bytes 06192017 at 23:03:24 (GMT-0700)

If the file changes a different file hash will be returned by the scan and you’ll see a posture of Failed in
your reports. This is because the expected value and the actual value no longer match.

FIM Windows Report I

Filew View~ Help~
1. File Integrity

w {1.1) 103407 Check for changes to C:/File.txt @ SERIOUS

Instance: ad2012

Evaluation date: 06/21/2017 at 13:55:07 (GMT-0700)
Check for chanaes to CuiFile.tt
Check for changes to C:File b I
Scan Parameters:
File path: CuFile b
Hash Type: MD5

Expected regular expression match
306e5beb9723822d654efa9d3eaB38605

m

Actual Last updated: 06/21/2017 at 14:36:33 (GMT-0700)
a0455994439138f99c488330398b620a | 4

Extended Evidence:
File size Lastwrite time
33 bytes 06/22/2017 at 14:27:53 (GMT-0700)

L 4

Launch another scan with “Auto Update expected value” enabled in your compliance profile and we’ll
automatically update the expected value for your control in the policy with the value returned by the most
recent scan. Now the new value will be used for posture evaluation.

Check for changes to C:/File bd

regular expression
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Mac OS X 10.12 Technology Supported for UDCs

Want to create a UDC for Mac OS X 10.12? Go to Policies > Controls > New > Control, and select any of
the Unix control types. Scroll down to the Control Technologies section to provide a rationale statement

and expected value for each technology you’re interested in.

|

Control Technologies™

[ AIX5x
Use this section to create a AlX 5.x instance of this control

[F] AKX 6.x
Use this section to create a AlX 6.x instance of this control

[[] Mac0S X 10.10
Use this section to create a Mac O35 X 10.10 instance of this control

[ Mac0S X 10.11
Use this section to create a Mac 03 X 10.11 instance of this control

New Mac OS X 10.12

e e technology supported

Use this section to create a Mac 08 X 10.12 instance of this control

—

] Mac0S X109
Use this section to create a Mac OS X 10.9 instance of this control

You’ll also see Mac OS X 10.12 in the technologies list when creating a new policy.

| Create a New Policy |

Empty Policy: Build your policy from scratch.

Select technologies for your policy. Your selection makes up the global technologies list for the policy and determines which controls can be added to the
policy. Mote - You can change the technologies at any time from within the Policy Editor.

Technologies Select at least one technology. REQUIRED

Search technologies: || |V| Add All |

111 technologies Add all shown

Mac 08X 10.10

Mac 0S8 X 10.11

CMaCOSXW.‘IQ )

Mac 05X 109

Mac O3 X 10x

Microsoft SQL Server 2000

s S
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Issues Addressed

Fixed an issue where we weren’t showing the Scanner Appliance on the Scan Status page (under
General Information > Scan Overview).

We will now correctly calculate the Next Launch date for a Scheduled Scan when the Occurrence
setting is changed from Relaunch on Finish to Daily, Weekly or Monthly.

(Applies to users with IPv6 Scanning enabled) Fixed an issue where scan results fetched using the
API (api/2.0/fo/scan/?action=fetch) showed the mapped IPv4 addresses instead of the scanned
IPv6 addresses.

Fixed an issue where some users saw extra IP addresses (specifically DNS tracked hosts) listed
on the Host Assets page that were no longer in their subscription.

Fixed an issue which caused an error when attempting to download a completed report.
Fixed an issue with duplicate entries on the Users data list.
In HTTP Authentication records, we now allow “<” and “>” characters as part of the password.

Corrected the error message that appears on the Login page when your IP address is not in the list
of IPs allowed to connect to the service.

Fixed a typo in the Operator drop-down of the File Content Check UDC. Changed “regular
expression” to “regular expression”.

Updated the Cisco Authentication help to state that Cisco ACS version 5.8 is not supported.

Updated online help template file whutils.js to remove comments. This change does not impact
how online help is presented to users, it impacts template file included in the help packaging.
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