QUALYS

Qualys API Release Notes
Version 8.10

Qualys 8.10 includes improvements to the Qualys API, giving you more ways to integrate your
programs and API calls with Qualys Vulnerability Management (VM) and Qualys Policy
Compliance (PC). Looking for our API user guides? Just log in to your Qualys account and go to
Help > Resources.

What's New

Change API Rate Limit to 300 per hour

New Support for BeyondTrust PBPS Vaults

New API Support for Option Profiles

Scanner Appliance List - added Cloud Information

EC2 Assets - Improved Reporting of private DNS host nhame and Instance 1D
Manage assets using EC2 metadata

IP Update - New DTD for Duplicate Hosts Error

Export user activity log for a subscription

Action Log API V1 - added User Details in Output

Asset Search APIs - Search by EC2 Instance Status, ID

VM - New API Support for Report Templates

VM - Show Reopened Info in Scan Reports

VM - Show Reopened Info in Vulnerability Detection API

VM - Detection API - Identify vulnerabilities related to running and non-running kernels
VM - Filter Detections Updated Before a Specific Date and Time

VM - Editing vulnerabilities

VM - EC2 asset information in scan report

VM - Scan Report in XML Format - Ability to Exclude Glossary data

VM - Hide target information from scan list

VM - New tag added to KnowledgeBase API
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PC - Remediation Information Displayed in PC Reports

PC - New API Support for Docker Authentication

PC - New API Support for PostgreSQL Authentication

PC - New API Support for Sybase Authentication

PC - Introducing Qualys Custom Controls in Library Policies
PC - Remediation Information Displayed in Reports

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should use for
API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https:/ /qualysapi.qualys.com

Qualys US Platform 2 https:/ /qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https:/ /qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https:/ /qualysapi.qualys.eu

Qualys EU Platform 2 https:/ /qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https:/ /qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with the
appropriate server URL for your account.
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Change API Rate Limit to 300 per hour

Change API Rate Limit to 300 per hour

The Qualys API enforces limits on the API calls a customer can make based on their
subscription settings. With this release we’ve updated the default API Rate Limit to 300
API calls per hour. The Rate Limit Period per Subscription control has been updated in all
subscriptions that have the default set.

Tell me about API Rate Limits

Rate Limit per Subscription (per API): The maximum number of API calls allowed within
the subscription per day (or a customized period, in seconds) for each API. The rate limit
is calculated based on the settings for rate limit count and period.

- Rate Limit Count per Subscription (per API): The maximum number of API calls
allowed within the subscription during the configured rate limit period. Default is 300.

- Rate Limit Period per Subscription (per API): The period of time, in seconds, that
defines a window when API calls are counted within the subscription for each API. The
window starts from the moment each API call is received by the service and extends
backwards 24 hours (or some customized period, in seconds). New default is 3600
seconds, i.e. 1 hour (previously this default was 86400 seconds, i.e. 24 hours).

Concurrency Limit per Subscription (per API): The maximum number of concurrent API
call instances allowed within the subscription for each API. Default is 2.
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New Support for BeyondTrust PBPS Vaults

New Support for BeyondTrust PBPS Vaults

This new vault type can be used to retrieve authentication credentials from a
BeyondTrust PowerBroker Password Safe (PBPS). We updated the authentication vault
API (create, update, list, view) and the authentication record API (create, update, list) to
support the new vault type. There are new input parameters for create/update vault, and
a DTD change for view vault output. We also updated the DTDs for listing Windows and
Unix authentication records.

Authentication Vault API

You can now create, update, list and view BeyondTrust PBPS authentication vaults.

Create BeyondTrust PBPS Authentication Vault

Use the parameter “action=create” to create a new vault in your account.

Parameter Description

action=create (Required)

title={value} (Required) The vault title.

type={value} (Required) Specify type=BeyondTrust PBPS.
comments={value} (Optional) User defined comments.

appkey={value} (Required) The application key (alpha-numeric string) for

the BeyondTrust PBPS web services API. The maximum
length is 128 bytes. A leading and/or trailing space or
periods in the input value will be removed.

url={value} (Required) The HTTP or HTTPS URL to access the
BeyondTrust PBPS web services API.

ssl_verify=(1]0} (Optional) When set to 1, our service will verify the SSL
certificate of the web server to make sure the certificate is
valid and trusted. When set to 0, our service will not verify
the certificate of the web server.

username={value} (Required) The user account that can call the BeyondTrust
PBPS web services API. The maximum length is 64
characters. This special character cannot be included: @

password={value} (Optional) Specify a user password when required by the
Application API Key configuration in BeyondTrust.
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Parameter Description

cert={value} (Optional) Provide an X.509 client certificate with your
private key when required by the Application API Key
configuration in BeyondTrust. The certificate must be
trusted by the PBPS web server.

Enter the certificate block after the key block and be sure to
include the first and last line (-----BEGIN CERTIFICATE-----
and ----- END CERTIFICATE-----).

For a create/update request, if the cert parameter is
specified, then the private_key parameter must also be
specified.

private_key={value} (Optional) Specify the private key for authentication. Copy
the contents of private key file (id_rsa) and be sure to
include the first and last line (-----BEGIN PRIVATE KEY-----
and ----- END PRIVATE KEY-----).

For a create/update request, if the private_key parameter is
specified, then the cert parameter must also be specified.

private_key_pwd={value} (Optional) Specify a password for your private key if it’s
encrypted.

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: curl" -d

"action=creat e&t ype=BeyondTr ust

PBPS&appkey=181979e5c¢72b7f 5f 91906cf e7¢c92745a3c9b865a9786bbaf 4868a8dc01987
f69c3db13d66ab013811b175¢c3a724bh3267ebbb81d64d9cd5b29d512ceef c6d5f 01&user n
ame=j oe_user &url =htt ps: // host. domai n/ eEye. Reti naCS. Server/ api/ public/v3&p
asswor d=bt 12345&ssl| _verify=0&titl e=My- BeyondTrust - Vaul t"

"https://qual ysapi.qualys. conlapi/2.0/fol/vaul t/index. php"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2017- 02- 21T20: 41: 12Z</ DATETI ME>
<TEXT>Success</ TEXT>
<| TEM LI ST>
<| TEM>
<KEY>| D</ KEY>
<VALUE>105356922</ VALUE>
</ | TEM>
</ | TEM LI ST>
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New Support for BeyondTrust PBPS Vaults

</ RESPONSE>
</ SI MPLE_RETURN>

Update BeyondTrust PBPS Authentication Vault

Use the parameter “action=update” to update a BeyondTrust PBPS authentication vault
in your account. You'll need to include the ID for the vault you're updating.

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: curl™ -d
"acti on=updat e& d=105356922&t ype=BeyondTr ust PBPS&titl e=My- NewTit| e"
"https://qual ysapi.qualys.conlapi/2.0/folvaul t/index. php"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2017- 02- 22T00: 08: 09Z</ DATETI Me>
<TEXT>Success</ TEXT>
<| TEM_LI ST>
<| TEM>
<KEY>| D</ KEY>
<VALUE>105356922</ VALUE>
</ | TEM>
</ | TEM_ LI ST>
</ RESPONSE>
</ S| MPLE_RETURN>

List Authentication Vaults

Use the parameter “action=list” to list the vault defined in your account. To view a
specific BeyondTrust PBPS vault, specify the ID or title of the vault.

API request (Windows):

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: curl™ -d
"action=list&itle=M/-BeyondTrust-Vault"
"https://qual ysapi.qualys.conlapi/2.0/folvaul t/index. php"

XML output (Windows):

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH VAULT_LI ST_OUTPUT SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/fo/vaul t/vault_output.dtd">
<AUTH_VAULT_LI ST_OUTPUT>
<RESPONSE>
<DATETI ME>2017- 02- 22T00: 52: 00Z</ DATETI Me>
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<STATUS>Success</ STATUS>
<COUNT>1</ COUNT>
<AUTH_VAULTS>
<AUTH_VAULT>
<TI TLE><! [ CDATA[ My- BeyondTr ust - Vaul t]] ></ Tl TLE>
<VAULT_TYPE><! [ CDATA[ BeyondTr ust PBPS] ] ></ VAULT_TYPE>
<LAST_MODI FI ED>
<DATETI ME>2017- 02- 22T00: 08: 09Z</ DATETI ME>
<BY>j oe_user </ BY>
</ LAST_MODI FI ED>
<l D>105356922</ | D>
</ AUTH_VAULT>
</ AUTH_VAULTS>
</ RESPONSE>
</ AUTH_VAULT_LI ST_QUTPUT>

View BeyondTrust PBPS Authentication Vault

Use the parameter “action=view” and specify the ID of the BeyondTrust authentication
vault to view its details.

APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: curl" -d
"action=vi ew& d=105356922"
"https://qual ysapi.qualys.conlapi/2.0/fol/vaul t/index. php"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE VAULT_QUTPUT SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/fo/vaul t/vault_view dtd">
<VAULT_QUTPUT>
<RESPONSE>
<DATETI ME>2017- 02- 22TO01: 24: 40Z</ DATETI ME>
<VAULT_QUEST>

<TI TLE><! [ CDATA[ My- BeyondTr ust - Vaul t]] ></ Tl TLE>

<COMMENTS><! [ CDATA[ ] ] ></ COMVENTS>

<VAULT_TYPE><! [ CDATA[ BeyondTr ust PBPS]]></ VAULT_TYPE>

<CREATED_ON>2017- 02-21T20: 41: 12Z</ CREATED_ON>

<OMER>j oe_user </ ONNER>

<LAST_MODI FI ED>

<DATETI ME>2017- 02- 22T00: 08: 09Z</ DATETI ME>
<BY>j oe_user </ BY>

</ LAST_MODI FI ED>
<APPKEY><! [ CDATA[ 181979e5c72b7f 5f 91906¢cf e7c92745a3c9b865a9786bbaf 4868a8dc
01987f 69¢3db13d66ab013811b175¢c3a724b3267ebbb81d64d9cd5b29d512ceef c6d5f 01]
] ></ APPKEY>

<USERNAME><! [ CDATA[ j oe_user] ] ></ USERNAVE>

<SSL_VERI FY><! [ CDATA[ 0] ] ></ SSL_VERI FY>
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<URL><![ CDATA[ htt ps: // host. domai n/ eEye. Reti naCS. Server/ api/ public/v3]]></

URL>

New Support for BeyondTrust PBPS Vaults

<l D>105356922</ | D>
</ VAULT_QUEST>
</ RESPONSE>
</ VAULT_QUTPUT>

DTD update:

We added APPKEY to the Vault View DTD (vault_view.dtd).

<l--

<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<l--

QUALYS VAULT_VI EWDTD -->

VAULT_QUEST (Tl TLE, COMVENTS, VAULT_TYPE, CREATED _ON?, OWNER?,
LAST_MCDI FI ED?, APPI D?, APPKEY?,
APl _USERNAME?,

VEB_USERNAVE?,
UUI D (#PCDATA) >

| D (#PCDATA) >

TI TLE (#PCDATA) >
COVMVENTS ( #PCDATA) >
VAULT_TYPE (#PCDATA) >
CREATED_ON ( #PCDATA) >

OMER ( #PCDATA) >

APPI D ( #PCDATA) >

APPKEY (#PCDATA) >

USERNAVE ( #PCDATA) >

URL (#PCDATA) >

SSL_VERI FY (#PCDATA) >

DOMVAI N ( #PCDATA) >

APl _USERNAVE (#PCDATA) >
WEB_USERNAVE ( #PCDATA) >
SERVER_ADDRESS ( #PCDATA) >
PORT (#PCDATA) >

SAFE ( #PCDATA) >

LAST_MODI FI ED ( DATETI ME, BY?) >
BY (#PCDATA) >

ECOF -->
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New Support for BeyondTrust PBPS Vaults

Authentication Record API
You can now create, update, list authentication records with BeyondTrust PBPS vaults.

Create Authentication Record

Use these input parameters when creating/updating an authentication record and
getting credentials from your BeyondTrust PBPS vault.

Parameter Description
action=create/update (Required)
login_type={value} (Required to create/update vault information)

Specify login_type=vault to add vault information. By
default, the parameter is set to basic.

vault_id={value} (Required when action=create and login_type=vault)
A vault ID.
vault_type={value} (Required when action=create and login_type=vault)

Specify vault_type=BeyondTrust PBPS.

system_name={value} (Optional) The managed system name (also known as asset
name). When not specified, we'll attempt to auto-discover
the system name for you at scan time.

account_name={value} (Optional) The account name. When not specified, we’ll try
the username specified in the authentication record.

API request (Windows):

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: curl" -d
"action=create&titl e=W NDOANS_AUTH BT_PBPS&user name=j oe_user & ps=10. 10. 25.
2&l ogi n_t ype=vaul t &aul t _i d=105306922&vaul t _t ype=BeyondTr ust

PBPS&syst em nane=ny_bt _syst emkaccount _nane=bt _account"”

"https://qual ysapi.qualys. coni api/2.0/fo/aut h/w ndows/"

XML output (Windows):

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2017- 02- 22T02: 11: 54Z</ DATETI Me>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful | y Created</ TEXT>
<I D_SET>
<I D>2696966922</ | D>
</ 1 D_SET>
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</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>

Update Authentication Record
API request (Windows):

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: curl" -d

"acti on=updat e& ds=27270869228&l ogi n_t ype=vaul t & aul t _i d=125286922&vaul t _t
ype=BeyondTr ust

PBPS&syst em name=mny_bt _syst em&account _nanme=bt _account & i tl e=M/- W ndows-
Recor d&user nane=admi n& ps=10. 10. 10. 28"

"https://qual ysapi.qual ys. conifapi/2.0/fo/lauth/w ndows/"

XML output (Windows):

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qual ys. confapi/ 2.0/ batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2017- 03- 09T23: 56: 12Z</ DATETI ME>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful | y Updat ed</ TEXT>
<| D_SET>
<| D>2727086922</ | D>
</ | D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>

List Authentication Records
API request (Windows):

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: curl" -d
"action=list&detail s=All & ds=2727086922"
"https://qual ysapi.qual ys. coni api /2. 0/fo/aut h/ wi ndows/ "

XML output (Windows):

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH W NDOWS_LI ST_QOUTPUT SYSTEM
"https://qual ysapi.qual ys. conifapi/2.0/fo/laut h/wi ndows/ auth_wi ndows_|ist_o
ut put.dtd">
<AUTH_W NDOWS_LI ST_OUTPUT>
<RESPONSE>
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<DATETI ME>2017- 03- 10T0O0: 04: 12Z</ DATETI ME>
<AUTH_W NDOWS_LI ST>
<AUTH_W NDOWS>
<| D>2727086922</ | D>
<TI TLE>
<! [ CDATA[ My- W ndows- Record] ] >
</ TI TLE>
<USERNAME>
<| [ CDATA[ j oe_user]]>
</ USERNAME>
<NTLM V2>1</ NTLM V2>
<| P_SET>
<l P>10. 10. 10. 28</ | P>
</ | P_SET>
<LOAd N_TYPE>
<! [ CDATA[ vaul t]] >
</ LOd N_TYPE>
<Dl d TAL_VAULT>
<Dl G TAL_VAULT | D>
<! [ CDATA[ 125286922] ] >
</ DI d TAL_VAULT | D>
<Dl G TAL_VAULT_TYPE>
<! [ CDATA[ BeyondTrust PBPS]] >
</ DI G TAL_VAULT_TYPE>
<Dl G TAL_VAULT_TI TLE>
<! [ CDATAl My- BeyondTrust - Vaul t]] >
</ DI d TAL_VAULT_TI TLE>
<VAULT_SYSTEM NAME>
<! [ CDATA[ ny_bt systeni]>
</ VAULT_SYSTEM NAME>
<VAULT_ACCOUNT_NAME>
<! [ CDATA[ bt _account]]>
</ VAULT_ACCOUNT_NAME>
</ Dl G TAL_VAULT>
<CREATED>
<DATETI ME>2017- 02- 21T20: 41: 12Z</ DATETI ME>
<BY>j oe_user </ BY>
</ CREATED>
<LAST_MODI FI ED>
<DATETI ME>2017- 02- 22T00: 08: 09Z</ DATETI Me>
</ LAST_MCDI FI ED>
<COVMENTS>
<I[ CDATA[]] >
</ COMMENTS>
</ AUTH_W NDOW5>
</ AUTH_W NDOW5_LI| ST>
</ RESPONSE>
</ AUTH_W NDOAS_LI| ST_QOUTPUT>
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DTD updates:

We added VAULT_ACCOUNT_NAME to both the Windows and Unix Authentication
Record List Output DTDs.

Windows Authentication Records List Output DTD

<l-- QUALYS AUTH W NDOAS_LI ST _OUTPUT DTD - - >

<! ELEMENT DI G TAL_VAULT (DI A TAL_VAULT_I D, DI d TAL_VAULT_TYPE,

DI G TAL_VAULT TI TLE, VAULT _FOLDER?, VAULT FILE?,
VAULT_SYSTEM NAVE?,
VAULT_NS_TYPE?,

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

VAULT_SECRET_NAVE?,
VAULT _EP_NAMVE?, VAULT EP_TYPE?, VAULT_EP_CONT?,
VAULT_NS_NAVE?, VAULT ACCOUNT NAVE?) >

DI G TAL_VAULT | D (#PCDATA) >

DI G TAL_VAULT TYPE (#PCDATA) >

DI G TAL_VAULT TI TLE (#PCDATA) >

VAULT_FOLDER (#PCDATA) >

VAULT_FI LE (#PCDATA) >

VAULT SECRET_NAME (#PCDATA) >

VAULT_SYSTEM NAVE ( #PCDATA) >

VAULT _EP_NAME (#PCDATA) >

VAULT_EP_TYPE (#PCDATA) >

VAULT_EP_CONT (#PCDATA) >

VAULT_NS_TYPE (#PCDATA) >

VAULT_NS_NAME (#PCDATA) >

VAULT_ACCOUNT_NAME (#PCDATA) >

Unix Authentication Records List Output DTD

<l--

<! ELEMENT

DI G TAL_VAULT TITLE, VAULT_ USERNAVE?,
VAULT SECRET_NAME?,
VAULT_EP_CONT?,

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
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DI G TAL_VAULT (DI G TAL_VAULT ID, DI G TAL_VAULT TYPE,

VAULT FOLDER?, VAULT_FI LE?,
VAULT_SYSTEM NAVE?, VAULT_EP_NAVME?, VAULT_EP TYPE?,
VAULT_NS_TYPE?, VAULT_NS_NAVE?, VAULT_ACCOUNT NAVE?) >
DI G TAL_VAULT | D (#PCDATA) >

DI G TAL_VAULT TYPE (#PCDATA) >

DI G TAL_VAULT TI TLE (#PCDATA) >

VAULT USERNAME (#PCDATA) >

VAULT_FOLDER (#PCDATA) >

VAULT_FI LE (#PCDATA) >

VAULT_SECRET_NAME (#PCDATA) >

VAULT_SYSTEM NAVE ( #PCDATA) >

VAULT _EP_NAME (#PCDATA) >

VAULT EP_TYPE (#PCDATA) >

VAULT_EP_CONT (#PCDATA) >

VAULT_NS_TYPE (#PCDATA) >

VAULT_NS_NAME (#PCDATA) >

VAULT_ACCOUNT_NAME (#PCDATA) >
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New API Support for Option Profiles

New API Support for Option Profiles

The new Option Profile API allows customers to import/export option profiles from one
subscription to another in XML format. The API user must have the Manager role.

Export Option Profile API

The Export Option Profile API
(/api/2.0/fo/subscription/option_profile/?action=export) allows the user to export one
option profile or all option profiles in the subscription to an XML file. The output of an
Export Option Profile API call is proving as POST Raw Data.

Parameters:

Parameter Description

action=export (Required) The GET or POST method may be used.

output_format={XML} (Optional) XML format is supported. When unspecified,
output format is XML.

option_profile_id={value} (Optional) By default all option profiles will be exported.
Specify an option profile ID and we’ll export the option profile
matching this ID only.

option_profile_title={value} (Optional) By default all option profiles will be exported.
Specify a title and we’ll export the option profile matching this
title only - exact match is required.

option_profile_type={value} (Optional) Option profile group name/type, e.g. user (for user
defined), compliance (for compliance profile), pci (for PCI
vulnerabilities profile).
Note: “option_profile_type” parameter can be specified with
“option_profile_id” or “option_profile_title”.

Example 1: Export Option Profile

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth:curl”
-X GET "action=export"
"https://qual ysapi.qualys.confapi/2.0/fol/subscription/option_profile"

All the option profiles in the user’s account get exported in XML format.

XML Response:

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE OPTI ON_PRCFI LES SYSTEM

"https://qual ysapi.qualys.conifapi/2.0/folsubscription/option_profile/opti
on_profile_info.dtd">
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<OPTI ON_PROFI LES>
<OPTI ON_PROFI LE>
<BASI C_| NFO>
<I D>111186</1 D>
<GROUP_NAME><! [ CDATA[ OP- SCAN] ] ></ GROUP_NAME>
<GROUP_TYPE>user </ GROUP_TYPE>
<USER_| D><! [ CDATA[ John Doe(j ohn_doe)]]></USER | D>
<UNI T_I D>0</UNI T_I D>
<SUBSCRI PTI ON_| D>44</ SUBSCRI PTI ON_I D>
<| S_DEFAULT>0</| S_DEFAULT>
<I S_GLOBAL>1</1S_GLOBAL>
<I S_OFFLI NE_SYNCABLE>0</ | S_OFFLI NE_SYNCABLE>
<UPDATE_DATE>N A</ UPDATE_DATE>
</ BASI C_| NFC>
<SCAN>
<PORTS>
<TCP_PORTS>
<TCP_PORTS_TYPE>f ul | </ TCP_PORTS_TYPE>
<THREE_WAY_HANDSHAKE>1</ THREE_WAY_HANDSHAKE>
</ TCP_PORTS>
<UDP_PORTS>
<UDP_PORTS_TYPE>none</ UDP_PORTS_TYPE>
<UDP_PORTS_ADDI TI ONAL>
<HAS_ADDI TI ONAL>1</ HAS_ADDI TI ONAL>
<ADDI Tl ONAL_PORTS>1- 1024, 8080, 8181</ ADDI TI ONAL_PORTS>
</ UDP_PORTS_ADDI TI ONAL>
</ UDP_PORTS>
<AUTHORI TATI VE_OPTI ON>1</ AUTHORI TATI VE_OPTI ON\>
</ PORTS>
<SCAN_DEAD_ HOSTS>1</ SCAN_DEAD HOSTS>
<CLOSE_VULNERABI LI Tl ES>
<HAS CLOSE_VULNERABI LI TI ES>1</ HAS CLOSE_VULNERABI LI TI ES>
<HOST_NOT_FOUND_ALI VE>7</ HOST_NOT_FOUND_ALI VE>
</ CLOSE_VULNERABI LI TI ES>
<PURGE_OLD_HOST_OS_CHANGED>1</ PURGE_OLD HOST_0OS_CHANGED=>
<PERFORMANCE>
<PARALLEL_SCALI NG>1</ PARALLEL_SCALI NG>
<OVERALL_PERFORVANCE>Cust onx/ OVERALL_ PERFORVANCE>
<HOSTS_TO_SCAN>
<EXTERNAL_SCANNERS>30</ EXTERNAL_ SCANNERS>
<SCANNER_APPL| ANCES>48</ SCANNER_APPLI| ANCES>
</ HOSTS_TO_SCAN>
<PROCESSES_TO_RUN>
<TOTAL_PROCESSES>18</ TOTAL_PROCESSES>
<HTTP_PROCESSES>18</ HTTP_PROCESSES>
</ PROCESSES_TO_RUN>
<PACKET_DELAY>M ni munx/ PACKET_DELAY>

<PORT_SCANNI NG_AND_HOST_DI SCOVERY>M ni num</ PORT_SCANNI NG AND_HOST DI SCOVE
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RY>
</ PERFORMANCE>
<LOAD_ BALANCER DETECTI ON>1</ LOAD BALANCER DETECTI ON>
<PASSWORD BRUTE_FORCI NG>
<SYSTEM>
<HAS SYSTEM>1</ HAS_SYSTEM>
<SYSTEM LEVEL>St andar d</ SYSTEM LEVEL>
</ SYSTEM>
<CUSTOM LI ST>
<CUSTOW
<| D>3001</ | D>
<TI TLE><! [ CDATA[ 123] ] ></ Tl TLE>
<TYPE>FTP</ TYPE>

<LOG N_PASSWORD><! [ CDATA[ L: t enp, P: 123123123] ] ></ LOGd N_PASSWORD>
</ CUsTOW>
</ CUSTOM LI ST>
</ PASSWORD_BRUTE_FORCI NG>
<VULNERABI LI TY_DETECTI ON>
<CUSTOM LI ST>
<CUSTOW>
<| D>2094</ | D>
<TI TLE><! [ CDATA[ Option Profile: Qualys Top 20
Options]]></TITLE>
</ CUSTOW>
<CUSTOW>
<| D>2095</ | D>
<TI TLE><! [ CDATA] Option Profile: 2008 SANS20 Options]]></TITLE>
</ CUSTOW>
<CUSTOW>
<l D>2096</ | D>
<TI TLE><! [ CDATA[ Scan Report Tenpl ate: H gh Severity
Report]]></TI TLE>
</ CUSTOW>
<CUSTOW>
<| D>5230</ | D>
<TI TLE><! [ CDATA[ 118960] ] ></ Tl TLE>
</ CUSTOW>
<CUSTOW>
<| D>87936</ | D>
<TI TLE><! [ CDATA[ Bash Shel | shock Detection]]></TI TLE>
</ CUSTOW>
<CUSTOW>
<| D>87937</ | D>
<TI TLE><! [ CDATA[ Hear t bl eed Detection]]></TI TLE>
</ CUSTOW>
<CUSTOW
<| D>87938</ | D>
<TI TLE><! [ CDATA] W ndows Aut hentication Results v.1]]></TITLE>
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</ CUSTOW>
<CUSTOW>
<| D>87939</ | D>
<TI TLE><! [ CDATA] Uni x Authentication Results v.1]]></TITLE>
</ CUSTOW>
<CUSTOW>
<| D>87940</ | D>
<TI TLE><! [ CDATA[ I nventory Results v.1]]></TI TLE>
</ CUSTOW>
<CUSTOW>
<| D>87941</ | D>
<TI TLE><! [ CDATA[ SSL Certificates]]></TI TLE>
</ CUSTOW>
</ CUSTOM LI ST>
<DETECTI ON_I NCLUDE>
<BASI C_HOST_I NFO_CHECKS>1</ BASI C_HOST_| NFO_CHECKS>
<OVAL_CHECKS>1</ OVAL_CHECKS>
</ DETECTI ON_| NCLUDE>
<DETECTI ON_EXCLUDE>
<CUSTOM LI ST>
<CUSTOW>
<| D>2099</ | D>
<TI TLE><! [ CDATA[ DL] ] ></ TI TLE>
</ CUSTOW>
</ CUSTOM LI ST>
</ DETECTI ON_EXCLUDE>
</ VULNERABI LI TY_DETECTI ON>
<AUTHENTI CATI ON><! [ CDATA] W ndows, Uni x, Oracl e, Oracl e
Li st ener, SNVP, VMnar e, DB2, HTTP, MySQL] ] ></ AUTHENTI CATI ON\>
<ADDL_CERT_DETECTI ON>1</ ADDL_CERT_DETECTI ON\>
<DI SSOLVABLE_AGENT>
<Dl SSOLVABLE_AGENT_ENABLE>1</ DI SSOLVABLE_AGENT_ENABLE>

<W NDOWS_SHARE _ENUMERATI ON_ENABLE>1</ W NDOA5_SHARE_ENUMERATI ON_ENABLE>
</ DI SSOLVABLE_AGENT>
<LI TE_OS_SCAN>1</ LI TE_OS_SCAN>
<CUSTOM_HTTP_HEADER>
<VALUE>AFCD</ VALUE>
</ CUSTOM HTTP_HEADER>
</ SCAN>
<MVAP>
<BASI C_| NFO_GATHERI NG_ON>net bl ockonl y</ BASI C_| NFO_GATHERI NG_ON>
<TCP_PORTS>
<TCP_PORTS_STANDARD SCAN>1</ TCP_PORTS_STANDARD_ SCAN>
<TCP_PORTS_ADDI TI ONAL>
<HAS_ADDI Tl ONAL>1</ HAS_ADDI TI ONAL>
<ADDI TI ONAL_PORTS>1, 2, 3, 80</ ADDI TI ONAL_PORTS>
</ TCP_PORTS_ADDI TI ONAL>
</ TCP_PORTS>
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<UDP_PORTS>
<UDP_PORTS_STANDARD SCAN>1</ UDP_PORTS_ STANDARD SCAN>
<UDP_PORTS_ADDI TI ONAL>
<HAS_ADDI Tl ONAL>1</ HAS_ADDI TI ONAL>
<ADDI TI ONAL_PORTS>4, 5, 6, 8181</ ADDI TI ONAL_PORTS>
</ UDP_PORTS_ADDI TI ONAL>
</ UDP_PORTS>
<NVAP_OPTI ONS>
<PERFORM LI VE_HOST_ SWEEP>1</ PERFORM LI VE_HOST _SWEEP>
<Dl SABLE_DNS_TRAFFI C>1</ DI SABLE_DNS_TRAFFI C
</ MAP_OPTI ONS>
<MAP_PERFORVANCE>
<OVERALL_PERFORMANCE>Cust on/ OVERALL_PERFORVANCE>
<MAP_PARALLEL>
<EXTERNAL_SCANNERS>16</ EXTERNAL _SCANNERS>
<SCANNER_APPLI| ANCES>14</ SCANNER_APPLI ANCES>
<NETBLOCK_SI ZE>64</ NETBLOCK_SI ZE>
</ MAP_PARALLEL>
<PACKET_DELAY>Maxi munx/ PACKET_DELAY>
</ MAP_PERFORVANCE>
<NVAP_AUTHENTI CATI ON>VMnar e</ MAP_AUTHENTI CATI ON\>
</ MAP>
<ADDI Tl ONAL>
<HOST_DI SCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</ STANDARD SCAN>
<TCP_ADDI Tl ONAL>
<HAS_ADDI TI ONAL>1</ HAS_ADDI TI ONAL>
<ADDI TI ONAL_PORTS>1- 6, 1024</ ADDI TI ONAL_ PORTS>
</ TCP_ADDI Tl ONAL>
</ TCP_PORTS>
<UDP_PORTS>
<STANDARD SCAN>1</ STANDARD SCAN>
</ UDP_PORTS>
<| CMP>1</ | C\VP>
</ HOST_DI SCOVERY>
<BLOCK_RESQURCES>

<WATCHGUARD DEFAULT BLOCKED PORTS>1</ WATCHGUARD DEFAULT BLOCKED PORTS>
<ALL_REG STERED_| PS>1</ ALL_REG STERED | PS>
</ BLOCK_RESOURCES>
<PACKET_OPTI ONS>

<I GNORE_FI REWALL_GENERATED TCP_RST>1</ | GNORE_FI REWALL_GENERATED TCP_RST>
<I GNORE_ALL_TCP_RST>1</ | GNORE_ALL_TCP_RST>

<I GNORE_FI REWALL_GENERATED TCP_SYN ACK>1</ | GNORE_FI REWALL_GENERATED TCP_S
YN_ACK>
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<NOT_SEND_TCP_ACK_CR_SYN_ACK_DURI NG HOST_DI SCOVERY>1</ NOT_SEND TCP_ACK_OR
_SYN_ACK_DURI NG_HOST_DI SCOVERY>
</ PACKET_OPTI ONS>
</ ADDI Tl ONAL>
</ OPTI ON_PROFI LE>
</ OPTI ON_PROFI LES>

Example 2: Export Option Profile with specific title and ID

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth:curl”

-X GET "action=export&option_profile_title=0P-
COWP&option_profile_id=111235"

"https://qual ysapi.qualys.conlapi/2.0/folsubscription/option_profile"

The option profile with the specified id and title in the user’s account get exported in
XML format.

XML Response:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE CPTI ON_PRCFI LES SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/fo/subscription/option_profile/opti
on_profile_info.dtd">
<OPTI ON_PROFI LES>
<OPTI ON_PRCFI LE>
<BASI C_| NFO>
<| b>111235</ | D>
<GROUP_NAME><! [ CDATA[ OP- COWP] ] ></ GROUP_NAME>
<CGROUP_TYPE>conpl i ance</ GROUP_TYPE>
<USER_| D><! [ CDATA[ John Doe (john_doe)]]></USER_I D>
<UNI T_I D>0</ UNI T_I D>
<SUBSCRI PTI ON_I D>44</ SUBSCRI PTI ON_| D>
<IS_GLOBAL>0</1S_G.OBAL>
<UPDATE_DATE>N A</ UPDATE_DATE>
</ BASI C_| NFO>
<SCAN>
<PORTS>
<TARGETED_SCAN>1</ TARGETED_SCAN>
</ PORTS>
<PERFORNMANCE>
<PARALLEL_SCALI NG>0</ PARALLEL_SCALI NG
<OVERALL_ PERFORVANCE>Nor mal </ OVERALL_PERFORVANCE>
<HOSTS_TO_SCAN>
<EXTERNAL_ SCANNERS>5</ EXTERNAL _SCANNERS>
<SCANNER_APPLI| ANCES>30</ SCANNER_APPLI| ANCES>
</ HOSTS_TO_SCAN>
<PROCESSES_TO_RUN>
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<TOTAL_PROCESSES>10</ TOTAL_PROCESSES>
<HTTP_PROCESSES>10</ HTTP_PROCESSES>

</ PROCESSES_TO_RUN>

<PACKET_DELAY>Shor t </ PACKET DELAY>

<PORT_SCANNI NG_AND_HOST_DI SCOVERY>M ni mum</ PORT_SCANNI NG_AND_HOST_DI SCOVE
RY>
</ PERFORMANCE>
<DI SSCLVABLE_AGENT>
<Dl SSOLVABLE_AGENT_ENABLE>1</ DI SSOLVABLE_AGENT_ENABLE>
<PASSWORD_AUDI TI NG_ENABLE>
<HAS_PASSWORD AUDI TI NG_ENABLE>1</ HAS_PASSWORD AUDI TI NG _ENABLE>
<CUSTOM_PASSWORD DI CTl ONARY>asdf </ CUSTOM _PASSWORD DI CTI ONARY>
</ PASSWORD AUDI TI NG_ENABLE>

<W NDOWS_SHARE_ENUVERATI ON_ENABLE>1</ W NDOAS_SHARE_ENUNMERATI ON_ENABLE>

<W NDOWS_DI RECTORY_SEARCH_ENABLE>1</ W NDOAS_DI RECTORY_SEARCH_ENABLE>
</ DI SSOLVABLE_AGENT>
<CONTROL_TYPES>
<FI M_CONTROLS ENABLED>1</ FI M_CONTROLS ENABLED>
<CUSTOM WM _QUERY_CHECKS>1</ CUSTOM WM _QUERY_CHECKS>
</ CONTROL_TYPES>
</ SCAN>
<ADDI Tl ONAL>
<HOST_DI SCOVERY>
<TCP_PORTS>
<STANDARD_ SCAN>1</ STANDARD_SCAN>
</ TCP_PORTS>
<UDP_PORTS>
<STANDARD SCAN>1</ STANDARD SCAN>
</ UDP_PORTS>
<l CVWP>1</ | C\VP>
</ HOST_DI SCOVERY>
<BLOCK_RESOURCES>

<WATCHGUARD DEFAULT_BLOCKED PORTS>1</ WATCHGUARD DEFAULT BLOCKED PORTS>
<ALL_REG STERED | PS>1</ ALL_REG STERED | PS>
</ BLOCK_RESOURCES>
<PACKET_OPTI ONS>

<I GNORE_FI REWALL_GENERATED TCP_RST>1</ | GNORE_FI REWALL_GENERATED TCP_RST>

<I GNORE_FI REWALL_GENERATED TCP_SYN ACK>1</ | GNORE_FI REWALL_GENERATED TCP_S
YN_ACK>

<NOT_SEND_TCP_ACK_OR_SYN_ACK_DURI NG HOST_DI SCOVERY>1</ NOT_SEND TCP_ACK_OR

_SYN_ACK_DURI NG_HOST_DI SCOVERY>
</ PACKET _OPTI ONS>

Qualys API Release Notes 19



New API Support for Option Profiles

</ ADDI Tl ONAL>
</ OPTI ON_PRCFI LE>
</ OPTI ON_PRCFI LES>

Example 3: Export Option Profile of type PCI

API request (export with option profile type):

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: curl"
- X GET "action=export&option_profile_type=pci"
"https://qual ysapi.qualys. confapi/2.0/folsubscription/option_profile"

The option profile with PCI type in the user’s account get exported in XML format.

XML Response:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE OPTI ON_PRCFI LES SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/fol subscription/option_profile/opti
on_profile_info.dtd">
<OPTI ON_PROFI LES>
<OPTI ON_PRCFI LE>
<BASI C_| NFO>
<I D>111223</| D>
<GROUP_NANME><! [ CDATA[ PCI - Exanpl e] ] ></ GROUP_NAME>
<GROUP_TYPE>pci </ GROUP_TYPE>
<USER_| D><! [ CDATA[ John Doe (j ohn_doe)]]></USER | D>
<UNI T_I D>0</ UNI T_I D>
<SUBSCRI PTI ON_| D>44</ SUBSCRI PTI ON_| D>
<I'S GLOBAL>1</1S GLOBAL>
<|I S_OFFLI NE_SYNCABLE>0</ | S_OFFLI NE_SYNCABLE>
<UPDATE_DATE>N A</ UPDATE_DATE>
</ BASI C_| NFO>
<SCAN>
<SCAN_DEAD HOSTS>1</ SCAN _DEAD HOSTS>
<CLOSE_VULNERABI LI TI ES>
<HAS_CLGOSE_VULNERABI LI Tl ES>1</ HAS_CLOSE_VULNERABI LI TI ES>
<HOST_NOT_FOUND_ALI VE>4</ HOST_NOT_FOUND_ALI VE>
</ CLOSE_VULNERABI LI TI ES>
<PURGE_OLD HOST_OS_CHANGED>1</ PURGE_OLD HOST_OS_CHANGED>
<PERFORMANCE>
<PARALLEL_SCALI NG>1</ PARALLEL_SCALI NG>
<OVERALL_PERFORMANCE>Low</ OVERALL_PERFORMANCE>
<HOSTS_TO_SCAN>
<EXTERNAL_ SCANNERS>5</ EXTERNAL _SCANNERS>
<SCANNER_APPL| ANCES>10</ SCANNER_APPLI| ANCES>
</ HOSTS_TO_SCAN>
<PROCESSES_TO_ RUN>
<TOTAL_PROCESSES>4</ TOTAL_PROCESSES>
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<HTTP_PROCESSES>2</ HTTP_PROCESSES>
</ PROCESSES _TO_RUN>
<PACKET_DELAY>Long</ PACKET_DELAY>

<PORT_SCANNI NG_AND_HOST_DI SCOVERY>M ni munx/ PORT_SCANNI NG_AND_HOST_DI SCOVE
RY>
</ PERFORMANCE>
</ SCAN>
<ADDI TI ONAL>
<HOST_DI SCOVERY>
<TCP_PORTS>
<STANDARD_SCAN>1</ STANDARD_ SCAN>
<TCP_ADDI Tl ONAL>
<HAS_ADDI TI ONAL>1</ HAS_ADDI TI ONAL>
<ADDI TI ONAL_PORTS>1- 6, 1024</ ADDI Tl ONAL_PORTS>
</ TCP_ADDI TI ONAL>
</ TCP_PORTS>
</ HOST_DI SCOVERY>
</ ADDI Tl ONAL>
</ OPTI ON_PROFI LE>
</ OPTI ON_PROCFI LES>

Import Option Profile API

The Import Option Profile API
(/api/2.0/fo/subscription/option_profile/?action=import) allows the user to import all
option profiles defined in input XML file.

When calling the Import Option Profile API the user needs to pass the proper XML with
Content-Type XML. This will create option profiles in that user’s subscription. All
validations are applied as in the Qualys portal Ul while creating option profiles using the
Import Option Profile APL

Validations and Constraints:

1) The Option Profile DTD file is used to validate a generated /exported Option Profile
XML file.

2) An XSD file is used to validate a proper format and required elements of the option
profile XML file when importing this file.

3) While importing, any Search Lists defined for Vulnerability Detection, Custom and/or
Excluded Lists, must be created in the user’s subscription before making an Import
Option Profile call. At import time we try to match the Search List “title” to a search list
title in the user’s subscription. If a match is found the search list is used, otherwise
“Complete” Vulnerability Detection is assigned.

4) Password Brute Force Lists are not imported and will always be empty assigned,
regardless of Option Profile XML content.
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5) Policies defined for the PC Scan Restriction feature are not imported and will be empty
assigned, regardless of Option Profile XML content.

Parameters:
Parameter Description
action=import (Required) The POST method must be used.

Example: Import option profiles in the input file into the user’s account.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm"-X "POST"
--data-bi nary @xport_OP. xnl
"https://qual ysapi.qualys.conlapi/2.0/folsubscription/option_profile"

Note: “Export_OP.xml” contains the request POST data.
Request POST data:

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE OPTI ON_PROFI LES SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/fo/subscription/option_profile/opti
on_profile_info.dtd">
<OPTI ON_PRCFI LES>
<OPTI ON_PRCFI LE>
<BASI C_| NFO>
<I b>11123</ | D>
<GROUP_NAME><! [ CDATA[ OP- SCAN] ] ></ GROUP_NAME>
<CGROUP_TYPE>user </ GROUP_TYPE>
<USER_| D><! [ CDATA[ John Doe (john_doe)]]></USER_| D>
<UNI T_I D>0</ UNI T_I D>
<SUBSCRI PTI ON_I D>76084</ SUBSCRI PTI ON_I D>
<| S DEFAULT>0</ 1 S_DEFAULT>
<IS_GLOBAL>1</1S_G.OBAL>
<I S_OFFLI NE_SYNCABLE>0</ | S_OFFLI NE_SYNCABLE>
<UPDATE_DATE>N A</ UPDATE_DATE>
</ BASI C_| NF&>
<SCAN>
<PORTS>
<TCP_PORTS>
<TCP_PORTS_TYPE>f ul | </ TCP_PORTS_TYPE>
<THREE_WAY_HANDSHAKE>1</ THREE_WAY_HANDSHAKE>
</ TCP_PORTS>
<UDP_PORTS>
<UDP_PORTS_TYPE>none</ UDP_PCRTS_TYPE>
<UDP_PORTS_ADDI Tl ONAL>
<HAS_ADDI TI ONAL>1</ HAS_ADDI TI ONAL>
<ADDI Tl ONAL_PORTS>1- 1024, 8080, 8181</ ADDI TI ONAL_PORTS>
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</ UDP_PORTS_ADDI TI ONAL>
</ UDP_PORTS>
<AUTHORI TATI VE_OPTI ON>1</ AUTHORI TATI VE_OPTI ON>
</ PORTS>
<SCAN_DEAD HOSTS>1</ SCAN_DEAD_HOSTS>
<CLOSE_VULNERABI LI Tl ES>
<HAS CLOSE_VULNERABI LI Tl ES>1</ HAS CLOSE_VULNERABI LI Tl ES>
<HOST_NOT_FOUND_ALI VE>7</ HOST_NOT_FOUND_ALI VE>
</ CLOSE_VULNERABI LI TI ES>
<PURGE_OLD HOST_0OS_CHANGED>1</ PURGE_OLD HOST_0OS_CHANGED=>
<PERFORMANCE>
<PARALLEL_SCALI NG>1</ PARALLEL _SCALI NG
<OVERALL_PERFORMANCE>Cust o</ OVERALL_PERFORMANCE>
<HOSTS_TO_SCAN>
<EXTERNAL _SCANNERS>30</ EXTERNAL _SCANNERS>
<SCANNER_APPLI| ANCES>48</ SCANNER_APPL| ANCES>
</ HOSTS_TO_SCAN>
<PROCESSES_TO_RUN>
<TOTAL_PROCESSES>18</ TOTAL_PROCESSES>
<HTTP_PROCESSES>18</ HTTP_PROCESSES>
</ PROCESSES_TO RUN>
<PACKET_DELAY>Maxi munx/ PACKET _DELAY>

<PORT_SCANNI NG_AND_HOST_DI SCOVERY>M ni nmunx/ PORT_SCANNI NG_AND_HOST_DI SCOVE

RY>
</ PERFORMANCE>
<LOAD_ BALANCER DETECTI ON>1</ LOAD BALANCER DETECTI ON>
<PASSWORD BRUTE_FORCI NG
<SYSTEM>
<HAS SYSTEM>1</ HAS_SYSTEM>
<SYSTEM LEVEL>St andar d</ SYSTEM LEVEL>
</ SYSTEM>
<CUSTOM LI ST>
<CUSTOW
<I D>3001</ | D>
<TI TLE><! [ CDATA[ 123] ] ></ Tl TLE>
<TYPE>FTP</ TYPE>

<LOG N_PASSWORD><! [ CDATA[ L: t enp, P: 123123123] ] ></ LOG N_PASSWORD>
</ CUSTOW>
</ CUSTOM LI ST>
</ PASSWORD BRUTE_FORCI NG>
<VULNERABI LI TY_DETECTI ON>
<CUSTOM LI ST>
<CUSTOW
<| D>2094</ | D>
<TI TLE><! [ CDATA] Opti on Profile: Qualys Top 20
Options]]></TI TLE>
</ CUSTOW>
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<CUSTOwW>
<| D>2095</ | D>
<TI TLE><! [ CDATA[ Opti on Profile: 2008 SANS20 Options]]></TI TLE>
</ CUsTOW>
<CUSTOV>
<| D>2096</ | D>
<TI TLE><! [ CDATA[ Scan Report Tenpl ate: Hi gh Severity
Report]]></TI TLE>
</ CUsTOW>
<CUsTOwW>
<| D>5230</ | D>
<TI TLE><! [ CDATA[ 118960] ] ></ Tl TLE>
</ CUSTOW>
<CUSTOwW>
<l D>87936</ | D>
<TI TLE><! [ CDATA] Bash Shel | shock Detection]]></TITLE>
</ CUSTOW>
<CUSTOW>
<| D>87937</ | D>
<TI TLE><! [ CDATA[ Hear t bl eed Det ecti on]] ></TI TLE>
</ CUSTOW>
<CUsTOwW>
<| D>87938</ | D>
<TI TLE><! [ CDATA[ W ndows Aut hentication Results v.1]]></TI TLE>
</ CUSTOW>
<CUSTOwW>
<l D>87939</ | D>
<TI TLE><! [ CDATA] Uni x Authentication Results v.1]]></TITLE>
</ CUSTOW>
<CUSTOW>
<| D>87940</ | D>
<TI TLE><! [ CDATA[ I nventory Results v.1]]></TI TLE>
</ CUsSTOW>
<CUsTOW>
<| D>87941</ | D>
<TI TLE><! [ CDATA[ SSL Certificates]]></TI TLE>
</ CUSTOW>
</ CUSTOM LI ST>
<DETECTI ON_| NCLUDE>
<BASI C_HOST_| NFO_CHECKS>1</ BASI C_HOST_| NFO_CHECKS>
<OVAL_CHECKS>1</ OVAL_CHECKS>
</ DETECTI ON_I NCLUDE>
<DETECTI ON_EXCLUDE>
<CUSTOM LI ST>
<CUSTOW>
<l D>2099</ | D>
<TI TLE><! [ CDATA[ DL] ] ></ TI TLE>
</ CUSTOW>
</ CUSTOM LI ST>
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</ DETECTI ON_EXCLUDE>
</ VULNERABI LI TY_DETECTI ON>
<AUTHENTI CATI ON><! [ CDATA[ W ndows, Uni x, Oracl e, Oracl e
Li st ener, SNVP, VMnar e, DB2, HTTP, MySQL] ] ></ AUTHENTI CATI ON\>
<ADDL_CERT_DETECTI ON>1</ ADDL_CERT_DETECTI ON\>
<Dl SSOLVABLE_AGENT>
<Dl SSOLVABLE_AGENT_ENABLE>1</ DI SSOLVABLE_AGENT_ENABLE>

<W NDOWS_SHARE ENUMERATI ON_ENABLE>1</ W NDOWS_SHARE ENUVERATI ON_ENABLE>
</ DI SSOLVABLE_AGENT>
<Ll TE_OS_SCAN>1</ LI TE_OS_SCAN>
<CUSTOM _HTTP_HEADER>
<VALUE>AFCD</ VALUE>
</ CUSTOM HTTP_HEADER>
</ SCAN>
<NVAP>
<BASI C_| NFO_GATHERI NG_ON>net bl ockonl y</ BASI C_| NFO_GATHERI NG_ON>
<TCP_PORTS>
<TCP_PORTS_STANDARD_SCAN>1</ TCP_PORTS_STANDARD SCAN>
<TCP_PORTS_ADDI Tl ONAL>
<HAS_ ADDI TI ONAL>1</ HAS ADDI Tl ONAL>
<ADDI TI ONAL_PORTS>1, 2, 3, 80</ ADDI TI ONAL_PORTS>
</ TCP_PORTS_ADDI TI ONAL>
</ TCP_PORTS>
<UDP_PORTS>
<UDP_PORTS_STANDARD SCAN>1</ UDP_PORTS_STANDARD SCAN>
<UDP_PORTS_ADDI Tl ONAL>
<HAS_ADDI TI ONAL>1</ HAS_ADDI TI ONAL>
<ADDI TI ONAL_PORTS>4, 5, 6, 8181</ ADDI TI ONAL_PORTS>
</ UDP_PORTS_ADDI TI ONAL>
</ UDP_PORTS>
<MAP_OPTI ONS>
<PERFORM LI VE_HOST _SWEEP>1</ PERFORM LI VE_HOST_ SWEEP>
<Dl SABLE_DNS_TRAFFI C>1</ DI SABLE_DNS_TRAFFI C>
</ MAP_OPTI ONS>
<NMAP_PERFORNMANCE>
<OVERALL_PERFORMANCE>Cust o</ OVERALL_PERFORMANCE>
<MAP_PARALLEL>
<EXTERNAL _SCANNERS>16</ EXTERNAL_ SCANNERS>
<SCANNER_APPLI| ANCES>14</ SCANNER_APPL| ANCES>
<NETBLOCK_SI ZE>64</ NETBLOCK_SI ZE>
</ MAP_PARALLEL>
<PACKET_DELAY>Medi unx/ PACKET _DELAY>
</ MAP_ PERFORVANCE>
<MAP_AUTHENTI CATI ON>VMwar e</ MAP_ AUTHENTI CATI ON>
</ MAP>
<ADDI TI ONAL>
<HOST_DI SCOVERY>
<TCP_PORTS>

Qualys API Release Notes 25



New API Support for Option Profiles

<STANDARD_SCAN>1</ STANDARD_ SCAN>
<TCP_ADDI Tl ONAL>
<HAS_ ADDI TI ONAL>1</ HAS ADDI Tl ONAL>
<ADDI TI ONAL_PORTS>1- 6, 1024</ ADDI TlI ONAL_ PORTS>
</ TCP_ADDI Tl ONAL>
</ TCP_PORTS>
<UDP_PORTS>
<STANDARD_ SCAN>1</ STANDARD SCAN>
</ UDP_PORTS>
<l CwP>1</ | CWP>
</ HOST_DI SCOVERY>
<BLOCK_RESOURCES>

<WATCHGUARD DEFAULT BLOCKED PORTS>1</ WATCHGUARD DEFAULT BLOCKED PORTS>
<ALL_REG STERED | PS>1</ ALL_REG STERED | PS>
</ BLOCK_RESOURCES>
<PACKET_OPTI ONS>

<I GNORE_FI REWALL_GENERATED TCP_RST>1</ | GNORE_FI REWALL_GENERATED TCP_RST>
<I GNORE_ALL_TCP_RST>1</ | GNORE_ALL_TCP_RST>

<I GNORE_FI REWALL_GENERATED TCP_SYN ACK>1</ | GNORE_FI REWALL_GENERATED TCP_S
YN_ACK>

<NOT_SEND_TCP_ACK_CR_SYN_ACK_DURI NG HOST_DI SCOVERY=>1</ NOT_SEND TCP_ACK_OR
_SYN_ACK_DURI NG_HOST_DI SCOVERY>
</ PACKET_OPTI ONS>
</ ADDI Tl ONAL>
</ OPTI ON_PROFI LE>
</ OPTI ON_PROFI LES>

XML Response:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 03T11: 17: 43Z</ DATETI ME>
<TEXT>Successfully inmported Option profile for the subscription Id
76084</ TEXT>
<| TEM LI ST>
<| TEM>
<KEY>111234</ KEY>
<VALUE>PC! - John</ VALUE>
</ |1 TEM>
</ | TEM LI ST>
</ RESPONSE>
</ S| MPLE_RETURN>
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Option Profile DTD
<base_url>/fo/api/2.0/subscription/option_profile/option_profile_info.dtd

<! ELEMENT OPTI ON_PRCFI LES ( OPTI ON_PROCFI LE) *>

<! ELEMENT OPTI ON_PROFI LE (BASI C I NFO, SCAN, MAP?, ADDI TI ONAL) >
<! ELEMENT BASI C I NFO (1D, GROUP_NAME, GROUP_TYPE, USER ID, UNIT_ID,

SUBSCRI PTI ON_I D,

I S_DEFAULT?, |S_GLOBAL?, |IS_OFFLI NE_SYNCABLE?,

UPDATE_DATE?) >

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
PURGE_OLD

| D (#PCDATA) >
GROUP_NAME ( #PCDATA) >
GROUP_TYPE ( #PCDATA) >

USER | D (#PCDATA) >

UNI T_I D (#PCDATA) >

SUBSCRI PTI ON_I D ( #PCDATA) >

|'S DEFAULT (#PCDATA) >

'S GLOBAL (#PCDATA) >

|'S_OFFLI NE_SYNCABLE ( #PCDATA) >
UPDATE_DATE (#PCDATA) >

SCAN (PORTS?, SCAN _DEAD HOSTS?,
HOST_CS_CHANGED?, PERFORVANCE?,

CLOSE_VULNERABI LI Tl ES?,
LOAD_BALANCER_DETECTI ON?,

PASSV‘O?D_ERUTE_FO?CI NG?, VULNERABI LI TY_DETECTI ON?, AUTHENTI CATI ON?,

ADDL_CERT _

DETECTI ON?, DI SSOLVABLE_AGENT?, LI TE_OS_SCAN?,

CUSTOM _HTTP_HEADER?, HOST_ALI VE_TESTI NG?, SCAN_RESTRI CTI ON?,
CONTROL_TYPES?) >

<! ELEMENT PORTS (TCP_PORTS?, UDP_PORTS?, AUTHORI TATI VE_OPTI ON?,
( STANDARD SCAN| TARGETED_SCAN) ?) >
<! ELEMENT TCP_PORTS ( TCP_PORTS TYPE?, TCP_PORTS STANDARD_SCAN?,

TCP_PORTS_

ADDI TI ONAL?, THREE_WAY_HANDSHAKE?, STANDARD_SCAN?,

TCP_ADDI TI ONAL?) >

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
UDP_PORTS

<! ELEMENT

<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT

TCP_PORTS_TYPE (#PCDATA) >
TCP_PORTS_ADDI TI ONAL ( HAS_ADDI Tl ONAL?,
HAS ADDI TI ONAL ( #PCDATA) >

ADDI TI ONAL_PORTS ( #PCDATA) >
THREE_WAY_HANDSHAKE ( #PCDATA) >

ADDI TI ONAL_PORTS?) >

UDP_PORTS (UDP_PORTS TYPE?, UDP_PORTS STANDARD SCAN?,
ADDI TI ONAL?, ( STANDARD SCAN| CUSTOM PORT) ?) >
UDP_PORTS_TYPE (#PCDATA) >
UDP_PORTS_ADDI TI ONAL ( HAS_ADDI TI ONAL?, ADDI TI ONAL_PORTS?) >
AUTHORI TATI VE_OPTI ON ( #PCDATA) >

STANDARD_SCAN ( #PCDATA) >

TARGETED_SCAN ( #PCDATA) >
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<! ELEMENT

<! ELEMENT
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SCAN_DEAD HOSTS (#PCDATA) >

CLOSE_VULNERABI LI TI ES (HAS_CLOSE_VULNERABI LI TI ES?,

HOST_NOT_FOUND_ALI VE?) >

<! ELEMENT
<! ELEMENT

<! ELEMENT

<! ELEMENT

HAS CLOSE_VULNERABI LI TI ES ( #PCDATA) >
HOST _NOT_FOUND ALl VE (#PCDATA) >

PURGE_OLD_HOST_OS_CHANGED ( #PCDATA) >

PERFORVANCE ( PARALLEL_SCALI NG?, OVERALL_PERFORVANCE,

HOSTS_TO SCAN, PROCESSES TO RUN, PACKET DELAY,
PORT_SCANNI NG AND_HOST_DI SCOVERY) >

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT

PARALLEL_SCALI NG (#PCDATA) >
OVERALL_PERFORVANCE ( #PCDATA) >

HOSTS_TO SCAN ( EXTERNAL_SCANNERS, SCANNER APPLI ANCES) >
EXTERNAL_SCANNERS ( #PCDATA) >

SCANNER_APPLI ANCES ( #PCDATA) >

PROCESSES_TO RUN ( TOTAL_PROCESSES, HTTP_PROCESSES) >
TOTAL_PROCESSES ( #PCDATA) >

HTTP_PROCESSES ( #PCDATA) >

PACKET_DELAY (#PCDATA) >

PORT_SCANNI NG _AND_HOST_DI SCOVERY ( #PCDATA) >

LOAD BALANCER DETECTI ON ( #PCDATA) >

PASSWORD BRUTE_FORCI NG ( SYSTEM?, CUSTOM LI ST?) >
SYSTEM ( HAS_SYSTEMP, SYSTEM LEVEL?) >

HAS_SYSTEM ( #PCDATA) >

SYSTEM LEVEL (#PCDATA) >

CUSTOM LI ST ( CUSTOW) >
CUSTOM (1D, TITLE, TYPE?, LOG N_PASSWORD?) +>
TI TLE (#PCDATA) >

TYPE (#PCDATA) >

LOG N_PASSWORD ( #PCDATA) >

VULNERABI LI TY_DETECTI ON ( ( COVPLETE| CUSTOM LI ST| RUNTI MVE) ,

DETECTI ON_I NCLUDE?, DETECTI ON_EXCLUDE?) >

<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT

COVPLETE ( #PCDATA) >
RUNTI VE ( #PCDATA) >

DETECTI ON_| NCLUDE (BASI C_HOST | NFO CHECKS, OVAL_CHECKS) >

BASI C_HOST_| NFO_CHECKS (#PCDATA) >
OVAL_CHECKS ( #PCDATA) >
DETECTI ON_EXCLUDE ( CUSTOM LI ST+) >

AUTHENTI CATI ON ( #PCDATA) >
ADDL_CERT_DETECTI ON ( #PCDATA) >
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<! ELEMENT

PASSWORD_AUDI TI NG_ENABLE?,
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DI SSOLVABLE_AGENT (DI SSOLVABLE_AGENT_ENABLE,
W NDOWS_SHARE _ENUMERATI ON_ENABLE,

W NDOWS_DI RECTORY_SEARCH_ENABLE?) >

<! ELEMENT
<! ELEMENT

DI SSOLVABLE_AGENT_ENABLE ( #PCDATA) >
PASSWORD AUDI TI NG_ENABLE ( HAS PASSWORD_AUDI TI NG ENABLE?,

CUSTOM_PASSWORD_DI CTI ONARY?) >

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT

HAS_PASSWORD_AUDI TI NG _ENABLE ( #PCDATA) >
CUSTOM PASSWORD_DI CTI ONARY ( #PCDATA) >

W NDOAS_SHARE_ENUNMERATI ON_ENABLE ( #PCDATA) >
W NDOWS_DI RECTORY_SEARCH_ENABLE ( #PCDATA) >

LI TE_OS_SCAN (#PCDATA) >

CUSTOM HTTP_HEADER ( VALUE?, DEFI NI TI ON_KEY?,

DEFI NI TI ON_VALUE?) >

<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT

VALUE (#PCDATA) >
DEFI NI TI ON_KEY (#PCDATA) >
DEFI NI TI ON_VALUE (#PCDATA) >

HOST_ALI VE_TESTI NG ( #PCDATA) >
SCAN_RESTRI CTI ON ( SCAN_BY_PQOLI CY?) >
SCAN_BY_POLICY (POLI CY+) >

POLICY (1D, TITLE)>

CONTROL_TYPES ( FI M_CONTROLS_ENABLED?,

CUSTOM WM _QUERY_CHECKS?) >

<! ELEMENT
<! ELEMENT

<! ELEMENT

MAP_OPTI ONS?,

<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT

FI M_CONTROLS_ENABLED ( #PCDATA) >
CUSTOM WM _QUERY_CHECKS ( #PCDATA) >

MAP (BASI C_| NFO GATHERI NG ON, TCP_PORTS?, UDP_PORTS?,
MAP_PERFORMANCE?, MAP_AUTHENTI CATI ON?) >

BASI C_| NFO_GATHERI NG _ON ( #PCDATA) >
TCP_PORTS_STANDARD_SCAN ( #PCDATA) >

UDP_PORTS_STANDARD SCAN ( #PCDATA) >
MAP_OPTI ONS ( PERFORM LI VE_HOST_SWEEP?,

PERFORM LI VE_HOST_SWEEP ( #PCDATA) >
DI SABLE_DNS_TRAFFI C ( #PCDATA) >

Dl SABLE_DNS_TRAFFI C?) >

MAP_PERFORMANCE ( OVERALL_PERFCORVANCE, NAP_PARALLEL?,

PACKET_DELAY) >

<! ELEMENT

MAP_PARALLEL ( EXTERNAL_SCANNERS, SCANNER_APPLI ANCES,

NETBLOCK_SI ZE) >

<! ELEMENT

<! ELEMENT

Qualys API Release Notes

NETBLOCK_SI ZE (#PCDATA) >

MAP_AUTHENTI CATI ON ( #PCDATA) >
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<! ELEMENT ADDI Tl ONAL ( HOST_DI SCOVERY, BLOCK_RESOURCES?, PACKET_OPTI ONS?) >

<! ELEMENT HOST_DI SCOVERY (TCP_PORTS?, UDP_PORTS?, | CMVP?)>

<! ELEMENT TCP_ADDI TI ONAL ( HAS_ADDI TI ONAL?, ADDI TI ONAL_PORTS?) >
<! ELEMENT CUSTOM PORT ( #PCDATA) >

<! ELEMENT | CMP ( #PCDATA) >

<! ELEMENT BLOCK_RESOURCES

( (WATCHGUARD_DEFAULT _BLOCKED_PORTS| CUSTOM PORT LI ST),
(ALL_REG STERED | PS| CUSTOM | P_LI ST)) >

<! ELEMENT WATCHGUARD DEFAULT BLOCKED PORTS (#PCDATA) >
<! ELEMENT CUSTOM PORT LI ST (#PCDATA) >

<! ELEMENT ALL_REG STERED_| PS (#PCDATA) >

<! ELEMENT CUSTOM | P_LI ST (#PCDATA) >

<! ELEMENT PACKET OPTI ONS (1 GNORE_FI REWALL_GENERATED_TCP_RST?,

| GNORE_ALL_TCP_RST?, | GNORE_FI REWALL_GENERATED TCP_SYN ACK?,

NOT_SEND TCP_ACK_OR SYN ACK_DURI NG HOST DI SCOVERY?) >

<! ELEMENT | GNORE_FI REWALL_GENERATED TCP_RST (#PCDATA) >

<! ELEMENT | GNORE_ALL_TCP_RST (#PCDATA) >

<! ELEMENT | GNORE_FI REWALL_GENERATED_TCP_SYN ACK (#PCDATA) >

<! ELEMENT NOT_SEND TCP_ACK_OR SYN ACK_DURI NG HOST DI SCOVERY (#PCDATA) >
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Scanner Appliance List - added Cloud Information

The Scanner Appliance List API v2 (/api/2.0/fo/appliance/ with action=list) is used to
list scanner appliances in your account with their configurations. You can now include
cloud information in the output for virtual scanner appliances deployed on cloud
platforms - Amazon EC2, Microsoft Azure Cloud Platform and Google Cloud Platform.

To see cloud information, your API request must include the new input parameter
include_cloud_info=1 and output_mode=full.

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™ -d
"action=list& nclude_cl oud_i nf o=1&out put _node=ful | "
"https://qual ysapi.qual ys. confapi/2.0/fol appliance/"

XML output:
Sample 1 - Cloud Info for Amazon EC2

<I S_CLOUD_DEPLOYED>1</1S_CLOUD_DEPLOYED>
<CLOUD_I NFO>
<PLATFORM _PROVI DER>ec2</ PLATFORM_PROVI DER>
<EC2_I NFO>
<| NSTANCE_| D>i - 02441120f 4e14e32c</ | NSTANCE_| D>
<I NSTANCE_TYPE>nB. nedi unx/ | NSTANCE_TYPE>
<AM _| D>ami - 2d4ed53a</ AM _I D>
<ACCOUNT_| D>205767712438</ ACCOUNT_| D>
<I NSTANCE_REGQ ON>US East (N. Virginia)</1NSTANCE_REQ ON>
<| NSTANCE_AVAI LABI LI TY_ZONE>us- east -
1c</ | NSTANCE_AVAI LABI LI TY_ZONE>
<I NSTANCE_ZONE_TYPE>C assi c</ | NSTANCE_ZONE_TYPE>
<| P_ADDRESS_PRI VATE>10. 181. 43. 219</ | P_ADDRESS_PRI VATE>
<HOSTNAME_PRI VATE>i p- 10- 181- 43-
219. ec2. i nt er nal </ HOSTNAME_PRI VATE>
<API _PROXY_SETTI NGS>
<SETTI NG>Enabl ed</ SETTI NG
<PROXY>
<PROTOCOL>ht t p</ PROTOCOL>
<| P_ADDRESS>1. 1. 1. 1</ | P_ADDRESS>
<HOSTNAME>t est _host nane. conk/ HOSTNAME>
<PORT>234</ PORT>
<USER>*** * * </ USER>
</ PROXY>
</ APl _PROXY_SETTI NGS>
</ EC2_| NFO>
</ CLOUD_| NFO>
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Sample 2 - Cloud Info for Microsoft Azure Cloud Platform

<I'S_CLOUD_DEPLOYED>1</ | S_CLOUD_DEPLOYED>
<CLOUD_| NFO>
<PLATFORM_PROVI DER>azur e</ PLATFORM_PROVI DER>
<AZURE_| NFO>
<I NSTANCE_| D>f a74c883- 6877- 4381- 81f 4- 893bd444deb</ | NSTANCE | D>
<USER_NAVE>U15449542569729</ USER_NAVE>
<I NSTANCE_LOCATI ON>east us</ | NSTANCE_LOCATI ON>
<DEPLOYMENT _MODE>ARVK/ DEPLOYNMENT MODE>
<I P_ADDRESS_PRI VATE>10. 94. 1. 8</ | P_ADDRESS PRI VATE>
<HOSTNAVE PRI VATE>sada- 14876- azur e</ HOSTNAVE_PRI VATE>
</ AZURE_| NFO>
</ CLOUD_| NFO>

Sample 3 - Cloud Info for Google Cloud Platform

<| S CLOUD DEPLOYED>1</1S _CLOUD DEPLOYED>
<CLQOUD_I NFO>
<PLATFORM_PROVI DER>gce</ PLATFORM_PROVI DER>
<CCE_I NFO>
<I NSTANCE_| D>5361537763822761158</ | NSTANCE | D>
<MACHI NE_TYPE>n1- st andar d- 2</ MACHI NE_TYPE>
<PRQJIECT_| D>1035365309337</ PROJECT_I D>
<PRQIECT_NAME>qvsa-t est </ PRQJECT_NAME>
<PREEMPT| BLE>FALSE</ PREEMPTI BLE>
<I NSTANCE_ZONE>asi a- east 1- c</ | NSTANCE_ZONE>
<| P_ADDRESS_PRI VATE>10. 240. 0. 28</ | P_ADDRESS_PRI VATE>
<HOSTNAME_PRI VATE>sada- 14837. c. qvsa-
test. i nternal </ HOSTNAME PRI VATE>
<| P_ADDRESS_PUBLI C>35. 185. 143. 253</ | P_ADDRESS_PUBLI C
<| NSTANCE_NETWORK>def aul t </ | NSTANCE_NETWORK>
<CCE_I| NSTANCE_TAGS>
<GCE_I NSTANCE_TAG>
<TAG_| D>sada- t ag- 2</ TAG_| D>
</ GCE_I NSTANCE_TAG>
<GCE_| NSTANCE_TAG>
<TAG_| D>sada-t ag- 3</ TAG_| D>
</ GCE_| NSTANCE_TAG>
<GCE_| NSTANCE_TAG>
<TAG_| D>sada- t ag- 4</ TAG_| D>
</ GCE_I NSTANCE_TAG>
</ GCE_I NSTANCE_TAGS>
</ GCE_I NFO>
</ CLOUD_I NFC>
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DTD update:

We updated the Appliance List Output DTD (appliance_list_output.dtd) to include new

elements for cloud information (in bold).

<!'-- QUALYS APPLI ANCE_LI ST_QUTPUT DID -->

<! ELEMENT APPLI ANCE_LI ST_QUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,

POST_DATA?) >
<! ELEMENT DATETI ME (#PCDATA) >
<! ELEMENT USER LOGd N (#PCDATA) >
<! ELEMENT RESOURCE (#PCDATA) >
<! ELEMENT PARAM LI ST ( PARAMt) >
<! ELEMENT PARAM ( KEY, VALUE) >

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >
<l-- if returned, POST_DATA will be urlencod
<! ELEMENT POST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, APPLI ANCE_LI ST?,
<! ELEMENT APPLI ANCE_LI ST ( APPLI ANCE+) >

ed -->

LI CENSE_I NFO?) >

<! ELEMENT APPLI ANCE (1D, UU D, NAME, NETWORK_ | D?,

SOFTWARE_VERSI ON, RUNNI NG_SLI CES_COUNT, RUNNI NG_SCAN_COUNT, STATUS,

CMD_ONLY_START?, MODEL_NUMBER?, SERI AL_NUMBER?, ACTI
| NTERFACE_SETTI NGS*, PROXY_SETTI NGS?,
VLANS?, STATI C ROUTES?, M._LATEST?, M._VERSI ON?, VUL
VULNSI GS_VERS| ON?, ASSET_GROUP_COUNT?, ASSET_GROUP_L
ASSET_TAGS_LI ST?, LAST_UPDATED DATE?,

POLLI NG_I NTERVAL?,

VATI ON_CODE?,

NSI GS_LATEST?,
| ST?,

| S CLOUD DEPLOYED?, CLOUD | NFO?,

USER_LOG N2,

HEARTBEATS_M SSED?, SS_CONNECTI ON?, SS_LAST_CONNECTED?, FDCC_ENABLED?,

USER LI ST?, UPDATED?, COMMENTS?, RUNNI NG_SCANS?,

<! ELEMENT | D (#PCDATA) >

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

UUI D (#PCDATA) >
NAVE ( #PCDATA) >

NETWORK_| D ( #PCDATA) >
SOFTWARE_VERSI ON ( #PCDATA) >
RUNNI NG _SLI CES _COUNT ( #PCDATA) >
RUNNI NG_SCAN_COUNT ( #PCDATA) >
STATUS (#PCDATA) >
CMD_ONLY_START ( #PCDATA) >
MODEL_NUVBER ( #PCDATA) >

SERI AL_NUVBER ( #PCDATA) >

ACTI VATI ON_CODE ( #PCDATA) >

<! ELEMENT
| P_ADDRESS, NETMASK, GATEWAY, LEASE, |PV6_ADDRESS?,
<! ELEMENT SETTI NG ( #PCDATA) >
<! ELEMENT | NTERFACE (#PCDATA) >
<! ELEMENT | P_ADDRESS (#PCDATA) >
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SPEED, DUPLEX,

MAX_CAPACI TY_UNI TS?) >

DNS) >
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<! ELEMENT NETMASK (#PCDATA) >
<! ELEMENT GATEWAY (#PCDATA) >
<! ELEMENT LEASE (#PCDATA) >
<! ELEMENT | PV6_ADDRESS ( #PCDATA) >
<! ELEMENT SPEED (#PCDATA) >
<! ELEMENT DUPLEX (#PCDATA) >
<! ELEMENT DNS ( DOVAI N?, PRI MARY, SECONDARY) >
<! ELEMENT DOMAI N (#PCDATA) >
<! ELEMENT PRI MARY (#PCDATA) >
<! ELEMENT SECONDARY (#PCDATA) >
<! ELEMENT PROXY_SETTI NGS (SETTI NG PROXY*) >
<! ELEMENT PROXY (PROTOCOL?, |P_ADDRESS?, HOSTNAVE?,
PORT, USER) >
<! ELEMENT PROTOCOL (#PCDATA) >
<! ELEMENT HOSTNAME ( #PCDATA) >
<! ELEMENT PORT (#PCDATA) >
<! ELEMENT USER (#PCDATA) >

<! ELEMENT |'S_CLOUD_DEPLOYED (#PCDATA) >
<! ELEMENT CLOUD | NFO ( PLATFORM PROVI DER, EC2_I NFO?,
GCE_I NFO?, AZURE_| NFO?) >
<! ELEMENT PLATFORM PROVI DER ( #PCDATA) >
<! ELEMENT EC2_I NFO (1 NSTANCE_ I D, | NSTANCE_TYPE,
KERNEL_| D?, AM _I D, ACCOUNT I D, | NSTANCE REG ON,
| NSTANCE_AVAI LABI LI TY_ZONE, | NSTANCE_ZONE_TYPE,
I NSTANCE_VPC | D?, | NSTANCE SUBNET | D?, | P_ADDRESS PRI VATE?,
HOSTNAVE PRI VATE?, SECURI TY_GROUPS?, APl _PROXY_ SETTI NGS) >
<! ELEMENT | NSTANCE_| D (#PCDATA) >
<! ELEMENT | NSTANCE_TYPE (#PCDATA) >
<! ELEMENT KERNEL_| D (#PCDATA) >
<! ELEMENT AM _I D (#PCDATA) >
<! ELEMENT ACCOUNT | D (#PCDATA) >
<! ELEMENT | NSTANCE_REGI ON ( #PCDATA) >
<! ELEMENT | NSTANCE_AVAI LABI LI TY_ZONE ( #PCDATA) >
<! ELEMENT | NSTANCE_ZONE_TYPE (#PCDATA) >
<! ELEMENT | NSTANCE_VPC | D (#PCDATA) >
<! ELEMENT | NSTANCE_SUBNET | D ( #PCDATA) >
<! ELEMENT | P_ADDRESS PRI VATE (#PCDATA) >
<! ELEMENT HOSTNAME PRI VATE ( #PCDATA) >
<! ELEMENT SECURI TY_GROUPS ( SECURI TY_GROUP_| DS?,
SECURI TY_GROUP_NAMES?) >
<! ELEMENT SECURI TY_GROUP_| DS (#PCDATA) >
<! ELEMENT SECURI TY_GROUP_NAMES (#PCDATA) >
<! ELEMENT API _PROXY_SETTINGS ( SETTI NG, PROXY*) >

<! ELEMENT GCE_I NFO (1 NSTANCE | D, MACHI NE_TYPE,
PRQJECT | D, PROJECT NAME,
PREEVPTI BLE,
| NSTANCE_ZONE,
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| P_ADDRESS PRI VATE?, HOSTNAME_PRI VATE?,
| P_ADDRESS PUBLI C?,
I NSTANCE_NETWORK,
CGCE_| NSTANCE_TAGS
)>
<! ELEMENT MACHI NE_TYPE ( #PCDATA) >
<! ELEMENT PRQJECT_| D (#PCDATA) >
<! ELEMENT PROQJECT_NAME ( #PCDATA) >
<! ELEMENT PREEMPTI BLE (#PCDATA) >
<! ELEMENT | NSTANCE_ZONE ( #PCDATA) >
<! ELEMENT GCE_| NSTANCE_TAGS ( GCE_| NSTANCE_TAG') >
<! ELEMENT GCE_| NSTANCE_TAG (TAG_I D) >
<! ELEMENT TAG_ | D (#PCDATA) >
<! ELEMENT | P_ADDRESS_PUBLI C ( #PCDATA) >
<! ELEMENT | NSTANCE_NETWORK ( #PCDATA) >

<! ELEMENT AZURE_| NFO (I NSTANCE | D, USER NAME,
| NSTANCE_LOCATI ON, DEPLOYNMENT MODE,
| P_ADDRESS_PRI VATE?, HOSTNAME PRI VATE?) >
<! ELEMENT USER NAME (#PCDATA) >
<! ELEMENT | NSTANCE_LOCATI ON ( #PCDATA) >
<! ELEMENT DEPLOYMENT MODE (#PCDATA) >

35



EC2 Assets - Improved Reporting of private DNS host name and Instance ID

EC2 Assets - Improved Reporting of private DNS host
name and Instance ID

For EC2 assets we’ll now show actual private DNS names for DNS hostname in the Ul
and API instead of EC2 Instance ID. These APIs have been updated: Host List API, Host
Info APIv1, VM Detection API, and Asset Search API. A new <EC2_INSTANCE_ID> tag
has been added to related DTDs and the XML output will include this tag for EC2 assets
when EC2 Scanning is enabled for the subscription.

Ul Changes
Host List page: For EC2 assets, the DNS column now shows the EC2 asset’s private DNS
name.
Vulmerability Managemen T
Dashboard Scans  Reporis R i Assets K odgoeBase  Users

5= Assets | nssel Groups

] mte Tracking 1P - DHS .

DO v

Host Info page: For EC2 assets, the private DNS name is shown for Hostname and EC2
Instance ID is shown separately.

Comments .

Viinarabilities

Asset Groups

Compliance
EXCoptions
EC2 Metadata o
WTIET

——— Create
Certificates Moae

Mo
Action | o First Found

Closay Ful!ll
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Asset Search: We’ve added new option to search by EC2 Instance ID, and the DNS
Hostname attribute searches across private EC2 host names.

@ QuaLys' enTERPRISE
Vulnerability Management -

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

Search for

Aseets  w Tags

Include Nosts that nave | Any || of the 1305 beiow Add Tag

[ Region &

Do not include Nosts thal have  any | w | of i tags below Add Tag

With the follawing anributes

~—

DTD Changes (APl and Reports)

Scan Report (template based) changes
Updates to multiple report formats: XML, CSV, HTML, PDF and DOCX.

URL: <base_url>/api/2.0/fo/report/?action=launch
DTD: <base_url>/asset_data_report.dtd

API Request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -d
"action=l aunch&report _titl e=EC2Replé&t enpl at e_i d=90111&out put _f or mat =xm "
"https://qual ysapi.qualys.confapi/2.0/folreport/"

XML output: New <EC2_INSTANCE_ID> tag as well as new <EC2_INFO> tag. These
tags will only appear in subscriptions with EC2 Scanning enabled and only when the
“EC2 Related Information” option is selected in the report template.

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE ASSET_DATA REPORT SYSTEM

"https://qual ysapi.qual ys.conl asset _data_report.dtd">
<ASSET_DATA REPORT>

<HOST LI ST>

<HOST>
<I P>10. 90. 2. 30</ | P>
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<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<ASSET_TAGS>
<ASSET_TAG><! [ CDATA[ EC2] ] ></ ASSET_TAG>
<ASSET_TAG><! [ CDATA[ TGl] ] ></ ASSET_TAG>
<ASSET_TAG><! [ CDATA[ Vri gi ni a] ] ></ ASSET_TAG>
<ASSET_TAG><! [ CDATA[ agec2] ] ></ ASSET_TAG>
</ ASSET_TAGS>
<DNS><! [ CDATA[ i p- 10- 90- 2- 30. ec2. i nt er nal ] ] ></ DNS>
<EC2_] NSTANCE_| D><! [ CDATA[ i - Ob11abd19771f 17ed] ] ></ EC2_I NSTANCE_| D>
<EC2_| NFO>
<PUBLI C_DNS_NAME><! [ CDATA[ ec2- 184- 73- 79- 113. conput e-
1. amazonaws. conj ] ></ PUBLI C_DNS_NAME>
<| MAGE_| D><! [ CDATA[ am - 2d4ed53a] ] ></ | MAGE_I| D>
<VPC_| D><! [ CDATA[ vpc- 1e37cd76] ] ></ VPC_I| D>
<I NSTANCE_STATE><! [ CDATA] RUNNI NG ] ></ | NSTANCE_STATE>
<PRI VATE_DNS_NAME><! [ CDATA[ i p- 10- 90- 2-
30. ec2.internal ]]></ PRI VATE_DNS_NAME>
<I NSTANCE_TYPE><! [ CDATA[ t 2. nedi unj ] ></ | NSTANCE_TYPE>
</ EC2_| NFO>

</ ASSET_DATA_REPORT>

DTD update:
https:/ /<base_url>/asset_data_report.dtd

<l-- HOST_LIST -->

<! ELEMENT HOST_LI ST (HOST+) >

<! ELEMENT HOST (ERROR | (1P, TRACKI NG METHOD, ASSET TAGS?,
DNS?, NETBI OS?, QG HOSTID?, EC2_I NSTANCE | D?,
| P_I NTERFACES?, EC2_| NFO?, OPERATI NG SYSTEM?,
OS_CPE?, ASSET_GROUPS?, VULN | NFO LI ST?))>

<! ELEMENT EC2_| NSTANCE_| D ( #PCDATA) >
<! ELEMENT | P_I NTERFACES (| P*) >
<! ELEMENT EC2_I NFO

(PUBLI C_DNS_NAME?, | MAGE_| D?, VPC_| D?, | NSTANCE_STATE?, PRI VATE_DNS_NAME?, | NS

TANCE_TYPE?) >
<! ELEMENT PUBLI C_DNS_NANE ( #PCDATA) >

<! ELEMENT | MAGE_| D ( #PCDATA) >

<! ELEMENT VPC | D (#PCDATA) >

<! ELEMENT | NSTANCE STATE (#PCDATA) >

<! ELEMENT PRI VATE_DNS_NAVE ( #PCDATA) >

<! ELEMENT | NSTANCE TYPE (#PCDATA) >

<! ELEMENT OPERATI NG_SYSTEM ( #PCDATA) >

<! ELEMENT OS_CPE (#PCDATA) >

<! ELEMENT ASSET_GROUPS ( ASSET_GROUP_TI TLE+) >
<! ELEMENT VULN_I NFO LI ST (VULN_I NFO+) >

Qualys API Release Notes

38



EC2 Assets - Improved Reporting of private DNS host name and Instance ID

Qualys API Release Notes

CSV format:

The EC2 Instance ID column will only appear in subscriptions with EC2 Scanning
enabled and only when the “EC2 Related Information” option is selected in the report
template. The columns for EC2 Instance ID and metadata information appear at the end.

"I P","Network","DNS","NetBl OS","QG Host ID',"IP Interfaces","Tracking
Met hod","CS", "I P Status","QD',"Title","Vuln

Status", "Type", "Severity","Port","Protocol","FQN", "SSL", "First

Det ect ed", "Last Detected","Tines Detected", "Date Last Fi xed","CVE

I D', "Vendor Reference","Bugtraq |ID',"Results”,"PCl Wuln","Ticket

State", "l nstance", "Category", "Associ ated Tags","EC2 Instance ID',"Public

Host nane","lnmage ID',"VPC I D', "I nstance State","Private

Host nane", "I nst ance Type"

"10.97.13. 235", "EC2- us- east - 1-vpc90", "i -

0372d653f 57cd04ae", ,,, "EC2", "Amazon Li nux", "host scanned, found

vul n", " 82054", " TCP Sequence Nunber Approxi mati on Based Deni al of
Service", "Active","Wuln","2",,,,,"05/11/2017 11:41:03","05/11/2017
13:47:22","4",, " CVE- 2004- 0230",, "10183","Tested on port 80 with an

i njected SYN RST of fset by 16 bytes.#","no",,,"TCP/IP","QConl, agec2",6"i-

0372d653f 57cd04ae", , "ami - 9be6f 38c", "vpc- 2da7154b", "RUNNI NG', , "t 2. medi unt’

HTML, PDF and DOCX format: Previously on the host level, only ip, ec2 instance id &
NetBIOS was shown, now we will include both private dns name too

Detailed Results

b4 10‘90.2‘3@b11abd19771f1 Ted, ip-10-90-2-30.9c2.intema\®

l EC2 TG1 l Vriginia agec? sada-0117-targets sada-authentication-tag sada-ec2-authentication sada-new-0308 useasttag

Host Identification Information

IPs:

Asset Id:

EC2 related Information

Public DNS Name: 2c2-184-73-79-113.compute-1.amazonaws.com
Image Id: ami-2d4ed53a

VPC Id: vpc-1e37cd76

Instance State: RUNNING

Private DNS Name: ip-10-90-2-30.ecZ.internal

Instance Type: t2.medium
Total 27 (+14)g Security Risk HEE bY:)

Host List API v2 changes

New <EC2_INSTANCE_ID> tag is now shown right after DNS name. DNS name is the
private DNS name for the EC2 asset. This tag only appears when EC2 Scanning is
enabled for the subscription.

URL: <base_url>/api/2.0/fo/asset/host/?action=list
DTD: <base_url>/api/2.0/fo/asset/host/host_list_output.dtd
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API Request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -d
"action=list" "https://qual ysapi.qual ys.com api/2.0/folasset/host/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE HOST_LI ST_OUTPUT SYSTEM

"https://qual ysapi.qualys. confapi/2.0/folasset/host/host_I|ist_output.dtd"
>

<HOST_LI ST_QOUTPUT>
<RESPONSE>
<DATETI ME>2017- 04- 13T04: 47: 41Z</ DATETI ME>
<HOST_LI ST>
<I D>132340</ | D>
<l P>10.90. 2. 175</ | P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<DNS><! [ CDATA[ i - 0b121b9211d7e25cb] ] ></ DNS>
<EC2_1 NSTANCE_| D><! [ CDATA[ i - 0b121b9211d7e25cb] ] ></ EC2_| NSTANCE_| D>
</ HOST>
<HOST>
<I D>132482</| D>
<| P>10. 90. 2. 202</ | P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<DNS><! [ CDATA[ i - 0ba79104d7023d4df ] ] ></ DNS>
<EC2_| NSTANCE_| D><! [ CDATA[ i - 0ba79104d7023d4df ] ] ></ EC2_I NSTANCE_| D>
</ HOST>
</ HOST_LI ST>
</ RESPONSE>
</ HOST_LI ST_QOUTPUT>

DTD:

<! ELEMENT HOST_LI ST (HOST+) >

<! ELEMENT HOST (1D, |P?, TRACKI NG METHOD?, NETWORK | D?,
DNS?, EC2_I NSTANCE | D?, NETBI 0S?, 0S?, QG HOSTID?, TAGS?,
METADATA?, LAST VULN_SCAN DATETI ME?,
LAST_VM SCANNED DATE?, LAST VM SCANNED DURATI ON?,
LAST_VM AUTH_SCANNED DATE?,
LAST_VM AUTH_SCANNED_DURATI ON?,
LAST_COMPLI ANCE_SCAN_DATETI ME?, OAKNER?, COWMENTS?,
USER DEF?, ASSET_GROUP_| DS?) >

<! ELEMENT | D (#PCDATA) >

<! ELEMENT | P (#PCDATA) >

<! ELEMENT TRACKI NG_METHOD (#PCDATA) >

<! ELEMENT NETWORK_| D ( #PCDATA) >

<! ELEMENT DNS (#PCDATA) >
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<! ELEMENT EC2_| NSTANCE_| D ( #PCDATA) >

Host Info APl v1 changes

New <EC2_INSTANCE_ID> tag is now shown right after DNS name. DNS name is the
private DNS name for the EC2 asset. This tag only appears when EC2 Scanning is
enabled for the subscription.

URL: <base_url>/msp/get_host_info.php
DTD: <base_url>/get_host_info.dtd

API Request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth:curl”
"https://qual ysapi.qual ys. conl nsp/ get _host _i nf 0. php?host _i p=10. 91. 78. 235&
gener al _i nfo=1&vul n_det ai | s=1"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE HOST SYSTEM "https://qual ysapi.qual ys. conf get _host _i nfo. dtd">
<HOST>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<SECURI TY_RI SK>0</ SECURI TY_RI SK>
<I P>10. 91. 78. 235</ | P>
<DNS><! [ CDATA[ i - 0299276e783120b15] ] ></ DNS>
<EC2_I NSTANCE_| D><! [ CDATA[ i - 0299276e783120b15] ] ></ EC2_| NSTANCE_| D>
<OPERATI NG_SYSTEM><! [ CDATA[ ] ] ></ OPERATI NG_SYSTEM>
<ASSET_GROUP_LI ST>
<ASSET_GROUP>
<ASSET_GROUP_TI TLE><! [ CDATA] agec?2] ] ></ ASSET_GROUP_TI TLE>
<CVSS_ENVI RONMENT>
<CVSS_COLLATERAL_DAMAGE_POTENTI AL>Not

</ CVSS_ENVI RONVENT>
</ ASSET_GROUP>
</ ASSET_GROUP_LI ST>

</ HOST>

DTD update:
<l -- QUALYS HOST | NFO DTD -->
<l-- $Revision$ -->

<! ELEMENT HOST (ERROR | (TRACKI NG METHOD, SECURITY_RISK, |P,
DNS?, NETBI OS?, EC2_I NSTANCE | D?,
OPERATI NG_SYSTEMP, LAST_SCAN DATE?, COMVENT?,
OMER?, USER DEFI NED ATTR LI ST?, USER LI ST?,
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ASSET_CGROUP_LI ST?, AUTHENTI CATI ON_RECORD LI ST?,
BUSI NESS_UNI T_LI ST?, VULNS?, POTENTI AL_VULNS?,
| NFO_GATHERED?, TI CKETS?)) >

<l-- Optional elenents -->

<! ELEMENT DNS (#PCDATA) >
<! ELEMENT NETBI OS (#PCDATA) >

<! ELEMENT EC2_| NSTANCE_| D ( #PCDATA) >
<! ELEMENT OPERATI NG_SYSTEM ( #PCDATA) >
<! ELEMENT LAST_SCAN DATE (#PCDATA) >
<! ELEMENT COWMENT (#PCDATA) >

VM Detection API changes

New <EC2_INSTANCE_ID> tag is now shown right after DNS name. DNS name is the
private DNS name for the EC2 asset. This tag only appears when EC2 Scanning is
enabled for the subscription and the “host_metadata=ec2” parameter is specified.

URL: <base_url>/api/2.0/fo/asset/host/vm/detection/?action=list
DTD: <base_url>/api/2.0/fo/asset/host/vm/detection/host_list_vm_detection_output.dtd

API Request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth:curl”

"https://qual ysapi.qualys. confapi/2.0/folasset/host/vm detection/?action=
| i st &ut put _format =XML& runcati on_|imt=0& ps=10.97.5. 247&show_r esul t s=0&
host _net adat a=ec?2"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE HOST_LI ST_VM DETECTI ON_QUTPUT SYSTEM
"https://qual ysapi.qual ys. conif api/2.0/fo/asset/host/vm detection/host_lis
t _vm detecti on_out put. dtd">
<HOST_LI ST_VM DETECTI ON_OUTPUT>
<RESPONSE>
<DATETI ME>2016- 11- 14T11: 21: 02Z</ DATETI Me>
<HOST_LI ST>
<HOST>
<| b>135151</ | D>
<I P>10.97. 5. 247</ | P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHCOD>
<0S><! [ CDATA[ Amazon Linux 2016. 09] ] ></ Cs>
<DNS><! [ CDATA[ i - 0bb87¢c3281243cdf d] ] ></ DNS>
<EC2_| NSTANCE_| D><! [ CDATA[ i - 0bb87c3281243cdf d] ] ></ EC2_| NSTANCE_| D>
<LAST_SCAN_DATETI ME>2017- 03- 21T13: 41: 20Z</ LAST_SCAN_DATETI ME>
<LAST_VM SCANNED_DATE>2017- 03-21T13: 39: 38Z</ LAST_VM _SCANNED_DATE>
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<LAST_VM SCANNED_DURATI ON>229</ LAST_VM SCANNED_DURATI ON>
<LAST_VM AUTH_SCANNED_DATE>2017- 03-
21T13: 39: 38Z</ LAST_VM AUTH_SCANNED DATE>
<LAST_VM AUTH_SCANNED DURATI ON>229</ LAST_VM AUTH_SCANNED_DURATI ON\>
<LAST_PC_SCANNED_DATE>2017-03-21T13: 21: 51Z</ LAST_PC_SCANNED_DATE>
<METADATA>
<EC2>
<ATTRI BUTE>
<NAME><! [ CDATA[ | at est/ dynanmni c/ i nst ance-
i dentity/ docunent/region]]></ NAME>
<LAST_STATUS>Success</ LAST_STATUS>
<VALUE><! [ CDATA[ us- east - 1] ] ></ VALUE>
<LAST_SUCCESS DATE>2017-03-21T13: 39: 38Z</ LAST_SUCCESS_DATE>
<LAST_ERROR DATE></ LAST_ERRCOR DATE>
<LAST_ERROR><! [ CDATA[ ] ] ></ LAST_ERROR>
</ ATTRI BUTE>
</ EC2>
</ METADATA>
</ HOST>
</ HOST_LI ST>
</ RESPONSE>
</ HOST_LI ST_VM DETECTI ON_QUTPUT>

DTD:

<! ELEMENT HOST_LI ST (HOST+)>

<! ELEMENT HOST (1D, 1P?, 1PV6?, TRACKI NG METHOD?, NETWORK | D?, OS?,
OS_CPE?, DNS?, EC2_I NSTANCE | D?, NETBI 0S?, QG HOSTI D?,
LAST_SCAN_DATETI ME?, LAST VM SCANNED DATE?,
LAST_VM SCANNED DURATI ON?, LAST_VM AUTH_SCANNED DATE?,
LAST VM AUTH_SCANNED DURATI ON?, LAST_PC_SCANNED DATE?,
TAGS?, METADATA?, DETECTI ON LI ST)>

<! ELEMENT | D (#PCDATA) >

<! ELEMENT | P (#PCDATA) >

<! ELEMENT | PV6 (#PCDATA) >

<! ELEMENT TRACKI NG_METHOD (#PCDATA) >

<! ELEMENT NETWORK_| D ( #PCDATA) >

<! ELEMENT OS (#PCDATA) >

<! ELEMENT OS_CPE (#PCDATA) >

<! ELEMENT DNS (#PCDATA) >

<! ELEMENT EC2_| NSTANCE_| D (#PCDATA) >
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CSV format: The EC2InstancelD column only appears when EC2 Scanning is enabled for
your subscription and the “host_metadata=ec2” parameter is specified in the API
request. This new column appears after DNS Name.

"Host ID',"IP Address","Tracki ng Method", " Operating Systeni,"DNS

Nanme", " EC2l nst ancel D', " Net bi os Nanme", "Last Scan Datetine","0OS CPE", " Last
VM Scanned Date","Last VM Scanned Duration","Last VM Auth Scanned
Date","Last VM Auth Scanned Duration","Last PC Scanned

Date","Q D', "Type","Port","Protocol","FQN', "SSL", "I nstance", " Status", " Se
verity","First Found Datetine","Last Found Datetine","Last Test

Dateti me", "Last Update Datetinme","Last Fixed

Datetinme", "Resul ts", "l gnored”, "D sabl ed", " Ti mes Found", " Servi ce"
"90417","10.97. 13. 235", " AGENT", "Amazon Li nux AM 2016.09","i p-10-97-13-
235", "i - 0b68f 500cle6a3ccO",, "2017-04- 13T03: 54: 122", ,"2017- 04-

13T03: 53: 082", ,"2017-04-13T03: 53: 08Z",, "2017- 04-

12T22: 23: 532", "105083", " Confi r ned",,,,"0",,"Active","1","2017-01-

17T10: 05: 182", "2017-04-01T17: 42: 572", "2017-04-01T17: 42: 577", " 2017- 04-
01T17: 44: 117", ,"root"

Asset Search APl v1 changes

New input parameter for EC2 Instance ID attribute. New <EC2_INSTANCE_ID> tag is
now shown right after DNS name. DNS name is the private DNS name for the EC2 asset.
This tag only appears when EC2 Scanning is enabled for the subscription.

URL: <base_url>/msp/asset_search.php
DTD: <base_url>/asset_search_report.dtd

API Request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth:curl”
"https://qual ysapi.qual ys. conl nsp/ asset _search. php?target _i ps=172. 31.47. 2
28,172.31.17. 104"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE ASSET_SEARCH REPCRT SYSTEM
"https://qual ysapi.qual ys. conl asset _search_report.dtd">

<HOST_LI ST>
<HOST>
<I P>172. 31. 47.228</ | P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<DNS><! [ CDATA[ i p- 172- 31-47-228. us- east- 2. conput e. i nternal ] ] ></ DNS>
<EC2_| NSTANCE | D><! [ CDATA[ i - Oeda274d4cObef 4f a] ] ></ EC2_| NSTANCE_| D>
<OPERATI NG_SYSTEM><! [ CDATA[ ] ] ></ OPERATI NG_SYSTEM>
<ASSET _GROUPS>
<ASSET_GROUP_TI TLE><! [ CDATA[ Al | ] ] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUPS>
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</ HOST>
<HOST>
<I P>172. 31.17. 104</ | P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHCD>
<DNS><! [ CDATA[ i p-172-31-17-104. eu-central -
1. conpute.internal]]></DNS>
<EC2_1 NSTANCE_| D><! [ CDATA[ i - 33f 1498e] ] ></ EC2_| NSTANCE_| D>
<OPERATI NG_SYSTEM><! [ CDATA[ ] ] ></ OPERATI NG_SYSTEM>

<ASSET_GROUPS>
<ASSET_GROUP_TI TLE><! [ CDATA[ Al | ] ] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUPS>
</ HOST>

</ HOST L

| ST>

</ ASSET_SEARCH_REPORT>

DTD update:
<!-- QUALYS ASSET SEARCH REPORT DTD -->

<! ELEMENT ASSET_SEARCH REPORT (ERROR | (HEADER, HOST_LIST?))>
<l-- HOST_LIST -->
<! ELEMENT HOST_LI ST (( HOST| WARNI NG) +) >

<! ELEMENT

<! ELEMENT
<! ATTLI ST
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

HOST (ERROR | (I P, HOST_TAGS?, TRACKI NG METHOD,
DNS?, EC2_| NSTANCE | D?, NETBI OS?,
OPERATI NG_SYSTEM?, OS_CPE?, Q D LI ST?,
PORT_SERVI CE_LI ST?,
ASSET_GROUPS?, LAST_SCAN DATE?,
FI RST_FOUND_DATE?)) >

| P (#PCDATA) >
I P network_i d CDATA #I MPLI ED>
HOST_TAGS (#PCDATA) >

DNS ( #PCDATA) >

EC2_I NSTANCE_| D (#PCDATA) >
NETBI OS (#PCDATA) >

OPERATI NG_SYSTEM ( #PCDATA) >
OS_CPE (#PCDATA) >

QD LIST (QD+)>

QD (1D, RESULT?)>

| D (#PCDATA) >
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Asset Search APl v2 changes

New input parameter for EC2 Instance ID attribute. New <EC2_INSTANCE_ID> tag is
now shown right after DNS name. DNS name is the private DNS name for the EC2 asset.
This tag only appears when EC2 Scanning is enabled for the subscription.

URL: <base_url>/api/2.0/fo/report/asset
DTD: <base_url>/asset_search_report_v2.dtd

API Request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl” -d
"acti on=sear ch&out put _f or mat =xm & ps=172. 31. 47. 228, 172. 31. 17. 104&t r acki ng
_met hod=EC2" "https://qual ysapi.qualys.confapi/2.0/fo/report/asset/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE ASSET_SEARCH REPORT SYSTEM
"https://qual ysapi.qual ys. conl asset _search_report_v2.dtd">

<ASSET_SEARCH_REPORT>
<HEADER>
<COWPANY><! [ CDATA[ qual ys-t est]] ></ COMPANY>
<USERNANME>sada- cust oner cust oner </ USERNAVE>
<GENERATI ON_DATETI ME>2017-04- 07T10: 27: 21Z</ GENERATI ON_DATETI Me>

<HOST_LI ST>
<HOST>
<| P><! [ CDATA[ 172. 31. 17. 104] 1 ></ 1 P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<DNS><! [ CDATA[ i p-172-31-17-104. eu-central - 1. conput e. i nt er nal ] ] ></ DNS>
<EC2_| NSTANCE_| D><! [ CDATA[ i - 33f 1498e] ] ></ EC2_| NSTANCE_| D>
<LAST_SCAN_DATE />
<FI RST_FOUND_DATE / >
</ HOST>
<HOST>
<| P><! [ CDATA[ 172. 31. 47. 228] ] ></ 1 P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHCOD>
<DNS><! [ CDATA[ i p- 172-31-47-228. us- east - 2. conput e. i nternal ] ] ></ DNS>
<EC2_| NSTANCE_| D><! [ CDATA[ i - Oeda274d4cObef 4f a] ] ></ EC2_| NSTANCE_| D>
<LAST_SCAN_DATE / >
<FI RST_FOUND_DATE / >
</ HOST>
</ HOST_LI ST>
</ ASSET_SEARCH_REPORT>
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DTD update:
<l-- QUALYS ASSET SEARCH REPORT DTD -->

<! ELEMENT ASSET_SEARCH REPCRT (ERRCR | (HEADER, HOST_LIST?))>

<l-- HOST_LIST -->
<! ELEMENT HOST_LI ST (( HOST| WARNI NG) *) >

<! ELEMENT HOST (ERROR | (1P, HOST_TAGS?, TRACKI NG_METHOD,
DNS?, EC2 | NSTANCE | D?, NETBI OS?,
OPERATI NG SYSTEM?, OS CPE?, QD LIST?,
PORT_SERVI CE_LI ST?, ASSET_GROUPS?, NETWORK?,
LAST_SCAN DATE?, LAST COMPLI ANCE_SCAN DATE?,
FI RST_FOUND_DATE?) ) >

<! ELEMENT | P (#PCDATA) >
<I ATTLI ST I P network_id CDATA #l MPLI ED>
<! ELEMENT HOST_TAGS (#PCDATA) >

<! ELEMENT DNS (#PCDATA) >

<! ELEMENT EC2_| NSTANCE_| D ( #PCDATA) >

<! ELEMENT NETBI OS (#PCDATA) >

<! ELEMENT OPERATI NG SYSTEM ( #PCDATA) >
<! ELEMENT OS_CPE (#PCDATA) >

<IELEMENT Q D_LIST (Q D+) >

< ELEMENT Q D (1D, RESULT?)>

<! ELEMENT | D (#PCDATA) >

CSV format: The EC2InstancelD column only appears when EC2 Scanning is enabled for
your subscription. This new column appears at the end.

"1 P", "DNSHost nane", " Net Bl OSHost name", " Oper at i ngSyst ent', " OSCPE", " Port/ Serv
i ce/ Def aul t

Servi ce", "Tracki ngMet hod", " Last ScanDat e", " Last Conpl i anceScanDat e", "Fi r st
Found", "Tags", " EC2l nst ancel D"

"172.31.17.104","i p-172-31-17-104. eu-central -

1.compute.internal",,,,,"EC2",,,,
"172.31.47.228","ip-172-31-47-228. us-east-2.conpute.internal ", "i-
Oeda274d4cObef 4fa",,,,,"EC2",,,,"i-33f 1498e"
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Manage assets using EC2 metadata

Search and return EC2 metadata

The following APIs can now fetch EC2 metadata. You can then search for (manage) assets

using the EC2 metadata.
Host List /api/2.0/fo/asset/host/
Host List Detection /api/2.0/fo/asset/host/vm/detection/

New parameters added:

Parameter Description

host_metadata={value} Specify the name of the cloud provider, i.e., EC2.

host_metadata_fields= Specify the EC2 instance fields to fetch the data for. Data
{valuel, value2} can be fetched for any of the following fields:

- accountld

- region

- availabilityZone

- instanceld

- instanceType

- imageld

- kernelld

Multiple field names are comma separated.

Host List APl example: fetch region, accountld, and instanceld info for EC2
assets

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -X PCST
"action=list & et ai | s=Al | &ost _net adat a=ec2&host _net adat a_fi el ds=r egi on, ac
countld,instanceld" "https://qual ysapi.qualys.con api/2.0/fol/asset/host/"

XML output:

<! DOCTYPE HOST_LI ST_OUTPUT SYSTEM
"https://qual ysapi.qualys. confapi/2.0/fo/asset/host/host_I|ist_output.dtd"
>
<HOST_LI ST_OUTPUT>
<RESPONSE>
<DATETI ME>2016- 11- 15T09: 50: 46Z</ DATETI ME>
<HOST_LI ST>
<HOST>
<| D>135151</ | D>
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<| P>10. 97. 5. 247</ | P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<DNS><! [ CDATA[ i - 0bb87c3281243cdf d] ] ></ DNS>

<EC2_|
<OS><!

NSTANCE_| D><! [ CDATA[ i - 0bb87¢c3281243cdf d] | ></ EC2_I NSTANCE_| D>
[ CDATA[ Amazon Linux 2016. 09] ] ></ OS>

<METADATA>
<EC2>
<ATTRI BUTE>

</

<NAME><! [ CDATA[ | at est/ dynanmi c/ i nst ance-
i dentity/ docunent/region]]></ NAME>
<LAST_STATUS>Success</ LAST_STATUS>
<VALUE><! [ CDATA[ us- east - 1] ] ></ VALUE>
<LAST_SUCCESS_DATE>2017- 03- 21T13: 39: 38Z</ LAST_SUCCESS_DATE>
<LAST_ERROR DATE></ LAST_ERRCR DATE>
<LAST_ERROR><! [ CDATA[ ] ] ></ LAST_ERROR>
ATTRI BUTE>

<ATTRI BUTE>

</

<NAME><! [ CDATA[ | at est/ dynani c/ i nstance-

i dentity/docunent/instancel d]]></ NAME>
<LAST_STATUS>Success</ LAST_STATUS>
<VALUE><! [ CDATA[ i - 0bb87¢3281243cdf d] ] ></ VALUE>
<LAST_SUCCESS_DATE>2017- 03-21T13: 39: 38Z</ LAST_SUCCESS_DATE>
<LAST_ERROR_DATE></ LAST_ERRCR_DATE>
<LAST_ERROR><! [ CDATA[ ] ] ></ LAST_ERROR>
ATTRI BUTE>

<ATTRI BUTE>

</

<NAME><! [ CDATA[ | at est/ dynanmni c/ i nst ance-

i dentity/ docunent/account | d]]></ NAME>
<LAST_STATUS>Success</ LAST_STATUS>
<VALUE><! [ CDATA[ 205767712438] ] ></ VALUE>
<LAST_SUCCESS_DATE>2017- 03- 21T13: 39: 38Z</ LAST_SUCCESS_DATE>
<LAST_ERROR DATE></ LAST_ERRCOR DATE>
<LAST_ERROR><! [ CDATA[ ] ] ></ LAST_ERROR>
ATTRI BUTE>

</ EC2>
</ METADATA>

<LAST

21T13

VULN_SCAN_DATETI ME>2017- 03-
: 39: 38Z</ LAST_VULN_SCAN_DATETI ME>

<LAST_VM SCANNED DATE>2017- 03- 21T13: 39: 38Z</ LAST_VM SCANNED DATE>
<LAST_VM SCANNED_DURATI ON>229</ LAST VM SCANNED_DURATI ON>
<LAST_VM AUTH_SCANNED DATE>2017- 03-

21T13

: 39: 38Z</ LAST_VM AUTH_SCANNED DATE>

<LAST_VM AUTH_SCANNED DURATI ON>229</ LAST VM AUTH_SCANNED_DURATI ON>

<LAST_

21713
</ HOST>

COVPLI ANCE_SCAN_DATETI ME>2017- 03-
:21: 517</ LAST_COWPLI ANCE_SCAN_DATETI Me>

</ HOST_LI ST>

</ RESPONSE>

</ HOST_LI ST_OQUTPUT>
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DTD update:
https:/ /<base_url>/api/2.0/fo/asset/host/host_list_output.dtd

<! ELEMENT HOST (1D, 1P?, TRACKI NG METHOD?, NETWORK_| D?,

DNS?, EC2_I NSTANCE_| D?, NETBI Gs?, 0OS?, QG HOSTI D?, TAGS?,

METADATA?, LAST_VULN_SCAN_DATETI ME?,

LAST_VM SCANNED DATE?, LAST VM SCANNED DURATI ON?,

LAST VM AUTH_SCANNED DATE?, LAST VM AUTH_SCANNED DURATI ON?,

LAST_COVPLI ANCE_SCAN_DATETI ME?, OMNNER?, COMMENTS?,

USER DEF?, ASSET_GROUP_| DS?) >

<! ELEMENT VALUE 1 (#PCDATA) >
<! ELEMENT VALUE 2 (#PCDATA) >
<! ELEMENT VALUE 3 (#PCDATA) >

<! ELEMENT METADATA ( EC2| GOOGLE| AZURE) +>
<! ELEMENT EC2 ( ATTRI BUTE*) >

<! ELEMENT GOOGLE (ATTRI BUTE*) >

<! ELEMENT AZURE ( ATTRI BUTE*) >

<! ELEMENT ATTRI BUTE

( NAME, LAST_STATUS, VALUE, LAST_SUCCESS DATE?, LAST_ERROR_DATE?, LAST_ERROR?)

>

<! ELEMENT LAST_STATUS (#PCDATA) >

<! ELEMENT LAST SUCCESS DATE (#PCDATA) >
<! ELEMENT LAST_ERROR DATE (#PCDATA) >
<! ELEMENT LAST_ERROR (#PCDATA) >

<! ELEMENT ASSET_GROUP_| DS (#PCDATA) >. . .

Host List Detection APl example: fetch region info for EC2 assets

API request:
curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -X PCST

"https://qual ysapi.qualys.conlapi/2.0/folasset/host/vm detecti on/ ?acti on=

| i st &host _net adat a=ec2&host _net adat a_fi el ds=regi on"

XML output:
<! DOCTYPE HOST_LI ST_VM DETECTI ON_COUTPUT SYSTEM

"https://qual ysapi.qual ys. conifapi/2.0/fo/asset/host/vm detection/host_lis

t _vm detecti on_out put. dtd">
<HOST_LI ST_VM DETECTI ON_QUTPUT>
<RESPONSE>
<DATETI ME>2016- 11- 14T11: 21: 02Z</ DATETI ME>
<HOST_LI ST>
<HOST>
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<I D>135151</ | D>
<I P>10. 97. 5. 247</ | P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<0S><! [ CDATA] Anazon Li nux 2016. 09]] ></ OS>
<DNS><! [ CDATA[ i - 0bb87¢3281243cdf d] ] ></ DNS>
<EC2_| NSTANCE_| D><! [ CDATA[ i - 0bb87¢c3281243cdf d] ] ></ EC2_| NSTANCE_| D>
<LAST_SCAN _DATETI ME>2017- 03-21T13: 41: 20Z</ LAST_SCAN_DATETI Me>
<LAST_VM SCANNED DATE>2017- 03-21T13: 39: 38Z</ LAST_VM SCANNED_DATE>
<LAST_VM SCANNED DURATI ON>229</ LAST_VM SCANNED DURATI ON>
<LAST_VM AUTH_SCANNED_ DATE>2017- 03-
21T13: 39: 38Z</ LAST_VM AUTH_SCANNED_DATE>
<LAST_VM AUTH_SCANNED DURATI ON>229</ LAST_VM AUTH_SCANNED_DURATI ON>
<LAST_PC_SCANNED DATE>2017-03-21T13: 21: 51Z</ LAST_PC_SCANNED_DATE>
<METADATA>
<EC2>
<ATTRI BUTE>
<NAME><! [ CDATA[ | at est/ dynani c/ i nst ance-
i dentity/ docunent/region]]></ NAME>
<LAST_STATUS>Success</ LAST_STATUS>
<VALUE><! [ CDATA[ us- east - 1] ] ></ VALUE>
<LAST_SUCCESS DATE>2017-03-21T13: 39: 38Z</ LAST_SUCCESS_DATE>
<LAST_ERROR_DATE></ LAST_ERRCOR_DATE>
<LAST_ERROR><! [ CDATA[ ] ] ></ LAST_ERROR>
</ ATTRI BUTE>
</ EC2>
</ METADATA>
</ HOST>
</ HOST_LI ST>
</ RESPONSE>
</ HOST_LI ST_VM DETECTI ON_QUTPUT>

DTD:

https:/ /qualysapi.qualys.com/api/2.0/fo/asset/host/vm/detection/host_list_vm_det
ection_output.dtd

<! ELEMENT HOST (1D, 1P?, |PV6?, TRACKI NG METHOD?, NETWORK | D?,
0S?, OS_CPE?, DNS?, NETBI 0OS?, QG HOSTI D?,
LAST_SCAN_DATETI ME?, LAST VM SCANNED DATE?,
LAST_VM SCANNED DURATI ON?, LAST_VM AUTH_SCANNED DATE?,
LAST VM AUTH_SCANNED DURATI ON?, LAST_PC_SCANNED DATE?,
TAGS?, METADATA?, DETECTI ON LI ST)>

<! ELEMENT NAME (#PCDATA) >

<! ELEMENT COLOR (#PCDATA) >

<! ELEMENT BACKGROUND COLOR (#PCDATA) >

<! ELEMENT METADATA ( EC2| GOOGLE| AZURE) +>
<! ELEMENT EC2 (ATTRI BUTE*) >
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<! ELEVENT GOOGLE ( ATTRI BUTE*) >
<! ELEMENT AZURE ( ATTRI BUTE*) >

<! ELEMENT ATTRI BUTE

( NAVE, LAST_STATUS, VALUE, LAST_SUCCESS_DATE?, LAST_ERROR DATE?, LAST_ERROR?)
>

<! ELEMENT LAST_STATUS (#PCDATA) >

<! ELEMENT LAST_SUCCESS_DATE (#PCDATA) >

<! ELEMENT LAST_ERROR DATE (#PCDATA) >

<! ELEMENT LAST_ERROR (#PCDATA) >

<! ELEMENT DETECTI ON_LI ST ( DETECTI ON#) >
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IP Update - New DTD for Duplicate Hosts Error

Now when you perform an IP update that results in a Warning about duplicate hosts,
we’ll use the new Duplicate Hosts Error Output DTD (duplicate_hosts_error_output.dtd)
instead of the Command List Output DTD (command_list_output.dtd).

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: curl" -X POST -d

"acti on=updat e& ps=10. 10. 25. 224&t r acki ng_net hod=l P&ost _dns=or al10105-wi n-
25-224. qual ys. com&host _net bi 0s=0ORA10105- W N- 25"

"https://qual ysapi.qualys.conlapi/2.0/folasset/ip/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE DUPLI CATE_HOSTS_ERROR QUTPUT SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/fo/asset/ip/duplicate_hosts_error.d
td">
<DUPLI CATE_HOSTS_ERROR_QUTPUT>
<RESPONSE>
<CODE>1982</ CODE>
<DATETI ME>2017- 03- 16T04: 54: 15Z</ DATETI ME>
<WARNI NG>
<TEXT>You cannot change the tracking nethod for the foll owi ng host
using the APl since there are multiple scan data entries. This can happen
when the host is resolved to different hostnanes in different scan tasks.
You'l | need to change the tracking nmethod using the U. Use the URL to | og
into your account, edit the host and sel ect another tracking nmethod. At
the pronmpt click Apply to save the nbst recent scan data and purge the
ot her scan data. </ TEXT>
<DUPL| CATE_HOSTS>
<DUPL| CATE_HOST>
<I P>10. 10. 25. 224</ | P>
<DNS_HOSTNAME>or a10105- wi n- 25- 224. qual ys. conx/ DNS_HOSTNAME>
<NETBI OS_HOSTNAME>0ORA10105- W N- 25</ NETBI OS_HOSTNAME>
<LAST_SCANDATE>09/ 09/ 2016 at 13:35:29 ( GMI) </ LAST_SCANDATE>
<TRACKI NG>DNS</ TRACKI NG>
</ DUPLI CATE_HOST>
</ DUPL| CATE_HOSTS>

<URL><! [ CDATA[ htt ps: // qual ysguar d. qual ys. com fo/ tool s/i p_assets. php]]></U
RL>
</ WARNI NG
</ RESPONSE>
</ DUPLI CATE_HOSTS_ERROR_QUTPUT>
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<l--
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<l--if
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<l--

returned, POST_DATA will

IP Update - New DTD for Duplicate Hosts Error

QUALYS DUPLI CATE_HOSTS ERROR_OUTPUT DTD - - >

DUPLI CATE_HOSTS_ERROR_QUTPUT ( REQUEST?, RESPONSE) >

REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

DATETI ME (#PCDATA) >

USER_LOGd N ( #PCDATA) >

RESOURCE ( #PCDATA) >

PARAM LI ST ( PARAMt) >

PARAM ( KEY, VALUE) >

KEY (#PCDATA) >

VALUE (#PCDATA) >

be url encoded -->

POST_DATA (#PCDATA) >

RESPONSE ( CODE?,
CCODE ( #PCDATA) >
WARNI NG ( TEXT, DUPLI CATE_HOSTS, URL)>
TEXT (#PCDATA) >
URL (#PCDATA) >

DATETI ME, WARNI NG?) >

DUPLI CATE_HOSTS ( DUPLI CATE_HOST*) >

DUPLI CATE_HOST (I P, DNS_HOSTNAME, NETBI OS_HOSTNAME,
LAST_SCANDATE, TRACKI NG) >

| P (#PCDATA) >

DNS_HOSTNAME ( #PCDATA) >

NETBI OS_HOSTNAME (#PCDATA) >

LAST_SCANDATE ( #PCDATA) >

TRACKI NG ( #PCDATA) >

EOF -->

Updated DTD:

We removed CODE and WARNING from the RESPONSE element in the Command List
Output DTD (command_list_output.dtd).

<l--
<l--
<! ELEMENT

<! ELEMENT

<! ELEMENT
<! ELEMENT

Qualys API Release Notes

QUALYS COWWAND LI ST_OQUTPUT DTD - ->
$Revi si on$ -->

COVMAND_LI ST_OUTPUT ( REQUEST?, RESPONSE) >

REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

DATETI ME ( #PCDATA) >

USER _LOG N ( #PCDATA) >
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<! ELEMENT RESOURCE ( #PCDATA) >

<! ELEMENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE)>

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<l-- if returned, POST_DATA will be urlencoded -->
<! ELEVMENT POST_DATA ( #PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, COMMAND LI ST?) >
<! ELEVENT COMMAND LI ST ( COVMAND+| COVMMAND OUTPUT+) >

<! ELEMENT COWMAND (1D, STATUS, OPERATI ON, FRI ENDLY_NAME, LAUNCH DATE,
LAST_UPDATED_DATE) >

<! ELEMENT | D (#PCDATA) >

<! ELEMENT STATUS (#PCDATA) >

<! ELEMENT OPERATI ON ( DESCRI PTI ON, STATUS) >

<! ELEMENT FRI ENDLY_NAME (#PCDATA) >

<! ELEMENT LAUNCH DATE (#PCDATA) >

<! ELEMENT LAST_UPDATED DATE (#PCDATA) >

<! ELEMENT DESCRI PTI ON ( #PCDATA) >

<! ELEMENT COMMAND_OUTPUT (I D, STDI N?, STDOUT?, STDERR?)>
<! ELEMENT STDI N (#PCDATA) >

<! ELEMENT STDOUT (#PCDATA) >

<! ELEMENT STDERR ( #PCDATA) >

<l-- ECF -->
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Export user activity log for a subscription

A new API /api/2.0/fo/activity_log/ is introduced to export the user activity log for a
subscription to CSV format.

Parameter Description

action=list (Required) The action required for the API request: list. The
POST or GET method can be used.

user_action={value} (Optional) The actions included in the output depends on
your user role. For example, user login or logout.
Managers see all actions taken by all users. Unit Managers
see actions taken by users in their business unit. Scanners
and Readers see their own actions only.

action_details={value} (Optional) User action details for example, user_logged in
or user_logged out.

username={value} (Optional) The name of the user who performed the action.
Usernames are included only if you are a Manager or a Unit
Manager.

A Unit Manager can see usernames only for users in the
Unit Manager’s hierarchy.

user_role={value} (Optional) The role of the user who performed the action.
Logs are exported for any of the following user roles:
- Manager
- Unit Manager
- Auditor
- Scanner
- Reader
- KnowledgeBase Only
- Remediation User
- Contact
User roles are included only if you are a Manager or a Unit
Manager. A Unit Manager can see user roles only for users
in the Unit Manager’s hierarchy.

since_datetime={value} (Optional) Specify the date to include the activity log
starting from that point in time. Date must be in the format
YYYY-MM-DD HH:ii:ss, and must be less than or equal to
today’s date.

until_datetime={value} (Optional) Specify the date to include the activity log until a
specific point in time. Date must be in the format YYYY-
MM-DD HH:ii:ss, and must be more than or equal to
since_datetime, and less than or equal to today’s date.
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Parameter

Description

output_format=CSV

(Optional) CSV (default)

truncation_limit={value}

(Optional) Limit the number of log records to include in the

CSV output.

API request:

curl -u "usernane: password” -k -H "X-Requested-Wth:curl"
"https://qual ysapi.qualys.confapi/2.0/fo/activity_| og/?action=list"

The activity log gets exported in CSV format.

Sample CSV output:

"Date","Action","Mdule", "Detail s","User Nanme","User

"2017-02-03T04: 35: 382", "l ogi n", "aut h", "user _| ogged
in","saand_rn", "Manager", "10. 113. 195. 136"
"2017-02-02T13:58: 162", "l ogi n", "aut h", "user _| ogged
in","saand_rn", "Manager", "10. 113. 195. 136"
"2017-02-02T13: 48: 072", "request ", "aut h", "API :

[api/2.0/folactivity_l og/index. php", "saand_rn", " Manager", " 10.

"2017-02-02T13: 31: 192", "request ", "aut h", "API :

[api/2.0/folactivity_log/index.php","saand_rn","Manager", " 10.

"2017-02-02T13: 28: 382", "request ", "aut h", "API :

[api/2.0/folactivity_l og/index. php", "saand_rn", " Manager", "10.

"2017-02-02T13: 28: 172", "request ", "aut h", "API :

[api/2.0/folactivity_l og/index. php", "saand_rn", " Manager", "10.

"2017-02-02T13: 27: 272", "request ", "aut h", "API :

[api/2.0/folactivity_log/index.php","saand_rn","Manager", " 10.

"2017-02-02T13: 26: 417", "request ", "aut h", "API :

[api/2.0/folactivity_l og/index. php", "saand_rn", " Manager", "10.

Rol e", " User

113.
113.
113.
113.
113.

113.

"2017-02-02T12: 52: 432", "set","host _attri bute","coment=[vvv] for
11.11.11. 4", "saand_rn", "Manager", " 10. 113. 14. 208"
"2017-02-02T12: 52: 432", "add", "option","11.11.11.4 added to both VM PC
i cense", "saand_rn", " Manager", "10. 113. 14. 208"
"2017-02-02T12: 50: 327", "create", "net wor k", " New Net wor k:
"abc' ", "saand_rn", "Manager", "10. 113. 14. 208"
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Action Log API V1 - added User Details in Output

We're providing more user details in the output of the Action Log API V1
(/msp/action_log_report.php). For create user, update user and change primary contact
actions, the details will now include the user role and user login for the user account that
changed. There are no DTD updates.

User details appear in this format:

firstname | astnane (user role: user |ogin)

Example

API request:

curl -u "USERNAME: PASSWORD' -k -H "X-Requested-Wth: Curl™
"https://qual ysapi.qualys. conl nmsp/acti on_| og_report. php?date_from=2017-
04- 03"

XML output:

This example shows details for the following actions: new account created, account
updated, and primary contact changed.

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE ACTI ON_LOG REPORT SYSTEM
"https://qual ysapi.qual ys.confaction_|l og_report.dtd">
<ACTI ON_LOG_REPORT>
<DATE_FROW-2017- 04- 03T00: 00: 00Z</ DATE_FROW>
<DATE_TO>2017- 04- 04T08: 34: 11Z</ DATE_TO>
<ACTI ON_LOG LI ST>
<ACTI ON_LOG>
<DATE>2017- 04- 04T08: 09: 53Z</ DATE>
<MODULE><! [ CDATA[ aut h] ] ></ MODULE>
<ACTI ON>| ogi n</ ACTI ON\>
<DETAI LS><! [ CDATA[ user _| ogged i n]] ></ DETAI LS>
<USER>
<USER_LOd N>qual ys_sv19</ USER LOG N>
<FI RSTNAVE><! [ CDATA[ Suzy] ] ></ FI RSTNAME>
<LASTNAME><! [ CDATA[ Van Pel t]]></ LASTNAMVE>
<ROLE>Manager </ ROLE>
</ USER>
<I P>10. 10. 193. 20</ | P>
</ ACTI ON_LOG>
<ACTI ON_LOG>
<DATE>2017- 04- 04T08: 24: 21Z</ DATE>
<MODULE><! [ CDATA[ account ] ] ></ MODULE>
<ACTI ON>cr eat e</ ACTI ON>
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<DETAI LS><! [ CDATA[ User Patrick Slimer (Manager: qualys_ps21)
created by Suzy Van Pelt (Manager: qual ys_sv19)]]></DETAILS>
<USER>
<USER_LOG N>qual ys_sv19</ USER_LOG N>
<FI RSTNAVE><! [ CDATA[ Suzy] ] ></ FI RSTNAME>
<LASTNAME><! [ CDATA[ Van Pel t]]></ LASTNAME>
<ROLE>Manager </ ROLE>
</ USER>
<I P>10. 10. 193. 10</ | P>
</ ACTI ON_LCG>
<ACTI ON_LOG>
<DATE>2017- 04- 04T08: 19: 45Z</ DATE>
<MODULE><! [ CDATA[ account ] ] ></ MODULE>
<ACTI ON>updat e</ ACTI ON>
<DETAI LS><! [ CDATA[ user Dani el Fedasz (Reader: qual ys_df 20) updated
by Suzy Van Pelt (Manager: qualys_sv19): user_role set from' Scanner' to
'Reader', Create option profiles disabled, Transfer Asset G oups enabl ed,
Transfer personal configurations enabl ed, Asset groups set from'none' to
'none']] ></ DETAI LS>
<USER>
<USER_LOd N>qual ys_sv19</ USER LOG N>
<FI RSTNAME><! [ CDATA[ Suzy] ] ></ FI RSTNAVE>
<LASTNAME><! [ CDATA[ Van Pel t]]></ LASTNAME>
<ROLE>Manager </ ROLE>
</ USER>
<I P>10. 10. 193. 10</ | P>
</ ACTI ON_LCG>
<ACTI ON_LOG>
<DATE>2017- 04- 04T08: 26: 01Z</ DATE>
<MODULE><! [ CDATA[ pri mary_cont act] ] ></ MODULE>
<ACTI ON>save</ ACTI ON\>
<DETAI LS><! [ CDATA[ Primary contact for the subscription is changed
from Suzy Van Pelt (Manager: qualys_sv19)to Patrick Slimer (Manager:
qual ys_ps21)]]></ DETAI LS>
<USER>
<USER_LOG N>qual ys_sv19</ USER_LOG N>
<Fl RSTNAME><! [ CDATA[ Suzy] ] ></ FI RSTNAME>
<LASTNAME><! [ CDATA[ Van Pel t]]></ LASTNAVE>
<ROLE>Manager </ ROLE>
</ USER>
<l P>10. 10. 193. 9</ | P>
</ ACTI ON_LCG>
</ ACTI ON_LOG LI ST>
</ ACTI ON_LOG_REPORT>
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Asset Search APIs - Search by EC2 Instance Status, ID

We’ve added new input parameters to the Asset Search APIs to allow users to easily find
their Amazon EC2 assets with a particular instance status (running, terminated, stopped,
etc) or instance ID. For example, you can find EC2 instances that are terminated in order
to purge or remove them from your account.

These APIs were updated:
Asset Search API v1 (/msp/asset_search.php)
Asset Search API v2 (/api/2.0/fo/report/asset/)

Asset Search API v1

New Input Parameters

Use these new parameters to search for assets based on EC2 instance status or ID.

Parameter Description

ec2_instance_status={value} (Optional) Specify the EC2 instance status to be searched.
Possible values: RUNNING, TERMINATED, PENDING,
STOPPING, SHUTTING_DOWN, STOPPED. Values are
case-sensitive.

ec2_instance_id={value} (Optional) Specify the EC2 instance ID to be searched. Enter
the value in this format: MODIFIER:ID where MODIFIER is
one of these values: begin, match, contain, end.

For example:
ec2_instance_id=contain:i-0299276e783120b15

Examples
Sample 1 - Search EC2 hosts with EC2 instance 1D i-0299276e783120b15

API request:

curl -u "USERNAME: PASSWORD' -k -H "X-Requested-Wth: Curl™
"https://qual ysapi.qual ys. conl nsp/ asset _sear ch. php?t arget _asset _groups=ag
ec2&ec2_instance_i d=contai n:i-0299276e783120b15"

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE ASSET_SEARCH REPORT SYSTEM
"https://qual ysapi.qual ys. conl asset _search_report.dtd">

<ASSET_SEARCH REPORT>
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<HEADER>
<COVPANY><! [ CDATA[ qual ys-t est]] ></ COVPANY>
<USERNAME>quays_sc2</ USERNAME>
<GENERATI ON_DATETI ME>2017- 04- 11T10: 08: 53Z</ GENERATI ON_DATETI ME>
<FI LTERS>
<ASSET_GROUPS>
<ASSET_GROUP_TI TLE><! [ CDATA[ agec?2] ] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUPS>
<FI LTER EC2_I NSTANCE_I D criterion="contai n"><![ COATA[i -
0299276e783120b15] ] ></ FI LTER_EC2_| NSTANCE_| D>
<EC2_| NSTANCE_STATUS>RUNNI NG</ EC2_| NSTANCE_STATUS>
</ FI LTERS>
</ HEADER>
<l-- 1.0%done - Searching Database... -->
<HOST_LI ST>
<HOST>
<l P>10. 91. 78. 235</ | P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHCD>
<DNS><! [ CDATA[ i - 0299276e783120b15] ] ></ DNS>
<EC2_I NSTANCE_| D><! [ CDATA[ i - 0299276e783120b15] ] ></ EC2_| NSTANCE_| D>
<OPERATI NG_SYSTEM><! [ CDATA[ ] ] ></ OPERATI NG_SYSTEM>
<ASSET_GROUPS>
<ASSET_GROUP_TI TLE><! [ CDATA[ Al | ] ] ></ ASSET_CROUP_TI TLE>
<ASSET_GROUP_TI TLE><! [ CDATA[ agec?2] ] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUPS>
</ HOST>
</ HOST_LI ST>
</ ASSET_SEARCH_REPORT>

Sample 2 - Search all EC2 hosts which are currently in RUNNING state and having
instance ID i-0299276e783120b15

API request:

curl -u "USERNAME: PASSWORD' -k -H "X-Requested-Wth: Curl™

"https://qual ysapi.qual ys. conl nsp/ asset _sear ch. php?target _asset _groups=ag
ec2&ec2_i nstance_st at us=RUNNI NG&ec?2_i nst ance_i d=contai n:i -
0299276e783120b15"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE ASSET_SEARCH REPCORT SYSTEM
"https://qual ysapi.qual ys. conl asset _search_report.dtd">

<ASSET_SEARCH_REPORT>
<HEADER>
<COWVPANY><! [ CDATA[ qual ys-t est]] ></ COMPANY>
<USERNAME>quays_sc2</ USERNAME>
<GENERATI ON_DATETI ME>2017- 04- 11T10: 08: 53Z</ GENERATI ON_DATETI ME>
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<FI LTERS>
<ASSET_GROUPS>
<ASSET_GROUP_TI TLE><! [ CDATA[ agec?] ] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUPS>
<FI LTER_EC2_I NSTANCE_I D criterion="contain"><![ COATA[I -
0299276e783120b15] ] ></ FI LTER_EC2_| NSTANCE_| D>
<EC2_1 NSTANCE_STATUS>RUNNI NG</ EC2_| NSTANCE_STATUS>
</ FI LTERS>
</ HEADER>
<l-- 1.0%done - Searching Database... -->
<HOST_LI ST>
<HOST>
<l P>10. 91. 78. 235</ | P>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<DNS><! [ CDATA[ i - 0299276€783120b15] ] ></ DNS>
<EC2_1 NSTANCE_| D><! [ CDATA[ i - 0299276e783120b15] ] ></ EC2_| NSTANCE_| D>
<OPERATI NG_SYSTEM><! [ CDATA[ ] ] ></ OPERATI NG_SYSTEM>
<ASSET_GROUPS>
<ASSET_GROUP_TI TLE><! [ CDATA[ Al | ] ] ></ ASSET_GROUP_TI TLE>
<ASSET_GROUP_TI TLE><! [ CDATA[ agec?] ] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUPS>
</ HOST>
</ HOST_LI ST>
</ ASSET_SEARCH_REPORT>

Asset Search API v2

New Input Parameters

Use these new parameters to search for assets based on EC2 instance status or ID.

Parameter Description

ec2_instance_status={value} (Optional) Specify the EC2 instance status to be searched.
Possible values: RUNNING, TERMINATED, PENDING,
STOPPING, SHUTTING_DOWN, STOPPED. Values are
case-sensitive.

ec2_instance_id={value} (Optional) Specify the EC2 instance ID to be searched.

ec2_instance_id is valid only when
ec2_instance_id_modifier is specified

ec2_instance_id_modifier={va (Optional) Show only hosts with ec2_instance_id that is
lue} either: beginning with, containing, matching, ending with,
not empty.

ec2_instance_id_modifier is valid only when
ec2_instance_id is specified

Qualys API Release Notes 62



Asset Search APIs - Search by EC2 Instance Status, ID

Examples

Sample 1 - Search EC2 host with EC2 instance ID i-0fb7086{985856fa4

API request:

curl -u "USERNAME: PASSWORD' -k -H "X-Requested-Wth: Curl" -d

"acti on=sear ch&out put _f or mat =xm & r acki ng_net hod=EC2&use_t ags=1&t ag_set _b
y=nane&t ag_set _i ncl ude=useasttag&ec?2_i nstance_i d=i -

0f b7086f 985856f a4&ec2_i nst ance_i d_nodi fi er =cont ai ni ng"

"https://qual ysapi.qualys.conifapi/2.0/fo/report/asset/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE ASSET_SEARCH REPCRT SYSTEM
"https://qual ysapi.qual ys. conl asset _search_report_v2.dtd">

<ASSET_SEARCH_REPORT>
<HEADER>
<COMPANY><! [ CDATA[ qual ys-t est]] ></ COVPANY>
<USERNAME>qual ys_ps</ USERNAME>
<GENERATI ON_DATETI ME>2017- 04- 11T10: 17: 32Z</ GENERATI ON_DATETI ME>
<TOTAL>1</ TOTAL>
<FI LTERS>
<ASSET_TAGS>
<I NCLUDED _TAGS scope="any" >
<ASSET_TAG><! [ CDATA[ useast t ag] ] ></ ASSET_TAG>
</ | NCLUDED_TAGS>
</ ASSET_TAGS>
<TRACKI NG_METHOD><! [ CDATA[ EC2] ] ></ TRACKI NG_METHOD>
</ FI LTERS>
</ HEADER>

<HOST_LI ST>
<HOST>
<| P><! [ CDATA[ 10. 73. 188. 6] ] ></ | P>
<HOST_TAGS><! [ CDATA[ EC2, Virginia, agec2, sada-0117-targets, sada-new
0308, useasttag;
11 ></ HOST_TAGS>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHCD>
<DNS><! [ CDATA[ i p- 10- 73-188- 6. ec2. i nt er nal ] ] ></ DNS>
<EC2_| NSTANCE_| D><! [ CDATA[ i - Of b7086f 985856f a4] ] ></ EC2_| NSTANCE_I| D>
<LAST_SCAN_DATE />
<FI RST_FOUND_DATE / >
</ HOST>

</ HOST_LI ST>
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Sample 2 - Search all EC2 hosts which are currently in TERMINATED state and having
instance ID i-0b121b9211d7e25cb

API request:

curl -u "USERNAME: PASSWORD' -k -H "X-Requested-Wth: Curl" -d

"acti on=sear ch&out put _f or mat =xm &t r acki ng_net hod=EC2&use_t ags=1&t ag_set _b
y=nane&t ag_set _i ncl ude=useasttag&ec2_i nst ance_st at us=TERM NATED&ec?2_i nst a
nce_i d=i - 0b121b9211d7e25cb&ec2_i nst ance_i d_nodi fi er =cont ai ni ng"
"https://qual ysapi.qualys. conifapi/2.0/fo/report/asset/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE ASSET_SEARCH REPORT SYSTEM
"https://qual ysapi.qual ys. conl asset _search_report_v2.dtd">

<ASSET_SEARCH_REPORT>
<HEADER>
<COVPANY><! [ CDATA[ qual ys-t est]] ></ COMPANY>
<USERNAME>sada- cust oner cust onmer </ USERNAVE>
<GENERATI ON_DATETI ME>2017- 04- 11T10: 49: 05Z</ GENERATI ON_DATETI ME>
<TOTAL>1</ TOTAL>
<FI LTERS>
<ASSET_TAGS>
<I NCLUDED_TAGS scope="any" >
<ASSET_TAG><! [ CDATA| useast t ag] ] ></ ASSET_TAG>
</ | NCLUDED_TAGS>
</ ASSET_TAGS>
<TRACKI NG_METHOD><! [ CDATA[ EC2] ] ></ TRACKI NG_METHOD>
</ FI LTERS>
</ HEADER>

<HOST_LI ST>
<HOST>
<l P><! [ CDATA[ 10. 90. 2. 175] ] ></ | P>
<HOST_TAGS><! [ CDATA] EC2, Vriginia, por-6586, sada-0117-targets, sada-
new 0308, useasttag;
]1></ HOST_TAGS>
<TRACKI NG_METHOD>EC2</ TRACKI NG_METHOD>
<DNS><! [ CDATA[ i - 0b121b9211d7e25cb] ] ></ DNS>
<EC2_1 NSTANCE_| D><! [ CDATA[ i - 0b121b9211d7e25cb] ] ></ EC2_| NSTANCE_| D>
<LAST_SCAN _DATE />
<FI RST_FQOUND_DATE / >
</ HOST>
</ HOST_LI ST>
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VM - New API Support for Report Templates

You can now use APlIs to create custom reports with views on your scan results and the
current vulnerabilities on your hosts. Use various report templates provided by Qualys
as a starting point.

APIs are now available to perform various actions on templates for the following report
types: Scan Template, PCI Scan Template, Patch Template, Map Template

The Report Template API allows users to perform the following actions.

Action Supported Description
Access Method
Create POST Create a report template. A unique template ID is generated
for the new template.
Update PUT Update an existing report template.
Delete POST Delete an existing report template.
Export GET Export a specific report template based on the template ID,

or all templates for the report type.

Once you have your template the way you want you can run reports using the templates
using the Report API /api/2.0/fo/report. For details and examples, see Qualys APl V2
User Guide.

Scan Template API

The API /api/2.0/fo/report/template/scan/ allows you to perform actions such as
create, update, delete and export on the Scan Template.

Scan Template Request

A summary of API Endpoint URLSs is provided below.

Action API Endpoint /required parameters Method

Create Scan Template <base_url>/api/2.0/fo/report/template/scan/ POST
Required parameters:
action=create
report_format=xml

Update Scan Template <base_url>/api/2.0/fo/report/template/scan/ PUT

Required parameters:
template_id={value}
action=update
report_format=xml
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Action

API Endpoint /required parameters Method

Delete Scan Template

<base_url>/api/2.0/fo/report/template/scan/ POST
Required parameters:

template_id={value}

action=delete

Export Scan Template

<base_url>/api/2.0/fo/report/template/scan/ GET
Required parameters:

action=export

report_format=xml

Optional parameter:
template_id={value}

When unspecified all templates for the report type
get exported.

Scan Template settings

These parameters (all are optional) are used for a create or update request to define scan
template settings. When creating a new template the default value is shown in bold

where applicable.
Parameter Description
Title The template title and owner.

title={value}

A string value for the title. Length is maximum 64 characters.

owner={value}

Username of the owner of this template.

Validity of the owner to create reports is based on the user role
or business unit.

See About template owner.

Target

What target assets to include in the report.

scan_selection={HostBased |
ScanBased | }

Specify HostBased for Host Based Findings (default for new
template) or ScanBased for Scan Based Findings. Choosing
Host Based Findings allows you to report on the latest
vulnerability data from all of your scans. Choosing Scan
Based Findings allows you to run a report based on saved
scan results.

include_trending={0|1}

Specify 1 to include trending. Choose a timeframe (daily,
weekly or monthly) to analyze the vulnerability status for the
timeframe selected.

This parameter is required only if scan_selection=HostBased.
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Parameter

Description

limit_timeframe={0 | 1}

Specify 1 to only include scan results from the specified time
frame. This ensures that only vulnerability information
gathered in the timeframe that you've specified is included in
the report. If unspecified, vulnerability information for hosts
that were last scanned prior to the report timeframe may be
included.

This parameter is required only if scan_selection=HostBased.

selection_type={day | month |
weeks | date | none}

Specify whether to include trending information for number
of weeks, days or months or a specific date.

Selecting none will create a report without any trending
information included.

This parameter is required only if scan_selection=HostBased.

selection_range={value}

Specify the range for the selection type. Specify a number of
units (1]3]5]7]15]30]60 |90) for days, weeks or months.
Date must be in the format yyyy-mm-dd (2017-04-05), and
must be less than or equal to today’s date.

Trending information since the last number of units or the
specified date will be included.

This parameter is required only if scan_selection=HostBased.

asset_groups={value}

Specify the name of the asset group(s) to report on. Multiple
asset groups are comma separated. We'll report on all the IPs
in the asset groups.

This parameter is required only if scan_selection=HostBased.

asset_group_ids={value}

Specify the ID of the asset group(s) to report on. Multiple
asset group IDs are comma separated. We'll report on all the
IPs in the asset groups.

This parameter is required only if scan_selection=HostBased.

network={value}

(Valid only when the Networks feature is enabled for your
account.) A network name containing the IPs to include. For a

new template the default network is Global Default Network.

ips={value}xml}

Specify the IPs or IP ranges to report on. Multiple IPs or IP
ranges are comma separated.
This parameter is required only if scan_selection=HostBased.

tag_set_by={name |id}

Specify the name of the tags or the ID of the tags for the hosts
you want to report on. Multiple tag names or tag IDs are
comma separated.

tag_include_selector=
{ALL|ANY}

Specify ALL to match all the asset tags for the hosts you want
to report on (This is an AND operation). Specifying ANY will
match any of the assets tags (This is an OR operation).

This parameter is required only if scan_selection=HostBased.
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Parameter

Description

tag_set_include={value}

Specify asset tags for the hosts you want to report on. We'll
find the hosts in your account that match your tag selection
and include them in the report.

Multiple tags can be provided using comma separated values.
This parameter is required only if scan_selection=HostBased.

tag_exclude_selector=
{ALL|ANY}

Specify ALL to match all the asset tags for the hosts you want
do not want to report on (This is an AND operation).
Specifying ANY will match any of the assets tags (This is an
OR operation).

This parameter is required only if scan_selection=HostBased.

tag_set_exclude={value}

Specify asset tags for the hosts you do not want to report on.
We'll find the hosts in your account that match your tag
selection and exclude them from the report.

Multiple tags can be provided using comma separated values.
This parameter is required only if scan_selection=HostBased.

host_with_cloud_agents=
{all | scan | agent}

What host findings to include in the report when CA module
is enabled. Your options are:

all - All data

scan - Scan data, i.e. include findings from scans that didn’t
use Agentless Tracking

agent - Agent data, i.e. include findings from the agent when
merging is enabled (i.e. Show unified view hosts option in UI
under Users > Setup > Cloud Agent Setup)

display_text_summary={0 | 1}

Specify 1 to include the following summary info for the entire
report: total vulnerabilities detected, overall security risk,
business risk (for reports sorted by asset group), total
vulnerabilities by status, total vulnerabilities by severity and
top 5 vulnerability categories.

graph_business_risk={0 | 1}

Specify 1 to include the business risk information.

Note that some graphs are only available when trend
information is included. Keep in mind that your filter settings
will affect the data reflected in your graphs.

graph_vuln_over_time={0|1}

Specify 1 to include the vulnerabilities by severity over time.

graph_status={0|1}

Specify 1 to include the vulnerabilities by status.

graph_potential_status={0| 1}

Specify 1 to include the potential vulnerabilities by status.

graph_severity={0|1}

Specify 1 to include the vulnerabilities by severity.

Display

Display options such as graphs amount of detail.

graph_potential_severity=
{0]1}

Specify 1 to include the potential vulnerabilities by severity.

graph_ig_severity={0|1}

Specify 1 to include the information gathered by severity.
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Parameter

Description

graph_top_categories={0|1}

Specify 1 to include the top five vulnerable categories.

graph_top_vulns={0| 1}

Specify 1 to include the ten most prevalent vulnerabilities.

graph_os={0|1}

Specify 1 to include the operating systems detected.

graph_services={0|1}

Specify 1 to include the services detected.

graph_top_ports={0|1}

Specify 1 to include the ports detected.

display_custom_footer={0|1}

Specify 1 to include custom text in the report footer.

display_custom_footer_text=
{value}

Specify custom text like a disclosure statement or data
classification (e.g. Public, Confidential). The text you enter
will appear in all reports generated from this template, except
reports in XML and CSV formats. Length is maximum 4000
characters.

sort_by={host| vuln | os |
group | service | port}

Specify how you want to organize the Detailed Results section
of your report - by host, vuln (i.e. vulnerability), group (i.e.
asset group), service or port.

cvss={all | cvssv2 | cvssv3}

Specify the CVSS version score you want to display in reports.
all - both CVSS versions
cvssv2 - CVSS version 2
cvssv3 - CVSS version 3

host_details={0| 1}

Specify 1 to include identifying information for each host
agent like the asset ID and related IPs (IPv4, IPv6 and MAC
addresses).

This parameter is required only if scan_selection=HostBased
and sort_by=host.

metadata_ec2_instances={0 | 1}

Specify 1 to include metadata information for each EC2 asset.
This could be EC2 instance information such as accountld,
region, availabilityZone, instanceld, instanceType, imageld,
and kernelld.

include_text_summary={0| 1}

Specify 1 to include the following summary info for each host,
vulnerability, asset group, etc (depending on the sorting
method you selected): total vulnerabilities detected, the
security risk, the business risk (for reports sorted by asset
group), total vulnerabilities by status, total vulnerabilities by
severity and top 5 vulnerability categories.

include_vuln_details={0| 1}

Specify 1 to include additional details for each vulnerability in
the report.

include_vuln_details_threat=
{0]1}

Specify 1 to include a description of the threat.

include_vuln_details_impact=
o1}

Specify 1 to include possible consequences that may occur if
the vulnerability is exploited.
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Parameter

Description

include_vuln_details_solution
={0]1}

Specify 1 to include a verified solution to remedy the issue,
such as a link to the vendor's patch, Web site, or a
workaround.

include_vuln_details_vpatch=
{01}

Specify 1 to include virtual patch information correlated with
the vulnerability, obtained from Trend Micro real-time feeds.

include_vuln_details_complia
nce={0]1}

Specify 1 to include compliance information correlated with
the vulnerability.

include_vuln_details_exploit=
{01}

Specify 1 to include exploitability information correlated with
the vulnerability, includes references to known exploits and
related security resources.

include_vuln_details_malware
={0]1}

Specify 1 to include malware information correlated with the
vulnerability, obtained from the Trend Micro Threat
Encyclopedia.

include_vuln_details_results=
{01}

Specify 1 to include specific scan test results for each host,
when available. We'll also show the date the vulnerability was
first detected, last detected and the number of times it was
detected.

include_vuln_details_reopene
d={0]1}

Specify 1 to include information related to reopened
vulnerabilities.

include_vuln_details_appendi
x={0|1}

Specify 1 to include more information like IPs in your report
target that don't have any scan results, and IPs that were
scanned but results are not shown (no vulnerabilities were
detected or all vulnerabilities were filtered out).

exclude_account_id={0| 1}

Specify 1 to exclude the account login ID in the filename of
downloaded reports. Use this option to remove the login ID
from the filename.

Filters

Filter options such as vulnerability status, categories, QIDs,
OS.

selective_vulns={complete |
custom}

Specify complete to show results for any and all
vulnerabilities found.

Specify custom to filter your reports to specific QIDs (add
static search lists) or to QIDs that match certain criteria (add
dynamic search lists). For example, maybe you only want to
report on vulnerabilities with severity 4 or 5. Tip - Exclude
QIDs that you don't want in the report.

search_list_ids={value}

Specify search list ID or QID. Multiple search list IDs or QIDs
can be provided using values separated by a comma.
This parameter is required only if selective_vulns=custom.

exclude_qid_option={0]1}

Specify 1 to exclude QIDs from the report.
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Parameter

Description

exclude_search_list_ids=
{value}

Specify QID to be excluded from the report. Multiple QIDs
can be provided using values separated by a comma.
This parameter is required only if exclude_gid_option=1.

included_os={value}

Specify the operating system name to filter hosts. For
example, to only report on Linux hosts make sure you provide
the operating system name for Linux.

Multiple operating system names can be provided using
values separated by a comma.

Specify ALL to include all operating systems.

See Identified OS.

status_new={0| 1}

Specify 1 to include vulnerabilities in your report based on the
current vulnerability status - New.

status_active={0| 1}

Specify 1 to filter vulnerabilities in your report based on the
current vulnerability status - Active.

status_reopen={0 | 1}

Specify 1 to filter vulnerabilities in your report based on the
current vulnerability status - Re-Opened.

status_fixed={0 |1}

Specify 1 to filter vulnerabilities in your report based on the
current vulnerability status - Fixed.

vuln_active={0]|1}

Specify 1 to filter confirmed vulnerabilities in your report
based on the state - Active.

vuln_disabled={0 | 1}

Specify 1 to filter confirmed vulnerabilities in your report
based on the state - Disabled.

vuln_ignored={0| 1}

Specify 1 to filter confirmed vulnerabilities in your report
based on the state - Ignored.

potential_active={0|1}

Specify 1 to filter potential vulnerabilities in your report based
on the state - Active.

potential_disabled={0]|1}

Specify 1 to filter potential vulnerabilities in your report based
on the state - Disabled.

potential_ignored={0]1}

Specify 1 to filter potential vulnerabilities in your report based
on the state - Ignored.

ig_active={0]1}

Specify 1 to filter the information gathered in your report
based on the state - Active.

ig_disabled={0]|1}

Specify 1 to filter the information gathered in your report
based on the state - Disabled.

ig_ignored={0|1}

Specify 1 to filter the information gathered in your report
based on the state - Ignored.

display_non_running_kernels
=01}

Specify 1 to include a list of all vulnerabilities found on non-
running kernels.
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Parameter

Description

exclude_non_running_kernel=
{0]1}

Specify 1 to exclude vulnerabilities found on non-running
kernels.

Use only one parameter at a time: highlight_arf_kernel or
arf_kernel.

exclude_non_running_services
={0|1}

Specify 1 to only include vulnerabilities found where the
port/service is running.

exclude_gids_not_exploitable_
due_to_configuration={0 | 1}

Specify 1 to exclude vulnerabilities that are not exploitable
because there’s a specific configuration present on the host.

exclude_superceded_patches={
0]1)

Specify 1 to exclude every patch QID which is superceded
(replaced) by another patch QID recommended for the same
Host.

categories_list={value}

Specify the category name to filter hosts in your report based
on various categories. For example, if you're only interested in
Windows vulnerabilities make sure you provide the category
name for Windows.

Multiple category names can be provided using values
separated by a comma.

Specify ALL to include all categories.

See Categories.

Services and Ports

Services and ports to include in report.

required_services={value}

Specify the name of a required service. Multiple service
names can be provided using values separated by a comma.
We'll report QID: 38228 (when a required service is NOT
detected).

See Identified Services.

unauthorized_services=
{value}

Specify the name of an unauthorized service. Multiple service
names can be provided using values separated by a comma.
We'll report QID: 38175 (when an unauthorized

service is detected).

See Identified Services.

required_ports={value}

Specify required ports. Multiple ports can be provided using
values separated by a comma. We'll report QID: 82051 (when
a required port is NOT detected).

unauthorized_ports={value}

Specify unauthorized ports. Multiple ports can be provided
using values separated by a comma.

We'll report QID: 82043 (when an unauthorized port is
detected).
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Parameter Description

User Access Control user access to template and reports generated from
template.

global={0]|1} Share this report template with other users by making it

global. Specify 1 to make it global.

report_access_users=({value} Specify the username to share the report with a user who
wouldn't already have access to the report. Multiple
usernames can be provided using values separated by a
comma. Each user you add will be able to view reports
generated from this template even if they don't have access to
the IPs in the report.

Scan Template examples
Example: Create Scan template

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -X POST -H
"Content-type: text/xm" --data-binary @can_export.xm

"https://qual ysapi.qualys.com api/2.0/folreport/tenpl ate/ scan/ ?acti on=cre
at e&r eport _f ormat =xm "

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 06TO5: 41: 32Z</ DATETI ME>
<CODE>Scan Report Tenpl ate(s) Created Successfully [89876] </ CODE>
<TEXT></ TEXT>
</ RESPONSE>
</ S| MPLE_RETURN>

Example: Update Scan template

API request:

curl -u "USERNAME: PASSWORD' - H " X- Requested-Wth: curl" -X PUT -H " Cont ent -
type: text/xm" --data-binary @can_export.xm

"https://qual ysapi.qualys. conifapi/2.0/folreport/tenplate/scan/?acti on=upd
at e&t enpl at e_i d=8209&r eport _f or mat =xn "
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XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/sinmple_return.dtd">
<SI MPLE_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 04T10: 52: 34Z</ DATETI Me>
<CODE>Scan Report Tenpl ate Updated Successful ly [8209] </ CODE>
<TEXT></ TEXT>
</ RESPONSE>
</ SI MPLE_RETURN>

Example: Delete Scan template

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -d
"acti on=del et e&t enpl at e_i d=8209"
"https://qual ysapi.qualys. confapi/2.0/folreport/tenplate/scan/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/sinple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 04T10: 54: 37Z</ DATETI ME>
<CODE>Scan Report Tenpl ate(s) Deleted Successfully [8209] </ CODE>
<TEXT></ TEXT>
</ RESPONSE>
</ S| MPLE_RETURN>

Example: Export Scan template

API request:
curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth:curl”

"https://qual ysapi.qual ys. confapi/2.0/fol/report/tenpl ate/ scan/ ?acti on=exp

ort & enpl at e_i d=89470&r eport _f or mat =xm "

Exports the report template based on the template ID. When the template ID is not
specified, exports all templates for the report type.

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE REPORTTEMPLATE SYSTEM

"https://qual ysapi.qualys. conifapi/2.0/folreport/tenplate/scan/scanreportt

enpl ate_i nfo. dtd">
<REPORTTEMPLATE>
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<SCANTEMPLATE>
<TI TLE>
<I NFO key="
Change] ] ></ | NFC>
<I NFO key="
</ TI TLE>
<TARGET>
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
</ TARGET>
<Dl SPLAY>
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="
<I NFO key="

Qualys API Release Notes

title"><![ CDATA] Scan- Report-To- Creat e- Do not

owner " ><! [ CDATA[ 1086] ] ></ | NFO>

scan_sel ecti on"><! [ CDATA[ Host Based] ] ></ | NFO>

i ncl ude_trendi ng" ><! [ CDATA[ 1] ] ></ | NFO>

sel ection_type"><![ CDATA[ days] ] ></ | NFO>

sel ection_range"><![ CDATA[ 5] ] ></ | NFO>
limt_tinmeframe"><![CDATA[ 1]] ></ | NFO>

asset _groups" ><! [ CDATA[ PBPS- Tar get s]] ></ | NFO>
tag_set_by"><![ CDATA[i d]] ></ | NFO>

tag_set _include"><![ CDATA[ 8644659] ] ></ | NFO>
tag_set _excl ude"><![ CDATA[ 8262228] ] ></ | NFO>
tag_i ncl ude_sel ect or " ><! [ CDATA[ ALL] ] ></ | NFO>
tag_excl ude_sel ect or " ><! [ CDATA[ ALL] ] ></ | NFO>
net wor k" ><! [ CDATA[ - 100] ] ></ | NFG>

i ps"><![ CDATA[ 10. 10. 0. 1, 10. 10. 0. 5] ] ></ | NFC>
host _wi t h_cl oud_agent s"><! [ CDATA[ al | ] ] ></ | NFO>

graph_busi ness_ri sk"><![ CDATA[ 1] ] ></ | NFO>

graph_vul n_over _tine"><![ CDATA[ 1] ] ></ | NFO>

di spl ay_t ext _summary" ><![ CDATA[ 1] ] ></ | NFO>

graph_st at us"><! [ CDATA[ 1] ] ></ | NFO>

graph_pot ential _status"><![ CDATA[ 1] ] ></ | NFO>
graph_severity"><![ CDATA[ 1] ] ></ | NFO>

graph_potential _severity"><![ CDATA[ 1] ] ></ | NFO>
graph_i g_severity"><![ CDATA[ 1] ] ></ | NFO>

graph_t op_cat egori es" ><! [ CDATA[ 1] ] ></ | NFO>

graph_t op_vul ns"><! [ CDATA[ 1] ] ></ | NFO>

graph_os" ><! [ CDATA[ 1] ] ></ | NFO>

graph_servi ces" ><! [ CDATA[ 1] ] ></ | NFO>

graph_t op_ports"><![ CDATA[ 1] ] ></ | NFO>

di spl ay_cust om f oot er " ><! [ CDATA[ 1] ] ></ | NFO>

di spl ay_cust om foot er _t ext"><![ CDATA[ Test @23] ] ></ | NFO>
sort_by"><![ CDATA[ host] ] ></1 NFO>

cvss"><! [ CDATA[ al | ]] ></ | NFC>

host _det ai | s" ><! [ CDATA[ 0] ] ></ | NFO>

ncl ude_t ext _summary" ><! [ CDATA[ 1] ] ></ | NFOC>

ncl ude_vul n_det ai | s"><! [ CDATA[ 1] ] ></ | NFO>

ncl ude_vul n_det ai | s_t hreat " ><! [ CDATA[ 1] ] ></ | NFO>
ncl ude_vul n_det ai | s_i npact " ><! [ CDATA[ 1] ] ></ | NFO>
ncl ude_vul n_detai | s_sol ution"><![ CDATA[ 1] ] ></ | NFC>
i ncl ude_vul n_detai | s_vpat ch"><![ CDATA[ 1] ] ></ | NFO>

i ncl ude_vul n_det ai | s_conpl i ance" ><! [ CDATA[ 1] ] ></ | NFO>
i ncl ude_vul n_detai | s_expl oi t"><![ CDATA[ 1] ] ></ | NFC>
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<I NFO key="i ncl ude_vul n_det ai | s_mal war e" ><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="i ncl ude_vul n_det ai | s_resul t s"><![ CDATA[ 1] ] ></ | NFO>
<I NFO key="i ncl ude_vul n_det ai | s_appendi x" ><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="excl ude_account _i d"><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="i ncl ude_vul n_det ai | s_r eopened" ><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="net adat a_ec2_i nst ances" ><! [ CDATA[ 0] ] ></ | NFO>
</ DI SPLAY>
<FI LTER>
<I NFO key="sel ecti ve_vul ns"><! [ CDATA[ conpl et e] ] ></ | NFO>
<I NFO key="search_list _ids"><![CDATA[]] ></ | NFC>
<I NFO key="excl ude_qgi d_opti on"><![ CDATA[ 1] ] ></ | NFO>
<I NFO key="excl ude_search_list_i ds"><![ CDATA[]] ></ | NFO>
<I NFO key="i ncl uded_os" ><! [ CDATA[ ALL] ] ></ | NFO>
<I NFO key="st at us_new'><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="status_active"><![ CDATA[ 1] ] ></ | NFO>
<I NFO key="st at us_r eopen" ><! [ CDATA[ 1] ] ></ | NFC>
<I NFO key="st at us_fi xed" ><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="vul n_acti ve"><![ CDATA[ 1] ] ></ | NFO>
<I NFO key="vul n_di sabl ed" ><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="vul n_i gnor ed" ><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="potential _active"><![ CDATA[ 1]] ></ | NFC>
<I NFO key="pot enti al _di sabl ed" ><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="potenti al _i gnor ed"><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="ig_active"><![ CDATA[ 1] ] ></ | NFO>
<I NFO key="i g_di sabl ed" ><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="ig_i gnor ed" ><! [ CDATA[ 0] ] ></ | NFO>
<I NFO key="di spl ay_non_r unni ng_ker nel s"><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="excl ude_non_r unni ng_ker nel "><![ CDATA[ 0] ] ></ | NFO>
<I NFO key="excl ude_non_r unni ng_servi ces"><! [ CDATA[ 1] ] ></ | NFO>
<I NFO key="excl ude_super ceded_pat ches" ><! [ CDATA[ 1] ] ></ | NFO>
<I NFO

key="excl ude_qi ds_not _expl oi tabl e_due_t o_configuration"><![ CDATA[1]] ></IN

FO>
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<I NFO key="cat egori es_list"><![ CDATA[ ALL] ] ></ | NFO>
</ FI LTER>
<SERVI CESPORTS>
<I NFO key="requi red_servi ces" ><! [ CDATA[ Acti veSync, akak trojan, Appl e
Ai rport Managenent, Applix TML Server]]></I1NFO>
<I NFO key="unaut hori zed_servi ces" ><! [ CDATA[ anl , Ar kei ad Net wor k
Backup, aut h]] ></ | NFO>
<I NFO key="servi ces_i nf 0" ><! [ CDATA[ anl , Ar kei ad Net wor k
Backup, aut h]] ></ | NFO>
<I NFO key="requi red_ports"><![ CDATA[ 12] ] ></ | NFO>
<I NFO key="unaut hori zed_port s"><! [ CDATA[ 21] ] ></ | NFO>
</ SERVI CESPORTS>
<USERACCESS>
<I NFO
key="report _access_users"><! [ CDATA[start _rn2, start_su]]></I NFO>
<I NFO key="gl obal "><![ CDATA[ 1] ] ></ | NFO>
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</ USERACCESS>
</ SCANTEMPLATE>
</ REPORTTEMPLATE>

Scan template DTD
https:/ /<base_url>/api/2.0/fo/report/template/scan/scanreporttemplate_info.dtd

<l-- QUALYS REPORT_SCAN TEMPLATE_OUTPUT DTD -- >
<! ELEMENT REPORTTEMPLATE ( SCANTEMPLATE) * >
<! ELEMENT SCANTEMPLATE
(TI TLE| TARGET| DI SPLAY| FI LTER| SERVI CESPORTS| USERACCESS) * >
<I ELEMENT TI TLE (I NFO)*>
<! ELEMENT | NFO (#PCDATA) >
<! ATTLI ST | NFO
key CDATA #REQUI RED>
<! ELEMENT TARGET (I NFO)*>
<! ELEMENT DI SPLAY (I NFO) *>
<I ELEMENT FI LTER (I NFO)*>
<! ELEMENT SERVI CESPORTS (1 NFO) *>
<! ELEMENT USERACCESS (| NFO) *>
<l-- EOF -->

PCl Scan Template API

The API /api/2.0/fo/report/template/pciscan/ allows you to perform actions such as
create, update, delete and export on the PCI Scan Template.

PCI Scan Template Request
A summary of API Endpoint URLSs is provided below.

Action API Endpoint /required parameters Method

Create PCI Scan Template <base_url>/api/2.0/fo/report/template/pciscan/ POST
Required parameters:
action=create
report_format=xml

Update PCI Scan Template <base_url>/api/2.0/fo/report/template/pciscan/ PUT

Required parameters:
template_id={value}
action=update
report_format=xml
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Action

API Endpoint /required parameters Method

Delete PCI Scan Template

<base_url>/api/2.0/fo/report/template/pciscan/ POST
Required parameters:

template_id={value}

action=delete

Export PCI Scan Template

<base_url>/api/2.0/fo/report/template/pciscan/ GET
Required parameters:

action=export

report_format=xml

Optional parameter:

template_id={value}

When unspecified all templates for the report type
get exported.

PCl Scan Template settings

Go to Scan Template settings. The same parameters used to define PCI Scan Template
settings. All parameters (all are optional).

In addition the following parameters are used.

Parameter

Description

PCI Risk Ranking

Configure PCI Risk Ranking.

custom_pci_ranking={0 | 1}}

Specify 1 to enable custom PCI risk ranking. When disabled
Qualys will use default PCI ASV risk rankings.

customized_ranking_medium_from={0|1]2|3|4|5|6|7|8]9|10}

By default Qualys uses risk rankings High, Medium, Low. By
default for a new template, these are set to the same CVSS
scores as required for ASV external scans. You can customize
the ASV scores using the scale. When custom PCI risk ranking
is enabled, this parameter sets the Medium marker value.

customized_ranking_high _from={0|1]|2|3|4|5|6|7|8|9|10}

When custom PCI risk ranking is enabled, this parameter sets
the High marker value.

customized_ranking_comments={value}

When custom PCI risk ranking is enabled, a comment on the
custom ranking is required. Enter any string up to 400
characters.
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Parameter Description

customized_ranking_qid_searchlist_comments={<search list
id1/namel> | <SEVERITY> | <comments>,<search list id2 /name2> | <SEVERITY> | comments>}

When custom PCI risk ranking is enabled, you can specify
custom rankings for QID search lists (i.e. custom rankings per
set of vulnerabilities in our KnowledgeBase). Use the format
shown. For example: searchlistid1 | HIGH | “some
comments”,searchlistid2 | MEDIUM | “some comments”

Examples

Refer to Scan template examples for create, update, delete and export sample requests.
Requests and outputs for PCI Scan template are similar.

PCl Scan template DTD

https://<base_url>/api/2.0/fo/report/template/pciscan/
pciscanreporttemplate_info.dtd

<! ELEMENT REPORTTEMPLATE ( PCI SCANTENMPLATE) * >
<! ELEMENT PClI SCANTEMPLATE
(TI TLE| TARGET]| DI SPLAY| FI LTER| SERVI CESPORTS| USERACCESS| PCl Rl SKRANKI NG) * >
<! ELEMENT TI TLE (I NFO)*>
<! ELEMENT | NFO (#PCDATA) >
<! ATTLI ST | NFO
key CDATA #REQUI RED>
<! ELEMENT TARGET (I NFO)*>
<! ELEMENT DI SPLAY (I NFO) *>
<! ELEMENT FI LTER (I NFO) *>
<! ELEMENT SERVI CESPORTS (1 NFO) *>
<! ELEMENT USERACCESS (| NFO) *>
<! ELEMENT PCI RI SKRANKI NG (1 NFO) *>
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Patch Template API

The API /api/2.0/fo/report/template/patch/ allows you to perform actions such as
create, update, delete and export on the Patch Template.

Patch Template Request
A summary of API Endpoint URLSs is provided below.
Action API Endpoint /required parameters Method

Create Patch Template <base_url>/api/2.0/fo/report/template/patch/ POST
Required parameters:

action=create
report_format=xml

Update Patch Template <base_url>/api/2.0/fo/report/template/patch/  PUT

Required parameters:
template_id={value}
action=update
report_format=xml

Delete Patch Template <base_url>/api/2.0/fo/report/template/patch/  POST
Required parameters:
template_id={value}
action=delete

Export Patch Template <base_url>/api/2.0/fo/report/template/patch/  GET
Required parameters:

action=export
report_format=xml

Optional parameter:
template_id={value}

When unspecified all templates for the report type
get exported.

Patch Template settings

These parameters (all are optional) are used for a create or update request to define Patch
template settings. When creating a new template the default value is shown in bold

where applicable.

Parameter Description

Title The template title and owner.

title={value} A string value for the title. Length is maximum 64 characters.
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Parameter

Description

owner={value}

Username of the owner of this template.

Validity of the owner to create reports is based on the user role
or business unit.

See About template owner.

Target

What target assets to include in the report.

patch_evaluation=
{qidbased | classic}

Specify classic to choose Classic patch evaluation or specify
gidbased to choose QID based patch evaluation.

asset_groups

Asset groups to include in the report. Multiple asset groups
are comma separated.

asset_group_ids={value}

Specify the ID of the asset group(s) to report on. Multiple
asset group IDs are comma separated. We'll report on all the
IPs in the asset groups.

tag_set_by={name | id}

Specify the name of the tags or the ID of the tags for the hosts
you want to report on. Multiple tag names or tag IDs are
comma separated.

tag_include_selector=
{ALL|ANY}

Specify ALL to match all the asset tags for the hosts you want
to report on (This is an AND operation). Specifying ANY will
match any of the assets tags (This is an OR operation).

tag_set_include={value}

Specify asset tags for the hosts you want to report on. We'll
find the hosts in your account that match your tag selection
and include them in the report.

Multiple tags can be provided using comma separated values.

tag_exclude_selector=
{ALL|ANY}

Specify ALL to match all the asset tags for the hosts you want
do not want to report on (This is an AND operation).
Specifying ANY will match any of the assets tags (This is an
OR operation).

tag_set_exclude={value}

Specify asset tags for the hosts you do not want to report on.
We'll find the hosts in your account that match your tag
selection and exclude them from the report.

Multiple tags can be provided using comma separated values.

network={value}

(Valid only when the Networks feature is enabled for your
account.) A network name containing the IPs to include. For a
new template the default network is Global Default Network.

ips={value}

IP addresses to include in the report. Multiple IPs are comma
separated.
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Parameter

Description

Display

Display options to include in the report.

group_by={HOST | PATCH | OS
[AG)

Sort and group the results of the report by any of the
following;:

Host = HOST

Patch = PATCH

Operating System = OS

Asset Group = AG

include_table_of_qids_fixed=
{01}

Specify 1 to include QIDs that will be fixed by each patch.

include_patch_links={0| 1}

Specify 1 to include the available links for each patch.

include_patches_from_unspeci
fied_vendors={0|1}

Specify 1 to include patches from unspecified vendors.

patch_severity_by={assigned |
highest}

Specify assigned to display severity which is assigned to the
QID for the patch detection. Specify highest to display the
severity which is highest across all QIDs found on the host
that can be patched.

patch_cvss_score_by=
{assigned | highest | none}

Specify the CVSS version score you want to display in reports.
assigned - CVSS score assigned to the QID for the patch
detection

highest - CVSS score highest across all QIDs found on the host
that can be patched.

none - Do not display CVSS scores.

cvss={all | cvssv2 | cvssv3}

Specify the CVSS version score you want to display in reports.
all - both CVSS versions
cvssv2 - CVSS version 2
cvssv3 - CVSS version 3

display_custom_footer={0|1}

Specify 1 to include custom text in the report footer.

display_custom_footer_text=
{value}

Specify custom text like a disclosure statement or data
classification (e.g. Public, Confidential). The text you enter
will appear in all reports generated from this template, except
reports in XML and CSV formats. Length is maximum 4000
characters.

exclude_account_id={0] 1}

Specify 1 to exclude the account login ID in the filename of
downloaded reports. Use this option to remove the login ID
from the filename.
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Parameter

Description

Filters

Filter options such as vulnerabilities, QIDs, patches.

selective_vulns={complete |
custom}

Specify complete to show results for any and all
vulnerabilities found.

Specify custom to filter your reports to specific QIDs (add
static search lists) or to QIDs that match certain criteria (add
dynamic search lists). For example, maybe you only want to
report on vulnerabilities with severity 4 or 5. Tip - Exclude
QIDs that you don't want in the report.

search_list_ids=
{value}

Specify QID to be included in the report. Multiple QIDs can
be provided using values separated by a comma.
This parameter is required only if selective_vulns=custom.

exclude_gid_option={0| 1}

Specify 1 to exclude QIDs from the report.

exclude_search_list_ids=
{value}

Specify QID to be excluded from the report. Multiple QIDs
can be provided using values separated by a comma.
This parameter is required only if exclude_gid_option=1.

display_non_running_kernels
={0]1}

Specify 1 to include a list of all vulnerabilities found on non-
running kernels.

exclude_non_running_kernel=
{0[1}

Specify 1 to exclude vulnerabilities found on non-running
kernels.

Use only one parameter at a time: highlight_arf_kernel or
arf_kernel.

exclude_non_running_services
={0]1}

Specify 1 to only include vulnerabilities found where the
port/service is running.

exclude_gids_not_exploitable_
due_to_configuration={0 | 1}

Specify 1 to exclude vulnerabilities that are not exploitable
because there’s a specific configuration present on the host.

selective_patches={complete |
custom}

Specify complete to show results for any and all patches
found.

Specify custom to filter your reports to specific QIDs (add
static search lists) or to QIDs that match certain criteria (add
dynamic search lists). For example, maybe you only want to
report on vulnerabilities with severity 4 or 5. Tip - Exclude
QIDs that you don't want in the report.

exclude_patch_qid_option={0|
1}

Specify 1 to exclude patch QIDs from the report.

patch_search_list_ids={value}

Specify patch QID to be included in the report. Multiple patch
QIDs can be provided using values separated by a comma.
This parameter is required only if selective_patches=custom.
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Parameter

Description

exclude_patch_search_list_ids
={value}

Specify patch QID to be excluded from the report. Multiple
patch QIDs can be provided using values separated by a
comma.

This parameter is required only if
exclude_patch_qid_option=1.

found_since_days={7]30]90 | 365

| NoLimit}

Show only patches for vulnerabilities detected during the
specified period of time in days. Specify NoLimit for no time
limit.

User Access Control user access to template and reports generated from
template.
global={0]1} Share this report template with other users by making it

global. Specify 1 to make it global.

report_access_users={value}

Specify the username to share the report with a user who
wouldn't already have access to the report. Multiple
usernames can be provided using values separated by a
comma. Each user you add will be able to view reports
generated from this template even if they don't have access to
the IPs in the report.

Examples

Refer to Scan template examples for create, update, delete and export sample requests.

Requests and outputs for Patch template are similar.

Patch template DTD

https:/ /<base_url>/api/2.0/fo/report/template/patch/patchreporttemplate_info.dtd

<! ELEMENT REPORTTEMPLATE

<! ELEMENT PATCHTEMPLATE (
<! ELEMENT TI TLE (I NFO)*>

<! ELEMENT | NFO (#PCDATA) >
<I ATTLI ST | NFO

( PATCHTEMPLATE) * >
TI TLE| TARGET| DI SPLAY| FI LTER| USERACCESS) * >

key CDATA #REQUI RED>

<! ELEMENT TARGET (| NFO) *>
<! ELEMENT DI SPLAY (I NFO) *
<! ELEMENT FILTER (| NFO) *>

>

<! ELEMENT USERACCESS (| NFO) *>
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Map Template API

The API /api/2.0/fo/report/template/map/ allows you to perform actions such as
create, update, delete and export on the Map Template.

Map Template Request
A summary of API Endpoint URLSs is provided below.

Action API Endpoint /required parameters Method

Create Map Template <base_url>/api/2.0/fo/report/template/map/ POST
Required parameters:

action=create
report_format=xml

Update Map Template <base_url>/api/2.0/fo/report/template/map/ PUT

Required parameters:
template_id={value}
action=update
report_format=xml

Delete Map Template <base_url>/api/2.0/fo/report/template/map/ POST
Required parameters:
template_id={value}
action=delete

Export Map Template <base_url>/api/2.0/fo/report/template/map/ GET
Required parameters:

action=export
report_format=xml

Optional parameter:
template_id={value}

When unspecified all templates for the report type
get exported.

Map Template settings

These parameters (all are optional) are used for a create or update request to define Map
template settings. When creating a new template the default value is shown in bold

where applicable..

Parameter Description

Title The template title and owner.

title={value} A string value for the title. Length is maximum 64 characters.
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Parameter

Description

owner={value}

Username of the owner of this template.

Validity of the owner to create reports is based on the user role
or business unit.

See About template owner.

global={0]1} Share this report template with other users by making it
global. Specify 1 to make it global.
Display Display options to include in the report.

map_sort_by={ipaddress | dns
| netbios | router | operatingsyst
em}

Sort and group the results of the report by any of the
following:

IP Address = ipaddress

DNS = dns

NetBIOS = netbios

Router = router

Operating System = OS

map_related_info_lastscandate
={0]1}

Specify 1 to include the last scan date.

map_related_info_assetgroups
={0]1}

Specify 1 to include the asset groups.

map_related_info_authenticati
onrecords={0] 1}

Specify 1 to include the authentication records.

map_related_info_discoverym
ethod={0|1}

Specify 1 to include the discovery method.

display_custom_footer={0|1}

Specify 1 to include custom text in the report footer.

display_custom_footer_text=
{value}

Specify custom text like a disclosure statement or data
classification (e.g. Public, Confidential). The text you enter
will appear in all reports generated from this template, except
reports in XML and CSV formats. Length is maximum 4000
characters.

map_exclude_account_id={0|1

}

Specify 1 to exclude the account login ID in the filename of
downloaded reports. Use this option to remove the login ID
from the filename.

Filters

Filter options to help you specify what to include.

map_included_hosttypes_inne
tblock={0]1}

Specify 1 to filter the report by host types - In Netblock.

map_included_hosttypes_scan
nable={0]1}

Specify 1 to filter the report by host types - Scannable

map_included_hosttypes_live
={0]1}

Specify 1 to filter the report by host types - Live.
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Parameter

Description

map_included_hosttypes_appr
oved={0]|1}

Specify 1 to filter the report by host types - Approved.

map_included_hosttypes_outo
fnetblock={0]1}

Specify 1 to filter the report by host types - Not In Netblock.

map_included_hosttypes_nots
cannable={0|1}

Specify 1 to filter the report by host types - Not Scannable.

map_included_hosttypes_notli
ve={0|1}

Specify 1 to filter the report by host types - Not Live.

map_included_hosttypes_rogu
e={0|1}

Specify 1 to filter the report by host types - Rouge.

Included Discovery Methods

Specify at least one.

map_idm_tcp={0|1}

Specify 1 to filter the report by discovery methods - TCP.

map_idm_udp={0|1}

Specify 1 to filter the report by discovery methods - UDP.

map_idm_traceroute={0|1}

Specify 1 to filter the report by discovery methods -
TraceRoute.

map_idm_other={0]|1}

Specify 1 to filter the report by discovery methods - Other.

map_idm_dns={0|1}

Specify 1 to filter the report by discovery methods - DNS.

map_idm_icmp={0]|1}

Specify 1 to filter the report by discovery methods - ICMP.

map_idm_auth={0|1}

Specify 1 to filter the report by discovery methods - AUTH.

Included Status Levels

Only applicable for differential map reports.

map_included_statuses_added
={0]1}

Specify 1 to filter the report by statuses - Added.

map_included_statuses_remov
ed={0|1}

Specify 1 to filter the report by statuses - Removed.

map_included_statuses_active
={0]1}

Specify 1 to filter the report by statuses - Active.

dns_exclusions={none | DNS |
DNS-DNSZone}

Exclude hosts discovered only via:

none = None

DNS = DNS

DNS-DNSZone = DNS and/or DNS Zone Transfer

included_os={value}

Specify the operating system name to filter hosts. For
example, to only report on Linux hosts make sure you provide
the operating system name for Linux.

Multiple operating system names can be provided using
values separated by a comma.

Specify ALL to include all operating systems.

See Identified OS.
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Examples

Refer to Scan template examples for create, update, delete and export sample requests.
Requests and outputs for Map template are similar.

Map template DTD
https:/ /<base_url>/api/2.0/fo/report/template/map /mapreporttemplate_info.dtd

<! ELEMENT REPORTTEMPLATE ( MVAPTEMPLATE) * >
<! ELEMENT MAPTEMPLATE (Tl TLE| DI SPLAY| FI LTER| OPERATI NGSYSTEM * >
<! ELEMENT TITLE (I NFO)*>
<! ELEMENT | NFO (#PCDATA) >
<I ATTLI ST | NFO
key CDATA #REQUI RED>
<! ELEMENT DI SPLAY (I NFO) *>
<! ELEMENT FILTER (I NFO) *>
<! ELEMENT OPERATI NGSYSTEM (| NFO) * >

About template owner

The user who created the report template is the owner by default. Managers and Unit
Managers have the option to specify /change the owner while creating a report template
the first time or by updating an existing report template. Use the parameter “owner” to
assign a template owner.

Global report templates may be owned by Managers and Unit Managers. Non-global
report templates may be owned by Managers, Unit Managers, Scanners and Readers.

Managers / Unit Managers can assign only those users as template owners who are part
of their hierarchy and are added in their subscription.
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Identified OS

Operating Systems identified by our service as

of March 2017 are listed below.

Looking for a more current listing? Sure thing.

Just log in to your Qualys account and go to
Help > About.

Tip - In API requests replace spaces in OS

names with underscores. For example, Appl e

| OS must be specified as Appl e_| GS

3Com

3Com HoneConnect

3Com NBX

3Com O fi ceConnect

3Com Super St ack

3Com Swi tch

3Com Wrel ess Access Poi nt
AB

AB Control Logi x

Adi ¢

Adi ¢ Scal ar

Adi ¢ Storage

ADI C St or age

Adt ran

Adtran Device

Adt ran Net Vant a

Adtran TSU Q

ADTX

ADTX ArrayMasSt or

Al X
Al X
Al X
Al X
Al X
Al X
Al X
Al X
Al X
Al X
Al X
Al X
Al X
Al X
Al X
Al X

.|>
w

N

.0-4.3.3.0

w
(J'l

(J'I(J'I U'I
w N x

R R e et ats
o
N

_XXOO(AJI\)I—‘HI—\XXOOOOOOOOI\J

g
o
E’,
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Al catel Omi St ack
Al catel Omi Switch

Alied
Al lied Tel esyn Switch
Al t eon

Al teon ACE Switch

Al teon Switch

Al tium

Altium Wrel ess Device
Amazon Li nux

AMX

AMX Mbder o

APC

APC I nfraStruXure

APC Mast er Switch

APC Net wor k

APC Networ k Managenent Card ACS
APC Snmart - UPS

AppCel era

AppCel era | CX

Appl e

Apple Airport Wrel ess Access Point
Apple i OS

Appl e Wrel ess Access Point
Arescom

Arescom Devi ce

Arescom Net DSL

Ascend

Ascend Rout er

Ascent

Ascent Rout er

ASUS

ASUS W el ess

ASUS W rel ess Access Point
At en

Aten KVM Swi tch

ATT Net Gat e

ATTO Devi ce

Audi oCodes

Audi oCodes VA P

Avaya

Avaya Device

Avaya G350

Avaya | P Phone

Avaya Wrel ess Access Point
Avocent

Avocent CCM Appli ance

AXi s

Axi s Network Canera
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Axis Printer Ci sco Content Engi ne

Axi s Storpoint CD Ci sco Content Services Switch
Axi s Video Server Cisco Content Sw tching Solution
Axis Wrel ess Access Point Cisco Content/File Engine
Axoni x Super CD Cisco Controller

Bay Networ ks Cisco File Engine

Bay Networ ks Router Cisco Firewal | Services Mdule
Bay Networks Switch Cisco 10s

Bel ki n Ci sco | P Phone

Bel kin Wrel ess Access Point Ci sco | P/ TV Program Manager
BeCs 5 Cisco Local Director

Bl ueCoat Security Gateway Cisco PI X

Bl ueSocket Enbedded Linux 2.4-2.6 Ci sco VPN

Bor der Ware Firewal | Ci sco WGB350

Brocade Device Cisco Wrel ess Access Poi nt
Brother Printer Cl ear Pat h MCP

BSD CNT U traNet Edge

BSD Uni x Cognitive Printer

BSDI BSD Conet Labs Switch

BT Voyager Conmpaq

Buffal o Wrel ess Access Poi nt Conpaq | nsi ght Manager

Cabl etron Conpaq Switch

Cabl etron Smart STACK Conput one Devi ce

Cabl etron Switch Connect 2Air Wrel ess Access Point
Cal dera Cont r ol Logi x ENET

Cal dera Open Li nux Crossroads Storage Router

Cal dera Open UNI X 7 Custom M cro Devi ce

Cal dera Open UNI X 8 Cyber Guard Firewal |

Canon Cyber Guard Firewal |

Canon Network Printer Dat amex |-C ass

Canon Print Server Dat amax Printer

Canon Printer Dawni ng SNI

Cayman3000 Debi an

CEKAB Devi ce Del |

Cent OS Del | Laser

Cent OS Del | Power Connect

CheckPoi nt Del | Power Vaul t

CheckPoi nt FW Del | Renote Access Controller
CheckPoi nt FWL. NG Di gi

CheckPoint FW. on Sol ari s Di gi One Port Server

CheckPoi nt SecurePl atform Digi One SP

Cintech Switch Di gi Port Server

Cirronet Wrel ess Access Point Di var Video Canera

Ci sco D- Li nk

Ci sco Anal og Phone Gat eway D-Link DSL Modem

Ci sco Anal og Tel ephone Adapt or D-Link Print Server

Ci sco Arrowpoi nt WebNS D Li nk Router

Cisco ASA D-Link Switch

Ci sco Catal yst D-Link Wreless Access Point

Qualys API Release Notes
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Dr ayt ek Rout er

DVD Server

Effici ent Router

EFl Printer

EMC s Networ k- Attached Storage
Devi ce

Ent er asys

Entry-Master Card Access Control
System

Epson Printer

Ext endedNet Print Server
Extreme

Extreme Al pi ne

Extreme Networ ks Device
Extreme Networ ks ExtrenmeWare
Extreme Networks Switch

F5 Networks Big-1P

Fabric OS

FaxPr ess

Fiery Printer

Fi | e Engi ne

Fortigate

Foundry Net wor ks

Fr eeBSD

Fujitsu

Fujitsu Bl ade

Cest et ner

Gestetner Printer

G gaf ast

G gafast Wrel ess Access Point
G gafast Wrel ess Access Point
Coogl e Appliance

Hawki ng Wrel ess Access Poi nt
Honeyd HoneyPot

HP

HP 3000 MPE

HP AdvanceStack Sw tch

HP Deskj et Printer

HP Fabric CS

HP Guar di an Service Processor
HP i LO

HP I nkjet Printer

HP Jet Di rect

HP Laser Jet

HP OQpenVMS

HP ProCurve

HP RILO

HP Surestore Library

HP Swi tch

Qualys API Release Notes

HP Tru64

HP- UX

HP- UX 10

HP- UX 10. 20

HP- UX 11

Huawei Switch
HVAC controll er

| BM

I BM 2210

| BM 4400 Printer
| BM 4690

I BM | nf opri nt

| BM Mai nfrane

| BM Network Printer

| BM OS/ 2

| BM OS/ 390

| BM OS/ 400

I BM Printer

| BM Renot e Supervi sor Adapter
| BM Renot e Supervi sor Adapter 11
| BM Tape Library

| BM Token- Ri ng St ackabl e Hub

I BM z/ VM

i-data Print Server

I ndyme MIS Messagi ng Tel ephony
Server CU4400

Infinity Enbedded Device
Infortrend Serial ATA Storage
Subsyst em

Intel

Intel NetportExpress Print Server
Intel Switch

Intel Wrel ess Access Point
Intergy Network Energy Source
System

Internmate

Intermate Print Server
Intermate Print Server

I nt er mec

I ntermec EasyLAN Printer
Intermec Wrel ess Access Point
Inter-Tel |P Phone

I P Phone

IRl X

IRI X 6.2

IRIX 6.5

IRl X behind Firewal | or Load
Bal ancer

I ronPort
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Juni per Networ ks

Juni per Networ ks Application

Accel eration Pl atform DX
Juni per Networ ks JUNCS
Kent r ox

Kentrox Q2200 Router
Koni ca

Konica Mnolta

Koni ca Printer

Kyocer a

Kyocera Mta

Kyocera Printer

Lancast

Lancast Medi a Converter
Lani er

Lani er Printer
Lant r oni x

Lant r oni x CoBox

Lant roni x ETS32PR

Lant roni x MSS100
Lantroni x Printer
Leitch

Lexmar k

Lexmark Optra

Lexmark Print Server
Lexmark Printer

Li nkCom

Li nkCom Xpress Print Server
Li nksys

Li nksys Rout er

Li nksys Wrel ess

Li nux

Linux 1.2.8-1.2.13
Li nux 2.0

Li nux 2.0.29

Li nux 2.0. 30+

Li nux 2.0.34-38

Li nux 2.1.19-2.2.20
Li nux 2.2

Li nux 2.2.20

Linux 2.4

Linux 2.4.0-2.5.20
Li nux 2.4.20-2.4.25
Li nux 2.4.20-3

Li nux 2.4.22

Linux 2.4.7

Li nux 2.4.x

Linux 2.4-2.6

Linux 2.6

Qualys API Release Notes

Li nux 2.x
Linux 3.0

Li nux Based MRV LX Series Server

Li nux behi nd

Lucent

Lucent Cajun

Lucent MAX

Lucent Orinoco
Lucent PBX

Lucent Router
Lucent WAP

Lynx0s

Mac S

MacOs 10. 0. x-10. 1. x
MacCs 10. 10

MacCs 10. 11

MacOS 10. 12

MacOs 10. 3-10. 4
MacGCs 8

MacGCs 9

MacGOs X

magi col or

nmagi col or 2300 Printer
nmagi col or 3300 Printer
magi col or Printer
Mar kNet Pro Printer
Medi tech MAG C

MGE Uni nterrupti bl e Power Supply

Systens

M crot est Di scZerver

M LAN

M LAN Print Server

M LAN Swi tch

M r aPoi nt

Mtel PBX

Mot or ol a HonmeNet WR850G
Moxa

Moxa Async Server

Moxa NPort Serial Server
Mul ti-Tech

Mul ti-Tech ComPl ete
Multi-Tech Multi VO P
Muratec MFX Printer

NCR Uni x

NEC Pr oj ect or

Neoteris Instant Virtua
Net App

Net App behi nd FWL
Net Bl azer
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Net BSD

NETBui | der Bridge

Net gear

Net gear GSM

Net gear Print Server
Net gear Printer

Net gear Router

Net gear Smart Switch
Net gear Switch

Net gear Wrel ess Access Point
Net opi a

Net opi a Rout er

Net phone

Net phone | P Phone

Net Scal er

Net Scal er VPN Devi ce
Net Scr een

Net Screen 100

Net Screen 50

Net Scr een 5XP

Net Si | i con Devi ce

Net silicon Device

Net War e
Net Ware 4. 11-5.0 SP5
Net Ware 5

Net Ware 5.0

Net Ware 5.1

Net Ware 6

Net Ware 6.5

Net Ware Print Server
Net wor k Caner a
Network Print Server
Net wor k Printer

Net wor k Scanner

NGS 500 Rout er

NI B Network Printer
Noki a

Noki a | PSO

Noki a Wrel ess Access Poi nt
Nort el

Nort el Device

Nortel Networks BayStack
Nortel Passport

Nort el Router

Nortel Switch

NRG

NRG Net wor k

NRG Printer

Ckidata Printer

Qualys API Release Notes

Cki LAN Print Server

Open Net wor ks Rout er
QpenBSD

Oracl e Enterprise Linux
Oracle Enterprise Linux 4.5
Oracle Enterprise Linux 5.2
ORI NOCO Wrel ess Access Point
Orinoco Wrel ess Access Point
Packet eer

Packet eer Packet Seeker
Packet eer Packet Shaper
Panasoni ¢ Net wor k Caner a
Par adyne Devi ce

Perl e Jetstream

Pocket Pro Print Server

Poi nt Si x Point Server

Pol ycom

Pol ycom Devi ce

Pol ycom M3C

Pol ycom VSX

Power Measurenent | ON Meter
Power war e

Power war e Connect UPS

Power war e UPS Devi ce

Preci di a Device

Prinergy RSB

Printronix Printer

Procom Net FORCE

pSCOSyst em

Q\NX

Quant um

Quant um NAS SnapSer ver

Quant um PX506 Tape Library
Qui ck Eagl e Device

Radi Sys i RV

Radwar e Devi ce

Rapt or Firewal |

Red Hat

Redl i ne

Redl i ne Networ ks Processor
Redline Wrel ess Access Poi nt
Ri coh

RICOH Aficio

Ri coh Aficio

Ri coh Printer

Ri ngdal e Devi ce

RI O Xtrene

Ri ver St one Net wor ks Rout er
RoamAbout R2
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Rockwel |
Rockwel |

Aut omat i on
S3Wrel ess Wrel ess Access Poi nt

Savin Printer

Scannex Net Buf f er
El ectric Controller

Schnei der

SCO

SCO OpenSer ver

SCO Uni x

SCO Uni xWar e

SCO Uni xWare Firewal |

SensaTroni cs Environnent al
Sentry Renote Power
Shar k super conput er

Sharp Printer

Shore M crosystens Link Protector

Si dewi nder &
Si enens
Si enens
Si enens
Si enens
Si enens

Si enens Wrel ess Access Point

5940 Rout er
H Pat h 3000

-Gate
P Phone

Si gnature System

Silex PricomPrint Server

SI MATI C NET CP

SMC

SMC Net wor ks SMC8624T

SMC Rout er

SMC Wrel ess Access Poi nt
SMC2671 Wrel ess Access Point
SNAP Et hernet Brain

Snap Server

Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari
Sol ari

S

nnonuoonnonunnonoonononuononon

1
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Sol ar
Sol ar
Sol ar
Sol ar

Sol ari s behind
Spectrun24 Wrel ess Access Point

is 8
is 8-10
is 9
is 9-10

Stal lion EasyServer
St ar Dot Net Cam
Summit Switch

Sun

Sun Cobal t
Sun Lights Qut

Li nux

SUN St or Edge RAI D
Super Script Printer

SuSE
SuSE
SuSE
SuSE
SuSE
SuSE
Sveas

Synbo
Synon

Li nux 10
Li nux 11
Li nux 7
Li nux 8
Li nux 9

oft Firmnare
Symant ec Raptor Firewall
| Wreless Access Point

NetLite

SYSTEC CAN- Et her net Gat eway

Tandb

erg

Tandber g Devi ce

Tande
Tande

m
m NSK

Tektroni x Phaser Printer
Tel i ndus Rout er

Tenor
TIN

Ti Vo
Ti Vo

Switch

Seri es

TopLayer Appsafe

Toshi ba NWaner a
Transition Networks Device
net Print Server
Trendware Print Server

Trend

Tru64

Tru64 Uni x 4.0d

Tru64 Unix 5.x

Access poi nt

ADSL W rel ess Gat enay

Tut Modem

TV Program Manager
U. S. Robotics

U. S. Robotics

U. S. Robotics

U. S. Robotics

Br oadband Rout er
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U. S. Robotics Wrel ess Access Point
Ubunt u

Ubuntu Linux 10

Ubuntu Linux 11

Ubuntu Linux 7

Ubuntu Linux 8

Ubuntu Linux 9

Ubuntu Li nux LTS

Uni nterrupti bl e Power Supply Device
UNI X System V

UNI X System V Rel ease 4.2

UNI X SystenlUNI X System V 4

Uptime Devices Mnitoring System
Upt i meDevi ces Sensor probe

VAX

VAX VNS 6.
VAX VNS 6.
VAX VNS 6.
VAX WS 7.1

VAX VMB 7.1 behind Sidew nder &
Verilink WANsui te Router

Vertical Horizon Stack

Vi rtual Access Li nxpeedPro

VMnar e

VMMre ESX 3.5

VMMre ESX 4.0

VMMre ESX 4.1

VMhar e ESX Server

VMMre ESXi 4.0

VMMre ESXi 4.1

VMMre ESXi 5.0

VMMre ESXi 5.0

VxWor ks Based Devi ce

Wat chGuard Firewal |

Web Smart Switch

WebNet uServer

W ndows

W ndows 10

W ndows 2000

W ndows 2003

W ndows 2008

W ndows 2012

W ndows 7

W ndows 8

W ndows 95

W ndows 98

W ndows 9x

W ndows CE

W ndows Longhorn

1
1 behind Sidewi nder &
2
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W ndows ME
W ndows NT

W ndows NT4

W ndows RT

W ndows Vi sta

W ndows XP

WKTI RDS Encoder

Xer ox

Xer ox Device

Xer ox DocuCol or Printer
Xerox Document Centre
Xerox DocuPrint Printer
Xerox Phaser Printer
Xerox Plotter

Xerox Printer

Xer ox WorkCentre

Xerox WorkCentre Printer
XES Printer

XJet Print Server
ZebraNet Print Server
ZOT Print Server

Identified Services

Services identified by our service as of March
2017 are listed below.

Looking for a more current listing? Just log in
to your Qualys account and go to Help >
About.

Tip - In API requests replace spaces in service
names with underscores. For example,

Bl ackberry Attachnment must be specified
as Bl ackberry_Att achnent

ActiveSync

ADDP

af povertcp

akak_trojan

amandai dx

ami

Appl e_Ai rport _Managenent
Appl i x

Appl i x_axnet

Appl i x_TML_Adm n_Ser ver
Appl i x_TML_Ser ver

Ar kei ad_Net wor k_Backup
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ARUG ZER_BACKDOCOR

aut h

Ber| i os_d obal _Positioni ng_System D
aenon

Bl GFl X_ENTERPRI SE_SERVER

BI TCO N

bi t keeper

Bl ackberry_Attachment

BMC Pat r ol

BO2K_backdoor

bof ra_wor m

bpcd

bpj ava_nsvc

ca_brightstor

CA_Li cense_Managenent _Agent
CA _Uni cent er _Services
CENTUM_CS_3000

char gen

char gen_udp

CHECKPO NT_FW 1_CLI ENT_AUTH_SERVER
chi ndi

cisco_cnr

Cl SCO_CNR_AI CSERVAGT

Ci sco_Secure_ACS

cisco_ta

ci t adel

Citrix_CMC

Citrix_|ICA

CoDeSys
Cognos_Power pl ay_Ent er pri se_Server
Conput er _Associ at es_Li cense_Manager
COREi d_Access_Server
crystal _info

Crystal _Reports_App_Server
Crystal _Reports_CMs
cvspserver

daap

danewar e

darxite

daytine

dayti ne_udp

DC Directory Server

dcer pc

dchub

DHCP_or _Boot p_Ser ver
DNS_Ser ver

dt spcd

echo

echo_udp

Qualys API Release Notes

edonkey_server
EMC_Enmi | Xt ender
finger

Forte for Java
ftp

FW
FWL_NG_Ser vi ces
gansoft _telsrv
GCS_SysI D

G orP

girlfriend
gnutella

gopher

h323

heal t hd
HoneyD_HoneyPot
HP_DATAPROTECT
HP_printer_service
hparr ay

hpov_al arm
HPOV_BBC
HPOV_CCODA

hpov_t opnd
hpov_trcsvc

http
http_over_ss

| BM Sol i dDB

| BM_DB2_Uni ver sal _Dat abase
I BM_TI VOLI _STORAGE_MANAGER
i cecast

i dent

i map

| NDUSCOFT

I nf opul se_Gat ekeeper
ipm

@pp

irc

| SA_Proxy

i saknp

| SAKMP_over _TCP
i SCSI

i SNS

j abber

Kadmni n- 4

kazaa

Ker ber os-5

| 2tp

LANDesk
LANDESK_CBA_PDS
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LANDESK MANAGEMENT _AGENT
LANDESK_MANAGEMENT _AGENT

| dap

| dap_over _ss

limewre

I i nuxconf

| pd

managesof t

McAf ee_ePol i cy_Orchestrat or
mel ange_chat
MERCUR_Cont r ol - Servi ce

M cromuse_Net cool _Chj ect _Server
m crosoft-ds

M crosoft _Message_Queue_Server

m ni sq

nodbus
MODBUS_UDP
ngseri es
nmsdt ¢
MBMQ_Pi ng

nsr pc
nsrpc-over-http
nsr pc_udp
nmssql

nmssql _noni t or
MYDESKTCOP
nysq
naned_udp
ncp

nessus

net bi os_ns

net bi os_ssn

net bus

net op

net st at

Net vi ewer _PC _Duo

nfs

nnt p

nt p

ocsp

ocssd

Omi quad_Ser ver

open_vpn

opennap

oracl e

Oracl e_Express_Server

Oracl e_Express_Server _xsagent
Oracl e_Express_Server _xsdaenon
oracl e_intelligent_agent
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ORACLE_RM
pcanywher e

pen

Pol ycom MEC_Managenent
pop2

pop3

Post gr eSQL

pptp

PRORAT_TRQJAN
proxy_http
proxy_tel net

psnond

pvserver

Quot e_of _t he_Day
quot e_of _t he_day_udp
radi us

radi us_tcp

radm n

rcend

Real Medi a_Encoder Ser ver
Red_Car pet _Daenon

RELI ABLE DATAGRAM SOCKETS OVER TCP

Resonat e_CD_Agent
resource_noni tor _api
Resour ce_Moni toring_and_Contro
rip

rlogin

RM Regi stry

rpc

rpc_udp

RSA_Aut h_Myr

rsh/ rexec

rsyncd

rtsp

SAP_NVAXDB
SAP_Pr ot oco

SAPgui

SA _Per f or mance_Copi | ot
shel |

SHOUTcast

ski nny

skype

sl apper

SMVB

sntp

SIuX

snmp

snnp2

socks4
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socks5
SPLASHTOP_REMOTE_DESKTOP
spychat

Spyt ech_SpyAnywher e

ssdp

ssh

ssh_over_ss

swagentd

swat

sybase_adapti ve_server
Synmantec EMS client server
Symant ec_Anti Vi rus
Symantec_Anti Vi rus_Rtvscan
Symant ec_Anti Vi rus_Rt vscan_UDP
SysGal UR

syst at

tal k

t el net

tel net _over_ssl

tftp

time

ti me_udp

ti mestanmp_over_http
trendm cro_of ficescan
trojan_fireby

unknown

unknown_over _ssl

UPNP

ut _ganme_queryport

uucp

VMnar e_Aut hent i cati on_Daenon
vnc

vnet d

voi p_sip

Vol une_Manager _St orage_Admi ni strato
r

VXWORKS WDBRPC_UDP

wat chguar d_admi n
webshi el d

wi n_r enot e_deskt op

Wi nmx

W NS_Repl i cation
Wonder war e_I nTouch
wsnserver

WBUS_SERVER

x11

X11 Font_Service

xdnecp

xi netd

Qualys API Release Notes

Xi t am

xpi | ot

XYZFi nd
Yahoo_| nst ant _Messenger
yeenp

ZLi nk

Categories

Vulnerability Categories as defined by our
service as of March 2017 are listed below.

Want a current listing? No problem. Just log in
to your Qualys account, go to the
KnowledgeBase, click the Search button, and
open the Category menu.

Looking for category descriptions? We've got
you covered. Log in to your Qualys account,
go to Help > Online Help and search for

Cat egor i es and you'll see the article on
Vulnerability Categories with all the details.

Tip - In API requests replace spaces in
category names with underscores. For
example, Amazon Li nux must be specified as
Amazon_Li nux

Al X

Amazon Li nux

Backdoors and trojan horses
Brute Force Attack

Cent OS

ca

Ci sco

Dat abase

Debi an

DNS and BI ND

E- Cormer ce

Fedor a

File Transfer Protocol
Fi nger

Fi rewal

For ensi cs

General renmote services
Har dwar e

HP- UX
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I nformation gathering
I nternet Explorer
Local

Mai | services

Mal war e

News Server

NFS

OEL

O fice Application
Pr oxy

RedHat

RPC

Security Policy
SNVP

Sol ari s

SMB / NETBI OS
SUSE

TCP/ I P

Ubunt u

VMnar e

Web Application
Web Application Firewall
Wb server

W ndows

X- W ndow
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VM - Show Reopened Info in Scan Reports

When you download a scan report (with host based findings) from your account your
report may now include these vulnerability details: date/time the vulnerability was first
reopened, date/time the vulnerability was last reopened, number of times the
vulnerability was reopened.

Good to Know

You must edit your scan report template to see reopened details in the report. In the
template, go to the Display tab and choose Reopened under Vulnerability Details.

You can download scan reports using any of these methods: download the report from
the UI, use the Report API v2 (/api/2.0/fo/report/?action=fetch), or use the Asset Data
Report API vl (/msp/asset_data_report.php). The Asset Data Report DTD
(asset_data_report.dtd) was updated.

Sample XML Report

<! DOCTYPE ASSET_DATA REPORT SYSTEM
"https://qual ysapi.qual ys. conl asset _data_report.dtd">
<ASSET_DATA_REPORT>
<HEADER>

<COWPANY><! [ CDATA[ Qual ys, Inc.]]></ COMPANY>

<USERNAME>qual ys_ps</ USERNAME>

<GENERATI ON_DATETI ME>2017- 04- 11T19: 05: 14Z</ GENERATI ON_DATETI ME>

<TEMPLATE><! [ CDATA[ Vul n Details + Reopened]] ></ TEMPLATE>

<VULN_I NFO_LI ST>

<VULN_I NFO>
<Q D id="qgi d_38169">38169</ Q D>
<TYPE>Vul n</ TYPE>
<PORT>443</ PORT>
<PROTOCOL>t cp</ PROTOCOL>
<SSL>t r ue</ SSL>
<FI RST_FQOUND>2016- 09- 12T20: 06: 03Z</ FI RST_FOUND>
<LAST_FOUND>2016- 11- 10T00: 22: 25Z</ LAST_FOUND>
<TI MES_FOQUND>17</ TI MES_FOUND>
<VULN_STATUS>Re- Opened</ VULN_STATUS>
<LAST_FI XED>2016- 11- 07T23: 57: 21Z</ LAST_FI XED>
<FI RST_REOPENED>2016- 09- 24T01: 42: 10Z</ FI RST_REOPENED>
<LAST_RECPENED>2016- 11- 10T00: 22: 25Z</ LAST_REOPENED>
<TI MES_REOPENED>2</ TI MES_REOPENED>

</ VULN_| NFC>
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DTD update
We added new elements (in bold) to the Asset Data Report DTD (asset_data_report.dtd).

<! ELEMENT VULN_INFO (Q D, TYPE, PORT?, SERVICE?, FQDN?, PROTOCOL?, SSL?,
I NSTANCE?, RESULT?, FIRST_FOUND?, LAST_FOUND?,
TI MES_FOUND?, VULN_STATUS?, LAST_FI XED?,
FI RST_REOPENED?, LAST_REOPENED?, TI MES_REOPENED?,
CVSS_FI NAL?, CVSS3_FI NAL?, TI CKET_NUVBER?,
TI CKET_STATE?) >

<! ELEMENT FI RST_REOPENED (#PCDATA) >
<! ELEMENT LAST_RECPENED ( #PCDATA) >
<! ELEMENT TI MES_REOPENED ( #PCDATA) >

Sample CSV Report

In the CSV report output we added First Reopened, Last Reopened and Times Reopened.
We also moved the Date Last Fixed column to appear after Times Detected.

"Wuln Details + Reopened","04/12/2017 at 11:13:04 (GVr-0700)"

"Qualys, Inc.","1600 Bridge parkway",,"Redwood City","California","United
States of Anerica", "94065"

"Patrick Slimer","qualys_ps","Mnager"

"I P","DNS","EC2 I nstance |ID',"NetBI OS", " Tracki ng Met hod","OS","IP
Status","QD',"Title","Vuln

Status", "Type", "Severity","Port","Protocol","FQN", "SSL","First

Det ected", "Last Detected","Tines Detected","Date Last Fi xed","First
Reopened", "Last Reopened", "Ti nes Reopened", "CVE | D', "Vendor

Ref erence","Bugtraq I D',"PC Vuln","Ticket State","lnstance", "Non-running
Ker nel "

"10.10. 30.108",,,,"IP","CentCS 5.4","host scanned, found

vul n","38169","SSL Certificate - Self-Signed Certificate","Re-

Opened", "\Vul n", " 2", "443","tcp",, "over ssl","09/12/2016

13: 06: 03", "11/09/ 2016 17:22:25","17","11/07/2016 16:57:21","09/23/ 2016
18:42:10","11/09/ 2016 17:22:25","2",,,,"yes",,,"No"
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VM - Show Reopened Info in Vulnerability Detection

API

The output for the Host List VM Detection API (/api/2.0/fo/asset/host/vm/detection)
includes more information for vulnerabilities that have been reopened on a host:

FIRST_REOPENED_DATETIME is the date/time the vulnerability was first reopened.
LAST_REOPENED_DATETIME is the date/time the vulnerability was last reopened.
TIMES_REOPENED is the number of times the vulnerability has been reopened.

To see reopened information in the output, your API request must include the new input
parameter show_reopened_info=1. Reopened information only appears for
vulnerabilities that have been reopened. Not applicable to Information Gathered QIDs.

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: curl™
"https://qual ysapi.qual ys. confapi/2.0/folasset/host/vm detection/?acti on=
| ist& ps=10.10. 10. 11&show_r eopened_i nf o=1"

XML output:

In this example you’ll see reopened information for QID 38170.

<DETECTI ON_LI ST>
<DETECTI ON>

<Q D>38170</ Q D>

<TYPE>Conf i r med</ TYPE>

<SEVERI TY>2</ SEVERI TY>

<PORT>3389</ PORT>

<PROTOCOL>t cp</ PROTOCOL>

<SSL>1</ SSL>

<RESULTS><! [ CDATA[ Certificate #0 CN=2k8r2-u-10-11 (2k8r 2-u-10-
11) doesn&apos;t resol ve]]></ RESULTS>

<STATUS>Act i ve</ STATUS>

<FI RST_FOUND_DATETI ME>2016- 08-
01TO07: 31: 48Z</ FI RST_FOUND_DATETI ME>

<LAST_FOUND_DATETI ME>2017- 04-
11T15: 59: 42Z</ LAST_FOUND_DATETI ME>

<TI MES_FOUND>199</ TI MES_FOUND>

<LAST_TEST_DATETI ME>2017- 04- 11T15: 59: 42Z</ LAST_TEST_DATETI ME>

<LAST_UPDATE_DATETI ME>2017- 04-
11T16: 01: 51Z</ LAST_UPDATE_DATETI ME>

<LAST_FI XED_DATETI ME>2017- 03-
27T16: 32: 08Z</ LAST_FI XED_DATETI ME>
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<FI RST_REOPENED DATETI ME>2016- 11-
25T16: 22: 31Z</ FI RST_REOPENED DATETI ME>

<LAST_REOPENED DATETI ME>2017- 03-
28T15: 38: 57Z</ LAST_REOPENED DATETI ME>

<TI MES_REOPENED>8</ TI MES_REOPENED>

<I'S_| GNORED>0</ | S_| GNORED>

<I'S_DI SABLED>0</ | S_DI SABLED>

</ DETECTI ON>

DTD update:

We added new reopened elements (in bold) to the Host List VM Detection Output DTD
(host_list_vm_detection_output.dtd).

<l-- QUALYS HOST LI ST VM DETECTI ON_OUTPUT DTD - - >

<! ELEMENT DETECTI ON LI ST ( DETECTI ON+) >

<! ELEMENT DETECTION (Q D, TYPE, SEVERI TY?, PORT?, PROTOCOL?, FQDN?, SSL?,
| NSTANCE?, RESULTS?, STATUS?,
FI RST_FOUND_DATETI ME?, LAST_FOUND_DATETI ME?,
TI MES_FOUND?, LAST TEST DATETI ME?,
LAST_UPDATE_DATETI ME?, LAST_FI XED_DATETI ME?,
FI RST_REOPENED DATETI ME?, LAST REOPENED DATETI ME?,
TI MES_REOPENED?, SERVI CE?, |S_| GNORED?,
| S_DI SABLED?) >

<! ELEMENT FI RST_REOPENED DATETI ME ( #PCDATA) >
<! ELEMENT LAST_RECPENED_ DATETI ME (#PCDATA) >
<! ELEMENT Tl MES_REOPENED (#PCDATA) >

<! ELEMENT SERVI CE (#PCDATA) >

<! ELEMENT |S_| GNORED ( #PCDATA) >

<! ELEMENT | S_DI SABLED (#PCDATA) >

<! ELEMENT WARNI NG ( CODE?, TEXT, URL?)>

<! ELEMENT COCDE (#PCDATA) >

<! ELEMENT TEXT (#PCDATA) >

<! ELEVMENT URL (#PCDATA) >

<l-- EOF -->
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VM - Detection API - Identify vulnerabilities related to
running and non-running kernels

The existing parameter “active_kernels_only” helps you identify detections related to
running and non-running Linux kernels. We’ve added a new
<AFFECT_RUNNING_KERNEL> tag to the output when “active_kernels_only” is set to
0,1o0r?2.

active_kernels_only Parameter

The behavior of the input parameter is described below.

Parameter Description

{unspecified) When unspecified, vulnerabilities are not filtered based on
kernel activity. <AFFECT_RUNNING_KERNEL> does not
appear in the output for kernel related vulnerabilities.

active_kernels_only=0 Vulnerabilities are not filtered based on kernel activity.
<AFFECT_RUNNING_KERNEL> appears in the output for
kernel related vulnerabilities.

active_kernels_only=1 Exclude vulnerabilities found on non-running Linux kernels.
<AFFECT_RUNNING_KERNEL> appears in the output for
kernel related vulnerabilities.

active_kernels_only=2 Only include vulnerabilities found on non-running Linux
kernels. <AFFECT_RUNNING_KERNEL> appears in the
output for kernel related vulnerabilities.

<AFFECT_RUNNING_KERNEL> values
The value for <AFFECT_RUNNING_KERNEL> will be:

1 if QID applies to a Running Kernel, or
0 if QID applies to a Non-Running Kernel

Sample API call with XML output

This sample shows <AFFECT_RUNNI NG_KERNEL> tag for kernel related vulnerabilities.
Value is 0 for 1st detection, 1 for 2nd, and blank (not shown) for 3rd.

API request:

curl -u "usernane: password" -H "X-Requested-Wth: curl demp2" -d
"action=list&runcation_limt=50& ps=10.10. 26. 88&acti ve_kernel s_onl y=0"
"https://qual ysapi.qualys. conlapi/2.0/folasset/host/vm detection/"
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XML output:

<DETECTI O\>
<Q D>119310</ Q D>
<TYPE>Conf i r med</ TYPE>
<SEVERI TY>4</ SEVERI TY>
<SSL>0</ SSL>
<RESULTS>
<! [ CDATA[ Package Installed Version Required
Ver si on
kernel 2.6.32-71.29.1.el6.x86_64 2.6.32-131.2.1.¢el6
kernel 2.6.32-131.0.15.el 6.x86_64 2.6.32-131.2.1.¢el6
kernel -devel 2.6.32-131.0.15.el6.x86_64 2.6.32-131.2.1.el6]]>
</ RESULTS>
<STATUS>Act i ve</ STATUS>
<FI RST_FOUND_DATETI ME>2016- 02-
25T20: 09: 55Z</ FI RST_FOUND_DATETI Me>
<LAST_FOUND_DATETI ME>2016- 05-
17T22: 00: 37Z</ LAST_FOUND_DATETI Me>
<TI MES_FQUND>3</ TI MES_FOUND>
<LAST_TEST_DATETI ME>2016- 05-
17T22: 00: 37Z</ LAST_TEST_DATETI ME>
<LAST_UPDATE_DATETI ME>2016- 05-
17T22: 07: 37Z</ LAST_UPDATE_DATETI ME>
<l S_| GNORED>0</ | S_| GNORED>
<| S_DI SABLED>0</ | S_DI SABLED>
<AFFECT_RUNNI NG_KERNEL>0</ AFFECT_RUNNI NG_KERNEL >
</ DETECTI ON\>
<DETECTI ON\>
<Q D>122069</ Q D>
<TYPE>Conf i r med</ TYPE>
<SEVERI TY>4</ SEVERI TY>
<SSL>0</ SSL>

<RESULTS><! [ CDATA[ Package Install ed Version Requi r ed
Ver si on
kernel 2.6.32-71.29.1.el 6.x86_64 2.6.32-431.17.1.el 6
kernel 2.6.32-279.el6.x86_64 2.6.32-431.17.1.el6
kernel 2.6.32-131.0.15.el 6. x86_64 2.6.32-431.17.1. el 6
ker nel - devel 2.6.32-131.0. 15. el 6. x86_64 2.6.32-431.17.1.el 6
ker nel - devel 2.6.32-279. el 6. x86_64 2.6.32-431.17.1. el 6

kernel -firmvare 2.6.32-279.¢el 6. noarch 2.6.32-431.17.1.¢el 6
kernel - headers 2.6.32-279.¢el 6. x86_64 2.6.32-431.17. 1. el 6] ] ></ RESULTS>
<STATUS>Act i ve</ STATUS>
<FI RST_FOUND_DATETI ME>2016- 02-
25T20: 09: 55Z</ FI RST_FOUND_DATETI ME>
<LAST_FOUND_DATETI ME>2016- 05-
17T22: 00: 37Z</ LAST_FOUND_DATETI Me>
<LAST_TEST_DATETI ME>2016- 05- 17T22: 00: 37Z</ LAST_TEST_DATETI ME>
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<LAST_UPDATE_DATETI ME>2016- 05-
17T22: 07: 45Z</ LAST_UPDATE_DATETI Me>
<I S_| GNORED>0</| S_| GNORED>
<I S_DI SABLED>0</ | S_DI SABLED>
<TI MES_FOUND>3</ TI MES_FCOUND>
<AFFECT_RUNNI NG_KERNEL>1</ AFFECT_RUNNI NG_KERNEL >
</ DETECTI ON\>

<DETECTI ON\>
<Q D>122088</ Q D>
<TYPE>Conf i r med</ TYPE>
<SEVERI TY>3</ SEVERI TY>
<SSL>0</ SSL>
<RESULTS><! [ CDATA[ Package Install ed Version Requi r ed
Ver si on
libxm2 2.7.6-4.el6_2.4.x86_64 2.7.6-14.el6_5.1
I'i bxm 2-python 2.7.6-4.el6_2.4.x86_64 2.7.6-14.el6_5.1]]></RESULTS>
<STATUS>Act i ve</ STATUS>
<FI RST_FOUND_DATETI ME>2016- 02-
25T20: 09: 55Z</ FI RST_FOUND_DATETI ME>
<LAST_FOUND_DATETI ME>2016- 05-
17T22: 00: 37Z</ LAST_FOUND_DATETI ME>
<LAST_TEST_DATETI ME>2016- 05- 17T22: 00: 37Z</ LAST_TEST_DATETI ME>
<LAST_UPDATE_DATETI ME>2016- 05-
17T22: 07: 45Z</ LAST_UPDATE_DATETI ME>
<I S_| GNORED>0</ | S_| GNORED>
<| S_DI SABLED>0</ | S_DI SABLED>
<TI MES_FOUND>3</ Tl MES_FOUND>
</ DETECTI ON\>

DTD update:
<base_url>/api/2.0/fo/asset/host/vm/detection/host_list_vm_detection_output.dtd

<! ELEMENT DETECTION (Q D, TYPE, SEVERI TY?, PORT?, PROTOCOL?, FQDN?, SSL?,
| NSTANCE?, RESULTS?, STATUS?, FI RST_FOUND_DATETI ME?, ST_FOUND_DATETI ME?,
TI MES_FOUND?, LAST_TEST DATETI ME?, LAST_UPDATE_DATETI ME?,

LAST_FI XED_DATETI ME?, FI RST_RECPENED DATETI ME?, LAST_ REOPENED DATETI ME?,
TI MES_REOPENED?, SERVI CE?, |S_| GNORED?, |S_Di SABLED?,

AFFECT_RUNNI NG_KERNEL?) >

<! ELEMENT AFFECT_RUNNI NG _KERNEL ( #PCDATA) >
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Sample API call with CSV output

This sample shows one row of each type for “Af f ect Runni ng Ker nel ”. Value is blank
for 1st detection, O for 2nd, 1 for 3rd.

API request:

curl -u "usernane: password" -H "X-Requested-Wth:curl deno2" -d
"action=list&runcation_limt=50& ps=10.10. 31. 98&active_kernel s_onl y=0&ou
t put _f or mat =CSV"

"https://qual ysapi.qualys.confapi/2.0/folasset/host/vm detection/"

CSV output:

----BEG N_RESPONSE HEADER CSV

- - - - END_RESPONSE_HEADER_CSV

- ---BEG N_RESPONSE_BODY_CSV

"Host ID',"IP Address","Tracking Method", "Network | D', "Operating

Systent, "DNS Nane", " Net bi os Nane","QG HostI D', "Ec2 I nstance | D', "Last Scan
Dateti ne","0OS CPE", "Last VM Scanned Date", "Last VM Scanned Dur ation", "Last
VM Aut h Scanned Date", "Last VM Auth Scanned Duration","Last PC Scanned
Date","Q D', " Type","Port", "Protocol ", "FQN', "SSL", "I nstance", "Status", " Se
verity","First Found Datetine","Last Found Datetine","Last Test
Datetine","Last Update Datetine","Last Fixed

Datetine","Results", "l gnored", "Di sabl ed", " Ti mnes Found", "Servi ce", "Aff ect
Runni ng Kernel "

"3036262","10.10.31.98","IP","0","Red Hat Enterprise Linux Server
6.3",,,,,"2016-05-17T22: 07: 232", , "2016- 05-17T22: 10: 30Z", "238", "2016- 05-
17T22:10: 302", " 238", ,"115090", "Confirned",,,,"0",,"Active", "4","2016- 02-
25T20: 09: 552", "2016- 05- 17T22: 00: 372", "2016- 05- 17T22: 00: 372", "2016- 05-
17T22: 07: 46Z", , "Package |Installed Version Required Version
thunderbird 3.1.10-1.el6_0.x86_64 31.7.0-1.el6_6

t hunder bi rd-debugi nfo 3.1.10-1.el 6_0.x86_64 31.7.0-
l.el6_6","0","0","3",

"3036262","10.10.31.98","IP","0","Red Hat Enterprise Linux Server
6.3",,,,,"2016-05-17T22: 07: 232", , "2016- 05- 17T22: 10: 30Z", " 238", "2016- 05-
17T22:10: 302", " 238", ,"119395", "Confirped",,,,"0",,"Active","3","2016- 02-
25T20: 09: 552", "2016- 05- 17T22: 00: 372", "2016- 05- 17T22: 00: 37Z", " 2016- 05-
17T22: 07: 372", ,"Package |Installed Version Required Version

kernel 2.6.32-71.29.1.el6.x86_64 2.6.32-131.6.1.¢el6

kernel 2.6.32-131.0.15.el6.x86_64 2.6.32-131.6.1.¢el6

kernel -devel 2.6.32-131.0.15.¢el 6.x86_64 2.6.32-

131.6.1.el 6","0","0","3",,"0"

"3036262","10.10.31.98","IP","0","Red Hat Enterprise Linux Server
6.3",,,,,"2016-05-17T22: 07: 232", , "2016- 05-17T22: 10: 30Z", "238", "2016- 05-
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17T22:10: 302", " 238", ,"120662", "Confi rned",,,,"0",,"Active","3","2016-02-
25T20: 09: 557", " 2016- 05- 17T22: 00: 372", "2016-05-17T22: 00: 37Z", "2016- 05-
17T22: 07: 392", , "Package |Installed Version Required Version

kernel 2.6.32-71.29.1.el6.x86_64 2.6.32-279.14.1.¢el6

kernel 2.6.32-279.el6.x86_64 2.6.32-279.14.1.¢el6

kernel 2.6.32-131.0.15.el6.x86_64 2.6.32-279.14.1.¢el6

kernel -devel 2.6.32-131.0.15.€el6.x86_64 2.6.32-279.14.1.¢el6

kernel -devel 2.6.32-279.¢el6.x86 64 2.6.32-279.14.1.¢el6

kernel -firmvare 2.6.32-279.el6.noarch 2.6.32-279.14.1.¢el6
kernel - headers 2.6.32-279.¢el 6.x86_64 2.6.32-
279.14.1.el6","0","0","3",,"1"

- - - - END_RESPONSE_BCDY_CsV
----BEG N_RESPONSE_FOOTER_CSV
" Status Message”

"Fi ni shed"

- --- END_RESPONSE_FOOTER_CSV
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VM - Filter Detections Updated Before a Specific Date
and Time

You can now filter the Host List VM Detection API (/api/2.0/fo/asset/
host/vm/detection/) based on when the detection status was last updated.

Parameter Description

detection_updated_before={value} (Optional) Show only detections whose detection
status changed before a certain date and time. Valid
date format is: YYYY-MMDD|[THH:MM:SSZ] format
(UTC/GMT), like “2017-02-15" or “2017-02-
15T23:15:00Z”.

Tip: You can use this parameter in conjunction with the detection_updated_since
parameter to limit the detections shown to a specific date range.

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: curl" -d
"action=list& ps=10. 10. 10. 37&show_i gs=1&&det ecti on_updat ed_bef or e=2017-
01-12T06: 33: 46Z"

"https://qual ysapi.qualys.confapi/2.0/folasset/host/vm detection/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE HOST_LI ST_VM DETECTI ON_OUTPUT SYSTEM
"https://qual ysapi.qualys.con api/2.0/fol/asset/host/vnidetection/host_lis
t _vm detection_out put.dtd">
<HOST_LI ST_VM DETECTI ON_OUTPUT>
<RESPONSE>
<DATETI ME>2017- 02- 21T09: 37: 05Z</ DATETI ME>
<HOST_LI ST>
<HOST>
<l D>5683411</ | D>
<l P>10. 10. 10. 37</1 P>
<TRACKI NG_METHOD>I P</ TRACKI NG_METHOD>
<OS><! [ CDATA] MacCS X] ] ></ Cs>
<LAST_SCAN_DATETI ME>2017-01- 17T06: 30: 29Z</ LAST_SCAN_DATETI ME>
<LAST_VM SCANNED_DATE>2017-01- 17T06: 30: 29Z</ LAST_VM SCANNED_DATE>
<LAST_VM SCANNED DURATI ON>182</ LAST_VM SCANNED DURATI ON\>
<LAST_VM AUTH_SCANNED DATE>2016- 12
08T12: 12: 58Z</ LAST_VM AUTH_SCANNED_DATE>
<LAST_VM AUTH_SCANNED_DURATI ON>170</ LAST_VM AUTH_SCANNED_DURATI ON>
<LAST_PC_SCANNED_DATE>2016- 11- 11T13: 03: 49Z</ LAST_PC_SCANNED_DATE>
<DETECTI ON_LI ST>
<DETECT| ON>
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<Q D>6</ Q D>

<TYPE>I nf o</ TYPE>

<RESULTS><! [ CDATA[ | P address Host name 10.10.10.37 No

regi stered hostnane] ] ></ RESULTS>

</ DETECTI O\>
<DETECTI ON>

<Q D>12488</ Q D>

<TYPE>Conf i r med</ TYPE>

<SEVERI TY>4</ SEVERI TY>

<PORT>22</ PORT>

<PROTOCOL>t cp</ PROTOCOL>

<SSL>0</ SSL>

<RESULTS><! [ CDATA[ 234881026 2547012 -rwr--r-- 1 qualys admn

0 13865 &quot; Mar 22 17:31:52 2011&quot; &quot; Jul 23
01:13: 16 2007&quot; &quot; Feb 9 17:58:07 2011&quot;
&quot ; Jul 23 01:13:16 2007&quot; 4096 32 0
/ Appl i cati ons/ Col dFusi on9/ www oot / \EEB-
I NF/ exception/detail.cfn]]></RESULTS>
</ DETECTI ON>
</ DETECTI ON_LI ST>
</ HOST>
</ HOST_LI ST>
</ RESPONSE>
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VM - Editing vulnerabilities

A new API /api/2.0/fo/knowledge_base/vuln/ is introduced to edit, reset and then list
the edited vulnerabilities in the Qualys Vulnerability KnowledgeBase.

Edit a vulnerability

You can change the severity level and/or add comments to Threat, Impact or Solution.

Parameter

Description

action=edit

(Required) The action required for the API request: edit.
The POST method must be used.

qid={value}

(Required) QID of the vulnerability to be edited.

severity={value}

(Optional) Severity level between 1 to 5.

Changing the severity level of a vulnerability impacts how
the vulnerability appears in reports and how it is
eventually prioritized for remediation.

For example, by changing a vulnerability from a severity 2
to a severity 5, remediation tickets for the vulnerability
could have a higher priority and shorter deadline for
resolution.

disable={0| 1}

(Optional) Specify 1 to disable the vulnerability. Default is
0.

When you disable a vulnerability it is globally filtered out
from all hosts in all scan reports. The vulnerability is also
filtered from host information, asset search results and your
dashboard. You may include disabled vulnerabilities in
scan reports by changing report filter settings.

threat_comment

(Optional) Threat comments in plain text.

impact_comment

(Optional) Impact comments in plain text.

solution_comment

(Optional) Solution comments in plain text.

Comments added for Threat, Impact, or Solution are appended to the service-provided

descriptions in the vulnerability details within scan reports and other online views

within your account.

Note: Providing at least one optional parameter is mandatory.

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -X POST
"action=edit & npact _comment =t est i npact &qi d=27014"
"https://qual ysapi.qualys. coniapi/2.0/fol/ know edge_base/vul n/ "
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XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/sinmple_return.dtd">
<SI MPLE_RETURN>
<RESPONSE>
<DATETI ME>2017- 03- 02T08: 51: 59Z</ DATETI ME>
<TEXT>Cust om Vul n Data has been updated successful | y</ TEXT>
<| TEM LI ST>
<| TEM>
<KEY>qi d</ KEY>
<VALUE>27014</ VALUE>
</| TEM>
</ 1 TEM LI ST>
</ RESPONSE>
</ SI MPLE_RETURN>

Reset a vulnerability
You can change the vulnerability settings back to original.

New parameter:

Parameter Description

action=reset (Required) The action required for the API request: reset.
The POST method must be used.

qid={value} (Required) QID of the vulnerability to be reset.

APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -X PCST
"action=reset &i d=27014"
"https://qual ysapi.qualys.conlapi/2.0/fol know edge_base/vul n/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2017- 03- 02T08: 55: 11Z</ DATETI ME>
<TEXT>Cust om Vul n Data has been reset successfully</TEXT>
</ RESPONSE>
</ S| MPLE_RETURN>
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List edited vulnerabilities

You can list the vulnerabilities that are edited.

New parameter:

Parameter Description

action=custom (Required) The action required for the API request: custom.
The GET or POST method should be used.

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -X POST
"acti on=cust ont
"https://qual ysapi.qualys. coniapi/2.0/fol/ know edge_base/vul n/ "

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE KB_CUSTOM VULN LI ST_QUTPUT SYSTEM
"https://qual ysapi.qual ys. conif api/2.0/fol know edge_base/ vul n/ kb_cust om vu
In_list_output.dtd">
<KB_CUSTOM VULN_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2017- 03- 02T08: 47: 52Z</ DATETI ME>
<CUSTOM VULN_LI ST>
<CUSTOM VULN_DATA>
<Q D>
<! [ CDATA[ 27014]] >
</ Q D>
<SEVERI TY_LEVEL>5</ SEVERI TY_LEVEL>
<ORI G NAL_SEVERI TY_LEVEL>5</ ORI G NAL_SEVERI TY_LEVEL>
<|I S DI SABLED>1</ | S_DI SABLED>
<UPDATED_DATETI ME>
<! [ CDATA[ 2017- 03- 02T05: 58: 40Z7] ] >
</ UPDATED_DATETI ME>
<UPDATED BY>
<I[ CDATA[ mr _nd] ] >
</ UPDATED_BY>
<THREAT_COMMENT>
<I [ CDATA[test threat123]]>
</ THREAT_COMVENT>
<| MPACT_COMVENT>
<! [ CDATA[ test inpact]]>
</ | MPACT_COMVENT>
<SCLUTI ON_COMVENT>
<! [ CDATA[ sol 123]] >
</ SOLUTI ON_COMVENT>
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</ CUSTOM VULN_DATA>
</ CUSTOM VULN LI ST>
</ RESPONSE>
</ KB_CUSTOM VULN_LI ST_OUTPUT>

New DTD:

https:/ /qualysapi.qualys.com/api/2.0/fo/knowledge_base/vuln/kb_custom_vuln_list
_output.dtd

<l-- QUALYS KB_CUSTOM VULN_ LI ST_OUTPUT DTD -- >
<! ELEMENT KB_CUSTOM VULN_LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME (#PCDATA) >

<I ELEMENT USER LOG N (#PCDATA) >

<! ELEMENT RESOURCE (#PCDATA) >

<! ELEMENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE)>

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<l-- if returned, POST_DATA will be urlencoded -->
<! ELEMENT PQOST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, (CUSTOM VULN LI ST)?, WARNI NG?) >

<!-- DATETI ME al ready defined -->

<! ELEMENT CUSTOM VULN LI ST ( CUSTOM VULN_DATA*) >

<! ELEMENT CUSTOM VULN_DATA (Q D, SEVERI TY_LEVEL, ORI G NAL_SEVERI TY_LEVEL,
| S_DI SABLED, UPDATED DATETI ME, UPDATED_BY, THREAT_COMVENT?,

| MPACT_COMVENT?, SOLUTI ON_COWMVENT?) >

<! ELEMENT Q D (#PCDATA) >
<! ELEMENT ORI G NAL_SEVERI TY_LEVEL (#PCDATA) >
<! ELEMENT SEVERI TY_LEVEL (#PCDATA) >

<! ELEMENT UPDATED DATETI ME ( #PCDATA) >

<! ELEMENT THREAT COWVENT (#PCDATA) >

<! ELEMENT | MPACT_COWVENT (#PCDATA) >

<! ELEMENT SOLUTI ON_COMVENT ( #PCDATA) >

<! ELEMENT |'S_DI SABLED (#PCDATA) >

<! ELEMENT UPDATED BY (#PCDATA) >

<! ELEMENT WARNI NG ( CODE?, TEXT, URL?)>
<! ELEMENT COCDE ( #PCDATA) >

<! ELEMENT TEXT (#PCDATA) >

<! ELEVMENT URL (#PCDATA) >

<I-- URL already defined -->

<l-- EOF -->
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VM - EC2 asset information in scan report

EC2 asset information in now included in the scan report which makes it easy to identify
the hosts that need patching. This information is included in the report only when the
respective option is enabled in the template used for generating the report, and the
results are sorted by host.

New Scan Report Template

Repart Title Detailed Results

Sorting

Findings

s

Filter Display Host Desalls

Services and Ports.

User Access

Scan report will now include the following EC2 asset information:
- Public DNS Name

- Image Id

-VPCId

- Instance State

- Private DNS Name

- Instance Type

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl” -d
"action=l aunch&report _titl e=EC2Replé&t enpl ate_i d=90111&out put _f or mat =csv"
"https://qual ysapi.qualys.confapi/2.0/fol/report/"

CSV output:
"IP',"DNS","EC2 Instance ID',"NetBIOS","QG Host ID',"IP
Interfaces", "Public Hostnane","lmage ID',"VPC | D', "I nstance

State","Private Hostname","Instance Type", " Tracki ng Method","CS","IP
Status","QD',"Title","Vuln

Status", "Type", "Severity","Port","Protocol","FQN", "SSL","First

Det ected", "Last Detected","Tinmes Detected","Date Last Fixed","CVE

I D', "Vendor Reference","Bugtraq |ID',"Results","PCl Wuln","Ticket

State", "l nstance", " Cat egory", "Associ ated Tags""10.90. 2. 100", "i p- 10- 90- 2-
100. ec2.internal","i-0b68f 500cle6a3cc0",,,, "ec2-52-87-152-105. conput e-

1. anmazonaws. conf', "am - 2d4ed53a", "vpc- 1e37cd76", " RUNNI NG', "i p- 10- 90- 2-
100.ec2.internal","t2. medi um', "EC2","Li nux 2.4-2.6 / Enbedded Device / F5
Net wor ks Bi g- I P*, "host scanned, found vuln","34011","Firewal |
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Detected",,"1g","1",,,,,,,,,,,, Sone of the ports filtered by the firewall
are: 20, 21, 23, 25, 53, 111, 135, 445, 1, 7.Listed below are the ports
filtered by the firewall.No response has been received when any of these
ports are probed. 1-3,5,7,9, 11, 13, 15, 17- 21, 23- 25, 27, 29, 31, 33, 35, 37- 39, 41-
79, 81- 223, 242- 246, 256- 265, 280- 282, 309, 311, 318, 322- 325, 344- 351, 363, 369-
442, 444-581, 587, 592- 593, 598, 600, 606- 620, 624, 627, 631, 633- 637, 666-

674, 700, 704- 705, 707, 709- 711, 729- 731, 740- 742, 744, 747- 754, 758- 765, 767, 769-
777, 780- 783, 786, 799- 801, 860, 873, 886- 888, 900- 901, 911, 950, 954- 955, 990-

993, 995- 1001, 1008, 1010- 1011, 1015, 1023- 1100, 1109-

1112, 1114, 1123, 1155, 1167, 1170, 1207, 1212, 1214, 1220- 1222, 1234-

1236, 1241, 1243, 1245, 1248, 1269, 1313- 1314, 1337, 1344- 1625, 1636- 1774, 1776-
1815, 1818- 1824, 1900- 1909, 1911- 1920, 1944- 1951, 1973, 1981, 1985-

2028, 2030, 2032- 2036, 2038, 2040- 2049, 2053, 2065, 2067, 2080, 2097, 2100, 2102-
2107, 2109, and nore. W have onmitted fromthis |list 699 higher ports to
keep the report size nanageabl e. #',"no",,,"Firewal | ","EC2, TGL, Vriginia
agec2, sada-0117-targets, sada-authentication-tag, sada-ec2-

aut henti cati on, sada-new 0308, useasttag"

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE ASSET_DATA REPORT SYSTEM
"https://qual ysapi.qual ys. conl asset _data_report.dtd">
<ASSET_DATA_REPORT>

<HOST_LI ST>
<HOST>

<l P>10. 90. 2. 30</ | P>

<TRACKI NG_METHOD></ TRACKI NG_METHOD>

<ASSET_TAGS>
<ASSET_TAG><! [ CDATA[ EC2] ] ></ ASSET_TAG>
<ASSET_TAG><! [ CDATA[ TGl] ] ></ ASSET_TAG>
<ASSET_TAG><! [ CDATA[ Vi r gi ni a] ] ></ ASSET_TAG>
<ASSET_TAG><! [ CDATA[ agec?2] ] ></ ASSET_TAG>

</ ASSET_TAGS>

<DNS><! [ CDATA[ i p- 10- 90- 2- 30. ec2. i nt er nal ] ] ></ DNS>

<EC2_I NSTANCE_| D><! [ CDATA[ i - Ob11abd19771f 17ed] ] ></ EC2_| NSTANCE_| D>

<EC2_I NFO>
<PUBLI C_DNS_NAME><! [ CDATA[ ec2- 184- 73- 79- 113. conput e-
1. amazonaws. conj ] ></ PUBLI C_DNS_NAME>
<| MACGE_| D><! [ CDATA[ ani - 2d4ed53a] ] ></ | MAGE_I D>
<VPC_| D><! [ CDATA[ vpc- 1e37cd76] ] ></ VPC_| D>
<| NSTANCE_STATE><! [ CDATA[ RUNNI NG ] ></ | NSTANCE_STATE>
<PRI VATE_DNS_NAME><! [ CDATA[ i p- 10- 90- 2-
30. ec2.internal ]]></ PRI VATE_DNS_NAME>
<I NSTANCE_TYPE><! [ CDATA[ t 2. medi unj ] ></ | NSTANCE_TYPE>

</ EC2_I NFO>. .

</ ASSET_DATA_REPORT>
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DTD update:
https:/ /qualysapi.qualys.com/asset_data_report.dtd

<l-- QUALYS ASSET DATA REPORT DID -->
<l-- $Revision$ -->

<! ELEMENT ASSET_DATA REPORT (ERROR | (HEADER, Rl SK_SCORE_PER HOST?,
HOST LI ST?, GLOSSARY?, NON_RUNNI NG KERNELS?, APPENDI CES?)) >

<l-- HOST_LIST -->

<! ELEMENT HOST LI ST (HOST+)>

<! ELEMENT HOST (ERROR | (1P, TRACKI NG METHOD, ASSET TAGS?,
DNS?, NETBI OS?, QG HOSTID?, EC2_ | NSTANCE | D?,
| P_I NTERFACES?, EC2_| NFO?, OPERATI NG SYSTEM?,
OS_CPE?, ASSET_GROUPS?, VULN_INFO LI ST?))>

<! ELEMENT EC2_I| NSTANCE | D (#PCDATA) >

<! ELEMENT | P_I NTERFACES (1 P*)>

<! ELEMENT EC2_I NFO

(PUBLI C_DNS_NAME?, | MAGE_| D?, VPC | D?, | NSTANCE_STATE?, PRI VATE_DNS_NAVE?, | NS
TANCE_TYPE?) >

<! ELEMENT PUBLI C_DNS_NAVE (#PCDATA) >

<! ELEMENT | MAGE_| D ( #PCDATA) >

<! ELEMENT VPC | D (#PCDATA) >

<! ELEMENT | NSTANCE STATE (#PCDATA) >

<! ELEMENT PRI VATE_DNS_NAVE ( #PCDATA) >

<! ELEMENT | NSTANCE TYPE (#PCDATA) >

<! ELEMENT OPERATI NG SYSTEM ( #PCDATA) >

<! ELEMENT OS_CPE (#PCDATA) >

<! ELEMENT ASSET GROUPS ( ASSET_GROUP_TI TLE+) >
<! ELEMENT VULN_ I NFO LI ST (VULN_I NFO+) >
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VM - Scan Report in XML Format - Ability to Exclude
Glossary data

This update applies to the Scan Report in XML format only. Previously the <GLOSSARY>
tag was always included in the scan report XML format regardless of template sub option
settings under Vulnerability Details (e.g. Threat, Impact, Solution - Patches and
Workarounds, etc). Now you can exclude the <GLOSSARY> tag and this will reduce the
size of your reports.

What are the changes?

- the <GLOSSARY> tag will be excluded from the XML format if none of the
“Vulnerability Details” sub options are selected

- the <GLOSSARY> tag will be included in the XML format if any one of the
“Vulnerability Details” sub options is selected

- the Scan Report DTD (asset_data_report.dtd) has been updated; the QID “id” attribute
changed from IDREF to CDATA

| New Scan Report Template

UL Ut

BEpar T Include additional identification information for hosis with cloud agents
Include additional metadata information for EC2 instances

Findings

Display > Include the following detailed results in the report

# Text Summary
Filter r Vulnerability Details \
Threat
Impact
Solution
Patches and Workarounds
Virtual Patches and Mitigating Controls
Compliance
Exploitability
Associated Malware

Services and Ports

User Access

Results

Reopened
\ Appendix /

Exclude Account ID from filename

By default we'll include the account login ID in the filename of downloaded reports. Select this

Sample Scan Report XML without <GLOSSARY> tag

This Scan Report in XML format was generated using a scan report template with no
Vulnerability Details sub options selected. You'll notice there’s no <GLOSSARY> tag after
</ HOST_LI ST>.

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE ASSET_DATA REPORT SYSTEM
"https://qual ysapi.qual ys. conl asset _data_report.dtd">
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<ASSET_DATA_ REPCRT>
<HEADER>
<COVPANY><! [ CDATA[ Acne, | nc.]]></ COVPANY>
<USERNAME>acmre_ak 1</ USERNAME>
<GENERATI ON_DATETI ME>2017- 03- 29T19: 34: 21Z</ GENERATI ON_DATETI ME>
<TEMPLATE><! [ CDATAl My Report Tenplate w o Vulnerability
Det ai | s]] ></ TEMPLATE>
<TARGET>
<USER_| P_LI ST>
<RANGE>
<START>10. 10. 24. 77</ START>
<END>10. 10. 24. 77</ END>
</ RANGE>
</ USER_| P_LI ST>
<COMVBI NED_| P_LI ST>
<RANGE>
<START>10. 10. 24. 77</ START>
<END>10. 10. 24. 77</ END>
</ RANGE>
</ COVBI NED_| P_LI ST>
</ TARGET>
<RI SK_SCORE_SUMVARY>
<TOTAL_VULNERABI LI Tl ES>11</ TOTAL_VULNERABI LI TI ES>
<AVG_SECURI TY_RI SK>3. 1</ AVG_SECURI TY_RI SK>
<BUSI NESS_RI SK>17/ 100</ BUSI NESS_RI SK>
</ Rl SK_SCORE_SUMVARY>
</ HEADER>
<RI SK_SCORE_PER_HOST>
<HOSTS>
<l P_ADDRESS>10. 10. 24. 77</ | P_ADDRESS>
<TOTAL_VULNERABI LI Tl ES>11</ TOTAL_VULNERABI LI TI ES>
<SECURI TY_RI SK>3. 1</ SECURI TY_RI SK>
</ HOSTS>
</ Rl SK_SCORE_PER_HOST>
<HOST_LI ST>
<HOST>
<I P>10. 10. 24. 77</ | P>
<TRACKI NG_METHOD>! P</ TRACKI NG_METHOD>
<DNS><! [ CDATA[ 2k3x64i e7- 24- 77. pat ch. ad. acne. conj ] ></ DNS>
<NETBI OS><! [ CDATA[ 2K3X641 E7- 24- 77] ] ></ NETBI OS>
<OPERATI NG_SYSTEM><! [ CDATAl W ndows 2003 R2 Service Pack
1]] ></ OPERATI NG_SYSTEM>
<ASSET_GROUPS>
<ASSET_GROUP_TI TLE><! [ CDATA[ AG 24]] ></ ASSET_GROUP_TI TLE>
</ ASSET_GROUPS>
<VULN_I NFO_LI ST>
<VULN_I NFC>
<Q D i d="qi d_90783">90783</ Q D>
<TYPE>Wul n</ TYPE>
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<SSL>f al se</ SSL>
<FI RST_FOUND>2017- 01- 09T19: 34: 34Z</ FI RST_FOUND>
<LAST _FOUND>2017-01- 09T19: 34: 34Z</ LAST_FOUND>
<TI MES_FOUND>1</ TI MES_FOUND>
<VULN_STATUS>New</ VULN_STATUS>

</ VULN_| NFC>

<VULN_I NFC>
<Q D id="gi d_105500">105500</ Q D>
<TYPE>Vul n</ TYPE>
<SSL>f al se</ SSL>
<FI RST_FQUND>2017-01- 09T19: 34: 34Z</ FI RST_FOUND>
<LAST_FOUND>2017- 01- 09T19: 34: 34Z</ LAST_FQOUND>
<TI MES_FOUND>1</ TI MES_FOUND>
<VULN_STATUS>New</ VULN_STATUS>

</ VULN_| NFC>

<VULN_I NFO>
<Q D i d="qi d_90464" >90464</ Q D>
<TYPE>Vul n</ TYPE>
<SSL>f al se</ SSL>
<FI RST_FOUND>2017- 01- 09T19: 34: 34Z</ FI RST_FOUND>
<LAST _FOUND>2017-01- 09T19: 34: 34Z</ LAST_FOUND>
<TI MES_FQUND>1</ TI MES_FOUND>
<VULN_STATUS>New</ VULN_STATUS>

</ VULN_| NFC>

</ VULN_I NFO LI ST>
</ HOST>
</ HOST_LI ST>
NO <G.CSSARY> section
<APPENDI CES>
<TEMPLATE_DETAI LS>
<FI LTER_SUMVARY>
St at us: New, Active, Re-Opened
Di spl ay non-runni ng kernel s:
Of
Excl ude non-running kernel s:
O f
Excl ude non-runni ng services:
Of
Excl ude Q Ds not exploitable due to configuration:
Of
Vul nerabilities:
State: Active
I ncl uded Operating Systens:
Al'l Operating Systens
</ FI LTER_SUMVARY>
</ TEMPLATE_DETAI LS>
</ APPENDI CES>
</ ASSET_DATA REPORT>
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Scan Report DTD

The Scan Report DTD (asset_data_report.dtd) was updated. Specifically the “id”
attribute for the QID element was changed from IDREF to CDATA.

id attribute prior to Qualys 8.10:

<! ELEMENT QI D (#PCDATA) >
<IATTLIST QD id | DREF #REQUI RED>

id attribute for Qualys 8.10:

<! ELEMENT Q D (#PCDATA) >
<IATTLIST QD id CDATA #REQUI RED>
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VM - Hide target information from scan list

You can now use the ignore_target parameter to hide the target information returned by
the scan list API api/2.0/fo/scan.

Parameter Description

ignore_target={0|1} Specify 1 to hide target information from the scan list.
Specify 0 to display the target information.

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth:curl" -X PCST
"action=list& gnore_target=1"
"https://qual ysapi.qualys. confapi/2.0/folscan/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SCAN_ LI ST_OUTPUT SYSTEM
"https://qual ysapi.qualys. confapi/2.0/fo/scan/scan_|ist_out put.dtd">
<SCAN_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2017- 03- 21TO05: 47: 59Z</ DATETI ME>
<SCAN_LI ST>
<SCAN>
<REF>scan/ 1487758254. 03044</ REF>
<TYPE>On- Denand</ TYPE>
<TI TLE><! [ CDATA[ FF1] ] ></ TI TLE>
<USER_LOG N>net wr _ne</ USER_LOJ N>
<LAUNCH_DATETI ME>2017- 02- 22T10: 10: 54Z</ LAUNCH_DATETI Me>
<DURATI ON>N A</ DURATI ON\>
<PROCESSI NG PRIORI TY>0 - No Priority</PROCESSI NG PRI ORI TY>
<PROCESSED>0</ PROCESSED>
<STATUS>
<STATE>Er r or </ STATE>
</ STATUS>
</ SCAN>
</ SCAN_LI ST>
</ RESPONSE>
</ SCAN_LI| ST_QUTPUT>

DTD update:

https:/ /qualysapi.qualys.com/api/2.0/fo/scan/scan_list_output.dtd
<!-- QUALYS SCAN_LI ST_QUTPUT DID -->

<! ELEMENT SCAN_LI ST_OUTPUT ( REQUEST?, RESPONSE) >
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<! ELEMENT REQUEST ( DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT VALUE (#PCDATA) >

<l-- if returned, POST_DATA will be urlencoded -->

<! ELEMENT PQOST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, SCAN LI ST?) >

<! ELEMENT SCAN_LI ST ( SCANt) >

<I ELEMENT SCAN (I D?, REF, TYPE, TITLE, USER LOGd N, LAUNCH DATETI ME,
DURATI ON, PROCESSI NG_PRI ORI TY?, PROCESSED, STATUS?, TARGET?,
ASSET_GROUP_TI TLE_LI ST?, OPTI ON_PROFI LE?) >

<! ELEMENT STATE (#PCDATA) >

<! ELEMENT SUB_STATE (#PCDATA) >

<! ELEMENT TARGET (#PCDATA) >

<! ELEMENT ASSET_GROUP_TI TLE_LI ST (ASSET_GROUP_TI TLE+) >
<! ELEMENT ASSET_GROUP_TI TLE (#PCDATA) >

<! ELEMENT OPTI ON_PROFI LE (TI TLE, DEFAULT_FLAG?) >

<! ELEMENT DEFAULT_FLAG (#PCDATA) >

<l-- EOF -->
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VM - New tag added to KnowledgeBase API

We added a new element called AUTOMATIC_PCI_FAIL to the DTDs for the
KnowledgeBase API (/api/2.0/fo/knowledge_base/vuln/) and the KnowledgeBase
Download API (/msp/knowledgebase_download.php).

Note - This new element is for internal use only.

KnowledgeBase API
DTD updated: knowledge_base_vuln_list_output.dtd

<! ELEMENT VULN_LI ST (VULN¥)>

<! ELEMENT VULN (Q D, VULN TYPE, SEVERI TY_LEVEL, TITLE, CATEGORY?,
DETECTI ON_| NFO?, LAST_CUSTOM ZATI ON?,
LAST_SERVI CE_MODI FI CATI ON_DATETI ME?, PUBLI SHED DATETI ME, BUGTRAQ LI ST?,
PATCHABLE, SOFTWARE_LI ST?, VENDOR REFERENCE_LI ST?, CVE_LIST?, DI AGNOSI S?,
DI AGNOSI S_COMMVENT?, CONSEQUENCE?, CONSEQUENCE_COWMVENT?, SOLUTI ON?,
SOLUTI ON_COMMENT?, COMPLI ANCE_LI ST?, CORRELATI ON?, CVSS?, CVSS_V3?,
PCl _FLAG?, AUTOWVATIC PCl_FAIL?, PCl_REASONS?, THREAT | NTELLI GENCE?,
SUPPORTED_MODULES?, DI SCOVERY, |S_ DI SABLED?) >

<! ELEMENT AUTOVATI C PCI _FAI L (#PCDATA) >

KnowledgeBase Download API

DTD updated: knowledgebase_download.dtd

<! ELEMENT VULN (Q D, VULN TYPE, SEVERI TY_LEVEL, TITLE, CATEGORY?,

DETECTI ON_| NFO?, LAST_UPDATE?, BUGTRAQ | D LI ST?, PATCHABLE,
VENDOR_REFERENCE_LI ST?, CVE_ID LI ST?, DI AGNOSI S?, CONSEQUENCE?,

SOLUTI ON?, COWPLI ANCE?, CORRELATI ON?, CVSS_BASE?, CVSS_TEMPORAL?,
CVSS3_BASE?, CVSS3_TEMPORAL?, CVSS_ACCESS VECTOR?,

CVSS_ACCESS_COVPLEXI TY?, CVSS_AUTHENTI CATI ON?,

CVSS_CONFI DENTI ALI TY_| MPACT?, CVSS_I NTEGRI TY_| MPACT?,

CVSS_AVAI LABI LI TY_I MPACT?, CVSS_EXPLO TABI LI TY?, CVSS_REMEDI ATl ON_LEVEL?,
CVSS_REPORT_CONFI DENCE?, PCl_FLAG?, AUTOMATI C_PCl _FAIL?, PCl_REASONS?,
THREAT | NTELLI GENCE?, SUPPORTED MODULES?, DI SCOVERY?, |S_DI SABLED?) >

<! ELEMENT AUTOVATI C_PCl _FAI L (#PCDATA) >
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PC - Remediation Information Displayed in PC
Reports

Remediation information is now displayed in XML and CSV output formats for PC
reports.

We have updated the Report API to include remediation information in XML and CSV
formats for PC reports.

Report launch API request:

curl -H "X-Requested-Wth: curl” -u "USERNAMVE: PASSWORD' - X POST -d
"policy_id=131345& ps=10.10.10. 10, 10.10.30.129, 10.10.30. 229,

10. 10. 30. 231, 10.11. 65. 194-

10. 11. 65. 195&t enpl at e_i d=89178&out put _f or mat =xm "

"https://qual ysapi.qual ys.confapi/2.0/fol report/?acti on=l aunch"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 03T10: 16: 13Z</ DATETI ME>
<TEXT>New report | aunched</ TEXT>
<| TEM_LI ST>
<| TEM>
<KEY>| D</ KEY>
<VALUE>153007</ VALUE>
</| TEM>
</ 1 TEM_LI ST>
</ RESPONSE>
</ S| MPLE_RETURN>

Report fetch API request:

Use the Id returned in the Report launch API output for the Report fetch API request.

curl -H "X-Requested-Wth: curl" -u "USERNAMVE: PASSWORD' -d
"action=f et ch& d=153007"
"https://qual ysapi.qualys.confapi/2.0/folreport/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE COVPLI ANCE_POLI CY_REPORT SYSTEM
"https://qual ysapi.qual ys. coni conpliance_policy_report.dtd">
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<COVPLI ANCE_PQOLI CY_REPORT>
<HEADER>
<NAME><! [ CDATA[ Tenpl ate with all 3 Renedi ati on Dat a]]></ NAME>
<GENERATI ON_DATETI ME>2017- 04- 03T10: 16: 19Z</ GENERATI ON_DATETI ME>
<COVPANY_I NFO>

<| NSTANCE><! [ CDATA[ 0s] ] ></ | NSTANCE>
<STATUS><! [ CDATA[ Passed] ] ></ STATUS>
<REMEDI ATI ON>Configure the policy value for User Configuration
-&gt; Adm nistrative Tenplates -&gt; Wndows Conponents -&gt; Attachnment
Manager -&gt; "Notify antivirus prograns when opening attachments" to
"Enabl ed". </ REMEDI ATl ON>
<TECHNOLOGY>
<| D><! [ CDATA[ 37]] ></ | D>
<NAME>W ndows 7</ NAME>
</ TECHNOLOGY>

<I NSTANCE><! [ CDATA[ 0s] ] ></ | NSTANCE>
<STATUS><! [ CDATA| Fai | ed] ] ></ STATUS>
<REMEDI ATI ON>To establish the reconmended configuration via
GP, set the following U path to RC4_HVAC MD5, AES128 HVAC SHA1,
AES256_HMAC SHA1, Future encryption types: Conputer
Configuration\Policies\Wndows Settings\Security Settings\Local
Policies\Security Options\Network Security: Configure encryption types
al l oned for Kerberos</ REMEDI ATI ON\N>
<TECHNOLOGY>
<| D><! [ CDATA[ 37]] ></ | D>
<NAME>W ndows 7</ NAME>
</ TECHNOLOGY>
</ RESULTS>
</ COVPLI ANCE_POLI CY_REPORT>

DTD Update:

<?xm version="1.0" encodi ng="UTF-8"?>
<!-- QUALYS COWPLI ANCE POLI CY REPORT DTD -->
<l-- $Revision$ -->

<! ELEMENT COWPLI ANCE_POLI CY_REPORT (ERRCR | (HEADER, ( SUMVARY),
(RESULTS))) >

<! ELEMENT ERROR (#PCDATA) >

<I ATTLI ST ERROR nunber CDATA #| MPLI ED>

<! ELEMENT CONTROL_LI ST ( CONTROL*) >

<! ELEMENT CONTROL (CI D, STATEMENT, CRITICALITY?, CONTROL REFERENCES?,
DEPRECATED?, RATI ONALE?, | NSTANCE?, STATUS, REMEDI ATl ON?, TECHNOLOGY,
EVALUATI ON_DATE?, EVI DENCE?, EXCEPTI ON?) >
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<! ELEMENT CI D (#PCDATA) >

<! ELEMENT STATEMENT (#PCDATA) >

<! ELEMENT CONTROL_REFERENCES (#PCDATA) >
<! ELEMENT RATI ONALE (#PCDATA) >

<! ELEMENT STATUS (#PCDATA) >

<! ELEMENT REMEDI ATl ON (#PCDATA) >

<! ELEMENT TECHNOLOGY (| D, NAME) >

<! ELEMENT | D (#PCDATA) >

<! ELEMENT EVALUATI ON_DATE ( #PCDATA) >

<! ELEMENT | NSTANCE ( #PCDATA) >

<! ELEMENT STATS (#PCDATA) >

<! ELEMENT SEARCH _DURATI ON ( #PCDATA) >
<! ELEMENT ERRORS ( #PCDATA) >
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PC - New API Support for Docker Authentication

We now support compliance scans for Docker versions from 1.9 to 1.12, running on Linux
hosts. Unix authentication is required so you'll also need a Unix record for the host
running the docker.

This record type is only available in accounts with PC (Policy Compliance) and only
supported for compliance scans.

We have added new authentication API (/api/2.0/fo/auth/docker/) to support the new
record type. Actions supported by the API are: Create, Update, List, Delete.

The auth_records.dtd is also updated to add the AUTH_DOCKER_IDS element.
Docker API
You can now create, update, list and delete Docker authentication records.

Create Docker Authentication Record

Use the parameter “action=create” to create a new record in your account.

Parameter Description
title={value} (Required) The record title.
echo_request={0]1} (Optional) Specifies whether to echo the request’s input

parameters (names and values) in the XML output. When
not specified, parameters are not included in the XML
output. Specify 1 to view parameters in the XML output.

comments={value} (Optional) User defined comments.

docker_deamon_conf_file= (Optional) Location of the configuration file for the docker

{value} daemon.

docker_command={value} (Optional) The docker command to connect to a local
docker daemon.

ips={value} (Required) IPs to add to your docker record.

network_id={1]0} (Optional) By default, the parameter is set to 0

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: curl denmp" -d
"action=create&titl e=docker_sanpl e& ps=10. 10. 30. 159&docker _deanmon_conf _fi
| e=/ et c/ docker/ daenon. j son&docker _conmand=/ usr/ bi n/ docker &cho_r equest =1"
"https://qual ysapi.qualys. confapi/2.0/fo/auth/docker/"
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XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM

"https://qual ysapi.qualys. confapi/2.0/batch_return.dtd">

<BATCH_RETURN>
<REQUEST>
<DATETI ME>2017- 03- 09T06: 09: 46Z</ DATETI ME>
<USER_LOG N>user name</ USER_LOG N>

<RESOURCE>ht t ps: // qual ysapi . qual ys. conmf api / 2. 0/ f o/ aut h/ docker / </ RESOURCE>

<PARAM LI ST>
<PARAM>
<KEY>act i on</ KEY>
<VALUE>cr eat e</ VALUE>
</ PARAM>
<PARAM>
<KEY>ti t| e</ KEY>
<VALUE>docker _sanpl e</ VALUE>
</ PARAM>
<PARAM>
<KEY>i ps</ KEY>
<VALUE>10. 10. 30. 159</ VALUE>
</ PARAM>
<PARAM>
<KEY>docker _deanmon_conf _fi | e</ KEY>
<VALUE>/ et c/ docker / daenon. j son</ VALUE>
</ PARAM>
<PARAM>
<KEY>docker _conmmand</ KEY>
<VALUE>/ usr/ bi n/ docker </ VALUE>
</ PARAM>
<PARAM>
<KEY>echo_r equest </ KEY>
<VALUE>1</ VALUE>
</ PARAM>
</ PARAM LI ST>
</ REQUEST>
<RESPONSE>
<DATETI ME>2017- 03- 09T06: 09: 46Z</ DATETI ME>
<BATCH LI ST>
<BATCH>
<TEXT>Successful | y Created</ TEXT>
<| D_SET>
<| D>72685</ | D>
</ | D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
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Update Docker Authentication Record

Use the parameter “action=update” to update a Docker authentication record in your
account. You'll need to include the ID for the record you're updating.

Parameter

Description

title={value}

(Optional) The record title.

echo_request={0]1}

(Optional) Specifies whether to echo the request’s input
parameters (names and values) in the XML output. When
not specified, parameters are not included in the XML
output. Specify 1 to view parameters in the XML output.

comments={value}

(Optional) User defined comments.

docker_deamon_conf_file=
{value}

(Optional) Location of the configuration file for the docker
daemon.

docker_command={value}

(Optional) The docker command to connect to a local

docker daemon.

network_id={1 |0} (Optional) By default, the parameter is set to 0

ids={value} (Required) ID of the record you're updating.

add_ips={value} (Optional) IPs to be added to your record.

remove_ips={value} (Optional) IPs to be removed from your record.

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: curl denmp" -d
"acti on=updat e& ds=72685&add_i ps=10. 10. 26. 26"
"https://qual ysapi.qualys. confapi/2.0/fo/auth/docker/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH_RETURN SYSTEM
"https://qual ysapi.qualys. confapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2017- 03- 09T06: 12: 57Z</ DATETI Me>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful | y Updat ed</ TEXT>
<I D_SET>
<I D>72685</ | D>
</ 1 D_SET>
</ BATCH>
</ BATCH_LI ST>
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</ RESPONSE>
</ BATCH_RETURN>

Delete Docker Authentication Record

Use the parameter “action=delete” and specify the ID of the Docker authentication
record to delete its details.

Parameter Description

echo_request={0|1} (Optional) Specifies whether to echo the request’s input
parameters (names and values) in the XML output. When
not specified, parameters are not included in the XML
output. Specify 1 to view parameters in the XML output.

ids={value} (Required) ID of the record you're deleting.

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: curl demd" -d
"action=del et e& ds=72685"
"https://qual ysapi.qualys. confapi/2.0/fo/auth/docker/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH_RETURN SYSTEM
"https://qual ysapi.qual ys.conifapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2017- 03- 09T06: 13: 57Z</ DATETI Me>
<BATCH LI ST>
<BATCH>
<TEXT>Successful | y Del et ed</ TEXT>
<|I D_SET>
<I D>72685</ | D>
</ 1 D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>
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List Authentication Record

Use the parameter “action=list” to list the record defined in your account. To view a
specific Docker record, specify the ID or title of the record.

Parameter Description
title={value} (Optional) The record title.
echo_request={0] 1} (Optional) Specifies whether to echo the request’s input

parameters (names and values) in the XML output. When
not specified, parameters are not included in the XML
output. Specify 1 to view parameters in the XML output.

comments={value} (Optional) User defined comments.
ids={value} (Optional) ID of the record you're listing.
id_min={value} (Optional) Show only those authentication records in your

subscription that have an ID number greater than or equal
to an ID number you specify.

id_max={value} (Optional) Show only those authentication records in your
subscription that have an ID number less than or equal to
an ID number you specify.

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: curl denmp" -d
"action=list& ds=72685"
"https://qual ysapi.qualys. confapi/2.0/fo/auth/docker/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH DOCKER LI ST_QOUTPUT SYSTEM
"https://qual ysapi.qualys. coniapi/2.0/folaut h/ docker/auth_docker _I|ist_out
put.dtd">
<AUTH_DOCKER_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2017- 03- 09T06: 11: 39Z</ DATETI ME>
<AUTH_DOCKER LI ST>
<AUTH_DOCKER>
<| D>72685</ | D>
<TI TLE><! [ CDATA[ docker _sanpl e] ] ></ TI TLE>

<DAEMON_CONFI GURATI ON_FI LE>/ et ¢/ docker / daenon. j son</ DAEMON_CONFI GURATI ON_
FI LE>
<DOCKER_COMVAND>/ usr / bi n/ docker </ DOCKER_COMVAND>
<| P_SET>
<I P>10. 10. 30. 159</ | P>
</ | P_SET>
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<CREATED>
<DATETI ME>2017- 03- 09T06: 09: 46Z</ DATETI Me>
<BY>user nane</ BY>

</ CREATED>

<LAST_MODI FI ED>
<DATETI ME>2017- 03- 09T06: 09: 46Z</ DATETI Me>

</ LAST_MODI FI ED>

</ AUTH_DOCKER>
</ AUTH_DOCKER_LI ST>
</ RESPONSE>
</ AUTH_DOCKER_LI| ST_QUTPUT>

New DTD:
<l-- QUALYS AUTH DOCKER LI ST_QUTPUT DID -->
<l-- $Revision: $ -->

<! ELEMENT AUTH _DOCKER LI ST_QUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME (#PCDATA) >

<! ELEMENT USER LOG N (#PCDATA) >

<! ELEMENT RESOURCE ( #PCDATA) >

<! ELEMENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE)>

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<l-- if returned, POST_DATA will be urlencoded -->
<! ELEMENT POST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, (AUTH_DOCKER LI ST| 1D _SET)?, WARNI NG LI ST?,

GLOSSARY?) >
<! ELEMENT AUTH_DOCKER LI ST ( AUTH _DOCKER®+) >

<! ELEMENT AUTH DOCKER (1D, TITLE, DAEMON_CONFI GURATI ON_FI LE?,

DOCKER_COWMMAND?, | P_SET, NETWORK | D?, CREATED, LAST_MODI FlI ED, COMVENTS?) >

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

| D (#PCDATA) >

TI TLE (#PCDATA) >
DAEMON_CONFI GURATI ON_FI LE ( #PCDATA) >
DOCKER_COMMVAND ( #PCDATA) >
I P_SET (1P| I P_RANGE) +>

| P (#PCDATA) >

| P_RANGE (#PCDATA) >
NETWORK_| D ( #PCDATA) >
CREATED (DATETI ME, BY)>
BY (#PCDATA) >

LAST_MODI FI ED ( DATETI ME) >
COVMVENTS ( #PCDATA) >
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<! ELEMENT WARNI NG LI ST (WARNI NG+) >
<! ELEMENT WARNI NG ( CODE?, TEXT, URL?, |D_SET?)>
<! ELEMENT CODE (#PCDATA) >

<! ELEMENT TEXT (#PCDATA) >

<! ELEMENT URL (#PCDATA) >

<! ELEMENT | D_SET (ID| | D_RANGE) +>

<! ELEMENT | D_RANGE (#PCDATA) >

<! ELEMENT GLOSSARY (USER LI ST?) >

<! ELEMENT USER LI ST (USER¥)>

<! ELEMENT USER (USER LOG N, FI RST_NAME, LAST NAME) >
<! ELEMENT FI RST_NAME (#PCDATA) >

<! ELEMENT LAST_NAME (#PCDATA) >

<l-- EOF -->

DTD Update:

<l-- QUALYS AUTH RECORDS QUTPUT DID - ->
<!-- $Revision$ -->

<! ELEMENT AUTH_RECORDS_QUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT AUTH_RECORDS ( AUTH_UNI X_I DS?, AUTH W NDOWS_| DS?,

AUTH_ORACLE | DS?, AUTH ORACLE_LI STENER | DS?, AUTH SNVP_I| DS?,
AUTH_MB_SQL_| DS?, AUTH | BM DB2_I DS?, AUTH VMMRE | DS?, AUTH MB_I 1S I DS?,
AUTH_APACHE | DS?, AUTH_| BM WEBSPHERE_| DS?, AUTH HTTP_| DS?,

AUTH_MYSQL_| DS?, AUTH TOVCAT | DS?, AUTH ORACLE WEBLOG C | DS?,
AUTH_DOCKER | DS?) >

<! ELEMENT AUTH_TOMCAT | DS (| D_SET) >
<! ELEMENT AUTH ORACLE WEBLOG C I DS (1D _SET) >
<! ELEMENT AUTH DOCKER | DS (I D_SET) >

<! ELEMENT | D_SET (ID| | D_RANGE) +>
<! ELEMENT | D (#PCDATA) >
<! ELEMENT | D_RANGE (#PCDATA) >

<l-- ECF -->
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PC - New API Support for PostgreSQL Authentication

With this release PostgreSQL authentication is supported for compliance scans using
Qualys PC. The PostgreSQL Record API (/api/2.0/fo/auth/postgresql/) allows you
manage PostgreSQL records for performing authenticated scans of PostgreSQL
Version 9.0 instances running on Unix.

Tip - We strongly recommend you create one or more dedicated user accounts to be used
solely by the Qualys Cloud Platform to authenticate to PostgreSQL database instances.

List all record types

Supported parameters for Authentication Record List API call
(/api/2.0/fo/auth/?action=list) are described in the current Qualys API V2 User Guide
under Authentication Record List (in Chapter 8).

APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl Sanple”

-d "action=list" "https://qual ysapi.qualys.comapi/2.0/fo/auth/" >
file.xm

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH RECORDS_QUTPUT SYSTEM
"https://qual ysapi.qualys.conlapi/2.0/folauth/auth_records. dtd">
<AUTH_RECORDS_OUTPUT>
<RESPONSE>
<DATETI ME>2017- 04- 12T18: 43: 57Z</ DATETI ME>
<AUTH_RECORDS>
<AUTH_UNI X_I| DS>
<| D_SET>
<| D>1003</ | D>
<| D>78176</ | D>
</ | D_SET>
</ AUTH_UNI X_I DS>
<AUTH_W NDOWS_| DS>
<| D_SET>
<| D>5325</ | D>
<| D_RANGE>34902- 34909</ | D_RANGE>
<l D>35076</ | D>
<| D>79233</ | D>
</ | D_SET>
</ AUTH_W NDOW5_| DS>
<AUTH_SYBASE_| DS>
<| D_SET>
<| D>77260</ | D>
<|I D>77262</ | D>
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<l D>78148</ | D>
<| D>78153</ | D>
<I D_RANCGE>78166- 78167</ | D_RANGE>
<| D>78171</ | D>
</ 1 D_SET>
</ AUTH_SYBASE | DS>
<AUTH_POSTGRESQL_| DS>
<| D_SET>
<| D>79003</ | D>
<| D>79008</ | D>
<| D_RANGE>79012- 79013</ | D_RANGE>
<| D>79230</ | D>
</ 1 D_SET>
</ AUTH_POSTGRESQL._| DS>
</ AUTH_RECORDS>
</ RESPONSE>
</ AUTH_RECORDS_QUTPUT>

DTD:
<base_url>/api/2.0/fo/auth/auth_records.dtd

New AUTH_POSTGRESQL_| DS element identifies PostgreSQL record IDs.
<I-- QUALYS AUTH RECORDS_OUTPUT DTD - - >

<! ELEMENT AUTH_RECORDS_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME ( #PCDATA) >

<I ELEMENT USER LOG N (#PCDATA) >

<! ELEMENT RESOURCE (#PCDATA) >

<! ELEMENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE)>

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<!-- if returned, POST_DATA will be urlencoded -->
<! ELEMENT PCST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, AUTH RECORDS?, WARNI NG LI ST?) >
<! ELEMENT AUTH_RECORDS ( AUTH_UNI X_I DS?, AUTH_W NDOWS_| DS?,

AUTH _ORACLE | DS?, AUTH ORACLE LI STENER | DS?, AUTH_SNVP_I DS?,

AUTH MS_SQL_I DS?, AUTH | BM DB2_I DS?, AUTH VMMRE_| DS?, AUTH M5 I 1S I DS?,
AUTH_APACHE | DS?, AUTH_| BM WEBSPHERE_| DS?, AUTH_HTTP_| DS?,

AUTH_SYBASE | DS?, AUTH MYSQL_I DS?, AUTH TOVCAT | DS?,

AUTH_ORACLE_WEBLOG C_| DS?, AUTH_DOCKER | DS?, AUTH POSTGRESQL_| DS?) >

<! ELEMENT AUTH_UNI X_I DS (1D _SET) >
<! ELEMENT AUTH_W NDOWS_| DS (I D_SET) >
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<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
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AUTH_ORACLE_| DS (I D_SET) >
AUTH_ORACLE_LI STENER | DS (I D_SET) >
AUTH_SNVP_I DS (1 D_SET) >

AUTH MB_SQL_I DS (I D_SET)>

AUTH_| BM DB2_I DS (I D_SET) >
AUTH_VMMARE_| DS (1 D_SET) >

AUTH MB_I 1S I DS (I D_SET)>
AUTH_APACHE | DS (I D_SET) >

AUTH | BM WEBSPHERE_| DS (| D_SET) >
AUTH_HTTP_I DS (I D_SET) >
AUTH_SYBASE_| DS (1D _SET) >
AUTH_MYSQL_I DS (1 D_SET) >
AUTH_TOMCAT | DS (| D_SET) >
AUTH_ORACLE_WEBLOG C_I DS (I D_SET) >
AUTH_DOCKER | DS (| D_SET) >

<! ELEMENT AUTH POSTGRESQL_I DS (I D_SET) >

<! ELEMENT WARNI NG LI ST (WARNI NG#) >
<! ELEMENT WARNI NG ( CODE?, TEXT, URL?, |D_SET?)>
<! ELEMENT CODE (#PCDATA) >
<! ELEMENT TEXT (#PCDATA) >
<! ELEMENT URL (#PCDATA) >

<! ELEMENT | D_SET (ID| | D_RANGE) +>
<! ELEMENT | D (#PCDATA) >
<! ELEMENT | D_RANGE (#PCDATA) >

<l-- ECF -->

List PostgreSQL records

Supported parameters for PostgreSQL Authentication Record List API call
(/api/2.0/fo/auth/postgresql/?action=list) are described in the current Qualys API V2
User Guide under Authentication Record List by Type (in Chapter 8).

Example: List PostgreSQL records

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl Sanple" -d
"action=list&detail s=All"

"https://qual ysapi.qualys.confapi/2.0/folauth/postgresql/" > file.xm

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE AUTH POSTGRESQ._LI ST_QUTPUT SYSTEM

"https://qual ysapi.qual ys.conlapi/2.0/folauth/ post gresql /aut h_post gresql _
list_output.dtd">
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<AUTH_POSTCGRESQ._LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2017- 04- 24T22: 01: 50Z</ DATETI Me>
<AUTH_POSTGRESQL_LI ST>
<AUTH_POSTGRESQL>

<| b>79518</ | D>
<TI TLE><! [ CDATA[ Post gesSQ.1] ] ></ Tl TLE>
<USERNAME><! [ CDATA[ acne_as1] ] ></ USERNAVE>
<DATABASE><! [ CDATA[ nydb1] ] ></ DATABASE>
<PORT>5432</ PORT>
<SSL_VERI FY><! [ CDATA[ 0] ] ></ SSL_VERI FY>

<| P_SET>
<l P>10. 10. 10. 45</ | P>
</ 1 P_SET>
<UNI X_CONF_FI LE><! [ CDATA[/ var/ | i b/ pgsql /9. 3/ dat a/ post gr esql
_CONF_FI LE>
<NETWORK_| D>0</ NETWORK_| D>
<CREATED>

<DATETI ME>2017- 04- 13T23: 42: 50Z</ DATETI ME>
<BY>acne_asl</ BY>
</ CREATED>
<LAST_MODI FI ED>
<DATETI ME>2017- 04- 20T23: 35: 42Z</ DATETI ME>
</ LAST_MODI FI ED>
<COMMENTS><! [ CDATA[ ny conment s] ] ></ COMVENTS>
</ AUTH_POSTCRESQ.>
<AUTH_POSTCRESQL>
<| D>82110</ | D>
<TI TLE><! [ CDATA[ PCst gr eSQ.2] ] ></ Tl TLE>
<USERNAME><! [ CDATA[ acne_as1] ] ></ USERNAVE>
<DATABASE><! [ CDATA[ nydb2] ] ></ DATABASE>
<PORT>5432</ PORT>
<SSL_VERI FY><! [ CDATA[ 1] ] ></ SSL_VERI FY>
<HOSTS>

.conf]]></UN X

<HOST><! [ CDATA[ cent - 31- 107. m 2k8. vul n. ga. qual ys. conj ] ></ HOST>

</ HOSTS>
<| P_SET>
<l P>10. 20. 31. 107</ | P>
</ | P_SET>
<UNI X_CONF_FI LE><! [ CDATA[/ var/ | i b/ pgsql / 9. 3/ dat a/ post gr esql
_CONF_FI LE>
<NETWORK_| D>0</ NETWORK_| D>
<CREATED>
<DATETI ME>2017- 04- 20T20: 12: 48Z</ DATETI ME>
<BY>acne_asl</ BY>
</ CREATED>
<LAST_MODI FI ED>
<DATETI ME>2017- 04- 20T21: 53: 25Z</ DATETI ME>
</ LAST_MODI FI ED>
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</ AUTH_POSTGRESQL>
<AUTH_PCSTGRESQL>
<I D>82111</| D>
<TI TLE><! [ CDATA[ Post gr eSQL3] ] ></ Tl TLE>
<USERNAME><! [ CDATA[ acne_as1] ] ></ USERNAVE>
<DATABASE><! [ CDATA[ nydb3] ] ></ DATABASE>
<PORT>5432</ PORT>
<SSL_VERI FY><! [ CDATA[ 1] ] ></ SSL_VERI FY>
<| P_SET>
<| P>10. 10. 10. 10</ | P>
</ | P_SET>
<UNI X_CONF_FI LE><! [ CDATA[ ] ] ></ UNI X_CONF_FI LE>
<NETWORK_| D>0</ NETWORK_| D>
<CREATED>
<DATETI ME>2017- 04- 20T20: 59: 28Z</ DATETI Me>
<BY>acne_asl1</ BY>
</ CREATED>
<LAST_MODI FI ED>
<DATETI ME>2017- 04- 21T16: 58: 47Z</ DATETI Me>
</ LAST_MODI FI ED>
</ AUTH_POSTGRESQL>

</ AUTH_POSTGRESQL_LI ST>
</ RESPONSE>
</ AUTH_POSTGRESQL_LI ST_QUTPUT>

DTD:
<base_url>/api/2.0/fo/auth/sybase/auth_postgresql_list_output.dtd

<l-- QUALYS AUTH POSTGRESQL_LI ST _OQUTPUT DTD -- >
<! ELEMENT AUTH_POSTGRESQL_LI ST _OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETIME, USER LOGI N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME (#PCDATA) >

<! ELEMENT USER LOG N (#PCDATA) >

<! ELEMENT RESOURCE (#PCDATA) >

<! ELEMENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE)>

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<! ELEMENT POST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, (AUTH_POSTGRESQL_LI ST| | D_SET)?,

WARNI NG LI ST?, GLOSSARY?) >

<! ELEMENT AUTH POSTGRESQL LI ST ( AUTH_POSTGRESQL+) >

<! ELEMENT AUTH POSTGRESQL (1D, TITLE, USERNAME, DATABASE, PORT,

SSL_VERI FY, HOSTS?, |P_SET?, LOG N TYPE?, DI G TAL_VAULT?, UNI X CONF_FI LE,
PRI VATE_KEY_CERTI FI CATE_LI ST?, NETWORK_| D?, CREATED, LAST MODI FI ED,
COVMVENTS?) >

<! ELEMENT | D (#PCDATA) >
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<! ELEMENT
<! ELEMENT

<! ELEMENT PRI VATE_KEY_CERTI FI CATE_LI ST ( PRI VATE_KEY_CERTI FI CATE) *>

PC - New API Support for PostgreSQL Authentication

TI TLE (#PCDATA) >
USERNAVE ( #PCDATA) >

<! ELEMENT PRI VATE_KEY_CERTI FI CATE (I D, PRI VATE_KEY_I NFO, PASSPHRASE_I NFO,
CERTI FI CATE?) +>

<! ELEMENT PRI VATE_KEY_I NFO ( PRI VATE_KEY| DI G TAL_VAULT) >
<! ATTLI ST PRI VATE_KEY_| NFO>

<I-- Private key contents will never be rendered -->

<! ELEMENT PRI VATE_KEY EMPTY>

<! ELEMENT
<l ATTLI ST
<l-- Certi
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

PASSPHRASE | NFO (DI Gl TAL_VAULT?) >
PASSPHRASE | NFO type (basic|vault) "basic">
ficate contents will never be rendered -->
CERTI FI CATE EMPTY>

PORT (#PCDATA) >

DATABASE ( #PCDATA) >
SSL_VERI FY (#PCDATA) >
HOSTS ( HOST+) >

HOST ( #PCDATA) >

| P_SET (1P| |P_RANGE) +>

| P (#PCDATA) >

| P_RANGE (#PCDATA) >

LOG N_TYPE (#PCDATA) >

UNI X_CONF_FI LE (#PCDATA) >
CLI ENT_CERT (#PCDATA) >
CLI ENT_KEY (#PCDATA) >
CERT_PASSPHASE ( #PCDATA) >
NETWORK_| D ( #PCDATA) >
CREATED (DATETI ME, BY)>
BY (#PCDATA) >

LAST_MODI FI ED ( DATETI ME) >
COVMVENTS ( #PCDATA) >

WARNI NG LI ST ( WARNI NG+) >
WARNI NG ( CODE?, TEXT, URL?, |D_SET?)>
CCODE ( #PCDATA) >

TEXT (#PCDATA) >

URL (#PCDATA) >

| D_SET (1 D| | D_RANGE) +>

| D_RANGE (#PCDATA) >
GLOSSARY (USER LI ST?) >
USER LI ST ( USER#) >

USER (USER LOGI N, FI RST_NAME, LAST NAME) >
FI RST_NAVE (#PCDATA) >
LAST NAVE (#PCDATA) >

DI G TAL_VAULT (DI G TAL_VAULT_ID, DI G TAL_VAULT TYPE,

DI G TAL_VAULT TI TLE, VAULT_USERNAVE?, VAULT_FOLDER?, VAULT FI LE?,
VAULT_SECRET_NAME?, VAULT SYSTEM NAME?, VAULT_EP_NAME?, VAULT_EP_TYPE?,
VAULT_EP_CONT?) >
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<! ELEMENT DI G TAL_VAULT_| D ( #PCDATA) >
<! ELEMENT DI G TAL_VAULT_TYPE (#PCDATA) >
<! ELEMENT DI G TAL_VAULT_TI TLE (#PCDATA) >
<! ELEVMENT VAULT_USERNAME ( #PCDATA) >

<! ELEMENT VAULT_FOLDER (#PCDATA) >

<! ELEMENT VAULT_FI LE (#PCDATA) >

<! ELEMENT VAULT_SECRET_NANE (#PCDATA) >
<! ELEMENT VAULT_SYSTEM NAME (#PCDATA) >
<! ELEMENT VAULT_EP_NAME (#PCDATA) >

<! ELEVMENT VAULT_EP_TYPE (#PCDATA) >

<! ELEMENT VAULT_EP_CONT (#PCDATA) >

<l-- EOF -->

Create / Update PostgreSQL record

Use these parameters to create or update a PostgreSQL record. For an update request, all
parameters are optional except “ids” which is required.

Parameter Description
action=create | update (Required) The action for the API call, create or update.
ids={id1,id2,...} (Required for update request, Invalid for create request)

The IDs of the PostgreSQL records you want to update. Valid
IDs are required. Multiple IDs are comma separated.

echo_request={0 | 1} (Optional) Show (echo) the request’s input parameters (names
and values) in the XML output. When not specified, parameters
are not included in the XML output. Specify 1 to view
parameters in the XML output.

title={value} (Required for create request) A title for the Sybase record. The
title must be unique. Maximum 255 characters (ascii).

ips={value} (Required for a create request) A single IP, multiple IPs and/or
ranges. Multiple entries are comma separated.

add_ips={value} (Optional for an update request) A single IP, multiple IPs
and/or ranges to be added to this record. Multiple entries are
comma separated.

remove_ips={value} (Optional for an update request) A single IP, multiple IPs
and/or ranges to be removed from this record. Multiple entries
are comma separated.

network_id={value} (Optional and valid when the networks feature is enabled)
The network ID for the record.

pgsql_unix_conf_file={value} = (Required for create request) The full path to the PostgreSQL
configuration file on your Unix assets (IP addresses). The file
must be in the same location on all assets for this record.
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Parameter

Description

comments={value}

(Optional) Specifies user defined notes about the PostgreSQL
record. The comments may include a maximum of 1999
characters (ascii); if comments have 2000 or more characters an
error is returned and comments are not saved. Tags (such as
<script>) cannot be included; if tags are included an error is
returned and the request fails.

username={value}

(Required for create request) The username of the account to be
used for authentication. If password is specified this is the
username of a PostgreSQL account. If login_type=vault is
specified, this is the username of a vault account. Maximum 255
characters (ascii).

password={value}

(For create request, password or login_type=vault is required)
The password of the PostgreSQL account to be used for
authentication. Maximum 100 characters (ascii).

pgsql_db_name={value}

(Required for create request) The database instance you want to
authenticate to.

port={value}

(Optional) The port where the database instance is running.
Default is 5432.

hosts={value}

(Required if ssl_verify=1) A list of FQDNs for all host IP
addresses on which a custom SSL certificate signed by a trusted
root CA is installed.

ssl_verify={0 | 1}

(Optional) SSL verification is skipped by default. Set to 1 if you
want to verify the server’s certificate is valid and trusted.

login_type=vault

(For create request, password or login_type=vault is required)
The password of the PostgreSQL account to be used for
authentication. Maximum 100 characters (ascii).

Vault parameters:

Vault parameters are required when login_type=vault is
specified e.g. vault_id={value}, vault_type=(value}, and vault
specific settings. For details see the Qualys API V2 User Guide
under Unix Record Properties: Vault (in Chapter 8).
Supported vault type values:

CA Access Control | Cyber-Ark PIM Suite | Cyber-Ark AIM
| Hitachi ID PAM |Quest Vault | Thycotic Secret Server |
BeyondTrust PBPS

client_key_type={value}

(Optional) Client key type basic (default) or vault.

client_key={value}

(Optional for create request if client_key_type=Dbasic) Client key
content, if private key not in vault.

client_key_vault_type={value}

(Required for create request if client_key_type=vault) Select
vault type: Cyber-Ark AIM or BeyondTrust PBPS.
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Parameter Description

client_key_vault_id={value} (Required for create request if client_key_type=vault) The ID of
the vault to get the private key from.
Vault parameters:
client_key_folder={value} and client_key_file={value} are
required vault settings. For details see the Qualys API V2 User
Guide under Unix Record Properties: Vault (in Chapter 8).

passphrase_type={value} (Optional) Passphrase type can be basic (default) or vault.

passphrase={value} (Optional for create request if passphrase_type=Dbasic) The
passphrase value.

client_cert={value} (Optional for create request if passphrase_type=Dbasic) The
passphrase certificate content.

passphrase_vault_type= (Required if passphrase_type=vault) The vault where the

{value} private key passphrase is stored: CA Access Control |

Cyber-Ark PIM Suite | Cyber-Ark AIM | Hitachi ID PAM |
Quest Vault | Thycotic Secret Server | BeyondTrust PBPS

passphrase_vault_id={value} = (Required if passphrase_type=vault) The ID of the vault to get
the passphrase from.

Example: Create PostgreSQL record

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: curl sanple" -d
"action=create&titl e=APlI _POSTGRE_2&user nanme=r oot &asswor d=abc123&pgsql _db
_nane=presql & ps=10. 10. 10. 35&pgsql _uni x_conf _pat h=/ et c&net wor k_i d=4002"
"https://qual ysapi.qualys.conifapi/2.0/folauth/postgresql/" > file.xm

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 27T20: 17: 42Z</ DATETI ME>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful | y Created</ TEXT>
<| D_SET>
<| D>84307</ | D>
</ | D_SET>
</ BATCH>
</ BATCH LI ST>
</ RESPONSE>
</ BATCH_RETURN>
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Example: Update PostgreSQL record

APl request:

curl -u "USERNAME: PASSWORD' -H "X-Requested-Wth: Curl Sanple" -d
"acti on=updat e& ds=84307&add_i ps=10. 10. 10. 40- 10. 10. 10. 42"
"https://qual ysapi.qual ys.com api/ 2.0/ fol auth/ postgresqgl/" > file.xnl

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH_RETURN SYSTEM
"https://qual ysapi.qual ys. confapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 10T21: 01: 57Z</ DATETI Me>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful | y Updat ed</ TEXT>
<I D_SET>
<I D>78782</ | D>
</ 1 D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>

Delete PostgreSQL records

Use these parameters to delete a PostgreSQL record.

Parameter Description
action=delete (Required)
echo_request={0 |1} (Optional) Show (echo) the request’s input parameters (names

and values) in the XML output. When not specified, parameters
are not included in the XML output. Specify 1 to view
parameters in the XML output.

ids={value} (Required) Delete only PostgreSQL records with certain IDs
and/or ID ranges. Valid IDs are required. Multiple entries are
comma separated.

Example: Delete PostgreSQL record

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl Sanple" -d
"acti on=del et e& ds=78187, 78783- 78784&echo_r equest =1"

"https://qual ysapi.qualys.conlapi/2.0/folauth/postgresqgl/" > file.xmn
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XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qual ys. confapi/ 2.0/ batch_return.dtd">
<BATCH_RETURN>
<REQUEST>
<DATETI ME>2017- 04- 10T21: 27: 22Z</ DATETI ME>
<USER_LOG N>ent er _ss</ USER_LOG N>
<RESOURCE>ht t ps: // qual ysapi . qual ys. conf api / 2. 0/ f o/ aut h/ post gresql / </ RESOU
RCE>
<PARAM LI ST>
<PARAM>
<KEY>act i on</ KEY>
<VALUE>del et e</ VALUE>
</ PARAM>
<PARAM>
<KEY>i ds</ KEY>
<VALUE>78187, 78783- 78784</ VALUE>
</ PARAM>
<PARAM>
<KEY>echo_r equest </ KEY>
<VALUE>1</ VALUE>
</ PARAM>
</ PARAM LI ST>
</ REQUEST>
<RESPONSE>
<DATETI ME>2017- 04- 10T21: 27: 22Z</ DATETI ME>
<BATCH LI ST>
<BATCH>
<TEXT>Successful | y Del et ed</ TEXT>
<| D_SET>
<| b>78187</ | D>
<| D_RANGE>78187, 78783- 78784</ | D_RANCE>
</ | D_SET>
</ BATCH>
</ BATCH_ LI ST>
</ RESPONSE>
</ BATCH_RETURN>
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PC - New API Support for Sybase Authentication

The new Sybase Authentication Record API (/api/2.0/fo/auth/sybase/) allows you to
manage Sybase records for authenticating to Sybase Adaptive Server Enterprise (ASE)
instances.

This record type is only available in accounts with PC (Policy Compliance) and only
supported for compliance scans.

Tip - We strongly recommend you create one or more dedicated user accounts to be used
solely by the Qualys Cloud Platform to authenticate to Sybase database instances.

Click here for Sybase Authentication Set Up Instructions

List all record types

Supported parameters for Authentication Record List API call
(/api/2.0/fo/auth/?action=list) are described in the current Qualys API V2 User Guide
under Authentication Record List (in Chapter 8).

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl Sanple"

-d "action=list" "https://qual ysapi.qualys.comapi/2.0/fo/auth/" >
file.xm

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH RECORDS_OUTPUT SYSTEM
"https://qual ysapi.qualys. confapi/2.0/fo/auth/auth_records. dtd">
<AUTH_RECORDS_OUTPUT>
<RESPONSE>
<DATETI ME>2017- 04- 12T18: 43: 57Z</ DATETI Me>
<AUTH_RECORDS>
<AUTH_UNI X_| DS>
<| D_SET>
<| D>1003</ | D>
<| b>78176</ | D>
</ | D_SET>
</ AUTH_UNI X_| DS>
<AUTH_W NDOW5_| DS>
<| D_SET>
<| D>5325</ | D>
<| D_RANGE>34902- 34909</ | D_RANCE>
<| b>35076</ | D>
<| D>79233</ | D>
</1D_SET>
</ AUTH_W NDOW5_| DS>
<AUTH_SYBASE | DS>
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<I D_SET>
<I D>77260</ | D>
<I D>77262</ | D>
<| D>78148</ | D>
<| bD>78153</ | D>
<| D_RANGE>78166- 78167</ | D_RANGE>
<I D>78171</ 1 D>
<I D>78173</ 1 D>
<I D>78175</ | D>
<| D_RANGE>78830- 78831</ | D_RANGE>
<| D>78985</ | D>
<I D>79003</ | D>
<I D>79008</ | D>
<I D_RANGE>79012- 79013</ | D_RANGE>
<I D>79230</ | D>
</ | D_SET>
</ AUTH_SYBASE | DS>
</ AUTH_RECORDS>
</ RESPONSE>
</ AUTH_RECORDS_OQUTPUT>

DTD:
<base_url>/api/2.0/fo/auth/auth_records.dtd

New AUTH_SYBASE_| DS element identifies Sybase record IDs.
<l-- QUALYS AUTH RECORDS QUTPUT DID - ->

<! ELEMENT AUTH_RECCORDS_QUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST ( DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME (#PCDATA) >

<! ELEMENT USER LOG N (#PCDATA) >

<! ELEMENT RESOURCE ( #PCDATA) >

<! ELEMENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE)>

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<l-- if returned, POST_DATA will be urlencoded -->
<! ELEMENT POST_DATA ( #PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, AUTH RECORDS?, WARNI NG LI ST?) >
<! ELEMENT AUTH_RECORDS ( AUTH_UNI X_| DS?, AUTH W NDOWS_| DS?,

AUTH_ORACLE_| DS?, AUTH ORACLE_LI STENER | DS?, AUTH SNVP_I DS?,
AUTH_MB_SQL_| DS?, AUTH | BM DB2_I DS?, AUTH VMMRE | DS?, AUTH MB_I 1S I DS?,
AUTH_APACHE | DS?, AUTH_| BM WEBSPHERE_| DS?, AUTH HTTP_| DS?,

AUTH_SYBASE | DS?, AUTH MYSQL_I| DS?, AUTH TOMCAT | DS?,

AUTH_ORACLE WEBLOG C_| DS?, AUTH DOCKER | DS?, AUTH POSTGRESQL_| DS?) >
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<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT

<l--

PC - New API Support for Sybase Authentication

AUTH_UNI X_I DS (| D_SET) >
AUTH_W NDOWS_| DS (1 D_SET) >
AUTH_ORACLE_| DS (1 D_SET) >
AUTH_ORACLE_LI STENER | DS (1 D_SET) >
AUTH_SNWP_I DS (1 D_SET) >

AUTH MB_SQL_I DS (I D_SET)>

AUTH_| BM DB2_I DS (I D_SET) >
AUTH_VMAARE_| DS (1 D_SET) >

AUTH MS_11S_IDS (1D _SET)>
AUTH_APACHE_| DS (1 D_SET) >

AUTH_| BM WEBSPHERE_| DS (| D_SET) >
AUTH _HTTP_I DS (I D_SET) >
AUTH_SYBASE_I DS (1D _SET) >
AUTH_MYSQL_I DS (I D_SET) >
AUTH_TOVCAT | DS (1 D_SET) >
AUTH_ORACLE_WEBLOG C I DS (1 D_SET) >
AUTH_DOCKER | DS (| D_SET) >
AUTH_POSTGRESQL_I DS (1D _SET) >

WARNI NG LI ST (WARNI NG+) >
WARNI NG ( CODE?, TEXT, URL?,
CODE (#PCDATA) >
TEXT (#PCDATA) >
URL (#PCDATA) >

| D_SET?) >

| D_SET (1 D| | D_RANGE) +>
| D (#PCDATA) >
| D_RANGE ( #PCDATA) >

ECOF -->

List Sybase records

Supported parameters for Sybase Authentication Record List API call
(/api/2.0/fo/auth/sybase/?action=list) are described in the current Qualys API V2 User
Guide under Authentication Record List by Type (in Chapter 8).

Example: List Sybase Records

APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl
"action=list&detail s=All"

"https://qual ysapi.qualys. conifapi/2.0/fo/lauth/sybase/" > file.xm

Sanpl e" -d
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XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH_SYBASE LI ST_QUTPUT SYSTEM

"https://qual ysapi.qual ys. coniapi/2.0/folaut h/ sybase/ aut h_sybase_l i st_out

put.dtd">
<AUTH_SYBASE_LI| ST_OUTPUT>
<RESPONSE>
<DATETI ME>2017- 04- 10T21: 32: 21Z</ DATETI ME>
<AUTH_SYBASE_LI ST>
<AUTH_SYBASE>
<| b>78177</ | D>
<TI TLE><! [ CDATA[ api _syb_basi c_21 Ps_NW2] ] ></ TI TLE>
<USERNAME><! [ CDATA[ api _user 1] ] ></ USERNAVE>
<DATABASE><! [ CDATA[ api _sybDB1] ] ></ DATABASE>
<PORT>444</ PORT>
<| P_SET>
<l P_RANGE>10. 10. 24. 12- 10. 10. 24. 13</ | P_RANGE>
</1P_SET>
<NETWORK_| D>19019</ NETWORK_| D>
<CREATED>
<DATETI ME>2017- 04- 08T00: 17: 17Z</ DATETI ME>
<BY>ent er _ss</ BY>
</ CREATED>
<LAST_MODI FI ED>
<DATETI ME>2017- 04- 08TO00: 17: 17Z</ DATETI ME>
</ LAST_MODI FI ED>
</ AUTH_SYBASE>
<AUTH_SYBASE>
<| b>78186</ | D>
<TI TLE><! [ CDATA[ api _syb_basi c_2I Ps_d obal ] ] ></ TI TLE>
<USERNAME><! [ CDATA[ api _user 1] ] ></ USERNAVE>
<DATABASE><! [ CDATA[ api _sybDB1] ] ></ DATABASE>
<PORT>444</ PORT>
<| P_SET>
<l P_RANGE>10. 10. 24. 12- 10. 10. 24. 13</ | P_RANGE>
</ P_SET>
<NETWORK_| D>0</ NETWORK | D>
<CREATED>
<DATETI ME>2017- 04- 08TO1: 10: 04Z</ DATETI ME>
<BY>ent er _ss</ BY>
</ CREATED>
<LAST_MODI FI ED>
<DATETI ME>2017- 04- 08TO1: 10: 04Z</ DATETI ME>
</ LAST_MODI FI ED>
</ AUTH_SYBASE>
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DTD:
<base_url>/api/2.0/fo/auth/sybase/auth_sybase_list_output.dtd

<l-- QUALYS AUTH_SYBASE LI ST _OUTPUT DID -->
<! ELEMENT AUTH_SYBASE LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETI ME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME ( #PCDATA) >

<! ELEMENT USER LOG N (#PCDATA) >

<! ELEMENT RESOURCE (#PCDATA) >

<! ELEVENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE) >

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<l-- if returned, POST_DATA will be urlencoded -->
<! ELEMENT PQOST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, (AUTH_SYBASE LI ST| D _SET)?, WARNI NG LI ST?,
GLOSSARY?) >
<! ELEMENT AUTH SYBASE LI ST (AUTH SYBASE+) >

<! ELEMENT AUTH_SYBASE (I D, TITLE, USERNAVE, DATABASE, PORT,
| NSTALLATI ON DI R?, | P_SET?, LOG N TYPE?, DI Gl TAL_VAULT?, NETWORK_| D?,
CREATED, LAST_MODI FI ED, COWVENTS?) >

<! ELEMENT | D (#PCDATA) >

<! ELEMENT TI TLE (#PCDATA) >

<! ELEMENT USERNAVE (#PCDATA) >

<! ELEMENT DATABASE (#PCDATA) >

<! ELEMENT PORT (#PCDATA) >

<! ELEMENT | NSTALLATI ON_DI R (#PCDATA) >

<! ELEMENT | P_SET (1P| | P_RANGE) +>

<! ELEMENT | P (#PCDATA) >

<! ELEMENT | P_RANGE (#PCDATA) >

<! ELEMENT LOG N_TYPE (#PCDATA) >
<! ELEMENT DI G TAL_VAULT (DI Gl TAL_VAULT I D, DI G TAL_VAULT_TYPE,

DI G TAL_VAULT TI TLE, VAULT USERNAME?, VAULT FOLDER?, VAULT FILE?,
VAULT_SECRET_NAME?, VAULT_SYSTEM NAME?, VAULT_NS TYPE?, VAULT NS NAME?) >
<! ELEMENT DI G TAL_VAULT | D (#PCDATA) >

<! ELEMENT DI Gl TAL_VAULT_TYPE (#PCDATA) >

<! ELEMENT DI Gl TAL_VAULT_TI TLE (#PCDATA) >

<! ELEMENT VAULT_USERNAME ( #PCDATA) >

<! ELEMENT VAULT_FOLDER (#PCDATA) >

<! ELEMENT VAULT_FI LE (#PCDATA) >

<! ELEMENT VAULT_SECRET_NAME (#PCDATA) >

<! ELEMENT VAULT_SYSTEM NAME (#PCDATA) >

<! ELEMENT VAULT_NS_TYPE (#PCDATA) >
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<! ELEMENT

<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<l--

PC - New API Support for Sybase Authentication

VAULT _NS_NAVE (#PCDATA) >
NETWORK_| D ( #PCDATA) >

CREATED (DATETI ME, BY)>
BY (#PCDATA) >

LAST_MODI FI ED ( DATETI ME) >
COVMVENTS ( #PCDATA) >

WARNI NG LI ST (WARNI NG#) >
WARNI NG ( CODE?, TEXT, URL?,
CODE ( #PCDATA) >

TEXT (#PCDATA) >

URL (#PCDATA) >

I D_SET (1D| | D_RANGE) +>

| D_RANGE ( #PCDATA) >

GLOSSARY (USER LI ST?) >
USER LI ST (USER+) >

USER (USER _LOG N, FI RST_NAMNE,

FI RST_NAME (#PCDATA) >
LAST_NAME (#PCDATA) >

ECOF -->

Create / Update Sybase record

| D_SET?) >

LAST_NAME) >

Use these parameters to create or update a Sybase record. For an update request, all
parameters are optional except “ids” which is required.

Parameter

Description

action=create | update

(Required) The action for the API call, create or update.

ids=({id1,id2,.

)

(Required for update request, Invalid for create request)

The IDs of the Sybase records you want to update. Valid IDs are
required. Multiple IDs are comma separated.

echo_request={0 | 1}

(Optional) Show (echo) the request’s input parameters (names

and values) in the XML output. When not specified, parameters
are not included in the XML output. Specify 1 to view
parameters in the XML output.

title={value}

(Required for create request) A title for the Sybase record. The
title must be unique. Maximum 255 characters (ascii).
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Parameter

Description

username={value}

(Required for create request) The username of the account to be
used for authentication. If password is specified this is the
username of a Sybase account. If login_type=vault is specified,
this is the username of a vault account. Maximum 255
characters (ascii).

password={value}

(For create request, password or login_type=vault is required)
The password of the Sybase account to be used for
authentication. Maximum 100 characters (ascii).

login_type=vault

(For create request, password or login_type=vault is required)
The password of the Sybase account to be used for
authentication. Maximum 100 characters (ascii).

Vault parameters:

Vault parameters are required when login_type=vault is
specified e.g. vault_id={value}, vault_type={value}, and vault
specific settings. For details see the Qualys API V2 User Guide
under Unix Record Properties: Vault (in Chapter 8).
Supported vault type values:

Cyber-Ark PIM Suite | Cyber-Ark AIM | Quest Vault | Thycotic
Secret Server | Lieberman ERPM

port={value}

(Required for create request) The port the Sybase database is on.

database={value}

(Required for create request) The name of the Sybase database
you want to authenticate to.

install_dir={value}

(Required for create request if this record will be used for
scanning Unix hosts) The database installation directory for
scanning Unix hosts.

ips={value}

(Required for a create request) A single IP, multiple IPs and/or
ranges. Multiple entries are comma separated.

network_id={value}

(Optional and valid when the networks feature is enabled)
The network ID for the record.

comments={value}

(Optional) Specifies user defined notes about the Sybase
record. The comments may include a maximum of 1999
characters (ascii); if comments have 2000 or more characters an
error is returned and comments are not saved. Tags (such as
<script>) cannot be included; if tags are included an error is
returned and the request fails.
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Example: Create Sybase Record

API request:

curl -u "USERNAME: PASSWORD' -H "X-RRequested-Wth: Curl Sanple" -d
"action=create&titl e=sybase_record&etwork_i d=19015&user nane=acne_acl
2&passwor d=passwor d&por t =444&dat abase=sybaseDB1& ps=10. 10. 24. 12, 10. 10
.24.13,10. 10. 24. 15&i nstal I ati on_di r=/di r 123&oment s=Thi s%20Sybase%20
conment s" "https://qual ysapi.qual ys.com api/2.0/fo/auth/sybase/" >
file.xn

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qual ys. conf api/ 2.0/ batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 10T20: 52: 31Z</ DATETI ME>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful |y Created</ TEXT>
<| D_SET>
<| D>78782</ | D>
</ | D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>

Example: Create Sybase Record using Cyber-Ark PIM Suite vault

APl request:

curl -u "USERNAME: PASSWORD' -H " X-RRequested-Wth: Curl Sanple" -d
"action=create&titl e=CYBER_ARK DI G TAL_PI M Vaul t _Sanpl e&vaul t _i d=1392
498l ogi n_t ype=vaul t & aul t _t ype=Cyber -Ar k%20PI M20Sui t e&f ol der =Root &f i
| e=passwd_abc123& nstallation_dir=C.//dirl/w n/vaul t &user name=Syb_Use
r &ort =456&dat abase=Syb_db_Cyber - Ar kSui t e& ps=10. 10. 25. 81-

10. 10. 25. 82&coment s=sybase_vaul t _coment s"

"https://qual ysapi.qual ys.com api/ 2.0/ fo/ aut h/ sybase/" > file.xnl

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qual ys. conifapi/ 2.0/ batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 13T18: 54: 36Z</ DATETI ME>
<BATCH_LI ST>
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<BATCH>
<TEXT>Successful | y Created</ TEXT>
<| D_SET>
<| D>88888</ | D>
</ | D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>

Example: Update Sybase Record

API request:

curl -u "USERNAME: PASSWORD' -H "X-Requested-Wth: Curl Sanple" -d
"acti on=updat e& ds=78782&add_i ps=10. 10. 26. 238&i nstal |l ati on_di r=C.//us
er/dir" "https://qual ysapi.qualys.confapi/2.0/fo/auth/sybase/" >
file.xnl

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH_RETURN SYSTEM
"https://qual ysapi.qualys. confapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETI ME>2017- 04- 10T21: 01: 57Z</ DATETI Me>
<BATCH_LI ST>
<BATCH>
<TEXT>Successful | y Updat ed</ TEXT>
<I D_SET>
<I D>78782</ | D>
</ 1 D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>

Qualys API Release Notes 154



PC - New API Support for Sybase Authentication

Delete Sybase records

Use these parameters to delete a Sybase record.

Parameter Description
action=delete (Required)
echo_request={0 | 1} (Optional) Show (echo) the request’s input parameters (names

and values) in the XML output. When not specified, parameters
are not included in the XML output. Specify 1 to view
parameters in the XML output.

ids={value} (Required) Delete only Sybase records with certain IDs and /or
ID ranges. Valid IDs are required. Multiple entries are comma
separated.

Example: Delete Sybase Record

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl Sanple" -d
"action=del et e& ds=78187, 78783- 78784&echo_r equest =1"

"https://qual ysapi.qualys. conifapi/2.0/fo/auth/sybase/"” > file.xm

XML output:
<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE BATCH RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/batch_return.dtd">
<BATCH_RETURN>
<REQUEST>
<DATETI ME>2017- 04- 10T21: 27: 22Z</ DATETI ME>
<USER _LOG N>ent er _ss</ USER_LOG N>
<RESOURCE>ht t ps: // qual ysapi . qual ys. conmf api / 2. 0/ f o/ aut h/ sybase/ </ RESOURCE>
<PARAM LI ST>
<PARAM>
<KEY>act i on</ KEY>
<VALUE>del et e</ VALUE>
</ PARAM>
<PARAM>
<KEY>i ds</ KEY>
<VALUE>78187, 78783- 78784</ VALUE>
</ PARAM>
<PARAM>
<KEY>echo_r equest </ KEY>
<VALUE>1</ VALUE>
</ PARAM>
</ PARAM LI ST>
</ REQUEST>
<RESPONSE>
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<DATETI ME>2017- 04- 10T21: 27: 22Z</ DATETI Me>
<BATCH LI ST>
<BATCH>
<TEXT>Successful | y Del et ed</ TEXT>
<I D_SET>
<I D>78187</ | D>
<I D_RANGE>78783- 78784</ | D_RANGE>
</1 D_SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>
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PC - Introducing Qualys Custom Controls in Library
Policies

Library policies provided by Qualys may now include a new control type called Qualys
Custom Control (QCC). With this new control type we can quickly provide to users new
controls that are similar to user-defined controls.

Good to Know

- When you import a library policy with QCCs and you pick the option “Create user-
defined controls” at the time of import, the QCCs are added to your controls list. Once
added, you can make a copy of any QCC to create a UDC that you can customize to meet
your exact needs.

- The QCC itself cannot be edited or deleted. Like service-provided controls, Qualys may
update QCCs in subsequent releases to provide new technology support, updates to
values, etc. This will not have any impact to the QCCs added to policies.

- In order for us to ensure that we don’t add duplicate controls to your list when
importing the same library policy multiple times these controls get an internal UDC ID
assigned. You'll see the UDC ID when you export a QCC from your account, and when
you export a library policy that includes a QCC from your account.

- We made updates to the Policy Export Output DTD and to the ImportableControl.xsd
schema to include the new UDC_ID element.

Export a Library Policy to XML

You can export a library compliance policy from your account to an XML file. Just like
with user created policies you must specify the input parameter show_user_controls=1
to include UDCs in the output. When the policy includes a Qualys Custom Control you’ll
see the UDC ID for the control in the output.

API request:

curl -u "USERNAME: PASSWORD' -H "X-Requested-Wth: curl" -d
"action=export & ds=991742279&show_user _control s=1"
"https://qual ysapi.qualys.confapi/2.0/folconpliance/policy/"

XML output:

<PCLI CY>
<TI TLE><! [ CDATA[ Li brary Policy with 2 UDC v.2.0]]></TI TLE>
<EXPORTED><! [ CDATA[ 2017- 04- 17T15: 02: 56Z] ] ></ EXPORTED>
<COVER_PAGE><! [ CDATA[ ] ] ></ COVER_PACE>
<STATUS><! [ CDATA[ acti ve] ] ></ STATUS>
<TECHNOLOG ES total ="2">
<TECHNOLOGY>
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<l D>2</| D>
<NAME>W ndows 2003 Ser ver </ NAVE>
</ TECHNOLOGY>
<TECHNOLOGY>
<I D>12</ 1 D>
<NAME>W ndows 2000</ NAMVE>
</ TECHNOLOGY>
</ TECHNOLOG ES>
<SECTIONS total ="1">
<SECTI ON\>
<NUMBER>1</ NUMBER>
<HEADI NG><! [ CDATA[ Unt i t | ed] ] ></ HEADI NG>
<CONTROLS total ="1">
<USER_DEFI NED_CONTROL>
<| D>100005</ | D>
<UDC_| D>55449d95- 1877- 7ee5- 829a- 4eededach04f </ UDC_| D>
<CHECK_TYPE>Regi stry Val ue Exi stence</ CHECK TYPE>
<CATEGORY>
<I D>3</ | D>
<NAME><! [ CDATA[ Access Control Requirenents]]></ NAVE>
</ CATEGORY>
<SUB_CATEGORY>
<I b>1007</ | D>
<NAME><! [ CDATA[ Aut hent i cat i on/ Passwor ds] ] ></ NAMVE>
</ SUB_CATEGORY>

DTD Update:

The Policy Export Output DTD (policy_export_output.dtd) was updated to include the
new element UDC_ID. We also added ID (Control ID) under
USER_DEFINED_CONTROL.

<I-- QUALYS POLI CY_EXPORT_QUTPUT DTD -->

<! ELEMENT USER_DEFI NED_CONTROL (I D, UDC I D, CHECK TYPE, CATEGORY,
SUB_CATEGORY, STATEMENT, CRITICALITY?, COMMENT?, | GNORE_ERROR,

| GNORE_| TEM NOT_FOUND?, SCAN_PARAVETERS, REFERENCE_TEXT?, TECHNOLOG ES,
REFERENCE_LI ST) >

<! ELEMENT UDC_| D (#PCDATA) >

<! ELEMENT CHECK_TYPE (#PCDATA) >
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Export a Library Policy to CSV (Ul Only)

You can export a policy to CSV format from the Qualys UL Select the option “Include
user defined controls” to include UDCs in the output and to see the UDC_ID column.
When the policy includes a Qualys Custom Control you'll see the UDC ID for the control
in the output. You'll see N/A for system-defined controls.

CSV output:

"Policy Information”
"Title","Cover Page"
"Library Policy with 2 UDC v.2.0",

"Technol ogies (2)"

"I D', " Name"

"2","Wndows 2003 Server"
"12", "W ndows 2000"

"Control Information"

"Section No.","Section

Headi ng", "Reference","CID',"UDC_ID',"Statenment", "Description", " Technol ogy
I D', "Technol ogy Nane","Criticality Label","Criticality

Val ue", "Eval uati on"

"1","Untitled",,"100005", "55449d95- 1877- 7ee5- 829a- 4eededachb04f ", "Regi stry
Val ue Existence",".*","2", "W ndows 2003 Server","M N MAL","1","NA

* % x % x Fypected Value(s) * * * * *

true”
"1","Untitled",, "100005", "55449d95- 1877- 7ee5- 829a- 4eededach04f ", "Regi stry
Val ue Existence",".*", "12", "W ndows 2000","M NI MAL","1","NA

* % x % x Fypected Value(s) * * * * *

true”

Export a Qualys Custom Control to XIVIL

When you export a Qualys Custom Control (QCC) from your account to XML you’ll see
the UDC ID in the output.

XML output:

<CONTROL_LI ST total ="1">
<CONTROL>
<| D>100005</ | D>
<UDC_| D>55449d95- 1877- 7ee5- 829a- 4eededacb04f </ UDC_I D>
<CHECK_TYPE>Regi stry Val ue Exi stence</ CHECK_TYPE>

Qualys API Release Notes 159



PC - Introducing Qualys Custom Controls in Library Policies

<CATEGORY>
<| D>3</ | D>
<NAME><! [ CDATA[ Access Control Requirenents]]></ NAMVE>
</ CATEGORY>
<SUB_CATEGORY>
<| b>1007</ | D>
<NAME><! [ CDATA[ Aut hent i cat i on/ Passwor ds] ] ></ NAVE>
</ SUB_CATEGORY>

Schema Update:

The ImportableControl.xsd schema is used when importing and exporting controls. It
was updated to include the new element UDC_ID. We also added ID (Control ID) under
CONTROL.

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed">

<xs: el ement name="CONTROL_LI ST">
<xs: conpl exType>
<Xs:sequence>
<xs: el enent maxCccur s="unbounded" ref="CONTRCL" />
</ xs: sequence>
<xs:attribute name="total" use="required" type="xs:integer" />
</ xs: conpl exType>
</ xs: el emrent >

<xs: el ement name="1D" type="xs:integer" />

<xs: el ement name=" CONTROL" >
<xs: conpl exType>
<Xs:sequence>
<xs:element ref="ID" m nCccurs="0" maxCccurs="1" />
<xs:element ref="UDC ID' m nCccurs="0" maxCccurs="1" />
<xs: el ement ref="CHECK_TYPE" nmaxCccurs="1" />
<xs:el ement ref="CATEGORY" m nQccurs="0" maxCccurs="1" />
<xs: el ement ref="SUB _CATEGORY" mi nCccurs="0" maxCccurs="1"
/>
<xs: el ement ref="STATEMENT" naxCccurs="1" />
<xs:element ref="CRITI CALI TY" mi nCccurs="0" maxCccurs="1"
/>
<xs:el ement ref="COMMENT" m nCccurs="0" maxCccurs="1" />
<xs:el ement ref="1GNORE_ERROR' maxCccurs="1" />
<xs:element ref="1G\NORE_| TEM NOT_FOUND' m nCccurs="0"
mexCccur s="1" />
<xs: el ement ref="SCAN PARAMETERS" maxCccurs="1" />
<xs: el ement ref="TECHNOLOGY_LI ST* maxCccurs="1" />
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<xs: el ement ref="REFERENCE LI ST"
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement nanme="UDC_| D'>
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: mnLength val ue="0"/>
<xs: maxLength val ue="36"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el emrent >
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PC - Remediation Information Displayed in Reports

The Compliance Posture Info API v2 (/api/2.0/fo/compliance/posture/info/) with the
action=list and new parameter show_remediation_info now displays remediation
information in XML and CSV output formats for PC reports.

Parameters:
Parameter Description
action=list (Required) The GET method may be used.

show_remediation_info={0|1} (Optional) Specifies whether to include the remediation
information in the XML or CSV output. By default, the
output does not include the remediation information.
When not specified, the remediation information is not
included in the output. Specify 1 to view the remediation
information in the output.

API request (XML Format):

curl -n -u "USERNAME: PASSWORD" -H " X- Requested-Wth: curl”-d
"action=list&policy_id=131562&show remnedi ati on_i nf o=1"
"https://qual ysapi.qualys.conlapi/2.0/fol conpliancel/ posture/info/"

Sample Output (XML format):

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE POSTURE_I| NFO_LI ST_QUTPUT SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/fol conpliancel/ posture/info/posture_
info_list_output.dtd" >
<POSTURE_| NFO_LI ST_QUTPUT>
- <RESPONSE>
<DATETI ME>2017- 04- 07TO05: 38: 33Z</ DATETI Me>
- <I NFO_LI ST>
<l NFO>

<I D>1731930</ | D>

<HOST_I D>135113</ HOST_| D>

<CONTROL_| D>4156</ CONTROL_I D>

<TECHNOLOGY_I| D>37</ TECHNOLOGY_| D>

<| NSTANCE></ | NSTANCE>

<STATUS>Passed</ STATUS>

<REMEDI ATI ON>Configure the policy value for User Configuration -
&gt; Administrative Tenplates -&gt; Wndows Conponents -&gt; Attachnent
Manager -&gt; "Notify antivirus prograns when opening attachments" to
"Enabl ed". </ REMEDI ATI ON>

<PCSTURE_MODI FI ED_DATE>2017- 04-
07T05: 32: 37Z</ POSTURE_MODI FI ED_DATE>
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</ | NFO>
<I NFO>
<| D>1731931</1 D>
<HOST_I D>135113</ HOST_| D>
<CONTROL_| D>8231</ CONTROL_I D>
<TECHNOLOGY_I| D>37</ TECHNOLOGY_| D>
<| NSTANCE></ | NSTANCE>
<STATUS>Fai | ed</ STATUS>
<REMEDI ATI ON>To establish the reconmended configuration via GP,
set the following U path to RC4_HVAC MD5, AES128 HVAC SHA1,
AES256_HMAC SHA1, Future encryption types: Conputer
Configuration\Policies\Wndows Settings\Security Settings\Local
Pol i ci es\ Security Options\Network Security: Configure encryption types
al l oned for Kerberos</ REMEDI ATI ON>
<POSTURE_MODI FI ED_DATE>2017- 04-
07T05: 32: 37Z</ POSTURE_MODI FI ED_DATE>
</ | NFO>
</ RESPONSE>
</ POSTURE_I| NFO_LI ST_QOUTPUT>

API request (CSV format):

curl -n -u "USERNAME: PASSWORD" -H " X- Requested-Wth: curl”-d
"action=list&policy_id=131562&show renedi ati on_i nf o=1&out put _f or mat =csv"
"https://qual ysapi.qualys.conlapi/2.0/fol conpliance/posture/infol"

Sample Output (CSV format):

HANAME?, vy

POLICY I D, DATETINVE, |,y 0y

131562, 4/ 7/ 2017 5:37,, 11 ssssrsss

I D, I P, CS, DNS Nan®e, Net Bi os, Tracki ng Met hod, Control 1D, Control
Statenent,Criticality Label,Criticality Val ue, Technol ogy I D, Technol ogy
Name, Post ur e, Renedi ati on, Eval uati on Date

1731930, 10. 10. 30. 129, Wndows 7 U ti mate, com 30- 129, CO* 30-

129, 1P, 4156, Status of the '"Notify antivirus progranms when opening
attachnments' G oup Policy setting, CRITI CAL, 4, 37, W ndows

7, Passed, "Configure the policy value for User Configuration ->

Adm nistrative Tenpl ates -> Wndows Conponents -> Attachnent Manager ->
""Notify antivirus prograns when opening attachnents"" to

""Enabl ed"".", 4/ 7/ 2017 5:24

1731931, 10. 10. 30. 129, Wndows 7 U ti mate, com 30- 129, COM 30-

129, 1P, 8231, Configure 'Network Security: Configure encryption types

all owed for Kerberos', SERI QUS, 3, 37, Wndows 7, Failed,"To establish the
recommended configuration via GP, set the following U path to
RC4_HMAC_MD5, AES128_ HVAC _SHA1, AES256_HMAC SHA1l, Future encryption
types: Conputer Configuration\Policies\Wndows Settings\Security
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Settings\Local Policies\Security Options\Network Security: Configure
encryption types allowed for Kerberos", 4/7/2017 5:24

SUMMARY, , sy srnss s

TOTAL ASSETS, TOTAL CONTRCLS, TOTAL CONTRCL | NSTANCES, TOTAL PASSED CONTROL
I NSTANCES, TOTAL FAI LED CONTRCL | NSTANCES, TOTAL ERROR CONTRCL

I NSTANCES, , ,, ... .,

4,3,12,4,4,4,,,,,,,,,

#NAVE?, , vy nan s

Posture Info List Output DTD update:

Path: <base_url>/api/2.0/fo/compliance/posture/info/posture_info_list_output.dtd

<l-- QUALYS POSTURE | NFO LI ST_OUTPUT DTD -->
<! ELEMENT POSTURE_| NFO_LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST (DATETIME, USER LOG N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<I ELEMENT POLICY (1D, DATETIME, |NFO LIST?, SUMMARY?, WARNI NG LI ST?,
GLOSSARY?) >

<! ELEMENT | NFO LI ST (1 NFO¥) >
<! ELEMENT I NFO (1D, HOST_ID, CONTROL_ID, TECHNOLOGY_ | D, | NSTANCE?, STATUS,
REMVEDI ATI ON?, POSTURE_MODI FI ED_DATE?, EXCEPTI ON?, EVI DENCE?) >
<! ELEMENT | D (#PCDATA) >

<! ELEMENT HOST_| D (#PCDATA) >

<! ELEMENT CONTROL_| D ( #PCDATA) >

<! ELEMENT TECHNOLOGY | D (#PCDATA) >

<! ELEMENT | NSTANCE (#PCDATA) >

<! ELEMENT STATUS (#PCDATA) >

<! ELEMENT REMEDI ATl ON (#PCDATA) >

<! ELEMENT POSTURE_MODI FI ED_DATE ( #PCDATA) >

<! ELEMENT EXCEPTI ON (ASSI GNEE, STATUS, END DATETI ME?, CREATED?,
LAST_MODI FI ED?, COMMENT LI ST?) >

<! ELEMENT ASS| GNEE (#PCDATA) >

<! ELEMENT END_DATETI ME ( #PCDATA) >

<! ELEMENT CREATED (BY, DATETI ME) >

<! ELEMENT BY (#PCDATA) >

<! ELEMENT LAST_MODI FI ED (BY, DATETI ME)>

<! ELEMENT COWMMENT LI ST ( COMMVENT+) >

<! ELEMENT COWMENT (DATETIME, BY, TEXT)>

<! ELEMENT TEXT (#PCDATA) >

<! ELEMENT TOTAL_ERROR (#PCDATA) >

<! ELEMENT TOTAL_EXCEPTI ONS ( #PCDATA) >
<l-- EOF -->
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