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AssetView

Azure Instance State search token and Dynamic Tag Support

AssetView now includes a new search token azure.vm.state for indexing the last state of Azure
instances. Values can be: STARTING, RUNNING, STOPPING, STOPPED, DEALLOCATED,
DEALLOCATING. This token can also be used for creating queries during Dynamic Tag Rule
creation.

- — -
s== AssetView Assets Tags Rules
Saved Searches « -
-
"‘
azurevm.state 47 (7|

Syntax Help R
azure.vm.state

Select the name of the instance state (e.g. DEALLOCATED, RUNNING, STOPPED, &fc) you're
interested in. Select from names in the drop-down menu

Example
Find running Azure instances

azure.vm.state: RUNNING
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SAQ Security Assessment Questionnaire

New Search Option for Template Selection

You can now easily search for specific templates while creating or editing campaigns.

Simply navigate to the templates library and use the search bar to look up specific templates for
you campaign.

¢ Template Library

FILTERS :
All Categories
ALL CATEGORIES 171
REGIONAL 42
INFO SECURITY 41 Create New Template
OTHER 18 -
ITIL - Service Management Assessment
GDPR 18
PCI 17 Created by: SYSTEM USER No. of Questions: 232 Version: 1
IT 16
CYBERSECURITY 4 Payment Card Industry (PCI) Data Security Standard - Self-Assessment Questionnaire (SAQ) C and Attestation
of Compliance
FINANCE 3
Merchants with Payment Application Systems Connected to the Internet - No Electronic Cardholder Data Storage. For use with PCI DSS
VENDOR 3 Version 3.2. Revision 1.0, April 2016
HEALTHCARE 2
Created by: SYSTEM USER No. of Questions: 290 Version: 1
SHARED_ASSESSMENT 7
HEALTHCARE 1 . N y . N
Australian Government Information Security Manual (ISM), 2015 - Physical Security
ENERGY 1
Questionnaire template for 'The Australian Government Information Security Manual (ISM)' to assist Australian government agencies in
INTERNAL 1 applying a risk-based approach to protect their information and systems
SAMPLE 1

Created by: SYSTEM USER No. of Questions: 14 Version: 1
o SECURRY AWARENESS, | s Lt men ot non ot ot et toailoa o P o o gt o i b g BB . [P AP ]
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m Web Application Scanning

Alert Conditions Revised For Multi-Scan

We now display alert icon for the condition where one or more scans within a multi-scan ends
with "Service Errors Detected”.

The icon next to scan status to indicate that the current scan is a Multi-Scan. After the scan

is completed, if you see IL it indicates that the error in child scan and easily identify child scan
failure in case of a Multi-Scan.

Web Application Scanning v lfF

Dashboard  Web Applications  Secans  Detections Reports  Configuration  KnowledgeBase

@ Scan Management CIEUNRSEN  Schedules  Opfion Profiles  Defaults

v =] Alort icon to indicate error in

@ [ Name one Of the Chlld scans Status Progression # Lin
I e U . =
4 Fiiter Results [7][& Relaunch Relaunch Relaunch WAS VUL - Vulnerability Scan 2017-11-22- cancdl at 1:50 Q Finished Multi-Scan _
Quick Filters Total web applications: 2 *\""‘--._______.---"""" In d |Cat0r
D Relaunch Relaunch WAS WUL1 - Vulnerability Scan 2017-11-22- cancel at 1:45 Canceled - -
|_| My Scans -
Total web applications: 2
|_| Multi Scans
|:| Relaunch WAS VUL1 - Vulnerability Scan 2017-11-22- cancel at 1:05 Canceled - -
Type Total web applications: 2
o WAS VULT - Vulnerability Scan 2017-11-22- cancel at 12:50 Finished = =
|| Wulnerability Scan D o A
[ Discovery Scan Total web applications: 2
[] [@1] WAS VUL1 - Vulnerability Scan 2017-11-21 Canceled - -
Mode Total web applications: 3
] Scheduled (&} Web Application Vulnerability Scan - 2017-11-16 - test schedule Run #3 6 Finished _ _
e Total web aoolicafions: 2

The alert icon is displayed for following conditions:

-one or more scans within a multi-scan ends with "Service Errors Detected".
-if any of the child scans ends with "Error" scan status.

-if none of the child scans end with "Finished" status

-if all slices that are having either of below mentioned statuses: No Host Alive, No Web Service,
Time Limit Reached (Green color),Scan Not Launched, Scanner Not Available.

-if the multi-scan reached the designated cancel time but there were still child scans in
"submitted" status. When this occurs, the slices in submitted status have final status of "Time
Limit Reached" in orange color.

Note: The alert icon is NOT shown if one or more scans within a multi-scan ends with "Canceled"
or "Canceled with Results".
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Cancel Scan Support for Child Scans

You can now cancel an unfinished child scan in a multi-scan. Just select the scan in the scans
list and choose Cancel or Cancel Scan with Results from the quick action menu.

@ Scan Management SICWIRSE  Schedules — Option Profiles Defaults

Search Results = Back to scan list Web Application Vulnerability Scan - 2019-03-27

[ ew sean + - 1-60f6 &
=S e #==Child Scans
.
a Filter Results ] Name v Status Links  Severity ScanDate ~
Cﬂ Web Application Vulnerability Scan - 2019-03-27 Slice #1 Quick Actions - 27 Mar 2019
Quick Filters o
hitpzif10.11.72.37
|| My Scans || &4 Web Application Vulnerability Scan - 2018-03-27 Slics #5 [ HIGH | 27 Mar 2019
|| Multi Scans hitp:#f10.11.72.37 View
Web Application Vulnerability Scan - 2019-03-27 Slice #4 - 27 Mar 2019
Type
hitp:if110.11.72.37
. Cancel
[ Vulnerability Scan [7] @ Web Application Vulnerability Scan - 2019-03-27 Slice #2 ) O 27 Mar2019
[ Discovery Scan hllp#10.11.72.37 Cancel Scan With Resulis
- T Scal #ga
8 Authenkicaion Tes! [7] @4 Web Application Vulnerability Scan - 2019-03-27 Slice #6 Schedule CED 27 Mar2019
Mode hitp:i10.11.72.37
|:| G‘ Web Application Vulnerability Scan - 2019-03-27 Slice #3 SUDTIeD = - 27 Mar 2019
& Seheduied htp-1i10 11 72 37
|| On-Demand

L 1 API

- Cancel: Choose the Scan Cancel option to automatically cancel a scan after some period of
time a number of hours, or at a specific time. You can choose the Cancel Option for a new scan,
multi-scan, child scan and a scan schedule, and for a web application's default scan settings.

- Cancel Scan with Results: The Cancel Scan with Results option is now available for child scan
in a multi-scan. You could also use Cancel Scan with Results option from the quick action menu
to cancel an unfinished scan and then retrieve the partial scan results.

Note: The Cancel option or the Cancel Scan with Results option is enabled only after 20 minutes
of scan goes into Running status.

To view the partial data that has been retrieved by the unfinished scan, click View
Report from the quick actions menu for scans with Canceled With Results status.
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m Malware Detection

New Filters for Active and Inactive Schedules

We have now introduced two new filters for schedule status that will help you narrow down
your search results: Active and Inactive.

Go to Scans > Schedules and click Show Filters. The new filters appear under Schedule Status.
Dashboard Scans Reports Assets KnowledgeBase

Scan Management Scanlist  Detections [RESiRoIls

Filter by: Schedules Filter by: Sites Filter by: Tags

Schedule Mame Site Type MD

WAS (Mo tags selected)

Schedule Status 7 Active

B trective New filters

Filters: {2} applied

Active: Selecting this option will display all schedules that are currently active.
Inactive: Selecting this option displays all schedules that are deactivated.
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m Web Application Firewall

Enhancements to Events View

We have enhanced the events view to help you quickly find the events using the event filters.

New Event tab has three sections: The top section has an event filters =Iicon. Click the icon to
view and choose filters to search for events.

Web Application Firewall
Dashboard  Events  Web Applications ~ Security ~ WAF Appliances

SEXNSEA{&;:: pefautt Fiter - Click to show the event filters

@ Hide Graphs ‘

~

Event filters
Transaction 1D |
Action Select an action -
Flagged Select 'Yes or ‘No’ -
Archived No h
False Positive No h
Not Applicable No v
Web Application Enter full or partial web application name
Source IP Enter a valid IP address
Source Country Select a country M
Response Code: Enter a valid response code
QiDs Enter valid QIDs
Threat Level High -
Event Tags Enter tag values (separated by commas)

\_ Ganest searen )

You can see the chosen event filters with their values in a search box. You can set new values
for these filters. Any new filter chosen will appear in the search box.

You have an option to filter your events by date, time and year. You can view events either for a
preset period or specify a range using date time pickers available in the customize option. You
can group your event filters and create new searches using the “save as” option. You will find
your searches in Saved Searches.

Web Application Firewall Help v v | Logout

Dashboard ~ Events  Web Applications ~ Security ~ WAF Appliances

Events Events

Caved Searches ) DefaitFiter <. " Active event filters Filter the events by a time period ~"""~..,_ o e tons <
( Archived No ~ False Positive No Not Applicable  No Vj Hide Graphs (LES( month V)
"+ Find your saved searches Presets jcosonizg)
800 Absolute times
Today

This week
600

This montfy Last manih
This year Last year
400
400 Relative to present time
Past 15 minutes Past 24 hours
200 Past hour Past 7 days
Past 6 hours Past 30 days
Mar 01 Mar 03 Mar 06 Mar 08 Mar 11 Mar 13 Mar 16 Mar 18 Tar T ar T 76 T TarsT

| 1-20011779 K R

Type Source Threat Level Date h4
X55 195.189.90.84 HIGH 29 Mar 2019

warded by: 10.115.75.202 70 March 29, 2019
how, Poland

CED 29 Mar 2019

5.75.202 7 March 29, 2019
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The middle section shows the search results to give a graphical break up of events generated at
different time periods. The time period can be hourly, monthly or yearly depending on the date
time filter that you selected. Move your mouse over an event bar to view the date and time of the
generated events and a total count of events for that period.

At the bottom of the page, we show the search results based on the applied event filters. Here
you can view the events and their details generated for your web applications. Events list and

event details are now shown in the same Events tab. Click “Back to list” to go back to the events
list.

Web Application Firewall v Help v suneetha Routhu Log out
Dashboard Events \Web Applications ~ Security ~ WAF Appliances
Events Events
Saved Searches ~ Default Filter save saveas undo Search Actions ¥
Archived No False Positive No v Not Applicable No v Threat Level High Hide Graphs Last month v
Total events generated in ...,
" i From: 28 Mar 2013 & 00AM GMT+0530
500 atime interval :
ks To: 30 Mar 2019 1:00AM GMT=0530
400 1
279 events
300
200
100
0
Mar 02 Mar 16 Mar 30
1-20 of 866 E & v
O Message Type Source Threat Level Date. .
[l = @ waftestpage.com XS5 195.180.00.24 HIGH 20 War 2019
URL: 72 Forwarded by: 10.115.75.202 - March 29, 2019
XSS H - liiechow, Poland
= © waftestpage.com XSS 195.189.90.84 29 Mar 2019
u Forwarded by: 10.115.75.202 0 March 29, 2019
s wm fiechow, Paland
[ = @ waftestoage.com X55 195.189.90.84 CED 29 Mar 2019
Forwarded by: 10.115.75.202 0 March 29, 2019
- liizchow, Poland

Customize your time period for your events search

You can customize presets for Absolute times and Relative to present time. Customize “Absolute
times” option to view all the events generated on or before a particular date and time, from a
particular date and time or between two time periods.

_

Saved Searches ~ Default Filter

save as Search Actions ¥

Archived No ~ || FalsePositve No ~w | NoiApplicable No ~

Hide Graphs 11 Feb 2019 (12:00:00AM) - 02 Apr 2019 (11:59:59PM) 4
Set a new timeframe or Shift the current selection
800 ® Absolute times
On 3 02/11/2019 |3 Time: | 00:00:00 23:59:59
600
Relative to present time
400 Between ~| agoana ~| ago
200
2019.Feb-i1  2019.Febi5  2016.Feb.id  2019.Feb23  2019Feb-27  2019Mar03  2019-Mar08  2019Mari2  2019Mar16  2019.Mar20  20i9Mar24  2019Mar28  2019-Apr0i

Customize “Relative to present time option” to view all the events generated from a specified
time till the current time. You can specify a range here to see events generated between two
time periods ago calculated from the current time period. For example: you can form a range to

view all the events generated between a date 60 days ago from the current date and 10 days ago
from the current date.
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_
Saved Searches ~ Default Filter save as Search Actions ¥
[El|| Archived Mo +| FalsePosive No + || NotApplicable No Hide Graphs 11 Feb 2019 (12:00:00AM) - 02 Apr 2019 (11:59:59PM) -
Set a new timeframe or Shift the current selection « Presets
800 () Absolute times
- 7 Time:
600
'®) Relative to present ime
400
400 Between |60 days | agoand |10 days [ ago
200
Cancel Apply
2015Feb-i1  2019Feb-15  2019Feb19  2019Feb23  2019-Feb27  2018-Mar03  2019-Mar3  2018Mari2  2019Mari8  2019Mar20  2019Mar24  2019Mar25  2018-AprDi

You can use the “Shift the current selection” option to shift the selected time period backward or
forward by a specified duration. Based on your selection, we will calculate backward or forward
time periods and show you five shift durations in multiples of the selected time period with links
that you can click to view events generated during that time period.

IEH'H“ Backward |v 60

_
Saved Searches « Default Filter
[E] | Archived No ~ | FalsePositive No ~ | NotApplicable No ~
1250
1000 : . .
Links to view events for backward time
750 shifts in multiple of 60 days
500 o
B e
0
2019-Feb-11 2019-Feb-16 2019-Feb-21 2019-Feb-26 2019-Mar-03 2019-Mar-08 2019-Mar-12 2019-Mar-17

save as Search Actions ¥

Hide Graphs El Feb 2019 (12:30:00AM) - 12 Apr 2019 (08:27:36PM)

v

Shift the current selection
11 Feb 2019 (12:30:00AM) - 12 Apr 2019 (08:27:36PM)

2

hift by 60 days 13 Dec 2018 (12:30:00AM) - 11 Feb 2019 (082736
Shift by 120 days 14 Oct 2018 (12:30:00AM) - 13
Shift by 130 days 15 Aug 2012 (12:30: -1 18 (
Shift by 240 days 16 Jun 2018 (12:20 - 15 Aug 20
Shift by 300 day?W?Au'K‘WE[‘Z 30:00AM) - 16 Jun 2018 7 M

days

2019-Mar-22  2019-Mar-27 2019-Apr-01 2015-Apr-06 2019-Apr-11

Zoom in and out graphical event data

We have also provided a zoom in option to filter your

event data to give you a further break up of

the events generated during a time period. . For example, if the graphical data shows events
generated during a year, then zooming over a time period will filter event data to show you more

accurate analysis of events generated for that period.

You can zoom in only one level of event

data. To zoom in, click and drag you mouse pointer over one or more event bars or just click a

single event bar

Dashboard Events Web Applications ~ Security ~ WAF Appliances
Events Events
Saved Searches ~  searchi save as Search Actions ~
[Z]|| Amchived No ~ | FalsePositve No ~|| NotApplicable No ~ Hide Graphs This year -
2000
1500
1000
500
20190an02  2018.Jan-10  2019.Jan18  2018an26  2018Fen03  2019-Febdl  2019.Feb19  2019Feb27  2019.Mar08 2019.8p101  2019.Apr-08
| 1-200f4733 E K24
O Message Type Source Threat Level Date x
[0 1+ @ waftestpage.com XSS 195.189.90.84 HIGH 11 Apr 2019
URL Forwarded by: 10.115.75 202 ‘c vesterday
XSS - icchow, Poland
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Use Reset zoom to go back to the original view.

Dashboard Events Web Applications ~ Security ~ WAF Appliances

_

Saved Searches ~  searchi save as Search Actions =

Archived No « False Positive No + Not Applicable  No  ~ Hide Graphs 14 Mar 2019 5:35AM GMT+0530 - 22 Mar 2019 8:55AM GMT+0530

Click to zoom out «==++=s: >

Mar 14 Mar 14 Mar 15 Mar 16 Mar 16 Mar 17 Mar 18 Mar 18 Mar 19 Mar 20 Mar 20 WMar 21 Mar 22

1-200f 161 P2 g

0 Message Type Source Threat Level Date -2

O b= @ waftestpage com 195.189.90.84 HIGH 20 Mar 2019

s Micchow, Poland

Find QIDs responsible for triggering the event

Now, for events with multiple QIDs, we will help you identify the QIDs for which the event is
triggered. In Events View mode, select the QIDs one by one to see the request getting highlighted
for QIDs that have triggered the event. If a QID did not trigger the event, the request is not
highlighted for that QID.

_

< Backto List 4| Previous Event  Mext Event >

waftestpage.com Threat Level e
0 Apr 2019 2:56PM GMT-+ @ Request Blocked 70 o
A QID responsible for the event
Detections o Qo Type Confidence Threat Level
( XMLE: 1 XML tags detected 226018 - 40% | mED TS )
XSS Heuristic cross-sfe scripting detected -5 160001 0% 70
XSS: Script tag detected - <script <%2fscript-date. 150001 40% = w0
XSS: HTML tag detected - <script 150001 40% EN)
RCE: Exact command detected - date 226008 - 50% E «
Detected: XML, XSS, CommandExec - - 80% [ HicH BB

Decisions

Info: Logging fransaction.

+ Transaction Details

Request highlighted for QID 226018

Request

—
scriptisEdate HITR/L1
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Qualys Cloud Platform

App Picker has a new look!

The apps in your subscription are now grouped in
the app picker making them easier to find. A
sample app picker is shown to the right.

Apps will be grouped into these categories:
- Infrastructure Security

- IT Operations

- Security Operations

- Compliance

- Application Security

- Sensor Management

- Utilities

In Trial

Indicates that you currently have a trial version of
the app.

Indicates that a trial version is available if you
want to try the app.

Qualys Cloud Platform Release Notes

Vulnerability Management v

INFRASTRUCTURE SECURITY (4)

Vulnerability Management
VM Map and scan your network, prioritize your

critical vulnerabilities and fix them.

Continuous Monitoring
CM Set up menitoring and alerting of new security

risks

Threat Protection
P Add threat inteligence feed to your existing
Assef\iew
CloudView In Trial
cv Moniter changes on cloud platforms

T OPERATIONS (1)

AssetView

AV Discover aszets and use dynamic tags to keep
your assets automatically organized.

COMPLIANCE (3)

Policy Compliance
PC Define and monitor T security standards aligned

with regulations.

Security Assessment Questionnaire

SAQ Automate risk and compliance through
questionnaire campaigns

PCl Compliance

Achieve compliance with the PCI Data Security
Standard (DSS).

PCI

APPLICATION SECURITY (3)

Web Application Scanning
ldentify and manage web application security

risks.

m

Web Application Firewall

Detect attacks and protect your web applications

Malware Detection Start Trial
ldentify and manage web site malware risks.

SENSOR MANAGEMENT (1)

Cloud Agent
CA Stay updated with network security by deploving
agents on your hosts

UTILITIES

Administration
ﬁ Control user access permissions and activity in
your subscription. |

WAF

4

11



Issues addressed in this release

Qualys Cloud Platform 2.38 brings you many more improvements and updates.

AV AssetView

ThreatPROTECT

o Fixed an issue in AssetView, where incorrect data was displayed while searching for assets
using the vulnerability published date.

e Fixed an issue where the dynamic tag for aws.ec2.instanceState was not getting evaluated
and applied to assets upon state change.

e Fixed an issue where Asset Details displayed incorrect Last Checked-In date.
e The location map in Asset Details is now improved to make it look better.

e Fixed an issue in Asset Details, where data was intermittently disappearing from the Patch
Management tab.

- Cloud Agent

Fixed an issue in Cloud Agent, where the "Getting Started" page was displayed for users with
activated agents and scan data. Now the "Getting Started" page will be displayed only to
users that do not have any activated agents or scan data.

e Previously, in the CloudAgent API call, providing nested elements for agentinfo in the "fields"
parameter (e.g., fields=agentinfo.manifestVersion.vm) did not work unless you also provide
an additional element such as ID, created, updated, etc of the record you are searching for
(e.g., fields=id,agentInfo.manifestVersion.vm). This is fixed and now you need not provide the
additional element.

Container Security

e In Container Security the Container Events and Total Events widgets are no longer available
on the dashboard, and the word "rogue" is changed to "drift" in the search tokens and on the
ul.

Security Assessment Questionnaire

e While creating or editing answer settings in a template, we have changed the label "Select
Score" to "Risk Score" for better readability.

e We fixed an issue in the Delegate Section workflow where the user's list disappeared when
typing a name.
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ULEE Web Application Scanning

e Now you can contact Qualys Support or your Technical Account Manager to change the
report download URL that appears in the WAS scan completion email for your subscription.

e We have now rectified the behavior to consistently display the scan report when opened
from Scan results email link. Earlier, on some occurrences, the dashboard was displayed.

e We have now updated the Finding APl XSD to include PROTECTED as one of the status
parameter options and removed the invalid status options.

e User will now receive only one email notification once the scheduled report generation is
completed. Earlier, users received multiple email notifications.

e We have now fixed an issue for downloaded Web Application report and Scan report in
HTML format where forward slashes in HTML reports will now be displayed correctly.

e Fixed issue regarding unwanted delete of tags from WAS scheduled scans (mysterious
deactivation of schedules)

e In case of multi-scan, users will now receive an email notification after every child scan
completion along with an email after Parent-scan completion.

e We have rectified the WAS API User Guide to include all the detection categories supported
for Finding API.

e We have improved the description in WAS Online help for FAQ related to Detection scope.

A3 Web Application Firewall

e Now the user can view detailed configurations for Built-in Policy Templates including the
sensitivity rating for the various detection categories in the Application Security tab.

e We have enforced the rules for specifying MIME types in the "Content-Type" header as per
the RFC standards. Follow the RFC standards to define MIME types when you choose "Deny
All, but Explicitly Allow" option to specify the allowed content types in the Request Content-
Type section in the HTTP Protocol tab during the HTTP Profile create or update.

e We have fixed an issue where, in the web application edit mode, the SSL certificate in the
Application tab for the Web application was not getting populated. The issue was observed
when the primary URL had HTTP and the secondary URL had HTTPS URL. This issue is fixed
now.

e We have fixed an issue where when viewing a security policy, the "Blocking" label shown in
Thresholds in the Policy Controls tab was overlapping the threshold value for the "Logging"
label. Now you can move your mouse pointer over the "Logging" label to view its thresholds
value.
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- Vulnerability Management

We have fixed discrepancy issues and the Published date is now displayed accurately in the
Dashboard. In case a published date is not available then the inserted date is displayed as
Published date.

e Accurate values are now displayed in the dashboard widgets even after applying the filters.

e Vulnerability severity is now accurately displayed in the Vulnerabilities tab and on the
Summary page of Vulnerability details

e Token help is now displayed accurately and consistently on the Vulnerabilities tab.

e Token help is now displayed accurately while editing a dashboard widget.

e The token vulnerabilities.vulnerability.exploitability has been removed.

e The Dashboard widget: GroupBy now displays accurate results.

e Widgets are now rendered accurately even when you toggle between between widgets while
editing.

e [P address is now displayed correctly in the Vulnerabilities tab, Asset Details page, and
Location maps.

e 0OS name and icon is now displaying properly on the Vulnerability Details page and the Asset
details page.
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