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Qualys Cloud Suite API gives you many ways to integrate your programs and API calls with
Qualys capabilities. You'll find all the details in our user guides, available at the time of
release. Just log in to your Qualys account and go to Help > Resources.

What’s New
WAS APIL: Enhancements to Finding API response

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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WAS API: Enhancements to Finding API response

API affected /qps/rest/3.0/get/was/finding/<id>
/qps/rest/3.0/search/was/finding

New or Updated APIs Updated
DTD or XSD changes Yes

We have now improved the response for Finding API to include following details:
-the tags associated with the web application on which the finding was detected.

-details related to ignored finding

Sample 1 - View details of a finding (GET)
Let us view tag details for the web application with the ID 1071855.

API request:

curl -n -u "USERNAME: PASSWORD"
"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ get/was/findi ng/ 1071855"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. con gps/ xsd/ 3. 0/ w
as/ findi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>1071855</i d>
<gi d>150117</ qi d>
<nane>
<! [ CDATA| Pat h-Based Cross-Site Scripting (XSS)]]>
</ nane>
<t ype>VULNERABI LI TY</t ype>
<findi ngType>QUALYS</ fi ndi ngType>
<gr oup>XSS</ gr oup>
<cwe>
<count >1</ count >
<list>
<l ong>79</ 1 ong>
</list>
</ cwe>

<st at us>NEW/ st at us>



Qualys Cloud Platform v2.x
WAS APIL: Enhancements to Finding API response

<firstDetectedDat e>2018-12-04T11: 15: 50Z</ fi r st Det ect edDat e>
<| ast Det ect edDat e>2018-12-04T11: 15: 50Z</ | ast Det ect edDat e>
<| ast Test edDat €>2018- 12- 04T11: 15: 50Z</ | ast Test edDat e>
<ti mesDet ect ed>1</ti nesDet ect ed>
<webApp>
<i d>5250256</i d>
<nane>
<! [ CDATA[ 1161]] >
</ nanme>
<url >
<I [ CDATA https://10.11.72.37]]>
<lurl>
<t ags>
<count >2</ count >
<list>
<Tag>
<i d>8753812</i d>
<nane>
<! [ CDATA[ Mul ti scan]]>
</ nane>
</ Tag>
<Tag>
<i d>9029017</i d>
<nanme>
<! [ CDATA[ Tag\Webappl] ] >
</ nane>
</ Tag>
</list>
</tags>
</ webApp>
<i sl gnor ed>f al se</i sl gnor ed>
<retest/>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>

Sample 2 - Search for finding with specific ID

Let us search for a specific finding and the response will reflect the tags information as
well as ignored finding related details.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qualys. coni gps/rest/3.0/search/was/finding/"
< file.xm

Note: “file.xm” contains the request POST data.

Request POST Data (file.xml):
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<Servi ceRequest >
<pr ef erences>
<ver bose>true</verbose>
</ pr ef erences>
<filters>
<Criteria field="id" operator="EQALS">1071855</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. con gps/ xsd/ 3. 0/ w
as/ findi ng. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Fi ndi ng>
<i d>1071855</i d>
<gi d>150117</ qi d>
<nane>
<! [ CDATA| Pat h-Based Cross-Site Scripting (XSS)]]>
</ name>
<t ype>VULNERABI LI TY</t ype>
<findi ngType>QUALYS</ fi ndi ngType>

<cwe>
<count >1</ count >
<list>
<l ong>79</ 1 ong>
</list>
</ cwe>
<url >
<![ CDATA[ https://10.11.72.37]]>
<lurl>
<t ags>
<count >2</ count >
<list>
<Tag>
<i d>8753812</i d>
<nane>
<!'[ CDATA Mul ti scan]] >
</ nane>
</ Tag>
<Tag>
<i d>9029017</i d>
<nane>
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<! [ CDATA[ TagWebappl] ] >

</ name>
</ Tag>
</list>
</tags>
</ webApp>

<i sl gnored>true</i sl gnored>
<i gnor edReason>FALSE_PGCSI Tl VE</ i gnor edReason>
<i gnor edBy>
<i d>1056860</i d>
<user name>user _j ohn</ user nane>
<firstName>
<!'[ CDATA[ John] ] >
</ firstName>
<| ast Name>
<! [ CDATA[ Doe] ] >
</ | ast Name>
</i gnor edBy>
<i gnor edDat e>2019- 03- 04T03: 19: 29Z</ i gnor edDat e>
<i gnor edConment >
<I[CDATA[ This is test coment]]>
</ i gnor edComent >
<retest/>
</ Fi ndi ng>

</ dat a>
</ Ser vi ceResponse>

XSD Update

Changes in finding.xsd (/gqps/xsd/3.0/was/finding.xsd).

<xs:schema xnm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"
el ement For nDef aul t =" qual i fi ed">

<l--

REQUEST -->

<xs: el ement name="Servi ceRequest ">

<xs: conpl exType>

<xs:all>

<xs:el ement name="filters" type="ServiceRequestFilters" mnQccurs="0"/>
<xs: el ement name="preferences" type="Servi ceRequest Pref erences"

m nCccurs="0"/>

<xs:el ement name="data" type="Servi ceRequestData" m nCccurs="0"/>
</xs:all>

<xs: conpl exType nanme="WebApp" >
<xs:all>

<xs:el ement name="id" type="xs:long" m nCccurs="0"/>
<xs:el ement name="nane" type="Cdata" m nCccurs="0"/>
<xs:el ement name="url" type="Url" m nCccurs="0"/>
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<xs: el erent nane="tags" type="TagList" m nCccurs="0"/>
</xs:all>
</ xs: conmpl exType>
<xs: conpl exType nane="TagLi st">

<xs:all >
<xs: el ement nane="count" type="xs:int" mnCccurs="0"/>
<xs: el enent nane="list" m nCccurs="0">

<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="Tag" type="Tag" m nCccurs="0"
maxCQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="set" m nCccurs="0">
<xs: conpl exType>
<XS:sequence>
<xs: el erent nane="Tag" type="Tag" naxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</xs:all>
</ xs: conmpl exType>
<xs: conpl exType nane="Tag">
<xs:all >
<xs:el ement name="id" type="xs:l|ong"/>
<xs: el emrent nane="nanme" type="Cdata" m nCccurs="0"/>
</xs:all>
</ xs: conmpl exType>
<xs: conpl exType nanme="Cdat a">
<xs: si mpl eCont ent >
<xs: extensi on base="xs:string"/>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:conpl exType nanme="Url List">
<xs:all

<xs:el ement name="findi ngStatus" type="xs:string" m nCccurs="0"/>
<xs:el ement name="reason" type="xs:string" m nCccurs="0"/>
</xs:all>
</ xs: conpl exType>
</ xs: schema>
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