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Qualys Cloud Suite API gives you many ways to integrate your programs and API calls with
Qualys capabilities. You'll find all the details in our user guides, available at the time of
release. Just log in to your Qualys account and go to Help > Resources.

What’s New
Asset Management and Tagging API: Enable connector for CloudView

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.

Copyright 2019 by Qualys, Inc. All Rights Reserved.
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Asset Management and Tagging API: Enable connector for
CloudView

API affected /qps/rest/2.0/create/am/awsassetdataconnector
/qps/rest/2.0/update/am/awsassetdataconnector
/qps/rest/2.0/get/am/awsassetdataconnector/
/qps/rest/2.0/search/am/awsassetdataconnector/

New or Updated APIs Updated
DTD or XSD changes Yes

The Asset Management and Tagging API has been updated to provide a new parameter for
enabling an AWS connector for CloudView. While creating a new connector or editing an
existing connector, you can enable that AWS connector to make it available in the
CloudView App as well.

Input Parameters

New input parameter to enable a connector to be available in CloudView.

Parameter Description

useForCloudView={value} (Boolean) Specify true if you want a connector to be available
in the CloudView App.

Note: The API Response (XMI Output) for get, search, and create APIs will show
<Acti vati onModul e>CLOUDVI EW&/ Act i vat i onMbdul e> if the connector is enabled to
appear in the CloudView app.

Sample 1- Create new AWS asset data connector to be available in the CloudView App

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ create/ anl awsasset dat aconnect o
r' < file.xm

Note: file.xml contains request POST data

Reguest POST data:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<nanme>ARN Connect or </ nane>
<arn>arn: aws:iam : 205767712433: r ol e/ qual ys- denp- account </ ar n>
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<external | d>123456789123</ ext ernal | d>
<al | Regi ons>true</ al | Regi ons>
<useFor C oudVi ew>t r ue</ useFor d oudVi ew>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. con qps/ xsd/ 2. 0/ a
n aws_asset _data_connector. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<AwsAsset Dat aConnect or >
<i d>266408</i d>
<name>connl</ name>
<awsAccount | d> 205767712433</ awsAccount | d>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AWE</t ype>
<activation>

<list>
<Acti vat i onModul e>CLOUDVI EW/ Act i vat i onMbdul e>
</list>

</ activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConf i gur ed>f al se</i sGovC oudConfi gur ed>
<i sChi naConf i gur ed>f al se</i sChi naConfi gur ed>
<arn>arn: aws: i am : 205767712433: r ol e/ qual ys- denp- account </ ar n>
<external | d>123456789123</ ext ernal | d>
<qual ysAwsAccount | d>205767712438</ qual ysAwsAccount | d>
<aut hRecor d/ >
<endpoi nt s>
<list>
<AwsEndpoi nt Si npl e>
<r egi onCode>us- west - 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
<AwsEndpoi nt Si npl e>
<r egi onCode>ap- nort heast - 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>

</list>
</ endpoi nt s>
<al | Regi ons>true</ al | Regi ons>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Ser vi ceResponse>
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Sample 2 - Update existing AWS asset data connector to make it available in the
CloudView App

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. coni gps/rest/ 2. 0/ updat e/ anf awsasset dat aconnect o
r/asset/266203"

< file.xm

Note: file.xml contains request POST data

Request POST data

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<useFor C oudVi ew>t r ue</ useFor d oudVi ew>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
n aws_asset _dat a_connect or. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<AwsAsset Dat aConnect or >
<i d>266203</i d>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>

Sample 3 - Search AWS asset data connectors that are made available in the
CloudView App

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. coni gps/rest/ 2. 0/ search/ anm awsasset dat aconnect o
P

< file.xm

Note: file.xml contains request POST data
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Request POST data

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<filters>
<Criteria field="activation" operator="EQIALS'>CLOUDVI EW/ Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nl aws_asset _data_connector. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<AwsAsset Dat aConnect or >
<i d>266408</i d>
<nane>connl</ nane>
<awsAccount | d>205767712433</ awsAccount | d>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AWE</t ype>
<activation>

<list>
<Acti vat i onModul e>CLOUDVI EW&/ Act i vat i onModul e>
</list>

</ activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConf i gur ed>f al se</i sGovC oudConfi gur ed>
<i sChi naConfi gur ed>f al se</i sChi naConfi gur ed>
<arn> arn:aws:iam:205767712433: rol e/ qual ys- denp- account </ ar n>
<external | d>123456789123</ ext ernal | d>
<qual ysAwsAccount | d>205767712438</ qual ysAwsAccount | d>
<aut hRecor d/ >
<endpoi nt s>
<list>
<AwsEndpoi nt Si npl e>
<r egi onCode>us- west - 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
<AwsEndpoi nt Si npl e>
<r egi onCode>ap- nort heast - 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
<AwsEndpoi nt Si npl e>

</list>
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</ endpoi nt s>
<al | Regi ons>true</ al | Regi ons>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>

XSD update

New element useFor d oudVi ew added to awsassetdataconnector.xsd.

<conpl exType nanme="AwsAsset Dat aConnect or " >
<conpl exCont ent >
<ext ensi on base="tns: Asset Dat aConnect or ">
<sequence>
<el ement name="arn" type="string" maxQccurs="1" m nCccurs="0"/>
<el erent nanme="useFor C oudVi ew' type="bool ean" nmaxCOccurs="1" m nCccurs="0"/>
<el erent nanme="external | d" type="string" maxCccurs="1" m nCccurs="0"/>
<el ement name="qual ysAwsAccount | d" type="string" maxCccurs="1"
m nCccurs="0"/>
<el ement name="aut hRecord" type="tns: AwsAut hRecor dSi npl e"/ >
<el erent nane="endpoi nts" type="tns: AnsEndpoi nt Si npl eQLi st"/ >
<el ement nanme="servi ceType" type="tns: AwsServi ceType" m nCccurs="0"/>
<el erent nane="al | Regi ons" type="bool ean" m nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ schema>



