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Qualys Cloud Suite API gives you many ways to integrate your programs and API calls with

Qualys capabilities. You'll find all the details in our user guides, available at the time of
release. Just log in to your Qualys account and go to Help > Resources.

What’s New
Host Asset APL: Search using EC2 attributes

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.

Copyright 2019 by Qualys, Inc. All Rights Reserved.
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Host Asset API: Search using EC2 attributes

API affected

/qps/rest/2.0/search/am/hostasset

New or Updated APIs

Updated

DTD or XSD changes

The Asset Management and Tagging API has been updated to allow searching host assets

using EC2 attributes.

Input Parameters

New input parameters for EC2 attributes are described below.

Parameter

Description

region={value}

Specify the region code for the AWS region.
For example, ap-northeast-1, us-east-2, eu-west-3, etc.

vpcld={value}

The ID of your Amazon VPC.

imageld={value}

ID of the Amazon Machine Image (AMI).

instanceld={value}

EC2 Instance ID.

accountld={value}

Amazon account ID.

instanceState={value}

EC2 Instance state. For example, PENDING, RUNNING,
TERMINATED, STOPPED, etc.

subnetld={value}

ID of the subnet where your instance is located (when Amazon
VPC is used).

privateDnsName={value}

The private DNS name of the instance.

awsTagKey=({value}

EC2 instance tags. For example, Owner, Department, Email,
Lifecycle, Name, etc.

awsTagValue={value}

Values for the AWS Tag keys.

Note: Apart from instanceState, awsTagKey, and awsTagValue, all other parameters are

case sensitive.

All parameters support text input with EQUALS operator. Additionally, the instanceState
parameter supports EQUALS, NOT EQUALS. The awsTagKey and awsTagValue parameters
support EQUALS, CONTAINS.
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Sample - Searching EC2 assets in your account

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ search/ am hostasset" <
file.xm

Note: "file.xml" contains the request POST data.

Reguest POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="region" operator="EQALS"'>ap-northeast-1</Criteria>
<Criteria field="vpcld" operator="EQUALS">vpc-98allffd</Criteria>
<Criteria field="accountld" operator="EQUALS">205767712438</ Criteria>
<Criteria field="privateDnsNanme" operat or="EQUALS">i p-172-30-1-133. ap-
northeast-1.conpute.internal </Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nm host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>1553126</i d>
<nanme>i p- 172- 30- 1- 133</ nane>
<cr eat ed>2018- 12- 03T09: 10: 18Z</ cr eat ed>
<nodi fi ed>2018- 12- 08T10: 14: 40Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>7977614</i d>
<nanme>Cl oud Agent </ nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>
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<Asset Sour ce/ >
<Ec2Asset Sour ceSi npl e>
<asset | d>1553126</ asset | d>
<type>EC 2</type>
<firstDi scovered>2018-12-
03T09: 10: 18z</fi r st Di scover ed>
<l ast Updat ed>2018- 12- 03T09: 10: 18Z</ | ast Updat ed>
<reservationl d>r-08a2a6ee33b3acdof </reservati onl d>
<avai |l abi | i tyZone>ap- nort heast -
1b</ avail abi | i t yZone>
<privat eDnsNane>i p- 172- 30- 1- 133. ap- nort heast -
1. conmpute.internal </ privat eDnsName>
<l ocal Host nane>i p- 172- 30- 1- 133. ap- nort heast -
1. conput e. i nt ernal </ | ocal Host name>
<i nst ancel d>i - 07081d0a8ab051d80</ i nst ancel d>
<i nstanceType>t 2. m cro</i nstanceType>
<i nst anceSt at e>RUNNI NG</ i nst anceSt at e>
<gr oupl d>sg- 9a08a0e3</ gr oupl d>
<gr oupName>| aunch-w zar d- 12</ gr oupName>
<account | d>205767712438</ account | d>
<subnet | d>subnet - 5c¢198e2b</ subnet | d>
<vpcl d>vpc-98alilf fd</vpcld>
<r egi on>ap- nort heast - 1</ r egi on>
<zone>VPC</ zone>
<i magel d>am - 92df 37ed</ i nagel d>
<publ i cl pAddress>13. 113. 179. 242</ publ i cl pAddr ess>
<privat el pAddress>172. 30. 1. 133</ pri vat el pAddr ess>
<macAddr ess>06: c2: ed: 39: 19: 98</ macAddr ess>
</ Ec2Asset Sour ceSi npl e>
</list>
</ sour cel nf 0>
<gwebHost | d>294355</ qwebHost | d>
<l ast Conpl i anceScan>2018- 12- 08T01: 45: 34Z</| ast Conpl i anceScan>
<l ast Vul nScan>2018- 12- 08T07: 14: 58Z</ | ast Vul nScan>
<l ast Syst enBoot >2018- 05- 25T06: 06: 35Z</ | ast Syst enBoot >
<l ast LoggedOnUser >ec2- user </ | ast LoggedOnUser >
<os>Amazon Li nux 2018. 03</ o0s>
<dnsHost Nane>i p- 172- 30- 1- 133</ dnsHost Nane>
<agent | nf o>
<agent Ver si on>2. 3. 0. 20</ agent Ver si on>
<agent | d>f 6ela6bbe- a99a- 4d79- a5b1l- f 339aeaf 8095</ agent | d>
<st at us>STATUS_| NACTI VE</ st at us>
<l ast Checkedl n>2018- 12- 08T07: 15: 20Z</ | ast CheckedI| n>
<connect edFronr13. 113. 179. 242</ connect edFr on®
<l ocati on>Tokyo, Tokyo Japan</| ocati on>
<l ocati onGeolLat it ude>35. 685</| ocati onCGeolLati t ude>
<l ocati onGeoLongti t ude>139. 7514</| ocat i onGeoLongt i t ude>
<chi rpSt at us>l nventory Scan Conpl et e</ chi r pSt at us>
<pl at f or meLi nux</ pl at f or m»
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<acti vat edMbdul e>AGENT_VM AGENT_PC, FI M</ act i vat edMbdul e>
<mani f est Ver si on>
<vm>VULNSI GS- VM 0. 19. 0. 0- 34</ v
<pc>VULNSI GS- PC- 0. 19. 0. 0- 34</ pc>
</ mani f est Ver si on>
<agent Confi gurati on>
<i d>166800</i d>
<nane>27- Mar ch</ nane>
</ agent Confi gurati on>
<activati onKey>
<activati onl d>8d988825- 5685- 4dcf - 8d14-
0f de25eab037</ acti vati onl d>
<title>septenber-2018</title>
</ activati onKey>
</ agent | nf o>
<net wor kGui d>6b48277c-0742- 61cl- 82bb-
cacO0f 9c4094a</ net wor kGui d>
<addr ess>13. 113. 179. 242</ addr ess>
<t r acki ngMet hod>QAGENT</ t r acki ngiet hod>
<t ot al Menor y>987</t ot al Menor y>
<ti mezone>UTC</ti nezone>
<openPort >
<list>
<Host Asset OpenPort >
<port >57091</ port >
<pr ot ocol >UDP</ pr ot ocol >
</ Host Asset OpenPort >

</list>
</ openPort >
<sof t war e>
<list>
<Host Asset Sof t war e>
<nanme>acl </ nane>
<version>2.2.49-6. 11. anenl</ versi on>
</ Host Asset Sof t war e>

</list>
</ sof t war e>
<vul n>
<list>
<Host Asset Vul n>
<Qi d>38582</ qi d>
<host | nst anceVul nl d>88353071</ host | nst anceVul nl d>
<firstFound>2018-12-03T22: 07: 32Z</ fir st Found>
<l ast Found>2018- 12- 08T07: 14: 58Z</ | ast Found>
</ Host Asset Vul n>

</list>
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</ vul n>
<pr ocessor >
<list>
<Host Asset Processor >
<nane>l ntel (R) Xeon(R) </ nane>
<speed>2400</ speed>
</ Host Asset Processor >
</list>
</ processor >
<vol ume>
<list>
<Host Asset Vol unme>
<nane>/ dev</ nane>
<si ze>506937344</ si ze>
<free>506880000</free>
</ Host Asset Vol une>

</list>
</ vol une>
<account >
<list>
<Host Asset Account >
<user name>r oot </ user nane>
</ Host Asset Account >
<Host Asset Account >
<user nane>ec2- user </ user nane>
</ Host Asset Account >
</list>
</ account >
<net wor kIl nt er f ace>
<list>
<Host Asset | nt erf ace>
<host name>i p- 172- 30- 1- 133</ host nane>

<i nt er faceNane>et hO Li nk encap</i nterfaceNane>
<macAddr ess>06: C2: ED: 39: 19: 98</ nacAddr ess>
<t ype>LOCAL</t ype>

<addr ess>172. 30. 1. 133</ addr ess>
<gat ewayAddr ess>172. 30. 1. 1</ gat ewayAddr ess>
</ Host Asset I nterface>

</list>
</ networ kl nt erf ace>
<i sDocker Host >f al se</i sDocker Host >
</ Host Asset >
</ dat a>
</ Servi ceResponse>
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