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What’s New
Dynamic tagging for AWS, AZURE, GCP

New Application Security Categories added in Security Policies
New Conditions Added to Custom Rule
Added Support for Response Headers to Custom Rule

Schedule Reactivation for Ignored Finding

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg?.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>
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The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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Dynamic tagging for AWS, AZURE, GCP

APIs affected /qps/rest/2.0/create/am/tag
/qps/rest/2.0/update/am/tag
/qps/rest/2.0/get/am/tag
/qps/rest/2.0/search/am/tag
/qps/rest/2.0/count/am/tag
/qps/rest/2.0/evaluate/am/tag

New or Updated APIs Updated
DTD or XSD changes Yes

The Asset Management and Tagging API has been updated to allow dynamic tagging for
AWS (EC2), AZURE, and GCP assets. You can now group your cloud assets according to the
cloud provider they belong to. Tags are applied to assets found by cloud agents (AWS,
AZURE, GCP) and EC2 connectors (AWS).

Input Parameters

You'll need to provide the cloud provider information in the service request of an API call.
Sample 1 - Create Cloud Asset Tag for AWS

Sample 2 - Create Cloud Asset Tag for Azure

Sample 3 - Create Cloud Asset Tag for GCP

Sample 4 - Update Cloud Asset Tag ruleText

Sample 5 - Get Cloud Asset Tag

Sample 6 - Search Cloud Asset Tag

Sample 7 - Count Cloud Asset Tags

Sample 8 - Evaluate Cloud Asset Tag
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Sample 1 - Create Cloud Asset Tag for AWS
/qps/rest/2.0/create/am/tag

[POST]

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
https://qual ysapi . qual ys. conf qps/rest/2.0/create/amtag < file.xm

Note: "file.xml" contains the request POST data.

Reqguest POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Tag>
<name>AWS Tag</ nane>
<rul eType>CLOUD_ASSET</ rul eType>
<provi der >EC2</ pr ovi der >
<rul eText >aws. ec2. r egi on. code: us- east - 1</ r ul eText >
</ Tag>
</ dat a>
</ Servi ceRequest >

Note: For Cloud Asset Tag, the <provider> node is mandatory. For other rule types,
<provider> node is optional. <provider> node accepts values: EC2, AZURE, GCP.

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 2. 0/ a
nm tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tag>
<i d>101335613</i d>
<nanme>AWS Tag</ nanme>
<creat ed>2018- 10- 30T18: 20: 23Z</ cr eat ed>
<nodi f i ed>2018- 10- 30T18: 20: 23Z</ nodi f i ed>
<rul eText >aws. ec2. r egi on. code: us-east-1</rul eText >
<rul eType>CLOUD_ASSET</ rul eType>
<provi der >EC2</ pr ovi der >
</ Tag>
</ dat a>
</ Servi ceResponse>
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Sample 2 - Create Cloud Asset Tag for Azure
/qps/rest/2.0/create/am/tag

[POST]

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
https://qual ysapi . qual ys. conmf gps/rest/ 2.0/ create/amtag < file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Tag>
<nanme>Azur e Tag</ nanme>
<rul eType>CLOUD_ASSET</ rul eType>
<provi der >AZURE</ pr ovi der >
<rul eText >azure.vm | ocati on: west us</rul eText >
</ Tag>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
n tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tag>
<i d>101335413</i d>
<name>Azur e Tag</ nanme>
<cr eat ed>2018- 10- 30T18: 32: 14Z</ cr eat ed>
<nodi f i ed>2018- 10- 30T18: 32: 14Z</ nodi fi ed>
<rul eText >azure.vm | ocati on: west us</ rul eText >
<rul eType>CLOUD_ASSET</ rul eType>
<provi der >AZURE</ pr ovi der >
</ Tag>
</ dat a>
</ Servi ceResponse>
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Sample 3 - Create Cloud Asset Tag for GCP
/qps/rest/2.0/create/am/tag

[POST]

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
https://qual ysapi . qual ys.conf gps/rest/2.0/create/amtag < file.xmn

Note: "file.xml" contains the request POST data.

Reqguest POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Tag>
<name>GCP Tag</ nanme>
<rul eType>CLOUD_ASSET</ rul eType>
<provi der >GCP</ pr ovi der >
<rul eText >gcp. conput e. zone: us- east 1- d</rul eText >
</ Tag>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 2. 0/ a
nm tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tag>
<i d>101335414</i d>
<name>GCP Tag</ nane>
<creat ed>2018- 10- 30T18: 34: 21Z</ cr eat ed>
<nodi f i ed>2018- 10- 30T18: 34: 21Z</ nodi f i ed>
<rul eText >gcp. conput e. zone: us- east 1- d</rul eText >
<rul eType>CLOUD_ASSET</ rul eType>
<provi der >GCP</ pr ovi der >
</ Tag>
</ dat a>
</ Servi ceResponse>
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Sample 4 - Update Cloud Asset Tag ruleText
/qps/rest/2.0/update/am/tag

[POST]

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. com gps/rest/ 2.0/ updat e/ am tag/ 101335414 <
file.xm

Note: "file.xml" contains the request POST data.

Reguest POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Tag>
<r ul eText >gcp. conput e. publ i cl pAddr ess: 104. 196. 75. 216</r ul eText >
</ Tag>
</ dat a>
</ Servi ceRequest >

Note: You cannot change value of the <provider> node during update.

XML output:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xxsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nf tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tag>
<i d>101335414</i d>
<name>GCP Tag</ nanme>
<creat ed>2018- 10- 30T18: 34: 217Z</ cr eat ed>
<nodi fi ed>2018- 10- 30T18: 34: 21Z</ nodi fi ed>
<rul eText >gcp. conput e. publ i cl pAddr ess: 104. 196. 75. 216</ rul eText >
<rul eType>CLOUD_ASSET</ rul eType>
<pr ovi der >GCP</ pr ovi der >
</ Tag>
</ dat a>
</ Ser vi ceResponse>
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Sample 5 - Get Cloud Asset Tag
/qps/rest/2.0/get/am/tag

[GET]

API request:

curl -n -u "USERNAME: PASSWORD"
"https://qual ysapi.qual ys. conl gps/rest/2.0/get/am tag/101335414"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nm tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tag>
<j d>101335414</i d>
<name>GCP Tag</ nanme>
<cr eat ed>2018- 10- 30T18: 34: 21Z</ cr eat ed>
<nmodi fi ed>2018- 10- 30T18: 34: 217</ nodi fi ed>
<rul eText >gcp. conput e. zone: us- east 1- d</rul eText >
<rul eType>CLOUD_ASSET</rul eType>
<provi der >GCP</ pr ovi der >
</ Tag>
</ dat a>
</ Servi ceResponse>

Sample 6 - Search Cloud Asset Tag
/qps/rest/2.0/search/am/tag

[POST]

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
https://qual ysapi . qual ys. conf qps/rest/ 2.0/ search/amtag < file.xm

Note: "file.xml" contains the request POST data.
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Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="rul eType" operator="EQUALS'>CLOUD_ASSET</Criteria>
<Criteria field="provider" operator="EQUALS">CCP</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
n tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Tag>
<i d>101335414</i d>
<name>GCP Tag</ nanme>
<creat ed>2018- 10- 30T18: 34: 21Z</ cr eat ed>
<nodi fi ed>2018- 10- 30T18: 34: 217</ nodi fi ed>
<rul eText >gcp. conput e. zone: us- east 1- d</rul eText >
<rul eType>CLOUD_ASSET</ rul eType>
<provi der >GCP</ pr ovi der >
</ Tag>
</ dat a>
</ Ser vi ceResponse>

Sample 7 - Count Cloud Asset Tags
/qps/rest/2.0/count/am/tag

[POST]

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
https://qual ysapi . qual ys. com gps/rest/ 2.0/ count/amtag < file.xn

Note: "file.xml" contains the request POST data.
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Reqguest POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="rul eType" operator="EQALS'>CLOUD_ASSET</Criteria>
<Criteria field="provider" operator="EQIALS">AZURE</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 2. 0/ a
nm tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
</ Servi ceResponse>

Sample 8 - Evaluate Cloud Asset Tag
/qps/rest/2.0/evaluate/am/tag

[POST]

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. conf qps/rest/ 2.0/ eval uat e/ anf t ag/ 101335414 <
file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 2. 0/ a
nm tag. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<Tag>

10
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<i d>101335414</i d>
<name>CGCP Tag</ nane>
<creat ed>2018- 10- 30T18: 34: 217Z</ cr eat ed>
<nodi fi ed>2018- 10- 30T18: 34: 21Z</ nodi f i ed>
<rul eText >gcp. conput e. zone: us- east 1- d</rul eText >
<rul eType>CLOUD_ASSET</ rul eType>
<provi der >GCP</ pr ovi der >
</ Tag>
</ dat a>
</ Ser vi ceResponse>

XSD update
Following element is added to /qps/xsd/2.0/am/tag.xsd

<el emrent name="provider" type="string" m nCccurs="0"/>
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New Application Security Categories added in Security Policies

API affected /qps/rest/2.0/get/waf/securitypolicy/<id>
/qps/rest/2.0/search/waf/securitypolicy
/qps/rest/2.0/create/waf/securitypolicy
/qps/rest/2.0/update/waf/securitypolicy

New or Updated APIs Updated
DTD or XSD changes Yes

We have added support for four new application security categories. Add the new
categories as elements under the applicationSecurity parameter and set confidence
values for them.

Removed API support for the following application security categories: directoryTraversal,
formatStringAttacks and pathTraversal.

Input Parameters

New elements for input parameter is described below.

Parameter Description

applicationSecurity Specify the event confidence by name (DISABLED, LOW,
MEDIUM or HIGH,) or by value (20-80) for the following new
application security categories:
_I‘po
-xmlInjection
-ellnjection
-codelnjection

RPO stands for relative path overwrite and ellnjection is
Expression level injection.

Sample 1 - Get Security Policy Profile

The response XML shows the new security categories along with their confidence values
in the fetched security policy.

APl request:

curl -u "USERNAME: PASSWORD' -X "GET" -H "Content-Type: text/xm"
https://qual ysapi . qual ys. conf qps/rest/ 2.0/ get/waf/securitypolicy/3
3481

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schema- i nst ance"

12
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Xsi : noNanespaceSchenalLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 2. 0/ wa
f/securitypolicy.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<SecurityPolicy>
<i d>33481</i d>
<appl i cationSecurity>
<r po>
<confi dence>H GH</ confi dence>
</rpo>
<xm I nj ecti on>
<confi dence>H G/ confi dence>
</ xm I nj ecti on>
<el I nj ecti on>
<confi dence>H GH</ confi dence>
</ellnjection>
<codel nj ecti on>
<confi dence>H G/ confi dence>
</ codel nj ecti on>
S
</ appl i cationSecurity>

</ dat a>
</ Ser vi ceResponse>

Sample 2 - Create security policy
Let us create a customized security policy with new security categories and set their
confidence values.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. com gps/rest/ 2.0/ create/ waf/securitypolic
y < file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<SecurityPolicy>

<appl i cationSecurity>
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<r p0>

<confi dence>H G/ confi dence>
</rpo>
<xm | nj ecti on>

<confi dence>Hl G/ confi dence>
</xm I nj ecti on>
<el I nj ecti on>

<confi dence>H G/ confi dence>
</ellnjection>
<codel nj ecti on>

<confi dence>Hl G/ confi dence>
</ codel nj ecti on>

</ applicationSecurity>

<t hr eat Level >
<l oggi ngThr eshol d>35</ 1 oggi ngThr eshol d>
<bl ocki ngThr eshol d>65</ bl ocki ngThr eshol d>

</threatLevel >

</ SecurityPolicy>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. com gps/ xsd/ 2. 0/ w
af / securitypolicy. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<SecurityPolicy>
<i d>33482</i d>
<appl i cati onSecurity>
<r po>
<confi dence>H GH/ confi dence>
</rpo>
<xm I nj ecti on>
<conf i dence>Hl G/ confi dence>
</ xm I nj ecti on>
<el I nj ection>
<confi dence>H GH/ confi dence>
</ellnjection>
<codel nj ecti on>

<confi dence>H G/ confi dence>
</ codel nj ecti on>
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</ applicationSecurity>

</ dat a>
</ Servi ceResponse>

Sample 3 - Update security policy

Let us update a customized security policy with new security categories and set their
confidence values.

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. conf gqps/rest/ 2.0/ updat e/ waf/ securitypolicy <
file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<SecurityPolicy>
<appl i cationSecurity>
<r po>
<confi dence>H GH</ confi dence>
</rpo>
<xm I nj ecti on>
<confi dence>H GH</ confi dence>
</ xm I nj ecti on>
<el I nj ecti on>
<confi dence>H GH</ confi dence>
</ellnjection>
<codel nj ecti on>

<confi dence>H GH</ confi dence>
</ codel nj ecti on>

</ applicationSecurity>
</ SecurityPolicy>

</ dat a>
</ Servi ceRequest >
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XML output:

<dat a>
<SecurityPolicy>
<i d>33481</i d>

<appl i cationSecurity>
<r p0>
<confi dence>Hl GH</ confi dence>
</rpo>
<xm I nj ecti on>
<confi dence>H G/ confi dence>
</ xm I nj ection>
<el I nj ecti on>
<confi dence>Hl GH</ confi dence>
</ellnjection>
<codel nj ecti on>

<confi dence>Hl G/ confi dence>
</ codel nj ecti on>

</ applicationSecurity>

XSD update
Changes in securitypolicy.xsd (qps/xsd/2.0/waf/securitypolicy.xsd)

<xs: conpl exType name="SecurityPolicy">

<xs:el ement name="applicationSecurity” m nCccurs="0">
<xs: conpl exType>
<XS:sequence>

<xs: el ement nane="rpo" type="Confidence"
m nCccurs="0" />
<xs: el ement name="xn I njection" type="Confidence"
m nCccurs="0" />
<xs: el emrent nane="el I njecti on" type="Confidence"
m nCccurs="0" />
<xs: el emrent name="codel nj ecti on" type="Confidence"
m nCccurs="0" />

</ xs: sequence>

</ Xs: schenma>
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New Conditions Added to Custom Rule

API affected

/qps/rest/2.0/get/waf/customrule/<id>

/qps/rest/2.0/search/waf/customrule
/qps/rest/2.0/create/waf/customrule
/qps/rest/2.0/update/waf/customrule

New or Updated APIs

Updated

DTD or XSD changes No

Custom Rule API now supports the following new conditions and operators for custom

rule.

Key

Supported Operators

client.ssl.session.timeout

EQUAL, NOT.EQUAL, IN-RANGE, NOT.IN-RANGE, GREATER,
NOT.GREATER, GREATER-EQUAL, NOT.GREATER-EQUAL,
LOWER, NOT.LOWER, LOWER-EQUAL, NOT.LOWER-EQUAL

server.ssl.cipher

EQUAL, NOT.EQUAL, MATCH, NOT.MATCH

server.ssl.protocol

EQUAL, NOT.EQUAL

server.ssl.session.timeout

EQUAL, NOT.EQUAL, IN-RANGE, NOT.IN-RANGE, GREATER,
NOT.GREATER, GREATER-EQUAL, NOT.GREATER-EQUAL,
LOWER, NOT.LOWER, LOWER-EQUAL, NOT.LOWER-EQUAL

server.tcp.port

EQUAL, NOT.EQUAL, IN-RANGE, NOT.IN-RANGE, GREATER,
NOT.GREATER, GREATER-EQUAL, NOT.GREATER-EQUAL,
LOWER, NOT.LOWER, LOWER-EQUAL, NOT.LOWER-EQUAL

request.bodylength

EQUAL, NOT.EQUAL, IN-RANGE, NOT.IN-RANGE, GREATER,
NOT.GREATER, GREATER-EQUAL, NOT.GREATER-EQUAL,
LOWER, NOT.LOWER, LOWER-EQUAL, NOT.LOWER-EQUAL

response.code

EQUAL, NOT.EQUAL, IN-RANGE, NOT.IN-RANGE, GREATER,
NOT.GREATER, GREATER-EQUAL, NOT.GREATER-EQUAL,
LOWER, NOT.LOWER, LOWER-EQUAL, NOT.LOWER-EQUAL

response.date

EQUAL, NOT.EQUAL, BETWEEN, NOT.BETWEEN

response.duration

EQUAL, NOT.EQUAL, IN-RANGE, NOT.IN-RANGE, GREATER,
NOT.GREATER, GREATER-EQUAL, NOT.GREATER-
EQUAL,LOWER, NOT.LOWER, LOWER-EQUAL, NOT.LOWER-
EQUAL

response.header

EQUAL, NOT.EQUAL, MATCH, NOT.MATCH, DETECT

response.header.content-
length

EQUAL, NOT.EQUAL, IN-RANGE, NOT.IN-RANGE, GREATER,
NOT.GREATER, GREATER-EQUAL, NOT.GREATER-EQUAL,
LOWER, NOT.LOWER, LOWER-EQUAL, NOT.LOWER-EQUAL

response.header.content-type

EQUAL, NOT.EQUAL, MATCH, NOT.MATCH, DETECT

17



Qualys Cloud Platform v2.x
New Conditions Added to Custom Rule

Key Supported Operators
response.header.cookie EQUAL, NOT.EQUAL, MATCH, NOT.MATCH, DETECT

response.header.cookiename EQUAL, NOT.EQUAL, MATCH, NOT.MATCH, DETECT
response.header.cookie.value EQUAL, NOT.EQUAL, MATCH, NOT.MATCH, DETECT

response.headerline.length EQUAL, NOT.EQUAL, IN-RANGE, NOT.IN-RANGE, GREATER,
NOT.GREATER, GREATER-EQUAL, NOT.GREATER-EQUAL,
LOWER, NOT.LOWER, LOWER-EQUAL, NOT.LOWER-EQUAL

response.headername EQUAL, NOT.EQUAL, MATCH, NOT.MATCH, DETECT
response.header.value EQUAL, NOT.EQUAL, MATCH, NOTMATCH, DETECT
response.protocol EQUAL, NOT.EQUAL

response.time EQUAL, NOT.EQUAL, BETWEEN, NOT.BETWEEN
transaction.day EQUAL, NOT.EQUAL

transaction.duration EQUAL, NOT.EQUAL, IN-RANGE, NOT.IN-RANGE, GREATER,

NOT.GREATER, GREATER-EQUAL, NOT.GREATER-EQUAL,
LOWER,NOT.LOWER, LOWER-EQUAL, NOT.LOWER-EQUAL

transaction.time EQUAL, NOT.EQUAL, BETWEEN, NOT.BETWEEN

Sample 1 - Get details on a Custom Rule
The response XML shows the new conditions in the fetched custom rule.

API request:

curl -u "USERNAME: PASSWORD' -X "GET" -H "Content-Type: text/xm"
https://qual ysapi . qual ys. coni gps/rest/ 2.0/ get/waf/custonrul e/ 271201

XML output:

<Rul eCondi ti on>
<subj ect ><! [ CDATA[ ser ver. ssl . ci pher]] ></ subj ect >
<oper at or >EQUAL</ oper at or >
<val ue><![ CDATA[ RC4] ] ></ val ue>

</ Rul eCondi ti on>

<Rul eCondi ti on>
<subj ect ><! [ CDATA[ ser ver. ssl . prot ocol ]] ></ subj ect >
<oper at or >EQUAL</ oper at or >
<val ue><![ CDATA[ ssl v2] ] ></ val ue>

</ Rul eCondi ti on>
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Sample 2 - Create custom rule with new conditions

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. conf qps/rest/ 2.0/ create/waf/custonrule <
file.xm

Note: "file.xm " contains the request POST data.
Request POST Dat a:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Cust onRul e>

<condi ti ons>

<Rul eCondi ti on>
<subj ect >server. ssl . ci pher </ subj ect >
<oper at or >EQUAL</ oper at or >
<val ue>RC4</ val ue>
</ Rul eCondi ti on>
<Rul eCondi ti on>
<subj ect >server. ssl . prot ocol </ subj ect >
<oper at or >EQUAL</ oper at or >
<val ue>ssl v2</ val ue>
</ Rul eCondi ti on>
</ Rul eCondi ti on>

</ condi tions>

</ Cust onRul e>
</ dat a>
</ Servi ceRequest >

XML output:

<Rul eCondi ti on>
<subj ect ><! [ CDATA[ server. ssl . ci pher]]></subject>
<oper at or >EQUAL</ oper at or >
<val ue><! [ CDATA[ RC4] ] ></ val ue>

</ Rul eCondi ti on>

<Rul eCondi ti on>
<subj ect ><! [ CDATA[ server. ssl . prot ocol ] ] ></ subj ect >
<oper at or >EQUAL</ oper at or >
<val ue><![ CDATA[ ssl v2]] ></ val ue>

</ Rul eCondi ti on>
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Added Support for Response Headers to Custom Rule

API affected /qps/rest/2.0/get/waf/customrule/<id>
/qps/rest/2.0/search/waf/customrule
/qps/rest/2.0/create/waf/customrule
/qps/rest/2.0/update/waf/customrule

New or Updated APIs Updated
DTD or XSD changes Yes

We have added three new actions: insertHeader, rewriteHeader and stripHeader to the
Custom Rule API. You can configure these actions to insert, modify or remove HTTP
headers in responses when the conditions for the actions are met.

Input Parameters
New elements for input parameter is described below.

Parameter Description

action The action to execute if the rule conditions were met.
Following are the new elements added in the action:

-insertHeader - We will add an HTTP header to the response.
You can add a security header which instructs the browser
exactly how to behave when it handles your website’s content
and data. An example of a security header could be an XFO
header to mitigate clickjacking attacks: x-frame-options:
SAMEORIGIN.

-rewriteHeader - We will set/modify an HTTP header present
in the response.

-stripHeader - We will delete an HTTP header present in the
response.

Sample 1: Sample XML for inserting an HTTP header

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. conm gps/rest/ 2.0/ create/waf/customule <
file.xm

Note: "file.xm " contains the request POST data.
Request POST Dat a:
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<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>

<condi ti ons>
<Rul eCondi ti on>
<subj ect >r equest . body. par anet er </ subj ect >
<key>bl ague</ key>
<oper at or >EQUAL</ oper at or >
<val ue>t ot o</ val ue>
</ Rul eCondi ti on>
</ condi ti ons>
<acti on>
<l og>true</| og>
<i nsert Header >
<name>abc</ name>
<val ue>123</ val ue>
</insert Header >
</ action>
</ Cust onRul e>
</ dat a>
</ Servi ceRequest >

XML output:

<condi tions>
<Rul eCondi ti on>
<subj ect ><! [ CDATA[ r equest . body. par anet er] ] ></ subj ect >
<key><![ CDATA[ bl ague] ] ></ key>
<oper at or >EQUAL</ oper at or >
<val ue><![ CDATA[ t ot 0] ] ></ val ue>
</ Rul eCondi ti on>
</ condi ti ons>
<acti on>
<l og>true</| og>
<i nsert Header >
<nane><! [ CDATA[ abc] ] ></ nane>
<val ue><![ CDATA[ 123] ] ></ val ue>
</insert Header >
</ action>
</ Cust onRul e>
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Sample 2: Sample XML for setting/modifying an HTTP header

API request:

curl -u "USERNAME: PASSWORD" -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. conm gps/rest/ 2.0/ create/ waf/customule <
file.xm

Note: "file.xm " contains the request POST data.
Request POST Dat a:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>

<condi ti ons>
<Rul eCondi ti on>
<subj ect >r equest . body. par anet er </ subj ect >
<key>bl ague</ key>
<oper at or >EQUAL</ oper at or >
<val ue>t ot o</ val ue>
</ Rul eCondi ti on>
</ condi tions>
<action>
<l og>true</| og>
<rew it eHeader >
<nane>abcd</ nane>
<val ue>1234</ val ue>
</rewiteHeader >
</ action>
</ Cust onRul e>
</ dat a>
</ Servi ceRequest >

XML output:

<condi ti ons>
<Rul eCondi ti on>
<subj ect ><! [ CDATA[ r equest . body. par anet er] ] ></ subj ect >
<key><![ CDATA[ bl ague] ] ></ key>
<oper at or >EQUAL</ oper at or >
<val ue><! [ CDATA[ t ot 0] ] ></ val ue>
</ Rul eCondi ti on>
</ condi ti ons>
<action>
<l og>t rue</| og>
<rew it eHeader >
<name><! [ CDATA[ abcd] ] ></ nane>
<val ue><! [ CDATA[ 1234] ] ></ val ue>
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</rewiteHeader >
</ action>

Sample 3: Sample XML for deleting an HTTP header

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. conf gps/rest/ 2.0/ create/waf/custonmule <
file.xm

Note: "file.xm " contains the request POST data.
Request POST Dat a:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Cust onRul e>
<nanme>t est _rul el</ nanme>
<descri ption>for qual ys</description>
<condi tions>
<Rul eCondi ti on>
<subj ect >r equest . body. par anet er </ subj ect >
<key>bl ague</ key>
<oper at or >EQUAL</ oper at or >
<val ue>t ot o</ val ue>
</ Rul eCondi ti on>
</ condi tions>
<acti on>
<l og>true</| og>
<stri pHeader >
<nanme>abcd</ nane>
</ stri pHeader >
</ action>
</ Cust onRul e>
</ dat a>
</ Servi ceRequest >

XML output:

<Rul eCondi ti on>
<subj ect ><! [ CDATA[ r equest . body. par anet er] ] ></ subj ect >
<key><![ CDATA[ bl ague] ] ></ key>
<oper at or >EQUAL</ oper at or >
<val ue><![ CDATA[ t ot 0] ] ></ val ue>
</ Rul eCondi ti on>
</ condi tions>
<action>
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<l og>t rue</| og>
<stri pHeader>
<name><! [ CDATA[ abcd] ] ></ nane>
</ stri pHeader >
</ action>

XSD update
Changes in securitypolicy.xsd (qps/xsd/2.0/waf/customrule.xsd).

<Xs:sequence>
<xs: el ement nanme="insert Header" >
<xs:conpl exType>
<XS:sequence>
<xs: el enent nane="nane" m nCccurs="1"
type="Cdata" />

<xs: el ement nanme="val ue" mi nCccurs="1"

type="Cdata" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
<Xs:sequence>
<xs:el ement name="rewiteHeader">
<xs:conpl exType>
<XS:sequence>
<xs: el enent nane="nane" m nOccurs="1"
type="Cdata" />

<xs: el ement name="val ue" m nCccurs="1"

type="Cdata" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
<Xs:sequence>
<xs: el enent nanme="stri pHeader" >
<xs:conpl exType>
<Xs:sequence>
<xs: el ement nane="nanme" m nCccurs="1"
type="Cdata" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
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Schedule Reactivation for Ignored Finding

API affected /qps/rest/3.0/ignore/was/finding
New or Updated APIs Updated
DTD or XSD changes Yes

You can now schedule a date or the number of days to reactivate an ignored finding. With
two new parameters: reactivateDate and reactivateln, you can let us know when an
ignored finding should be reactivated again.

Input Parameters

New elements for input parameter is described below.

Parameter Description

reactivateDate= {date} Specify the date after which the ignored finding should be re-
activated. The date/time is specified in YYYY-MM-DD format.

reactivateln ={value} Specify the number of days after which the ignored finding
should be reactivated.

Note: reactivateDate and reactivateln are mutually exclusive
parameters and cannot be used together. You can use only
either of them for a finding.

Sample 1 - Specify a date for reactivation of an ignored finding

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
"https://qual ysapi.qual ys. conl gps/rest/3.0/ignore/was/finding/"

Note: "file.xml" contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<Fi ndi ng>
<i d>927823</i d>
<i gnor edReason>FALSE_PCSI Tl VE</ i gnor edReason>
<i gnor edConmment >t est </ i gnor edConment >
<reactivat eDat e>2018- 11- 14</react i vat eDat e>
</ Fi ndi ng>
</ dat a>
</ Servi ceRequest >
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance”
xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/
was/ fi ndi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>927823</i d>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>

Sample 2 - Specify days for reactivation of an ignored finding

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
"https://qual ysapi.qual ys. conlgps/rest/3.0/ignore/was/finding/"

Note: "file.xml" contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<Fi ndi ng>
<i d>927913</i d>
<i gnor edReason>FALSE_PCSI Tl VE</ i gnor edReason>
<i gnor edConment >t est </ i gnor edComent >
<reactivatel n>1l</reactivatel n>
</ Fi ndi ng>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ findi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>

26



Qualys Cloud Platform v2.x
Schedule Reactivation for Ignored Finding

<Fi ndi ng>
<i d>927913</i d>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>

Sample 3 - Get details of an ignored finding

Let us fetch the details of an ignored finding to know if it has been scheduled for
reactivation or not.

APl request:

curl -u "USERNAME: PASSVWORD'
"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ get/was/findi ng/ 927913

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchemalLocati on="htt ps://qual ysapi . qual ys. conif qps/ xsd/ 3. 0/ w
as/ findi ng. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>927913</i d>
<qi d>150117</ qi d>
<name><! [ CDATA[ Pat h- Based Cross-Site Scripting (XSS)]]></nanme>
<t ype>VULNERABI LI TY</type>
<findi ngType>QUALYS</ fi ndi ngType>

<i gnor edDat €>2018- 11- 14T05: 30: 18Z</i gnor edDat e>
<i gnor edComent >
<I[ CDATA[test]]>
</i gnor edComment >
<reactivatel n>1</reactivatel n>
<reactivat eDat e>2018-11- 15T00: 00: 00Z</ reacti vat eDat e>
<retest/>
</ Fi ndi ng>
</ dat a>
</ Ser vi ceResponse>

XSD update
Changes in finding.xsd (/qps/xsd/3.0/was/finding.xsd)

<xs: conpl exType name="Fi ndi ng" >
<xs:all>
<xs:el ement nane="id" type="xs:long" m nCccurs="0"/>
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<I-- Following element will be available only if finding is
i gnored -->

<el ement name="reactivateln" type="xs:int" m nCccurs="0"/>

<!-- Following elenment will be available only if finding is
i gnored -->

<el ement name="reactivateDate" type="xs:dateTi ne"
m nCccurs="0"/>

</xs:all>
</ xs: conpl exType>
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