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AssetView

New Group By Option for Grouping Assets by Cloud Provider

You'll see the number of unique groupings based on cloud providers and the number of assets
for each cloud provider.

To view assets by Cloud Provider, in AssetView enter an asset search query and get your asset
search results. Then choose Cloud Provider from the "Group assets by..." drop-down.

AssetView — w Help Log out

Dashboard  Assets Templates  Connectors Click here to configure asset correlation

— -
= AssetView Assets Tags Connectors

Saved Searches ~ create widgel save - Assets

(] Search 1 _21 K

operatingSystem: "windows” or “linux"

Cloud provider ~  Found 3 unique cloud provider within these assets. Show assets o
Cloud provider: All results Q Assets -
AWS 1,199
Azure 3
GCP
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m File Integrity Monitoring

Rename Widgets While Importing

We have now provided you the option of renaming a widget while importing it to a dashboard.
The title of the widget must be unique. The application shows an error message if the same title
exists for another widget in the dashboard. To give the widget a new name, simply enter a new

name in the Widget Title field.

Widget Import

Please choose a file to impart
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CA Cloud Agent

AlIX agent in bff format

Cloud Agent for AIX is now available in bff format. Existing agents will upgrade to the new agent
through selfpatch.

Install Agents

A few things to know before you install agents

Give your key a name and add tags to easily find agents installed using this key. We'll associate the tags to the agent hosts

Activation Key 94ch e
Key Type Count limited key
Maximum Count 10
Total Count in use 0

Installation Requirements

HE  Windows findows Client Versions
|

(-exe) Windows Server Versions ‘Ml

Red Hat Enterprise Linux

CentOS
A I:inux‘ E)ii%rSUSE ‘ Install instructions |
mdl A SUSE
Amazon Linux
Oracle Enterprise Linux
Linux Debian ——
( deb} Ubuntu ‘ Install instructions |
Eﬂ;fg) OsX ‘ Install instructions |
A -
:’:\L)I/'\f 0z) 1B ALX ) ‘ Install instructions |

Looking for more details ?
Click here for OS version list supported by the Cloud Agent

Click Install instructions to get the commands for installing the bff agent.

Install Agents

You are ready to install the agent

Want to see the directory structure and
log file location of the new bff agent? Refer
e G0 to the Qualys Cloud Agent for Unix

Hash-SHA-256 : 01b58e03909bc9ff88b335d9c034b IH Stall a UOH Gulde
AIX (.bff.gz) Installation Requirements

» Click here for the list of supported operation systam versions
Your host must be able to reach the Qualys Cloud Platform or the Qualys Private Cloud Platform over HTTPS port 443
To install the agent you must have 1) root privileges, 2) non-root with Sudo root delegation, or 3) non-root with sufficient
privileges (VM only)

« Do you have a proxy? Leam more
Steps to Install the AIX Agent

Download the agent installer (file size 3.5 MB)
File will be saved to your downloads area, as defined by your local system.

Copy qualys-cloud-agent.aix_power_64.bff.gz to the host you want to monitor and run commands. Click here to
troubleshoot

Copy and paste this command for installation (sudo access required) P

sudo gzip -fd qualys-cloud-agent.aix_power_64.bff.gz >qualys-cloud- a”
agent.aix_power_64.bff

sudo installp -acXd . qualys-cloud-agent.rte

sudo fopt/qualys/cloud-agent/bin/qualys-cloud-agent.sh =
[N PN

Here's an example:
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https://www.qualys.com/docs/qualys-cloud-agent-unix-install-guide.pdf
https://www.qualys.com/docs/qualys-cloud-agent-unix-install-guide.pdf

Merged EC2 Asset when discovered by AWS Connector and Cloud Agent

With this release going forward, EC2 instances discovered from the AWS cloud through both EC2
connector and cloud agents will be automatically merged into a single asset within your Qualys
subscription. This means you'll no longer get duplicate asset entries for your EC2 instances,
making your assets list more manageable.

Assets List in AssetView

You can query merged assets in AssetView starting with “provider: AWS” and any of the EC2
Instance properties like Instance ID, etc.

You'll see both (Cloud Agent) and " (Scan) in the Sources column for a merged asset.

AssetView v Help Patrick Slimmer w Log out
Dashboard  Assets Templates  Connectors
o—
s== AssetView Assets Tags Connectors
Saved Searches ~ create widget save - Assets
provider:"AWS" (] Search 2 _9 6 K
Group assets by. v 2%+
(| Asset Name 0s Modules Last Logged-In User Activity Sources Tags
] ip-10-90-2-195.qualys.com Amazon Linux 2 [ pC | ec2-user Inventory Scan Complete Cloud Agent
fe80:0:0:0:1067:74fffeB4:ae7e 2 minutes ago
(] Amazon Linux 2 [ pC | ec2-user Scan Complete Cloud Agent
3 minutes ago
m} Jessica_t2_medium_ke = windows [ec ] - Scanned [ vaeczng
10.254.0.217 April 11, 2018 l EC2—NEW

Host Assets List in VM, PC, SCA

Your merged asset will appear as a single entry on the Assets > Host Assets list with the tracking
method AGENT. When you have existing assets merged with the help of Support you'll notice
that they’ll switch from EC2 tracking to AGENT tracking, and your asset count will decrease.

Vulnerability Management v Help ~ Patrick Slimmer ~ Log out

Dashboard Scans Reports Remediation Assets KnowledgeBase  Users

= . . o -

== Assets | Asset Groups Host Assets Asset Search Virtual Hosts Domains Applications Ports/Services
[ Actions (D) v ‘ New W :| Search | Filters w | D ' Display Comments | i | 1-10f1 I i v
[ nfo Tracking IP » DHNS HNetBIOS 05
F o 10.90.2.185 ip-10-90-2-195.qualys.com Amazon Linux 2

How do | clean up my existing EC2 assets?

If you have existing assets and want them to be merged, please contact Qualys support at
support@qualys.com with the request subject line “Requesting merging of existing EC2 assets”.
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Issues addressed in this release

Qualys Cloud Platform 2.34.1 brings you many more improvements and updates.

CA

Cloud Agent

Online Help updated to mention that Windows qualys-cloud-agent.log fills up when it
reaches 10 MB and this process continues for 10 rotations.

Fixed an issue where VM failed to process data received from a cloud agent which is
reinstalled on an asset already present and activated on the Qualys Cloud Platform.

Security Assessment Questionnaire

The sub section column is appropriately displayed when a template is exported to a CSV
file.

Web Application Scanning

We have now added the newly released QID 150250 in "Apache Vulnerabilities(Struts and
Other)" detection category.

We have fixed the issue and now the "Web App Scanners" tag can be successfully
deleted.

We have fixed the issue where running the connector through API will run for all the
selected regions for that connector.

Before you create a new connector, it was mandatory to create a base account for the
same account type (region). From now onwards, if you do not create a base account, you
can still create a connector (provided Qualys support has already configured the base
account for you).

Qualys Cloud Platform

The new Qualys logo now appears correctly on all error pages.

Qualys Cloud Platform Release Notes 6



	Qualys Cloud Suite 2.x
	Version 2.34.1
	October 05, 2018
	Qualys Cloud Platform 2.34.1 brings you many more Improvements and updates! Learn more
	New Group By Option for Grouping Assets by Cloud Provider
	Rename Widgets While Importing
	AIX agent in bff format
	Merged EC2 Asset when discovered by AWS Connector and Cloud Agent
	Assets List in AssetView
	Host Assets List in VM, PC, SCA
	How do I clean up my existing EC2 assets?

	Issues addressed in this release
	Qualys Cloud Platform


	AssetView
	ThreatPROTECT
	File Integrity Monitoring
	Cloud Agent

