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Qualys Cloud Suite API gives you many ways to integrate your programs and API calls with
Qualys capabilities. You'll find all the details in our user guides, available at the time of
release. Just log in to your Qualys account and go to Help > Resources.

What’s New
Search Finding API: Condensed Details for Ignored Finding

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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Search Finding API: Condensed Details for Ignored Finding

API affected /qps/rest/3.0/search/was/finding
New or Updated APIs Updated
DTD or XSD changes No

We have now condensed the response of Search action for Finding API. The Search finding
API response was very large when there are large number of ignored finding. To minimize
the size of the response size we have condensed the response by removing ignored details
from search finding API response. The response will include only ignored status. However,
you can always view the data using the Get action for Finding APL.

Sample 1
Let us view the condensed response for search action of the finding APL

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conigps/rest/3.0/search/was/finding/" <
file.xm

Reguest POST Data:

<Servi ceRequest >
<filters>
<Criteria field="id" operator="EQUALS"'>935943</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 3. 0/ w
as/findi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Fi ndi ng>
<i d>935943</i d>
<qi d>150117</ qi d>
<nane>
<! [ CDATA[ Pat h-Based Cross-Site Scripting (XSS)]]>
</ nanme>
<t ype>VULNERABI LI TY</t ype>
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<fi ndi ngType>AFCO</ fi ndi ngType>
<severity>5</severity>
<url >

<! [ CDATA[ ht t p: / / f unkyt own. vul n. ga. af co. conf cassi um' t raver sal / page_48/ %22%
3e¥8ci ng%R20sr c¥8dq¥20oner r or ¥%8dal ert (9) ¥8e] ] >
<lurl>
<st at us>ACTI VE</ st at us>
<firstDetectedDat e>2017-04- 04T06: 15: 33Z</fi r st Det ect edDat e>
<l ast Det ect edDat €>2017- 04- 04T06: 16: 20Z</ | ast Det ect edDat e>
<l ast Test edDat €>2017- 04- 04T06: 16: 20Z</ | ast Test edDat e>
<ti mesDet ect ed>3</ti mesDet ect ed>
<webApp>
<i d>4080112</i d>
<nane>
<! [ CDATA[ web app 1491286489688]] >
</ nanme>
<url >

<! [ CDATA[ htt p: // f unkyt own. vul n. ga. af co. com 80/ cassi unm xss/]] >
</url>
</ webApp>
<i sl gnored>true</i sl gnored>
</ Fi ndi ng>
</ dat a>
</ Ser vi ceResponse>

Sample 2
Let us view the details in Get details of a finding.

API request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ get/was/finding/1729432"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conm qps/ xsd/ 3. 0/ w
as/ findi ng. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>1729432</i d>
<gi d>150117</ qgi d>
<nane>
<! [ CDATA| Pat h- Based Cross-Site Scripting (XSS)]]>
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</ name>
<t ype>VULNERABI LI TY</type>
<fi ndi ngType>AFCO</ fi ndi ngType>
<gr oup>XSS</ gr oup>
<cwe>
<count >1</ count >
<list>
<l ong>79</ | ong>
</[list>
</ cwe>
<owasp>
<count >1</ count >
<list>
<ONASP>
<nane>
<I [ CDATA[ Cross-Site Scripting (XSS)]]>
</ name>
<url>
<! [ CDATA[ htt ps: // www. owasp. or g/ i ndex. php/ Top_10-
2017_A7-Cross-Site_Scripting_(XSS)]]>

<lurl >
<code>7</ code>
</ ONASP>
</list>
</ owasp>
<wasc>
<count >1</ count >
<list>
<WASC>
<nane>
<I[ CDATA[ Cross-Site Scripting]]>
</ nane>
<url >
<! [ CDATA[ http://proj ects. webappsec. or g/ w page/ 13246920/ WASC] ] >
</url>
<code>8</ code>
</ WASC>
</list>
</ wasc>

<resul tLi st>
<count >1</ count >
<list>
<Resul t >
<aut henti cati on>f al se</ aut henti cati on>
<aj ax>f al se</ aj ax>
<payl oads>
<count >1</ count >
<list>
<Payl oadl nst ance>
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<payl oad>

<! [ CDATA] GAPPEND@ %22%8e%3ci ng%20sr c¥3dq¥20oner r or ¥3dal ert (9) ¥B8e] ] >
</ payl oad>
<r equest >
<net hod>
<! [ CDATA[ GET] ] >
</ met hod>
<li nk>
<! [ CDATA|[ ht t p: // funkyt own. vul n. ga. qual ys. coni cassi uni traver sal / page_48/ %2
298e%3ci ng¥20sr c¥8dgq%200ner r or ¥3dal ert (9) ¥8e] | >
</1ink>
<header s>
<! [ CDATA[ UmVnZXJI c¢j ogaHROcDovL2Z1bnt 5d@3bi 52dWkuLnFhLnF1YW5cy5j b20vY2Fz
c2l 1bS94c3M/DQDb29r aWJ6! FBI UFNFULNJRDOOCDI mNTI 4Zj UxNVELIMI'Y3M MDOTQAMNz ExY
TELMAWDMDs NCg==] ] >
</ header s>
</ request >
<r esponse>
<! [ CDATA[ <ht ml ><head><ti t| e>\Wel come
to page page_48/\"><inmg src=q
onerror=al ert(9)></titl e></head><body><h1>Wl cone to page page_48/\"><ing
src=q onerror=alert(9)></hl1>dick <a
href =' /cassi um traversal / page_49' >here</a> to go to the next page.dick<a
href =' / cassi um traversal / page_47' >here</a> to go back to the previous
page. </ body></htm >]] >
</ response>
<payl oadResponce>
<of f set >16</ of f set >
<l engt h>62</ | engt h>
</ payl oadResponce>
</ Payl oadl nst ance>

</list>
</ payl oads>
</ Resul t >

</list>
</resul tList>
<severity>5</severity>
<url >
<! [ CDATA| ht t p: / / f unkyt own. vul n. ga. af co. conf cassi um' t raver sal / page_48/ %22%
3e¥8ci ng%20sr c¥8dq¥20oner r or ¥3dal ert (9) ¥%8e] ] >
</url>
<st at us>ACTI VE</ st at us>
<firstDetectedDat e>2017-04-04T06: 15: 33Z</fi r st Det ect edDat e>
<| ast Det ect edDat e>2017- 04- 04T06: 16: 20Z</ | ast Det ect edDat e>
<l ast Test edDat €>2017- 04- 04T06: 16: 20Z</ | ast Test edDat e>
<ti mesDet ect ed>3</ti nesDet ect ed>
<webApp>
<i d>4080112</i d>
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<nane>
<! [ CDATA[ web app 1491286489688]] >
</ nanme>
<url>
<!'[ CDATA[ htt p: //funkyt own. vul n. ga. af co. com 80/ cassi un xss/]]>
</furl>
</ webApp>
<i sl gnor ed>true</i sl gnor ed>
<i gnor edReason>FALSE_POCSI TI VE</ i gnor edReason>
<i gnor edBy>
<i d>6717940</i d>
<user name>user _j ohn</ user nane>
<firstName>
<! [ CDATA[ John]] >
</ firstName>
<l ast Nane>
<! [ CDATA[ Doe] ] >
</ | ast Name>
</i gnor edBy>
<i gnor edDat €>2018- 09- 06T06: 15: 44Z</ i gnor edDat e>
<i gnor edComment >
<! [ CDATA] Test comment]]>
</ i gnor edConment >
<retest/>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>
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