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Account Location API Server URL
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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Fetch Docker information through Asset Management API

API affected /qps/rest/2.0/get/am/hostasset
/qps/rest/2.0/search/am/hostasset

New or Updated APIs Updated
DTD or XSD changes Yes

The Asset Management API now returns docker (container) information for host assets
matching the provided criteria.

Sample 1
Here's sample request and output to get host asset information with docker.

API request:

curl -n -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys.conl gps/rest/ 2.0/ get/anl hostasset/7727721"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : noNanespaceSchemalLocat i on=
"https://qual ysapi.qual ys. coni gps/ xsd/ 2. 0/ anf host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Host Asset >
<i d>7727721</id>
<name>10. 113. 198. 121</ nane>
<creat ed>2018- 06- 15T11: 51: 26Z</ cr eat ed>
<nodi fi ed>2018-06- 15T11: 51: 26Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>8910214</i d>
<name>SSD27701</ nanme>
</ TagSi npl e>
<TagSi npl e>
<i d>9252992</i d>
<nane>Al | _dat al</ nanme>
</ TagSi npl e>
</list>
</tags>
<gwebHost | d>707520</ qwebHost | d>
<l ast Vul nScan>2018- 06- 15T11: 48: 58Z</ | ast Vul nScan>



Qualys Cloud Platform v2.x
Fetch Docker information through Asset Management API

<0s>Cent GS Li nux 7.2.1511</o0s>
<addr ess>10. 113. 198. 121</ addr ess>
<t r acki ngMet hod>l P</ t r acki ngMet hod>
<openPort >
<list>
<Host Asset OpenPort >
<por t >8080</ port >
<pr ot ocol >TCP</ pr ot ocol >
<servi cel d>1180</ servi cel d>
<servi ceName>Hyper Text Transport
Pr ot ocol </ servi ceNane>
</ Host Asset OpenPort >
</list>
</ openPort >
<vul n>
<list>
<Host Asset Vul n>
<qgi d>45038</ qi d>
<host | nst anceVul nl d>151189845</ host | nst anceVul nl d>
<first Found>2018-06- 15T11: 48: 58Z</ fi r st Found>
<| ast Found>2018- 06- 15T11: 48: 58Z</ | ast Found>
</ Host Asset Vul n>
</list>
</ vul n>
<net wor kl nt er f ace>
<list>
<Host Asset | nt erf ace>
<t ype>LOCAL</t ype>
<address>10. 113. 198. 121</ addr ess>
</ Host Asset | nt erface>
</list>
</ net wor kl nt er f ace>
<i sDocker Host >t r ue</ i sDocker Host >
<docker | nf o>
<docker Ver si on>18. 06. 0- ce-r c1l</ docker Ver si on>
<noCf Cont ai ner s>1</ noOf Cont ai ner s>
<noCf | mages>2</ nof | mages>
</ docker | nf 0>
</ Host Asset >
</ dat a>
</ Servi ceResponse>
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Sample 2
Here’s sample request and output to search host asset information with docker.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qualys. conigps/rest/2.0/search/anf hostasset™
< file.xm

Note: “file.xml” contains the request POST data.

Request POST data: (Contents of file.xml)

<?xm version="1.0" encodi ng="UTF-8""?>

<Servi ceRequest >
<filters>
<Criteria field="id" operator="EQALS"'>7727721</Criteria>
</[filters>

</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
XSi : noNanespaceSchenalLocati on=
"https://qual ysapi. qual ys. coni gps/ xsd/ 2. 0/ anf host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>7727721</id>
<name>10. 113. 198. 121</ nane>
<creat ed>2018- 06- 15T11: 51: 26Z</ cr eat ed>
<nodi fi ed>2018-06- 15T11: 51: 26Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>8910214</i d>
<nanme>SSD27701</ nanme>
</ TagSi npl e>
<TagSi npl e>
<i d>9252992</i d>
<nane>Al | _dat al</ nanme>
</ TagSi npl e>
</list>
</tags>
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<gwebHost | d>707520</ qwebHost | d>
<l ast Vul nScan>2018- 06- 15T11: 48: 58Z</ | ast Vul nScan>
<0s>Cent OGS Li nux 7.2.1511</o0s>
<addr ess>10. 113. 198. 121</ addr ess>
<t racki ngMet hod>I P</ t r acki ngMet hod>
<openPort >
<list>
<Host Asset OpenPort >
<port >8080</ port >
<pr ot ocol >TCP</ pr ot ocol >
<servi cel d>1180</ servi cel d>
<servi ceName>Hyper Text Transport
Pr ot ocol </ servi ceNane>
</ Host Asset OpenPort >
</list>
</ openPort >
<vul n>
<list>
<Host Asset Vul n>
<qi d>6</ gi d>
<host | nst anceVul nl d>151189838</ host | nst anceVul nl d>
<first Found>2018- 06- 15T11: 48: 58Z</fi r st Found>
<l ast Found>2018- 06- 15T11: 48: 58Z</ | ast Found>
</ Host Asset Vul n>
<Host Asset Vul n>
<Qi d>45038</ qi d>
<host | nst anceVul nl d>151189845</ host | nst anceVul nl d>
<first Found>2018- 06- 15T11: 48: 58Z</fi r st Found>
<l ast Found>2018- 06- 15T11: 48: 58Z</ | ast Found>
</ Host Asset Vul n>
</list>
</ vul n>
<net wor kl nt er f ace>
<list>
<Host Asset I nterface>
<t ype>LOCAL</t ype>
<addr ess>10.113. 198. 121</ addr ess>
</ Host Asset I nterface>
</list>
</ networ Kkl nt erface>
<i sDocker Host >t rue</ i sDocker Host >
<docker | nf o>
<docker Ver si on>18. 06. 0- ce-r c1</ docker Ver si on>
<noCr Cont ai ner s>1</ noOf Cont ai ner s>
<noCf | mages>2</ nof | mages>
</ docker I nf 0>
</ Host Asset >
</ dat a>
</ Servi ceResponse>
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XSD update
https://qualysapi.qualys.com/qps/xsd/2.0/am/hostasset.xsd

New complexType name added: Host Docker | nf o

<conpl exType nane="Host Docker| nfo">
<sequence>
<el ement nane="docker Versi on" type="string"/>
<el ement nanme="noCf Cont ai ners" type="integer"/>
<el ement nane="noCf | mages" type="integer"/>
</ sequence>

</ conpl exType>

<conpl exType name="Host Asset">

<conpl exCont ent >
<extensi on base="tns: Asset">
<sequence>

<el ement name="processor” type="tns: Host Asset Processor QLi st"
m nCccurs="0"/>
<el ement nane="vol une" type="tns: Host Asset Vol umeQ@.i st" m nQccurs="0"/>
<el ement nanme="account" type="tns: Host Asset Account QLi st"
m nCQccur s="0"/>
<el ement name="networkl nterface" type="tns: Host AssetlnterfaceQ.ist"
m nCccurs="0"/>
<el ement nane="i sDocker Host" type="string" m nCccurs="0"/>
<el erent nane="docker | nfo" type="tns: Host Dockerlnfo" m nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conmpl exCont ent >
</ conpl exType>
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Continuous Monitoring (CM) Licensing

APIs affected /qps/rest/1.0/search/cm/alert/
/qps/rest/1.0/get/cm/alert/<id>
/qps/rest/1.0/download/cm/alert/?format=<format>
/qps/rest/1.0/search/cm/profile/
/qps/rest/1.0/get/cm/profile/<id>

New or Updated APIs Updated
DTD or XSD changes No

With this release asset licensing is implemented in the Continuous Monitoring (CM) app,
for internal and external assets. This applies to non trial CM customers only. After login to
the CM UI, the customer can add asset tags to be used for licensing under the
Configuration tab called Licensing Details. This allows the customer to select the asset
tags to enforce the licensing.

Important updates:

- Users are restricted to viewing alerts for assets contained in their license, using both the
CM Ul and APL

- Users can create monitoring profiles for assets contained in their license, using both the
CM Ul and API.

How it works - When asset tags are configured for your CM license under Configuration >
License Details, the CM app shows alerts only for purchased assets in the CM Ul and AP]I,
as shown in the license details.

What about my existing monitoring profiles? Once licensing is configured we’ll process
alerts only for IP addresses in your CM license. If you have a monitoring profile containing
IPs not in your CM license, the next time you edit the profile you'll be prompted to change
the IPs and select only IPs in your CM license.

Sample - Search Alerts

Find a list of alerts in the user’s account for IP address 10.10.30.70. This IP address and
monitoring profile IP range 10.10.10.1-10.10.31.255 are included in the user’s CM license
and are listed as a purchased asset in the user’s account under Configuration > License
Details.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qualys.conf gps/rest/1.0/search/cmalert/” <
file.xm

Note: “file.xml” contains the request POST data.
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Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="i pAddress" operator="EQUALS"'>10.10.30.70</Criteria>
</[filters>
</ Servi ceRequest >

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. contf qps/
xsd/ 1.0/ cnf al ert. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Alert>
<i d>244402</i d>
<sour ce>REMEDI ATl ON</ sour ce>
<event Type>SSL_NEW/ event Type>
<tri gger Uui d>3d41baf 9- 7caa- 4269- 9889- d7377aeaace5</tri gger Uui d>
<i pAddr ess>10. 10. 30. 70</ i pAddr ess>
<host name>2k3- sp2- 25- 69. qual ys. conk/ host nane>
<event Dat e>2018- 06- 04T10: 57: 43Z</ event Dat e>
<al ert Dat e>2018- 06- 04T10: 57: 48Z</ al ert Dat e>
<i sHi dden>true</i sH dden>
<profil e>
<i d>7401</i d>
<title>All Critical</title>
<dat eCr eat ed>2017- 09- 16T19: 54: 48Z</ dat eCr eat ed>
<dat eUpdat ed>2017- 09- 16T19: 54: 48Z</ dat eUpdat ed>
<frequency>FREQ NEVER</frequency>
<i sActive>true</isActive>
<i ncl udedl| ps>10. 10. 10. 1- 10. 10. 31. 255</i ncl udedl ps>
<target Li st >10. 10. 10. 1- 10. 10. 31. 255</t ar get Li st >
</profile>
<al ertlnfo>
<port >0</ port >
<ssl Nane>2k3- sp2- 25- 69. qual ys. conx/ ssl Nane>
<ssl | ssuer >2k3-sp2- 25-69. qual ys. conk/ ssl | ssuer >
</ al ertl nfo>
</Alert>
</ dat a>
</ Servi ceResponse>
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Sample - Get Alert Details

View details for alert ID 246213. Alert IP address 10.10.30.240 and the monitoring profile IP
range 10.10.10.1-10.10.31.255 are included in the user’s CM license and listed as a
purchased assets in the user’s account under Configuration > License Details.

API request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qualys.conm gps/rest/1.0/get/cm alert/246213"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. cont qps/
xsd/ 1.0/ cm al ert. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Alert>
<i d>246213</i d>
<sour ce>REMEDI ATl ON</ sour ce>
<event Type>HOST _UPDATED</ event Type>
<trigger Uui d>3d41baf 9- 7caa- 4269- 9889- d7377aeaace5</ tri gger Uui d>
<i pAddr ess>10. 10. 30. 240</ i pAddr ess>
<host name>w n12- 30- 240</ host nanme>
<event Dat e>2018- 06- 04T18: 11: 54Z</ event Dat e>
<al ert Dat e>2018- 06- 04T18: 11: 59Z</ al ert Dat e>
<i sHi dden>f al se</i sHi dden>
<profil e>
<i d>7401</i d>
<title>All Critical</title>
<dat eCr eat ed>2017- 09- 16T19: 54: 48Z</ dat eCr eat ed>
<dat eUpdat ed>2017- 09- 16T19: 54: 48Z</ dat eUpdat ed>
<frequency>FREQ NEVER</frequency>
<i sActive>true</isActive>
<i ncl udedl ps>10. 10. 10. 1- 10. 10. 31. 255</i ncl udedI ps>
<targetList>10.10.10. 1-10. 10. 31. 255</targetLi st>
</profile>
<al ert| nfo>
<oper at i ngSyst en>W ndows Server 2012 Standard 64 bit
Edi ti on</ oper ati ngSyst enp
<port >0</ port >
</ al ertlnfo>
</Aert>
</ dat a>
</ Servi ceResponse>
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Sample - Get Profile Details

View details for profile ID 7401. IPs in monitoring profile IP range 10.10.10.1-10.10.31.255
are included in the user’s CM license and listed as a purchased assets in the user’s account
under Configuration > License Details.

API request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qualys.conlgps/rest/1.0/get/cmprofile/7401"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. contf qps/
xsd/ 1.0/ cmi profile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Profil e>
<i d>7401</i d>
<title>All Critical</title>
<uui d>d7af 450c- 828c- 4101- a653- 737f 10d596¢6</ uui d>
<dat eCr eat ed>2018- 06- 16T19: 54: 487</ dat eCr eat ed>
<dat eUpdat ed>2018- 06- 16T19: 54: 48Z</ dat eUpdat ed>
<frequency>FREQ NEVER</frequency>
<i sActive>true</isActive>
<i ncl udedl ps>10. 10. 10. 1- 10. 10. 31. 255</i ncl udedl ps>
<target Li st>10. 10. 10. 1- 10. 10. 31. 255</t ar get Li st >
<rul eset >
<i d>4001</i d>
<title>All Critical</title>
<description>Critical security risks to be addressed
i nmedi atel y. </description>
<dat eCr eat ed>2018- 06- 16T19: 36: 10Z</ dat eCr eat ed>
<dat eUpdat ed>2018- 06- 16T19: 36: 10Z</ dat eUpdat ed>
<i sTenpl at e>f al se</i sTenpl at e>
</rul eset >
</Profile>
</ dat a>
</ Ser vi ceResponse>

11
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New XSS Power Mode Option Profile in WAS

APIs affected /qps/rest/3.0/get/was/optionprofile/<id>
/qps/rest/3.0/create/was/optionprofile
/qps/rest/3.0/update/was/optionprofile/<id>

New or Updated APIs Updated
DTD or XSD changes Yes

You can now execute specialized scan that performs comprehensive tests for cross-site
scripting vulnerabilities using the new option profile with XSS Power Mode detection scope
that we have introduced. The detection scope performs tests using the standard XSS
payloads, which detect the most common instances of XSS, but also with additional
payloads that can identify XSS in certain, less-common situations. Running a scan with
option profile that has XSS Power Mode detection scope will provide the best assurance
that your web application is free from XSS vulnerabilities.

To launch a scan in the XSS power mode, you need to set the <xssPower Mode> element to
true under <det ect i on> element.

Note: The includedSearchLists/excludeSearchlLists, detectionCategories, xssPowerMode
elements are mutually exclusive elements. Thus, you can set only one of the elements
under detection element.

Sample - Create an option profile with XSS Power Mode detection scope
API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
binary @ "https://qual ysapi.qualys.conf qps/rest/3.0/createl/was/
optionprofile" < file.xm

Note: “file.xml” contains the request POST data.

Reqguest POST Data:

<Servi ceRequest >
<dat a>
<OptionProfile>
<nane>Sanpl e Option Profile Wth XSS</name>
<det ecti on>
<xssPower Mode>t r ue</ xssPower Mbde>
</ det ecti on>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >

12
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Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>1045129</i d>
<nane>
<! [ CDATA[ Launch XSS Power Mdde Scan]]>
</ nane>
<owner >
<i d>412791</i d>
<user nanme>user _j ohn</ user nane>
<first Nanme><! [ CDATA[ John] ] ></fi r st Nanme>
<l ast Nanme><! [ CDATA[ Doe] ] ></ | ast Nane>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>
<count >0</ count >
</tags>
<f or mBubm ssi on>BOTH</ f or nSubni ssi on>
<maxCr awl Request s>300</ maxCr awl Request s>
<t i meout Err or Thr eshol d>100</ti meout Er r or Thr eshol d>
<unexpect edEr r or Thr eshol d>300</ unexpect edEr r or Thr eshol d>
<par anet er Set >
<i d>0</id>
<nane>
<I[CDATA[ I nitial Paraneters]]>
</ nanme>
</ par anet er Set >
<i gnor eBi nar yFi | es>f al se</i gnor eBi naryFi | es>
<i ncl udeActi onUri | nFor m d>f al se</i ncl udeActi onUri | nFor m d>
<smart ScanSupport >f al se</ smart ScanSupport >
<per f or mance>LOW/ per f or mance>
<br ut ef or ceOpti on>M NI MAL</ br ut ef or ceOpt i on>
<det ecti on>
<xssPower Mode>t r ue</ xssPower Mbde>
</ detection>
<coment s>
<count >0</ count >
</ comrent s>
<sensi tiveCont ent >
<cr edi t Car dNunber >f al se</ cr edi t Car dNunber >
<soci al Securi t yNunber >f al se</ soci al Securi t yNunber >

13
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</ sensitiveContent >
<cr eat edDat e>2018- 07- 25T03: 45: 127</ cr eat edDat e>
<cr eat edBy>
<owner >
<i d>412791</i d>
<user name>user _j ohn</ user nane>
<first Name><! [ CDATA[ John] ] ></fi r st Name>
<l ast Nanme><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ owner >
</ cr eat edBy>
<updat edDat €>2018- 07- 25T03: 45: 127</ updat edDat e>
<updat edBy>
<owner >
<i d>412791</i d>
<user nane>user _j ohn</ user nane>
<first Name><! [ CDATA[ John]] ></first Nane>
<l ast Name><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ owner >
</ updat edBy>
</ OptionProfil e>
</ dat a>

</ Servi ceResponse>

XSD update
https://qualysapi.qualys.com/qps/xsd/3.0/was/optionprofile.xsd

We have added the new element xssPower Mode.

<XS:
<XS:
<XS:
<XS:
<XS:

el ement name="det ection" ni nCccurs="0">

conpl exType>

sequence>

el ement name="xssPower Mode" type="xs: bool ean" mi nCccurs="0"/>
el ement nane="det ecti onCat egori es" type="DetectionCategoryList"

m nCccurs="0"/>

<XS:

el ement nane="i ncl udedSear chLi sts" type="SearchListlist"

m nCccurs="0"/>

<XS:

el ement nanme="excl udedSear chLi sts" type="SearchListlist"

m nCccur s="0"/>
</ xs: sequence>

</ xs: conpl exType>
</ xs: el ement >

14
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New Security Filters in WAF for Cipher Selection in Web
Applications

API affected /qps/rest/2.0/get/waf/webapp/<id>
/qps/rest/2.0/search/waf/webapp/
/qps/rest/2.0/create/waf/webapp
/qps/rest/2.0/update/waf/webapp/<id>

New or Updated APIs Updated
DTD or XSD changes Yes

We have made cipher selection for your web applications simple with new security filters.
You can choose one or more one security filters based on your security requirements.
Available security filters are Strong, Good, Weak and Unsafe.

Ciphers are now categorized based on these security filters. We recommend you to choose
Strong and Good security filters and corresponding ciphers belonging to these categories
for safe and secure communication between your web applications and client browsers.

Input Parameters

New input parameter is described below.

Parameter Description

sslSecurityFilters (Text) A comma separated list of allowed SSL security filters
(Strong, Good, Weak, Unsafe)

Default security filters are Strong, Good.

See Security Filters and Corresponding Ciphers.

Sample: List web applications
Here's a sample output showing security filters.

API request:

curl -u "USERNAME: PASSWORD' -X "GET" -H "Content-Type: text/xm"
https://qual ysapi . qual ys. conf gps/rest/ 2.0/ get/waf/webapp/ 63098273

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ w
af / webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
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<dat a>
<WebApp>
<i d>63098273</i d>
<uui d>01bd1b58- 2802- 48dd- b5b5- eal342aea2la</ uui d>

<ssl Prot ocol s>
<! [ CDATA[ SSLV3, TLS10, TLS11, TLS12]] >
</ ssl Prot ocol s>
<ssl SecurityFilters>
<! [ CDATA[ Strong, Good] ] >
</ssl SecurityFilters>
<ssl| G pher s>
<! [ CDATA[ ECDHE- RSA- AES256- SHA384, ECDHE- RSA- AES256- GCM
SHA384, ECDHE- RSA- AES128- SHA256, ECDHE- RSA- AES128- GCM SHA256, ECDHE- ECDSA-
AES256- SHA384, ECDHE- ECDSA- AES256- GCM SHA384, ECDHE- ECDSA- AES128-
SHA256, ECDHE- ECDSA- AES128- GCM SHA256. .. 1] >
</ ssl G pher s>

<st at us>DOMN</ st at us>
<ssl Enabl ed>t r ue</ ssl Enabl ed>
<ssl| St at us>OK</ ssl St at us>
<depl oynment St at us>FAI LURE</ depl oynent St at us>
<depl oyed>2017- 05- 31T12: 15: 14Z</ depl oyed>
</ WebApp>
</ dat a>
</ Servi ceResponse>

Sample: Create web applications

Here's a sample create request with Strong and Weak security filters.

API request:

curl -u "USERNAME: PASSWORD" -H "content-type: text/xm" -X "POST"
--data-binary @
"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ create/waf/webapp" < file.xnl

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<WbApp>
<nanme>Ss| si t elby post </ nanme>
<url >https://sslsitel.conx/url >
<webServer >
<i d>83002</i d>
</ webServer >
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<webSer ver Ti meout >3600</ webSer ver Ti neout >
<heal t hcheck>
<i d>122004</i d>
</ heal t hcheck>
<f ai | ur eResponseCode>503</f ai | ur eResponseCode>
<certificate>
<i d>92401</i d>
</certificate>
<ssl Prot ocol s>TLS12</ ssl Prot ocol s>
<ssl SecurityFilters>Strong, Wak</ssl SecurityFilters>
<ssl| C pher s> ADH AES128- GCM SHA256, ADH AES128- SHA256, ECDHE- RSA-
AES256- SHA384</ ss| Ci pher s>
<bl ocki ngMbde>t r ue</ bl ocki nghvbde>
<securityPolicy>
<i d>148003</i d>
</ securityPolicy>
<httpProfil e>
<i d>48001</i d>
</httpProfile>
<cl usters>
<Cl uster>
<i d>153801</i d>
</ Cluster>
</clusters>
</ \WebApp>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ w
af / webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>7831329</i d>
<uui d>ed13870b- 66c6- 4ba8- 8cdd- 66aea6c20c36</ uui d>
<nane>
<! [ CDATA[ Ssl si telby post]]>
</ nane>

<certificate>
<i d>92401</i d>
<uui d>67a52056- dd4f - 4644- bbdb- 961e5960eebe</ uui d>
<nane>
<! [ CDATA[ ssl 2. 33]] >
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</ name>
</certificate>
<ssl Prot ocol s>
<! [ CDATA[ TLS12]] >
</ ssl Prot ocol s>
<ssl SecurityFilters>
<! [ CDATA[ St rong, Weak] ] >
</ ssl SecurityFilters>
<ssl| Ci pher s>
<! [ CDATA[ ADH AES128- GCM SHA256, ADH AES128- SHA256, ECDHE- RSA-
AES256- SHA384] | >
</ ssl G pher s>
<bl ocki ngMode>t r ue</ bl ocki nghvbde>
<securityPolicy>
<i d>148003</i d>
<uui d>f 99cdce6- Ocle- 4814- 8374- 5e1595¢9d7c1</ uui d>
<name>
<! [ CDATA[ Copy of portal 2. 30Sanity]]>
</ name>
</ securityPolicy>

</ WebApp>
</ dat a>
</ Servi ceResponse>

Sample: Error updating web application due to mismatch in security filter and ciphers
Here's a sample error response for choosing incorrect ciphers for Good security filter.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ updat e/ waf / webapp" < file.xnl

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<WbApp>
<ssl Prot ocol s>TLS11, TLS12</ ssl Pr ot ocol s>
<ssl SecurityFilters>Cood</ssl| SecurityFilters>
<ssl| C pher s>SRP- RSA- AES- 256- CBC- SHA</ ssl Ci pher s>
</ WebApp>
</ dat a>
</ Servi ceRequest >
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"

xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conf gps/ xsd/ 2. 0/ w
af / webapp. xsd" >

<r esponseCode>| NVALI D_PARAMK/ r esponseCode>

<responseErrorDetail s>

<error Message>SSL ci pher [ SRP- RSA- AES- 256-CBC-SHA] is not allowed with the
sel ected security filters.</errorMessage>

</ responseErrorDetail s>

</ Servi ceResponse>

XSD update
Changes in webapp.xsd (qps/xsd/2.0/waf/webapp.xsd)

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed" >

<!-- REQUEST -->

<xs: el ement nane="ssl Protocol s" type="Cdata" m nCccurs="0" />
<xs:el ement nanme="ssl SecurityFilters" type="Cdata"
m nCccurs="0" />

<xs: el ement name="depl oyed" type="xs:dateTi ne"
m nQccurs="0" />
<xs: el ement nane="synced" type="xs:dateTi me" m nCccurs="0" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: schema>
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Security Filters and Corresponding Ciphers

Strong
Best and highly recommended

ECDHE-RSA-AES256-GCM-SHA384, ECDHE-ECDSA-AES256-GCM-SHA384, ECDH-ECDSA-
AES256-GCM-SHA384, ECDH-RSA-AES256-GCM-SHA384, DHE-RSA-AES256-GCM-SHA384

Really Good
ECDHE-ECDSA-AES256-SHA384, ECDHE-RSA-AES256-SHA384, ECDH-RSA-AES256-
SHA384, ECDH-ECDSA-AES256-SHA384

Good
Good

DHE-RSA-AES256-SHA256, DH-RSA-AES256-SHA256
Good but with only 128 key

ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-GCM-SHA256, ECDH-RSA-
AES128-GCM-SHA256, ECDH-ECDSA-AES128-GCM-SHA256, DHE-RSA-AES128-GCM-
SHA256, DH-RSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA256, ECDHE-ECDSA-AES128-SHA256, ECDH-RSA-AES128-
SHA256, ECDH-ECDSA-AES128-SHA256, DHE-RSA-AES128-SHA256, DH-RSA-AES128-
SHA256

Weak

Not recommended because of high performances consumption issues

DH-RSA-AES256-GCM-SHA384, DH-DS-AES256-GCM-SHA384
Not recommended because of key exchange method

AES256-GCM-SHA384, AES256-SHA256, AES128-SHA256, AES128-GCM-SHA256, ADH-
AES128-GCM-SHA256, ADH-AES128-SHA256, ADH-AES256-GCM-SHA384, ADH-AES256-
SHA256

Unsafe
These ciphers can be compromised and are not recommended for your web applications.

DSS

DH-DSS-AES128-GCM-SHA256, DH-DSS-AES128-SHA, DH-DSS-AES128-SHA256, DH-DSS-
AES256-GCM-SHA384, DH-DSS-AES256-SHA, DH-DSS-AES256-SHA256, DH-DSS-
CAMELLIA128-SHA, DH-DSS-CAMELLIA256-SHA, DH-DSS-SEED-SHA, SRP-DSS-AES-128-
CBC-SHA, SRP-DSS-AES-256-CBC-SHA, DHE-DSS-AES128-GCM-SHA256, DHE-DSS-AES128-
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SHA, DHE-DSS-AES128-SHA256, DHE-DSS-AES256-GCM-SHA384, DHE-DSS-AES256-SHA,
DHE-DSS-AES256-SHA256, DHE-DSS-CAMELLIA128-SHA, DHE-DSS-CAMELLIA256-SHA,
DHE-DSS-SEED-SHA, DH-DSS-DES-CBC-SHA, DH-DSS-DES-CBC3-SHA, EDH-DSS-DES-
CBC-SHA, EDH-DSS-DES-CBC3-SHA, SRP-DSS-3DES-EDE-CBC-SHA

DES

DH-RSA-DES-CBC-SHA, DH-RSA-DES-CBC3-SHA, ECDH-ECDSA-DES-CBC3-SHA, ECDH-
RSA-DES-CBC3-SHA, ECDHE-ECDSA-DES-CBC3-SHA, ECDHE-RSA-DES-CBC3-SHA, DES-
CBC-SHA, DES-CBC3-SHA, EDH-RSA-DES-CBC-SHA, EDH-RSA-DES-CBC3-SHA

3DES
PSK-3DES-EDE-CBC-SHA, SRP-3DES-EDE-CBC-SHA, SRP-RSA-3DES-EDE-CBC-SHA
RC4

ECDH-ECDSA-RC4-SHA, ECDH-RSA-RC4-SHA, ECDHE-ECDSA-RC4-SHA, ECDHE-RSA-RC4-
SHA, RC4-SHA, PSK-RC4-SHA

MD5
RC4-MD5
SHA

AES128-SHA, AES256-SHA, AMELLIA128-SHA, CAMELLIA256-SHA, DH-RSA-AES128-SHA,
DH-RSA-CAMELLIA128-SHA, DH-RSA-CAMELLIA256-SHA, DH-RSA-SEED-SHADHE-RSA-
AES128-SHA, DHE-RSA-AES256-SHA, DHE-RSA-CAMELLIA128-SHA, DHE-RSA-
CAMELLIA256-SHA, DHE-RSA-SEED-SHA, ECDH-ECDSA-AES128-SHA, ECDH-ECDSA-
AES256-SHA, ECDH-RSA-AES128-SHA, ECDH-RSA-AES256-SHA, ECDHE-ECDSA-AES128-
SHA, ECDHE-ECDSA-AES256-SHA, ECDHE-RSA-AES128-SHA, ECDHE-RSA-AES256-SHA,
PSK-AES128-CBC-SHA, PSK-AES256-CBC-SHA, SEED-SHA, SRP-AES-128-CBC-SHA, SRP-
AES-256-CBC-SHA, SRP-RSA-AES-128-CBC-SHA, SRP-RSA-AES-256-CBC-SHA

NULL
NULL-SHA256
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Separate VULNSIGS information in Asset Management API for
split manifest

API affected /qps/rest/2.0/get/am/hostasset
/qps/rest/2.0/search/am/hostasset

New or Updated APIs Updated
DTD or XSD changes Yes

The Asset Management API now returns separate VULNSIGS information for host asset
when using a split manifest for VM, PC, or SCA.
Sample

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm " -X "POST" --data-
binary @ "https://qual ysapi.qualys.conlgps/rest/2.0/search/anf host asset™
< file.xm

Note: “file.xml” contains the request POST data.

Request POST data: (Contents of file.xml)

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceRequest >
<filters>
<Criteria field="id" operator="EQALS"'>7866685</Criteria>
</filters>

</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conm qps/ xsd/ 2.0/ a
n host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>7866685</i d>
<name>i p- 172- 31- 3- 82. ap- sout h- 1. conput e. i nt er nal </ name>
<creat ed>2018- 08- 01T09: 34: 44Z</ cr eat ed>
<nodi f i ed>2018- 08- 10T08: 39: 49Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
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<list>
<TagSi npl e>
<i d>10125654</i d>
<nanme>Cl oud Agent </ nanme>
</ TagSi npl e>
</list>
</tags>
<sour cel nf 0>
<list>

<Asset Sour ce/ >
<Ec2Asset Sour ceSi npl e>
<asset | d>7866685</ asset | d>
<type>EC _2</type>
<firstD scovered>2018-08-
01T09: 34: 45Z</firstDi scover ed>
<| ast Updat ed>2018- 08- 01T09: 34: 45Z</ | ast Updat ed>
<reservationl d>r-0cd44450f 874d4a08</ reservati onl d>
<avai l abi |l i tyZone>ap- sout h- 1b</ avai | abi | i t yZone>
<privat eDnsNane>i p- 172- 31- 3- 82. ap- sout h-
1. conpute. i nternal </ privat eDnsNanme>
<publ i cDnsNanme>ec2- 13- 232- 170- 59. ap- sout h-
1. conput e. amazonaws. conx/ publ i cDnsNane>
<l ocal Host nane>i p- 172- 31- 3- 82. ap- sout h-
1. conmput e. i nternal </| ocal Host nanme>
<i nst ancel d>i - 0ce729520a8a7d696</ i nst ancel d>
<i nstanceType>t 2. i cr o</ i nst anceType>
<i nst anceSt at e>RUNNI NG</ i nst anceSt at e>
<gr oupl d>sg- 608b270a</ gr oupl d>
<gr oupName>| aunch-w zar d- 4</ gr oupNane>
<spot | nst ance>f al se</ spot | nst ance>
<account | d>383031258652</ account | d>
<subnet | d>subnet - 5a0d6al7</ subnet | d>
<vpcl d>vpc- 39cceab50</ vpcl d>
<r egi on>ap- sout h- 1</ r egi on>
<zone>VPC</ zone>
<i magel d>am - 5b673c34</i nagel d>
<publ i cl pAddress>13. 232. 170. 59</ publ i cl pAddr ess>
<privat el pAddress>172. 31. 3. 82</ pri vat el pAddr ess>
<macAddr ess>0a: da: e8: 58: 09: f e</ nacAddr ess>
<nmoni t ori ngEnabl ed>f al se</ noni t ori ngEnabl ed>
</ Ec2Asset Sour ceSi npl e>
</list>
</ sour cel nf 0>
<gwebHost | d>753424</ qwebHost | d>
<l ast Conpl i anceScan>2018- 08- 10T00: 25: 127Z</| ast Conpl i anceScan>
<l ast Vul nScan>2018- 08- 10T04: 55: 06Z</ | ast Vul nScan>
<l ast Syst enBoot >2018- 08- 01T09: 23: 42Z</ | ast Syst enBoot >
<l ast LoggedOnUser >ec2- user </ | ast LoggedOnUser >
<os>Red Hat Enterprise Linux Server 7.5</o0s>
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<dnsHost Nane>i p- 172- 31- 3- 82. ap- sout h-
1. comput e. i nt er nal </ dnsHost Nane>
<agent | nf o>
<agent Ver si on>1. 7. 1. 38</ agent Ver si on>
<agent | d>66f b864e- 9609- 4324- 8eec- 48ab6¢cb7f 260</ agent | d>
<st at us>STATUS_ACTI VE</ st at us>
<l ast Checkedl n>2018- 08- 10T08: 39: 42Z</ | ast CheckedI| n>
<connect edFronr13. 232. 170. 59</ connect edFr on»
<l ocati on>Munbai , Maharashtra | ndi a</| ocati on>
<l ocati onGeolLatitude>18. 975</| ocati onGeolLati t ude>
<l ocati onGeoLongt it ude>72. 8258</| ocati onGeoLongt i t ude>
<chi rpSt at us>l nventory Scan Conpl et e</ chi r pSt at us>
<pl at f or meLi nux</ pl at f or m»
<acti vat edMbdul e>AGENT _VM</ act i vat edModul e>
<mani f est Ver si on>
<vmVULNSI GS- VM 0. 12. 1. 0- 17</ v
<pc>VULNSI GS- PC- 0. 17. 0. 0- 27</ pc>
</ mani f est Ver si on>
<agent Confi gurati on>
<i d>514001</i d>
<name>My Def aul t </ nane>
</ agent Confi gurati on>
<activati onKey>
<activationl d>f 9391862- de71-4106- 9478-
cal4042980dd</ acti vati onl d>
<title>AWE</title>
</ activati onKey>
</ agent | nf o>
<net wor kGQui d>6b48277c-0742-61cl- 82bb-
cacOf 9c4094a</ net wor KGui d>
<addr ess>13. 232. 170. 59</ addr ess>
<t r acki ngMet hod>QAGENT</ t r acki ngiet hod>
<t ot al Menor y>990</t ot al Menory>
<ti mezone>UTC</ti mezone>
<openPort >
<list>
<Host Asset OpenPort >
<port>323</port>
<pr ot ocol >UDP</ pr ot ocol >
</ Host Asset OpenPort >

</list>
</ openPort >
<sof t war e>
<list>
<Host Asset Sof t war e>
<nane>Geol P</ nane>
<version>1.5.0-11. el 7</versi on>
</ Host Asset Sof t war e>
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<Host Asset Sof t war e>
<name>Net wor kManager </ nane>
<version>1. 10. 2- 13. el 7</ ver si on>
</ Host Asset Sof t war e>

</list>
</ sof t war e>
<vul n>
<list>
<Host Asset Vul n>
<gi d>370198</ qi d>
<host | nst anceVul nl d>157377851</ host | nst anceVul nl d>
<firstFound>2018-08-06T10: 08: 37Z</ fir st Found>
<| ast Found>2018- 08- 10T04: 55: 06Z</ | ast Found>
</ Host Asset Vul n>
<Host Asset Vul n>
<gi d>370472</ qi d>
<host | nst anceVul nl d>157377852</ host | nst anceVul nl d>
<firstFound>2018-08-06T10: 08: 37Z</ fir st Found>
<| ast Found>2018- 08- 10T04: 55: 06Z</ | ast Found>
</ Host Asset Vul n>

</list>
</ vul n>
<pr ocessor >
<list>
<Host Asset Pr ocessor >
<name>l ntel (R) Xeon(R) </ nanme>
<speed>2400</ speed>
</ Host Asset Processor >
</list>
</ processor >
<vol une>
<list>
<Host Asset Vol une>
<nane>/ </ nane>
<si ze>10724814848</ si ze>
<free>9259859968</f ree>
</ Host Asset Vol une>

</list>
</ vol une>
<account >
<list>
<Host Asset Account >
<user nanme>r oot </ user nane>
</ Host Asset Account >
<Host Asset Account >
<user nane>ec2- user </ user nanme>
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</ Host Asset Account >
</list>
</ account >
<net wor kIl nt er f ace>
<list>
<Host Asset I nterface>
<i nt erfaceNane>et hO</i nt er f aceNane>
<macAddr ess>0a: da: e8: 58: 09: f e</ macAddr ess>
<t ype>LOCAL</type>
<addr ess>f e80: 0: 0: 0: 8da: e8f f: f €58: 9f e</ addr ess>
<gat ewayAddr ess>172. 31. 0. 1</ gat ewayAddr ess>
</ Host Asset | nterface>

</list>
</ net wor kl nt er f ace>
</ Host Asset >
</ dat a>
</ Servi ceResponse>

XSD update
https://qualysapi.qualys.com/qps/xsd/2.0/am/agent_source.xsd

We have added new complexType with name Mani f est Ver si on.

<conmpl exType nane="QAgent Asset Sour ce" >
<sequence>

<el erent nanme="1|ocal | pv4" type="string" m nCccurs="0"/>
<el ement nanme="1|ocal | pv6" type="string" m nCccurs="0"/>
<el erent nane="nmani f est Ver si on" type="tns: Mani f est Ver si on"
m nCccurs="0"/>
<el ement name="Agent Confi guration" type="tns: Agent Confi g"
m nCccur s="0"/>
<el ement nane="Activati onKey" type="tns: ActivationKey" m nQccurs="0"/>
</ sequence>
</ conpl exType>
<l-- DATA -->

<conpl exType nane="Mani f est Ver si on" >
<sequence>
<el ement nane="vni type="string" mnCccurs="0"/>
<el erent nane="pc" type="string" mnCccurs="0"/>
<el erent nane="sca" type="string" m nCccurs="0"/>
</ sequence>

</ conpl exType>
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WAF APIs for version 1.0 deprecated

WAF APIs for version 1.0 are now deprecated and no longer available. You can use
equivalent version 2.0 APIs to perform WAF operations.

Here is a list of 1.0 APIs which are removed:
Web Applications
/qps/rest/1.0/get/wat/webapp/
/qps/rest/1.0/count/waf/webapp/
/qps/rest/1.0/search/waf/webapp/
/qps/rest/1.0/create/waf/webapp/
/qps/rest/1.0/update/waf/webapp/
/qps/rest/1.0/delete/waf/webapp/
WAF Cluster
/qps/rest/1.0/get/waf/cluster/
/qps/rest/1.0/count/waf/cluster/
/qps/rest/1.0/search/waf/cluster/
/qps/rest/1.0/create/waf/cluster/
/qps/rest/1.0/update/waf/cluster/
/qps/rest/1.0/delete/waf/cluster/
WAF Appliance
/qps/rest/1.0/get/waf/appliance/
/qps/rest/1.0/count/waf/appliance/
/qps/rest/1.0/search/waf/appliance/
/qps/rest/1.0/delete/waf/appliance/

Refer to Qualys Web Application Firewall API User Guide for detailed information on using
version 2.0 APIs.
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