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Qualys Cloud Suite API gives you many ways to integrate your programs and API calls with
Qualys capabilities. You'll find all the details in our user guides, available at the time of
release. Just log in to your Qualys account and go to Help > Resources.

What’s New
AWS EC2 Connector - Support for Cross-Account Role Authentication

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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AWS EC2 Connector - Support for Cross-Account Role
Authentication

Qualys now supports the creation of EC2 connectors using a cross-account access role.
This allows you to grant Qualys access to your AWS EC2 instances without sharing your
AWS security credentials. Qualys will access your AWS EC2 instances by assuming the
IAM role that you create in your AWS account.

With this support, we are discontinuing the creation of EC2 connectors using IAM access
keys. We'll help you migrate your existing EC2 connectors to now use cross-account
access roles. Note that this migration to your existing EC2 connector to cross account role
is unidirectional and cannot be reverted.

Highlights
---New connectors created from the UI will only support ARN authentication
---Create connectors using CloudFormation Template

---Upgrade existing connectors from access key based authentication to ARN
authentication

---Create only one connector for each unique AWS account. It's recommended that you
merge multiple EC2 connectors into one by removing duplicate connectors before you
upgrade to ARN.

Connector API Updates

API affected /qps/rest/2.0/get/am/awsassetdataconnector/<id>
/qps/rest/2.0/create/am/awsassetdataconnector
/qps/rest/2.0/update/am/awsassetdataconnector

New or Updated API Updated
DTD or XSD changes Yes

What are the steps | New API error

XSD updates

What are the steps

Here's the process for creation of new connector and updating existing connector to use
the cross-account access role.

To get started you'll need an IAM role created using your AWS account.
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Create new connector

Use this method to create a new connector when you already have the ARN generated
from your AWS account.

API] request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ create/ am awsasset dat aconnect o
r* < file.xmn

Note: "file.xml" contains the request POST data.

Request POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<name>ny- aws- connect or </ name>
<arn>arn: aws: i am : 705355653965: r ol e/ ARN_UPGRADE</ ar n>
<ext ernal | d>1234567890</ ext er nal | d>
<endpoi nt s>
<add>
<AwsEndpoi nt Si npl e>
<r egi onCode>ap- sout h- 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
</ add>
</ endpoi nt s>
<di sabl ed>f al se</ di sabl ed>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="http:// qual ysapi . qual ys. coni gps/ xsd/ 2. 0/ am
[/ aws_asset _dat a_connect or. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<AwsAsset Dat aConnect or >
<i d>19803</i d>
<name>ny- aws- connect or </ name>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AWE</t ype>
<def aul t Tags>
<list/>
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</ def aul t Tags>
<activation>
<list/>
</ activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConfi gur ed>f al se</i sGovCd oudConfi gur ed>
<i sChi naConf i gur ed>f al se</i sChi naConfi gur ed>
<arn>arn: aws:iam : 705355653965: r ol e/ ARN_UPGRADE</ ar n>
<ext ernal | d>1234567890</ ext er nal | d>
<qual ysAwsAccount | d>383031258652</ qual ysAwsAccount | d>
<aut hRecord/ >
<endpoi nt s>
<list>
<AwsEndpoi nt Si npl e>
<r egi onCode>ap- sout h- 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
</list>
</ endpoi nt s>
<al | Regi ons>f al se</ al | Regi ons>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>

Create new connector (provide ARN later)

If you have dependencies and cannot provide the ARN at the time of creation, you could
always provide the ARN at a later stage. In this case, the AWS connector is created with an
INCOMPLETE state.

APl request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ creat e/ anl awsasset dat aconnect o
r* < file.xm

Note: "file.xml" contains the request POST data.

Request POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<nanme>ny- aws- connect or </ nane>
<endpoi nt s>
<add>
<AwsEndpoi nt Si npl e>
<r egi onCode>ap- sout h- 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
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</ add>
</ endpoi nt s>
<di sabl ed>f al se</ di sabl ed>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. conl gps/ xsd/ 2. 0/ am
/[ aws_asset data_connector. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<AwsAsset Dat aConnect or >
<i d>19201</i d>
<nanme>ny- aws- connect or </ name>
<connect or St at e>] NCOWLETE</ connect or St at e>
<t ype>AWE</t ype>
<def aul t Tags>
<list/>
</ def aul t Tags>
<activation>
<list/>
</ activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConf i gur ed>f al se</i sGovC oudConfi gur ed>
<ext ernal | d>1518689351038</ ext er nal | d>
<qual ysAwsAccount | d>383031258652</ qual ysAwsAccount | d>
<endpoi nt s>
<list>
<AwsEndpoi nt Si npl e>
<r egi onCode>ap- sout h- 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
</[list>
</ endpoi nt s>
<al | Regi ons>f al se</ al | Regi ons>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Ser vi ceResponse>
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Upgrade existing connector

Here's how to update an existing connector to use a cross-access account role. You'll need
the ARN generated from your AWS account.

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 2. 0/ updat e/ aml awsasset dat aconnect o
r/12345" < file.xnl

Note: "file.xml" contains the request POST data.

Request POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<arn>arn:aws:iam: 205767712438 rol e/ qual ys_dev_t est </ arn>
<ext ernal | d>123456789</ ext er nal | d>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt p://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ am
[ aws_asset _dat a_connect or. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<AwsAsset Dat aConnect or >
<i d>19201</i d>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>
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Get connector details
Here’s how to get details on a connector using GET request. This connector is using ARN.

API request:

curl -n -u "USERNAME: PASSWORD"

"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ get/an awsasset dat aconn
ector/19201"

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
Xxsi : noNanespaceSchemalLocati on="htt p:// qual ysapi . qual ys. coni gps/ xsd/ 2. 0/ am
/ aws_asset _dat a_connect or. xsd"> responseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<AwsAsset Dat aConnect or >
<i d>19201</i d>
<name>ny- aws- connect or </ name>
<l ast Sync>2018- 02- 15T12: 51: 00Z</ | ast Sync>
<connect or St at e>FI Nl SHED_SUCCESS</ connect or St at e>
<t ype>AWE</t ype>
<def aul t Tags>
<list/>
</ def aul t Tags>
<activation>
<list/>
</activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovCd oudConf i gur ed>f al se</i sGovCd oudConfi gur ed>
<arn>arn: aws: i am:205767712438: rol e/ qual ys_dev_t est </ arn>
<external | d>1518689351038</ ext er nal | d>
<qual ysAwsAccount | d>383031258652</ qual ysAwsAccount | d>
<aut hRecordl/ >
<endpoi nt s>
<list>
<AwsEndpoi nt Si npl e>
<r egi onCode>ap- sout h- 1</ r egi onCode>
</ AwsEndpoi nt Si npl e>
</list>
</ endpoi nt s>
<al | Regi ons>f al se</ al | Regi ons>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>
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New API error
Conlflict is present for the provided arn with connector ids[13816, 13817].

---Every ARN is unique to an account. If you associate multiple accounts with same ARN
when creating or updating a connector, a conflict error message is displayed.

XSD updates
We've added new elements and updated the connectorState element

Element Description Writeable
arn Generated by AWS. Ensure that  yes

you provide the same ARN that
is generated by AWS.

externalld Random string which is unique  yes
for each user.
connectorState PENDING, RUNNING, SUCCESS, no

(AssetDataConnectorState) ERROR, DISABLED, INCOMPLETE

aws_asset_data_connector.xsd
<?xm version="1.0" encodi ng="UTF-8"?>

<conpl exType nanme="AwsAsset Dat aConnect or " >
<conmpl exCont ent >

<ext ensi on base="tns: Asset Dat aConnect or ">
<sequence>

<el ement nane="arn" type="string" maxCccurs="1" mi nQccurs="0"/>
<el ement nane="external | d" type="string" maxCccurs="1"
m nCccur s="0"/ >
<el ement nane="qual ysAwsAccount | d" type="string" maxCccurs="1"
m nCccurs="0"/>

<el ement nanme="aut hRecord" type="tns: AwsAut hRecor dSi nple" />

<el ement name="endpoi nts" type="tns: AwsEndpoi nt Si npl eQLi st" />

<el ement nane="serviceType" type="tns: AwsServi ceType" m nCccurs="0"
/>

<el erent nane="al | Regi ons" type="bool ean" m nCccurs="0" />

</ sequence>

</ ext ensi on>

</ conpl exCont ent >

</ conpl exType>
</ schema>
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asset_data_connector.xsd

<?xm version="1.0" encodi ng="UTF-8"?>

<enuner ati on val ue="DI SABLED" />
<enuner ati on val ue="| NCOWLETE" />

</restriction>
</ si npl eType>

</ sequence>
</ conpl exType>
</ schenma>
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