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URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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SAQ - New User API

We have introduced a new API (https://<baseurl>/gps/rest/1.0/{action}/sag/user) that will
give the list of users along with their tags to the authorized user. Currently, we support
these actions for the users: search, count, create, update, bulk update, delete, bulk delete,
and get details of a user.

APIs affected /qps/rest/1.0/get/saq/user/:id
/qps/rest/1.0/count/sag/user
/qps/rest/1.0/search/sag/user
/qps/rest/1.0/create/saq/user
/qps/rest/1.0/update/saqg/user/:id
/qps/rest/1.0/update/sag/user
/qps/rest/1.0/delete/sag/user/:id
/qps/rest/1.0/delete/saqg/user

New or Updated APIs New
DTD or XSD changes Yes

Qualys SAQ API User Guide will be provided at the time of release. This guide has
complete details and samples to help you with using the SAQ APL

Sample 1 - Create User
Add a new user to the API user’s scope.

Parameters:

Element Description

firstName First name of the user.

lastName Last name of the user.

company Name of the company the user belongs to.

emailAddress Email address of the user.

title (Optional) Title of the user.

tags (Optional) List of tags associated with the user.

tags.tag.id (Optional) Tag identifier of the tags associated with the
user.

tags.tag.name (Optional) Tag name of the tags associated with the user.
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APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys.conigps/rest/1.0/create/saqg/user" <file.xm

Note: "file.xml" contains the request POST data.

Request POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >

<dat a>
<User >
<first Nanme>api - user </ first Nane>
<l ast Nanme>api - user </ | ast Name>
<conpany>af ko</ conpany>
<enmi | Addr ess>user @mai | . conx/ emai | Addr ess>
</ User>
</ dat a>

</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="htt p://qual ysapi . qual ys. conf qps/ xsd/ 1. 0/ sa
g/ user . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >

<dat a>
<User >
<i d>401990</i d>
<uui d>734d9b3d- d246- 4bb6- a028- 5a390b47eb2a</ uui d>
<firstName>j ohn</first Nane>
<l ast Nanme>doe</ | ast Nane>
<conpany>af ko</ conpany>
<emui | Addr ess>user @mai | . conx/ enmi | Addr ess>
</ User >
</ dat a>

</ Servi ceResponse>

Sample 2 - Get User
Returns details for a user in the API user’s scope.
API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm™" -X "CGET"
"https://qual ysapi.qualys. conl gps/rest/ 1.0/ get/saq/user/:401990"
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XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt p://qual ysapi . qual ys. coni qps/ xsd/ 1. 0/ sa
g/ user. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<User >
<i d>401990</i d>
<uui d>734d9b3d- d246- 4bb6- a028- 5a390b47eb2a</ uui d>
<firstName>j ohn</first Nane>
<l ast Nane>doe</ | ast Nane>
<conpany>af ko</ conpany>
<enmi | Addr ess>user @nui | . conx/ emai | Addr ess>
<user Name>user </ user Nanme>
<title>dev</title>
<t ags>
<Tag>
<i d>7513412</i d>
<nane>Mal war e Domai n Asset s</ name>
</ Tag>
<Tag>
<i d>7508422</i d>
<nane>Busi ness Uni t s</ nanme>
</ Tag>
<Tag>
<i d>7520414</i d>
<name>t est 2</ name>
</ Tag>
<Tag>
<i d>7546412</i d>
<nanme>Passi ve Scanni ng</ nanme>
</ Tag>
<Tag>
<i d>7553612</i d>
<nane>t agl</ name>
</ Tag>
<Tag>
<i d>7553812</i d>
<name>t ag2</ name>
</ Tag>
</ tags>
</ User >
</ dat a>
</ Ser vi ceResponse>
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SAQ - New Template API

We have introduced a new API (https://<baseurl>/qps/rest/1.0/{action}/sag/template) that
will give you list of template to an authorized user. Currently, we support these actions for
the template: count, search, create, createfromlibrary, newversion, publish, update, bulk
update, delete, bulk delete, and get details of the template.

APIs affected /qps/rest/1.0/get/saqg/librarytemplate/:id
/qps/rest/1.0/count/saqg/librarytemplate
/qps/rest/1.0/search/sag/librarytemplate
/qps/rest/1.0/get/sag/template/:id
/qps/rest/1.0/count/sag/template
/qps/rest/1.0/search/sag/template
/qps/rest/1.0/createfromlibrary/sag/template/
/qps/rest/1.0/create/sag/template/
/qps/rest/1.0/update/sag/template/:id
/qps/rest/1.0/update/sag/template
/qps/rest/1.0/newversion/sag/template
/qps/rest/1.0/publish/sag/template
/qps/rest/1.0/delete/sag/template/:id
/qps/rest/1.0/delete/sag/template

New or Updated APIs New
DTD or XSD changes Yes

Qualys SAQ API User Guide will be provided at the time of release. This guide has
complete details and samples to help you with using the SAQ APL
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Sample 1 - Create Template

Create a new template.

Parameters:

Element Description

id (Optional) Id of the template.

uuid (Optional) Unique id of the template.

name (Optional) Name of the template.

description (Optional) Description of the template.

category Category of the template.

familyld Family identifier of the template.

revision (Optional) Version of the template.

isLibrary (Optional) True if the template is created from a library
template.

questionCnt Count of questions in a template.

state (Optional) State of the template (Published, Draft)

elements List of Template element (sections, questions, ...)

elements.sections

List of Template section, a section can contains other
sections and questions.

elements.questions

List of the template questions.

elements.scorings

List of the template scorings.

Scoring.label

(Optional) Scoring label.

Scoring.value

(Optional) Scoring value.

Section.name

Name of the section.

Section.description

Description of the section.

Question.label

(Optional) Label assigned to the question.

Question.text

(Optional) Description of the question.

Question.type

(Optional) The question type (booleanQuestion,
numericQuestion, textQuestion, ...)

Question.mode

The question mode (Button, Radio, Combo)

Question.criticality

The question criticality (INFO, CRITICAL, ..))

Question.requireAttachme

nt

True if the Attachment required flag is set to yes.

Question.requireComment

True if the Comment required flag is set to yes.
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Description

Question.requireAsset

True if the Asset required flag is set to yes.

Question.yesScoringlLabel

The question yes scoring label (only for Boolean question)

Question.noScoringlLabel

The question no scoring lablel (only for the Boolean
question)

Question.minCommentLen
gth

The question min comment length, the value of this field
will be stored if the requireComment field is set to true.

Question.maxCommentLen
gth

The question max comment length, the value of this field
will be stored if the requireComment field is set to true.

Answer.title

Title of the answer.

Answer.value

Value of the answer.

AnswerrequireAttachment

True if the Attachment required flag is set to yes.

Answer.requireComment

True if the Comment required flag is set to yes.

Answer.requireAsset

True if the Asset required flag is set to yes.

Answer.scoringlabel

The answer scoring label (only for the dropdown,
multiselect, single select)

AnswerminCommentLengt
h

The Answer min comment length, the value of this field
will be stored if the requireComment field is set to true.

Answer.maxCommentLengt
h

The Answer max comment length, the value of this field
will be stored if the requireComment field is set to true.

APl request:
curl -u
--data-binary @

" USERNAME: PASSWORD'

-H "content-type: text/xm" -X "POST"

"https://qual ysapi.qualys.conigps/rest/1.0/create/saqg/tenplate/"

<file.xm

Note: "file.xml" contains the request POST data.

Reguest POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceRequest >

<dat a>

<Tenpl at e>

<nane>t enpl at e- usi ng- api </ nane>
<descri ption>tenpl ate using api </ description>
<el emrent s>
<secti ons>
<list>

<Secti on>
<nane>secti on 1</ nane>
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<description>section 1 description</description>
<questions>
<list>

<Questi on>
<t ype>t ext Questi on</type>
<node>S| DE_BY_SI DE</ node>
<requi r eAt t achnment >f al se</requi r eAt t achment >
<r equi r eComment >f al se</ r equi r eConment >
<requi reAsset >f al se</requi r eAsset >
<t ext >t ext question</text>
<l abel >0</ | abel >

</ Questi on>

<Questi on>
<t ype>t ext Questi on</type>
<node>S| DE_BY_SI DE</ node>
<requi reAtt achment >f al se</ requi reAttachnent >
<r equi r eConment >f al se</ requi r eConment >
<requi r eAsset >f al se</requi reAsset >
<text>formatted question</text>
<l abel >1</ | abel >

</ Questi on>

<Questi on>
<type>nul ti pl eChoi ceQuesti on</type>
<nmpde>COMPACT</ node>
<requi r eAt t achnment >f al se</requi r eAt t achment >
<r equi r eComment >f al se</r equi r eConment >
<requi reAsset >f al se</requi r eAsset >
<t ext >dr op down question</text>
<l abel >2</| abel >
<answers />

</ Questi on>

<Questi on>
<t ype>bool eanQuest i on</t ype>
<nmode>BUTTON</ node>
<requi r eAtt achnment >f al se</requi r eAtt achment >
<r equi r eConment >f al se</ requi r eConment >
<requi reAsset >f al se</requi r eAsset >
<t ext >bool ean questi on</text>
<l abel >3</ | abel >
<criticality>I NFO</criticality>
<yesScori ngLabel >MEDI UMK/ yesScor i ngLabel >
<noScori ngLabel >LOM/ noScori ngLabel >

</ Questi on>

<Questi on>
<type>nul ti pl eChoi ceQuesti on</type>
<mode>MULTI _SELECT</ node>
<criticality>I NFO</criticality>
<requi r eAtt achment >f al se</requi r eAtt achment >
<r equi r eComent >f al se</ r equi r eConment >
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<requi reAsset >f al se</requi r eAsset >
<text>nul tisel ect question</text>
<l abel >4</ | abel >

<answer s>
<list>
<Answer >

<title>l</title>
<val ue>1</ val ue>
<scori ngLabel >LOM/ scori ngLabel >

<requi reAttachnent >f al se</requireAttachment >
<r equi r eConment >f al se</requi r eConment >
<requi r eAsset >f al se</requi r eAsset >
</ Answer >
<Answer >
<title>2</title>
<val ue>2</ val ue>
<scori ngLabel >MEDI UMK/ scor i ngLabel >

<requi r eAt t achnent >f al se</requi r eAtt achnment >
<r equi r eComment >f al se</ r equi r eConment >
<requi r eAsset >f al se</requi reAsset >
</ Answer >
<Answer >
<title>3</title>
<val ue>3</val ue>
<scori ngLabel >H GH</ scori ngLabel >

<requi reAttachnent >f al se</requireAttachment >
<r equi r eConment >f al se</ requi r eConment >
<requi reAsset >f al se</requi r eAsset >
</ Answer >
</[list>
</ answer s>
</ Questi on>
<Question>
<type>nul ti pl eChoi ceQuesti on</type>
<nmode>EXPANDED</ node>
<requi r eAt t achment >f al se</requi r eAt t achment >
<r equi r eConment >f al se</ r equi r eConment >
<requireAsset >f al se</requi r eAsset >
<t ext >si ngl e sel ect question</text>
<l abel >5</ | abel >

<answer s>
<list>
<Answer >

<title>a</title>
<val ue>0</ val ue>
<scori ngLabel >LOM/ scori ngLabel >

10
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<requi r eAtt achment >f al se</requi r eAt t achnment >
<r equi r eComment >f al se</r equi r eConment >
<requi r eAsset >f al se</requi reAsset >
</ Answer >
<Answer >
<title>bh</title>
<val ue>1</val ue>
<scori ngLabel >MEDI UMK/ scor i ngLabel >

<requi reAtt achment >f al se</requi r eAtt achment >
<r equi r eComment >f al se</r equi r eConment >
<requi reAsset >f al se</requi r eAsset >
</ Answer >
<Answer >
<title>c</title>
<val ue>2</val ue>
<scoringLabel >H G/ scori ngLabel >

<requi r eAtt achment >f al se</requi r eAt t achment >
<r equi r eComment >f al se</r equi r eConment >
<requi r eAsset >f al se</requi reAsset >
</ Answer >
</list>
</ answer s>
</ Questi on>
<Questi on>
<t ype>dat eQuesti on</type>
<requi r eAtt achment >f al se</requi r eAtt achment >
<r equi r eConment >f al se</ requi r eConment >
<requi reAsset >f al se</requi r eAsset >
<t ext >dat e question</text>
<l abel >6</ 1 abel >
</ Questi on>
<Question>
<t ype>nureri cQuesti on</type>
<requi r eAt t achnment >f al se</requi r eAt t achment >
<r equi r eComment >f al se</r equi r eConment >
<requi reAsset >f al se</requi r eAsset >
<t ext >nuneri ¢ questi on</text>
<l abel >7</| abel >
</ Questi on>
</list>
</ questi ons>
</ Secti on>
<Secti on>
<nane>Section 2</nane>
<description>Section 2 description</description>
<questions>

11
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<list>
<Questi on>
<t ype>nuneri cQuesti on</type>
<requi r eAtt achnment >f al se</ requi reAttachnent >
<r equi r eConment >f al se</ requi r eConment >
<requireAsset >f al se</requi r eAsset >
<text>Section 2 numeric question</text>
<l abel >8</ | abel >
</ Questi on>
</list>
</ questi ons>
</ Secti on>
</list>
</ sections>
</ el ement s>
<scori ngs>
<list>
<Scori ng>
<l abel >LOWN/ | abel >
<val ue>0</val ue>
</ Scori ng>
<Scori ng>
<l abel >MEDI UMK/ | abel >
<val ue>50</ val ue>
</ Scori ng>
<Scori ng>
<l abel >H G/ | abel >
<val ue>100</ val ue>
</ Scori ng>
</list>
</ scorings>
</ Tenpl at e>
</ dat a>
</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 1. 0/ s
aq/tenpl at e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tenpl at e>
<i d>134621</i d>
<uui d>5d525243- 8be3- 4195- aebd- bcbb94cf cc23</ uui d>
<nane>t enpl at e- usi ng- api </ nane>
<description>tenpl ate using api </ description>
<fam | yl d>9bbb4764- 66b2- 4b3d- 8f 16- 0d0dd3c8af cf</fami |yl d>

12
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<revi si on>1</revi si on>
<i sLi brary>fal se</isLi brary>
<guest i onCnt >9</ quest i onCnt >
<st at e>DRAFT</ st at e>
<el enent s>
<sections>
<list>
<Secti on>
<nane>section 1</ nanme>
<descri ption>section 1 description</description>
<sections/>
<questions>
<list>
<Question>
<l abel >0</ | abel >
<t ext >t ext question</text>
<t ype>t ext Questi on</type>
<nmpode>S| DE_BY_SI DE</ node>

<requi r eAtt achment >f al se</requi r eAt t achment >

<r equi r eConment >f al se</ requi r eComment >
<requi r eAsset >f al se</requi reAsset >
</ Questi on>
<Question>
<| abel >1</| abel >
<text>formatted question</text>
<t ype>t ext Questi on</type>
<npode>S| DE_BY_SI DE</ node>

<requi r eAtt achment >f al se</requi r eAt t achment >

<r equi r eComment >f al se</ r equi r eConment >
<requi r eAsset >f al se</requi reAsset >
</ Questi on>
<Question>
<l abel >2</ | abel >
<t ext >drop down question</text>
<type>nul ti pl eChoi ceQuesti on</type>
<npde>COVPACT</ node>

<requi reAtt achment >f al se</requi r eAtt achment >

<r equi r eComment >f al se</ r equi r eConment >
<requi reAsset >f al se</requi r eAsset >
<answer s/ >
</ Questi on>
<Question>
<l abel >3</ | abel >

13
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<t ext >bool ean questi on</text>
<t ype>bool eanQuest i on</t ype>
<nmode>BUTTON</ node>
<criticality>INFO</criticality>

reAttachnent >f al se</requireAttachnment >

r eComment >f al se</ r equi r eConment >
<requi reAsset >f al se</requi r eAsset >

<yesScori ngLabel >MEDI UMK/ yesScor i ngLabel >

<r equi

<r equi

<scori
<r equi
<r equi

<r equi

<scori
<r equi
<r equi

<r equi

<noScor i ngLabel >LOM/ noScor i ngLabel >
</ Questi on>
<Question>
<l abel >4</ | abel >
<text>nul tisel ect question</text>
<type>nul ti pl eChoi ceQuesti on</type>
<mode>MULTI _SELECT</ node>
<criticality>I NFO</criticality>

reAttachment >f al se</ requi reAttachnent >

r eComment >f al se</ r equi r eConment >
<requireAsset >f al se</requi r eAsset >

<answer s>
<list>
<Answer >

<title>l</title>
<val ue>1</ val ue>

ngLabel >LOWM/ scori ngLabel >
reAttachment >f al se</requi reAttachnent >
r eComment >f al se</ r equi r eConment >
reAsset >f al se</requi reAsset >
</ Answer >
<Answer >
<title>2</title>
<val ue>2</val ue>
ngLabel >MEDI UMK/ scor i ngLabel >
reAttachment >f al se</ requi reAttachnent >

r eComment >f al se</ r equi r eConment >

reAsset >f al se</requi reAsset >

14
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</ Answer >
<Answer >

<title>3</title>
<val ue>3</val ue>

<requi r eAtt achnment >f al se</requi r eAt t achnment >

<r equi

<r equi

<r equi

<r equi

<scori
<r equi
<r equi

<r equi

<scori
<r equi

<r equi

r eComment >f al se</ r equi r eComment >

reAsset >f al se</requi reAsset >

</ Answer >
</list>
</ answer s>
</ Questi on>
<Question>
<l abel >5</ | abel >

<t ext >si ngl e sel ect question</text>
<type>nul ti pl eChoi ceQuesti on</type>

<nobde>FULL</ node>

reAttachnent >f al se</requireAttachnent >

r eConment >f al se</ requi r eConment >

ngLabel >LOM/ scori ngLabel >

<requi reAsset >f al se</requi r eAsset >

<answer s>
<list>
<Answer >

<title>a</title>
<val ue>0</ val ue>

reAtt achnent >f al se</ requireAttachnent >

r eConment >f al se</ requi r eConment >

reAsset >f al se</requi reAsset >

ngLabel >MEDI UMK/ scor i ngLabel >

</ Answer >
<Answer >

<title>b</title>
<val ue>1</ val ue>

reAttachnment >f al se</ requi reAtt achnent >

r eConment >f al se</ requi r eConment >

15
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<requi reAsset >f al se</requi r eAsset >
</ Answer >
<Answer >
<title>c</title>
<val ue>2</val ue>

<scori ngLabel >H GH</ scori ngLabel >
<requi r eAtt achment >f al se</ requi reAttachnent >
<r equi r eConment >f al se</ requi r eConment >

<requi reAsset >f al se</requi r eAsset >
</ Answer >
</[list>
</ answer s>
</ Questi on>
<Question>
<l abel >6</ | abel >
<t ext >dat e question</text>
<t ype>dat eQuesti on</type>

<requi reAttachnment >f al se</requi reAttachment >

<r equi r eComment >f al se</r equi r eConment >
<requi reAsset >f al se</requi r eAsset >
</ Questi on>
<Question>
<l abel >7</ | abel >
<t ext >numeri c question</text>
<t ype>nuneri cQuesti on</type>

<requi r eAtt achment >f al se</ requi reAttachnent >

<r equi r eComment >f al se</ requi r eConment >
<requi reAsset >f al se</requi r eAsset >
</ Questi on>
</list>
</ questi ons>
</ Secti on>
<Secti on>
<name>Secti on 2</name>
<descri pti on>Section 2 description</description>
<sections/>
<questions>
<list>
<Question>
<l abel >8</ | abel >

16
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<t ext >Section 2 nuneric
question</text>

<t ype>nuneri cQuesti on</type>
<requi reAtt achment >f al se</requi r eAtt achment >

<r equi r eComment >f al se</ r equi r eConment >
<requi reAsset >f al se</requi r eAsset >
</ Questi on>
</list>
</ questi ons>
</ Secti on>
</list>
</ sections>
<questi ons/ >
</ el enent s>
<scorings>
<list>
<Scori ng>
<l abel >LON/ | abel >
<val ue>0</ val ue>
</ Scori ng>
<Scori ng>
<l abel >MEDI UMK/ | abel >
<val ue>50</ val ue>
</ Scori ng>
<Scori ng>
<l abel >H GH</ | abel >
<val ue>100</ val ue>
</ Scori ng>

</list>
</ scorings>
</ Tenpl at e>

</ dat a>
</ Servi ceResponse>

Sample 2 - Get Template
Retrieve a template with given identifier and return record details.

APl request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "CGET"
"https://qual ysapi.qual ys.conl gps/rest/ 1.0/ get/saq/tenpl ate/ 82969

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 1. 0/ sa
g/ tenpl ate. xsd" >
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<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tenpl at e>
<i d>82969</i d>
<uui d>5d9e0a22- 14f f - 4961- bOf 0- a663c3b7f 2f 3</ uui d>
<name>t enpl at e-from api - w t h- scori ng</ nanme>
<description>tenplate containing scoring fields created from
the api </ description>
<fam |yl d>75120987- 737d- 4157- 9b3f - d0c2229d8c1d</ f ami | yl d>
<revi si on>1</revi si on>
<i sLi brary>fal se</i sLi brary>
<guest i onCnt >5</ quest i onCnt >
<st at e>DRAFT</ st at e>
<el erment s>
<sections>
<list>
<Secti on>
<name>section 1</ name>
<descri pti on>section 1 description</description>
<sections/>
<questions>
<list>
<Question>
<l abel >0</ | abel >
<t ext >Question 0</text>
<t ype>bool eanQuesti on</t ype>
<nmode>BUTTON</ node>
<criticality>CRITICAL</criticality>

<requi reAtt achnment >f al se</requi reAttachment >

<r equi r eComment >f al se</r equi r eConmrent >
<requi r eAsset >f al se</requi reAsset >

<yesScori ngLabel >H GH</ yesScori ngLabel >

<noScor i ngLabel >MEDI UMK/ noScor i ngLabel >
</ Questi on>
<Question>
<l abel >1</ | abel >
<t ext >QUESTI ON 1</t ext >
<t ype>bool eanQuest i on</t ype>
<nmode>BUTTON</ node>
<criticality>CRITICAL</criticality>

<requi r eAtt achment >f al se</requi r eAtt achment >

<r equi r eComment >f al se</ r equi r eConment >
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<requi reAsset >f al se</requi r eAsset >
<yesScori ngLabel >H GH</ yesScori ngLabel >

<noScor i ngLabel >MEDI UMK/ noScor i ngLabel >
</ Questi on>
<Questi on>
<l abel >2</ | abel >
<t ext >QUESTI ON 2</t ext >
<type>nul ti pl eChoi ceQuesti on</type>
<mode>MULTI _SELECT</ node>
<criticality>I NFO</criticality>

<requi r eAt t achnent >f al se</requi r eAt t achment >

<r equi r eConment >f al se</ r equi r eComment >
<requi reAsset >f al se</requi reAsset >

<answer s>
<list>
<Answer >

<title>choice O</title>
<val ue>0</ val ue>

<requi r eAt t achnment >f al se</requi r eAt t achment >
<r equi r eComment >f al se</r equi r eConment >
<requi r eAsset >f al se</requi reAsset >
</ Answer >
<Answer >
<title>choice 1</title>
<val ue>1</ val ue>
<scori nglLabel >MEDI UMK/ scor i ngLabel >
<requi r eAtt achnment >f al se</requi r eAtt achment >
<r equi r eComment >f al se</ r equi r eConment >
<requi r eAsset >f al se</requi reAsset >
</ Answer >
<Answer >
<title>choice 2</title>
<val ue>2</ val ue>

<scori nglLabel >H GH</ scori ngLabel >

<requireAttachnent >f al se</requireAttachment >
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<r equi r eComment >f al se</ r equi r eConment >

<requireAsset >f al se</requi r eAsset >
</ Answer >
</list>
</ answer s>
</ Questi on>
</list>
</ questi ons>
</ Secti on>
<Secti on>
<nanme>secti on 2</ name>
<descri pti on>section 2 description</description>
<sections/>
<questions>
<list>
<Question>
<l abel >3</ | abel >
<t ext >QUESTI ON 3</t ext >
<type>nul ti pl eChoi ceQuesti on</type>
<node>MULTI _SELECT</ node>
<criticality>INFO</criticality>

<requi reAtt achnment >f al se</requi reAttachment >

<r equi r eComment >f al se</r equi r eConment >
<requi reAsset >f al se</requi r eAsset >

<answer s>
<list>
<Answer >

<title>a</title>
<val ue>0</ val ue>

<scori ngLabel >LOM/ scori ngLabel >
<requireAttachnent >f al se</requi reAttachment >
<r equi r eConmmrent >f al se</r equi r eConment >
<requi r eAsset >f al se</requi reAsset >
</ Answer >
<Answer >
<title>b</title>
<val ue>1</ val ue>

<scori ngLabel >MEDI UMK/ scor i ngLabel >

<requi reAtt achnment >f al se</requi reAttachment >
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<r equi r eComment >f al se</ r equi r eConment >

<requi reAsset >f al se</requi r eAsset >
</ Answer >
<Answer >
<title>c</title>
<val ue>2</ val ue>

<scori ngLabel >H GH</ scori ngLabel >
<requireAttachnent >f al se</requireAttachment >
<r equi r eComent >f al se</r equi r eComment >

<requi r eAsset >f al se</requi r eAsset >
</ Answer >
</list>
</ answer s>
</ Questi on>
</list>
</ questi ons>
</ Secti on>
</list>
</ sections>
<questi ons>
<list>
<Question>
<l abel >4</| abel >
<t ext >QUESTI ON 4</t ext >
<t ype>bool eanQuesti on</t ype>
<nmode>BUTTON</ node>
<criticality>I NFO</criticality>
<requi r eAtt achnent >f al se</requireAttachnent >
<r equi r eConment >f al se</ r equi r eConment >
<requi r eAsset >f al se</requi reAsset >
<yesScori ngLabel >MEDI UMK/ yesScor i ngLabel >
<noScor i ngLabel >LOM/ noScor i ngLabel >
</ Question>
</list>
</ questi ons>
</ el enent s>
<scorings>
<list>
<Scori ng>
<l abel >LON/ | abel >
<val ue>0</ val ue>
</ Scori ng>
<Scori ng>
<l abel >MEDI UMK/ | abel >
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<val ue>50</ val ue>
</ Scori ng>
<Scori ng>

<| abel >H G/ | abel >

<val ue>100</ val ue>
</ Scori ng>

</list>
</ scorings>
</ Tenpl at e>

</ dat a>
</ Servi ceResponse>
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WAS - Burp API: Support for Latest Burp version

API affected gps/rest/3.0/import/was/burp
New or Updated APIs Updated
DTD or XSD changes Yes

We now support import of the latest version of Burp 1.7.24 for Burp APIL You can now
successfully import Burp files that belong to version 1.7.24.

Import Burp API

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm"-X "POST"
--data-binary @

"https://qual ysapi.qualys.conigps/rest/3.0/inmport/was/burp" < file.xm

Note: “file.xml” contains the request POST data.

Reguest POST data (file.xml):

<Servi ceRequest >
<dat a>
<webAppl d>1052902</ webAppl d>
<pur geResul t s>f al se</ pur geResul t s>
<cl oseUnr eport edl ssues>f al se</ cl oseUnr eport edl ssues>
<fil eName>t est Bur pReport| nport 1</fil eName>
<bur pXm >
<?xm version="1.0"?>
<! DOCTYPE i ssues [
<! ELEMENT i ssues (i ssue*)>
<I ATTLI ST i ssues burpVersi on CDATA "">
<! ATTLI ST i ssues exportTi ne CDATA "">
<! ELEMENT i ssue (serial Nunber, type, nane, host, path,
| ocation, severity, confidence, issueBackground?, remediationBackground?,
references?, vulnerabilityC assifications?, issueDetail ?,
i ssueDetail lItens?, renediati onDetail ?, requestresponse*,
col | aboratorEvent*, infiltratorEvent*)>
<! ELEMENT seri al Nunmber (#PCDATA) >
<! ELEMENT type (#PCDATA) >
<! ELEMENT nane (#PCDATA) >
<! ELEMENT host (#PCDATA) >
<! ATTLI ST host ip CDATA "">
<! ELEMENT pat h (#PCDATA) >
<! ELEMENT | ocati on (#PCDATA) >
<! ELEMENT severity (#PCDATA) >
<! ELEMENT confi dence (#PCDATA) >
<! ELEMENT i ssueBackground (#PCDATA) >
<! ELEMENT renedi ati onBackgr ound (#PCDATA) >
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<! ELEMENT ref erences (#PCDATA) >

<! ELEMENT vul nerabi lityd assifications (#PCDATA) >

<! ELEMENT i ssueDet ai | (#PCDATA) >

<! ELEMENT i ssueDetailltens (issueDetailltent)>

<! ELEMENT i ssueDetail | tem (#PCDATA) >

<! ELEMENT renedi ati onDetai |l (#PCDATA) >

<! ELEMENT requestresponse (request?, response?,
responseRedi r ect ed?) >

<! ELEMENT request (#PCDATA) >

<! ATTLI ST request net hod CDATA "">

<! ATTLI ST request base64 (true|false) "false">

<! ELEMENT response (#PCDATA) >

<! ATTLI ST response base64 (true|false) "fal se">

<! ELEMENT r esponseRedi rect ed (#PCDATA) >

<! ELEMENT sender (#PCDATA) >

<! ELEMENT nessage (#PCDATA) >

<! ELEMENT conversati on (#PCDATA) >

<! ELEMENT reci pi ent (#PCDATA) >

<! ELEMENT recipients (recipient*)>

<! ELEMENT sntp (sender, recipients, nessage, conversation)>

<! ELEMENT col | aborat or Event (interactionType, originlp, time,
| ookupType?, | ookupHost?, requestresponse?, sntp?)>

<! ELEMENT i nteracti onType (#PCDATA) >

<! ELEMENT ori gi nl p (#PCDATA) >

<! ELEMENT ti ne (#PCDATA) >

<! ELEMENT | ookupType (#PCDATA) >

<! ELEMENT | ookupHost (#PCDATA) >

<IELEMENT infiltratorEvent (paraneterNane, platform signature,

stackTrace?, paraneterValue?, coll aboratorEvent)>

<! ELEMENT par anet er Nane (#PCDATA) >

<! ELEMENT pl at f or m (#PCDATA) >

<! ELEMENT si gnat ure (#PCDATA) >

<! ELEMENT stackTrace (#PCDATA) >

<! ELEMENT par anet er Val ue (#PCDATA) >

1>
<i ssues burpVersion="1.7.24" exportTi ne="Mn Jul 24 11:55:19
| ST 2017">
<i ssue>

<seri al Nunber >1246676712248028160</ seri al Nunber >
<type>16777728</type>
<nane>
<! [ CDATA[ Unencrypt ed comuni cations]]>
</ nanme>
<host i p="127.0.0.1">http://Iocal host:9999</ host >
<pat h>
<I[ CDATA[/]]>
</ pat h>
<l ocati on>
<I[CDATA[/]]>
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</l ocation>
<severity>Low</severity>
<confi dence>Cert ai n</ confi dence>
<i ssueBackgr ound>
<! [ CDATA|[ <p>The application allows users to connect
to it over unencrypted connections. An attacker suitably positioned to
view a legitimate user's network traffic could record and nonitor their
interactions with the application and obtain any information the user
supplies. Furthernmore, an attacker able to nodify traffic could use the
application as a platformfor attacks against its users and third-party
websites. Unencrypted connections have been exploited by |ISPs and
governnents to track users, and to inject adverts and nmalici ous
JavaScript. Due to these concerns, web browser vendors are planning to
visually flag unencrypted connections as hazardous. </ p>
<p>
To exploit this vulnerability, an attacker must be suitably
positioned to eavesdrop on the victims network traffic. This scenario
typically occurs when a client comunicates with the server over an
i nsecure connection such as public W-Fi, or a corporate or hone network
that is shared with a conmprom sed conputer. Common defenses such as
swi tched networks are not sufficient to prevent this. An attacker situated
in the user's ISP or the application's hosting infrastructure could al so
performthis attack. Note that an advanced adversary could potentially
target any connection nmade over the Internet's core infrastructure
</ p>
<p>Pl ease note that using a m xture of encrypted and
unencrypted conmuni cations is an ineffective defense against active
attackers, because they can easily renove references to encrypted
resources when these references are transmtted over an unencrypted
connection. </ p>]]>
</i ssueBackgr ound>
<r emedi at i onBackgr ound>
<! [ CDATA] <p>Appl i cati ons shoul d use transport-Ieve
encryption (SSL/TLS) to protect all communications passing between the
client and the server. The Strict-Transport-Security HITP header shoul d be
used to ensure that clients refuse to access the server over an insecure
connection. </ p>]]>
</ renedi at i onBackgr ound>
<r ef erences>
<! [ CDATA[ <ul >
<li><a href="https://ww. chrom um org/ Home/ chr om um
security/ marki ng- htt p-as-non-secure">Marki ng HTTP as non-secure</a></Ii >
<li><a
href="https://w ki.nmozilla.org/ Security/Server_Side_TLS">Confi guring
Server-Side SSL/TLS</a></Ii>
<li><a href="https://devel oper.nozilla.org/en-
US/ docs/ Web/ Security/ HTTP_strict _transport_security">HTTP Strict
Transport Security</a></Ili>
</ul>]]>
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</references>
<vul nerabilityC assifications>
<! [ CDATA[ <ul >
<li><a
href="https://cwe. mtre.org/data/definitions/326. htm ">CW\E- 326
I nadequat e Encryption Strength</a></li>

</ul>]]>
</vul nerabi lityd assifications>
</issue>
<i ssue>
<seri al Nunber >1246676712248028160</ ser i al Nunber >
<t ype>1049088</t ype>
<nanme>
<I [ CDATA SQL injection]]>
</ name>
<host i p="127.0.0.1">http://Iocal host: 9999</ host >
<pat h>
<I[CDATA[/]]>
</ pat h>

<l ocati on>
<I[CDATA[/]]>
</l ocation>
<severity>Low</severity>
<confi dence>Cert ai n</ confi dence>
<i ssueBackgr ound>
<! [ CDATA] <p>The application allows users to connect
to it over unencrypted connections. An attacker suitably positioned to
view a legitimate user's network traffic could record and nonitor their
interactions with the application and obtain any information the user
supplies. Furthernore, an attacker able to nodify traffic could use the
application as a platformfor attacks against its users and third-party
websites. Unencrypted connections have been exploited by |ISPs and
governnents to track users, and to inject adverts and nalicious
JavaScript. Due to these concerns, web browser vendors are planning to
visual ly flag unencrypted connections as hazardous. </ p>
<p>
To exploit this vulnerability, an attacker must be suitably
positioned to eavesdrop on the victims network traffic. This scenario
typically occurs when a client comunicates with the server over an
i nsecure connection such as public W-Fi, or a corporate or hone network
that is shared with a conprom sed conputer. Comron defenses such as
switched networks are not sufficient to prevent this. An attacker situated
in the user's ISP or the application's hosting infrastructure could al so
performthis attack. Note that an advanced adversary could potentially
target any connection made over the Internet's core infrastructure
</ p>
<p>Pl ease note that using a m xture of encrypted and
unencrypted conmuni cations is an ineffective defense agai nst active
attackers, because they can easily renove references to encrypted
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resources when these references are transnmitted over an unencrypted
connection. </ p>]]>
</i ssueBackgr ound>
<r enedi at i onBackgr ound>
<! [ CDATA| <p>Appl i cati ons shoul d use transport-Ievel
encryption (SSL/TLS) to protect all conmunications passing between the
client and the server. The Strict-Transport-Security HITP header shoul d be
used to ensure that clients refuse to access the server over an insecure
connection. </ p>]]>
</ renedi ati onBackgr ound>
<ref erences>
<! [ CDATA[ <ul >
<li><a href="https://ww. chroni um or g/ Hone/ chr om um
security/ marki ng- http-as-non-secure">Marki ng HTTP as non-secure</a></1i>
<li><a
href="https://w ki.nozilla.org/Security/Server_Side_TLS">Configuring
Server-Side SSL/TLS</a></1i>
<li><a href="https://devel oper.nozilla. org/en-
US/ docs/ Web/ Security/ HTTP_strict_transport_security">HTTP Strict
Transport Security</a></li>
</ul>]]>
</references>
<vul nerabilityC assifications>
<! [ CDATA[ <ul >
<li><a
href="https://cwe.mtre. org/data/definitions/326.htm ">CVNE- 326:
I nadequat e Encryption Strength</a></li>
</ul>]]>
</vul nerabilityC assifications>
<i ssueDetai | >
<! [ CDATA[ The base-uri content directive does not
fall back to default-src, if no content sources are explicitly set
it will default to conpletely open.]]>
</issueDetail >
<i ssueDetail I tems>
<issueDetailltenrl ssueDetaillteml</issueDetaillten>
<i ssueDetail ltenrl ssueDetail|ten2</issueDetaillten>
</issueDetailltens>
<renedi ati onDet ai | >
<! [ CDATA[ Explicitly set a base-uri directive in
your content policy.]]>
</renedi ati onDet ai | >
<request response>
<request nethod="GET" base64="true">

<! [ CDATA[ ROVUI C8gSFRUUCBXLj ENCkhvc3Q61 GxvY2Fsa@zdDo50Tk5DQoVe 2y LUFNZW60
QO BNb3ppbGxhLz UuMCAOTWF aWs0b3NoOyBJbnRI hCBNYWWY TLIMgWCAXMCAXM sgcnY6NTI uM
CkgR2Vj a28vM AxNMDAXMDEgRM yZWZveC81M 4wDQpBY2N cHQBI HRI eHQvaHRt bCxhcHBsaW
Nhdd vbi 94aHRt bCt 4bWhs YXBwb @ | YXRpb24veGls GBEIMCASLCovKj t x PTAUCAOKQAN ZXB
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OLUxhbnmd1YWdl G Bl bi 1VUyxI bj t xPTAUNQOK@9ubnVj dd vbj ogY2xvc2UNC WwzZ3JhzZGUt
SWbz ZWN1c it UnvxdW/zdHMB1 DENCgOK] | >

</ request >

<response base64="true">

<! [ CDATA[ SFRUUC8xLj EgNTAW El udGvybnfs| FN cnZl ci BFcnJvcgOKWC1Qb3d! cmivkLUI5
QO BFeHByZXNzDQpDb250ZW50LVN Y3VyaXR5LVBvbd j eTogZGVmyXVsdClzcmvgJ3N bGYnD
QYLUNvbNRI bnQ VH wZS1PcHRpb25z O Bub3NuaWzZnDQoDb250ZW50LVR5¢cGUGI HRI eHQvaH
Rt bDsgY2hhcnN dD11dGYt OAOKQRZ9udGVudC1IMZWendGg61 DEOM YNCkRhdGU6G! E1vbi wgM Q
gSnVs| DI wrcgMDY6M | 6Mz UgRO1UDQpDb25uZWN0aVWu O Bj b0z ZQOKDQo8I URPQLRZUEUY
aHRt bDAKPGhObWwbGFuZz 0i ZWii Pgo8aGvhZDAKPGLI dGEgY2hhenNl dDOi dXRmLTgi Pgo8d
G ObGHRXJyb31 8L3RpdGxI Pgo8L2hl YW+ xi b2R5Pgo8cHII Pl R5cGvFcnJdvcej ogVWIM G
11c3QuYngYSBzdHIpbntsl GovdCB1lbnRl Zm uzZWBYnl +1 CZuYnNwOy Amrbml zc Dt hdCBuZXc
gTnVl ZGxl | CgvVXN cnMrbnNoaWskZS9I eHBsb2l OL3dI Yi 9Cb2Rl anM ULNSRi 1BcHAvbrBk
ZV9t b2R1bGVzL25] ZWRsZS9saW vbnM ZGxI Lnpz G ELMDox MBk8Ynl +1 CZuYnNwOy Ambmlzc
Dt hdCBPYnpl Y3QuzZXhwbh3J0cy4oYWsvbnl t b3Vzl GZ1bnmiNOaVWBuKSBb YXMyZ2VOXSAoL1VzZX
JzL25zad uZGUWvZXhwb P pdCI3ZW v TmOkZWHz LVNTUK Yt QXBWL25vZGVf bV@kdWkI cy QuZW/
kbGUWbd i L25] ZWRsZS5qczo3MzUBMTI pPGIyPi AmbmlzcDsgJnbi c3A7YXQyL1VzZXJzL25z2
ad uZGUWvZXhwb @ pdCI3ZW v TRk ZWhz LVNTUK Yt QXBWL3Nz cnivt ZGvt by LhcHAuanMBMz | 6M
TI 8Ynl +I CZuYnNwOy Anbmizc Dt hdCBMYXI | ci 50YWskbGUgW2Fz1 GhhbnRs ZV9y ZXF1ZXNOXS
AoL1VzZXJzL25zaG uZGlvZXhwh@pdCI3ZW vTmdkZWhz LVNTUK Yt QXBWL25vZGVF bWOkdWk
| cy9l eHByZXNzL2xpYi 9yb3VOZXI vbGF5ZXI uanMBOTUBNSK8Yn! +I CZuYnNwOy Ambrmizc Dt h
dCBuzXh0l CgvVXN cnM/bnNoaWbkZS91 eHBsb2l 0L3dI Yi 9Ch2RI anM ULNSRi 1BcHAvbnDkZ
VOt b2R1bGVzL2V4cHII ¢c3Mrbd i L3JIVdXRI ci 9yb3V0ZS5qczoxMzc6MIVpPG&IYPi AnbmizcD
sgJnbi c3A7YXQgUmB1dGUuZd zcGF0Y2ggKCOVe2Vycy9uc2hpbnRl L2V4cGxvaXQvd2Vi LO5
vZGVacy1TULIJGE UFwe COub2RI X21vZHVs ZXMr ZXhwenvzcy9saW venB1dGvy L3JvdXR Limpz
G ExM 0zKTxi ¢j 4g3nbi c3A71 CZuYnNwWO2FOI ExheW/y LmhhbnRs ZSBbYXMyaGFuZGxIl X3J1 ¢
XVI c3Rdl CgvVXN cnMrbnNoaWskZS9l eHBsb21 OL3dl Yi 90Ch2R anM ULNSRi 1BcHAvbnBkzZV
9t b2R1bGVzL2VAcHIl ¢c3M/bG i L3JvdXR ci 9sYXI | ci 5qczo5NTolKTxi cj 4gJdnbi c3A71 CZ
uYnNWO2F0I Co9Ve2Vycy9uc2hpbnR L2V4AcGxvaXQvd2Vi LO5vZGvacy 1TULIGLUFwWe COub2RI
X21vZHVsZXMr ZXhwenVzcey9saW venmd1dGvy L2l uZzGv4aLnpz g | 4MToyM xi ¢j 4gJnbi c3A7I
CZuYnNwO2FO0I EZ1bnmNOaVWuLnByb2N c¢3Nf cGFy YWLz1 Cgv VXN cnMrbnNoaWskZS91 eHBsb2
| OL3dI Yi 90b2Rl anM ULNSRi 1BcHAvbnmBkZV9t b2R1bGvVzL2VAcHIl ¢c3MrbG i L3JVvdXR ci 9
pbnR eC5qczozM UGMTI pPGIyPi AnbmlzcDsgJdnbi c3A7YXQybmv4dCAoL1VzZXJzL25zad u
ZGW ZXhwh@@pdCO3ZW v Tk ZWhz LVNTUK Yt QXBW.25vZGVf bWOkdWkl cy9l eHBYZXNzL2xpY
i 9yb3V0zZXl vaWwbkZXguanM6M c¢19 EwKTw cHII Pgo8L2JvZHk+C waHRt bD4K] ] >

</ response>

<r esponseRedi r ect ed>f al se</responseRedi r ect ed>

</ requestresponse>
<request response>
<request nethod="POST" base64="fal se">

<! [ CDATA[ ROVUI C8gSFRUUC8xLj ENCkhvc3Q61 GxvY2Fsa®zdDo50Tk5DQpVe 2Vy LUFNZWs0
O BNb3ppbGxhLz UuMCA0TWF aWb0b3NoOyBIbnRl bCBNYWWY TLMyWCAXMCAXM sgcnYENTI! uM
CkgR2Vj a28vM AxNMDAXNMDEgRM yZWZveC81M 4wDQpBY2Nl cHQB! HRI eHQvaHRt bCxhcHBsaW
Nhdd vbi 94aHRt bCt 4bWWhs YXBWo G j YXRpb24veGls GBEIMCA5LCovKj t x PTAUCAOKQWN ZXB
OLUxhbmd1YWil G Bl bi 1VUyxI bj t xPTAUNQOKQ9ubnVj dd vbj ogY2xvc2UNC VwZ3JhZGUt
SW6z ZWN1c it UnvxdW/zdHMB1 DENCgOK] | >

</ request >
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<response base64="fal se">

<! [ CDATA] SFRUUC8xLj EGNTAW El udGvybnFsl FNl cnZl ci BFcnJvcgOKWC1Qb3dl cnivkLUI5
G BFeHByZXNz DQpDb250ZWs0LVN Y3VyaXR5LVBvbd j eTogZGVmyXVsdClzcmvgJ3N bGYnD
QYLUNvbnR bnQ VH wZS1PcHRpb25zG Bub3NuaWZnmDQpDb250ZWs0LVR5cGU61 HRI eHQvaH
Rt bDsgY2hhcnN dD11dGYt QAOKQ@29udGVudC1MZWsndGg61 DEOM YNCkRhdGUBI E1vbi wgM Q
gSnVs| DI wMrcgMDY6M | 6 Mz UgRO1UDQpDb25uZWN0aVWuO Bj b33z ZQOKDQo8I URPQLRZUEUg
aHRt bDAKPGhObWwbGFuZz 0i ZWAi Pgo8aGvhZDAKPGLI dGEgY2hhenNl dDOi dXRLTgi Pgo8d
G 0bGHRXJIyb3I 8L3RpdGxI Pgo8L2hl YWR+Cj xi b2R5Pgo8cHII Pl R5cGvFcnJvcj ogWJIM G
11¢c3QYnlgYSBzdHIpbntsl GevdCBLlbnRl Zm uZWBYnl +I CZuYnNwOy Arbmil zc Dt hdCBuZXc
gTrmvl ZGxI | CgvVXN cnMrbnNoaWbkZS91 eHBsb21 OL3dl Yi 90h2R anM ULNSRi 1BcHAvbnBk
Z\V9t b2R1bGVzL251 ZWRsZS9saW vbnMl ZGxI Lmpz G ELMDox MBk8Ynl +I CZuYnNwOy Anbmizc
Dt hdCBPYnpl Y3QuZXhwb3J0cy4oYWsvbnl t b3VzI GZ1bmNOaWBuKSBb YXMgZ2VOXSAoL1VzZX
JzL25zaG uZGWvZXhwh@pdCI3ZW v Tk ZWHz LVNTUK Yt QXBWL25vZGVF bvWokdWkI cyQuzw/
kbGuwbd i L25I ZWRsZS5qczo3Mz UBMTI pPGIyPi AmbmlzcDsgJdnbi c3A7YXQyL1VzZXJzL25z
ad uZGWvZXhwb @ pdCO3ZW vTnBkZWhz LVNTUK Yt QXBWL3Nzcnivt ZGVt by 1hcHAuanMBMz | 6M
TI 8Ynl +I CZuYnNwOy Anbnmizc Dt hdCBMYXI | ci 50YWbkbGUgW2Fz1 GhhbimRs ZV9y ZXF1ZXNOXS
AoL1VzZXJzL25zaG uZGUWvZXhwb P pdCI3ZW v TmOKkZWHz LVNTUK Yt QXBwL25vZGVf bk dWk
| cy9l eHByZXNzL2xpYi 9yb3VOZXI vbGF5ZXI uanMBOTUBNSK8YnI +1 CZuYnNwOy Ambmil zc Dt h
dCBuzZXh0l CgvVXN cnM/bnNoaWskZS9I eHBsb2l OL3dI Yi 9Cb2Rl anM ULNSRi 1BcHAvbmBkZ
V9t b2R1bGVzL2V4cHIl ¢c3Mb@ i L3JvdXR ci 9yb3V0ZS5qczoxMec6MIVpP&YPi AmbmizcD
sgJnbi c3A7YXQ@QUnB1dGUuZd zcGF0Y2ggKCIVe2Vycy9uc2hpbnRl L2V4cGxvaXQuvd2Vi LO5
vZGVaey1TULIGURwWe COub2R X21vZHVS ZXMr ZXhwenmvzcy9saW venmB1dGvyL3JvdXRI Lipz
G ExM 0zKTxi cj 4gJdnbi c3A71 CZuYnNWCO2FOI ExheWy LmhhbrmRs ZSBb YXMyaGFuZGx| X3J1 ¢
XVI ¢3RdI CgvVXNI cnMrbnNoaWskZS9l eHBsb2l OL3dl Yi 90Ch2Rl anM ULNSRi 1BcHAvbnBkzV
9t b2R1bGVzL2VAcHII c3M/bQ i L3JVAXRI ci 9sYXI | ci 5qczo5NTol1KTxi ¢j 4gJnbi c3A71 CZ
uYnNWCO2FOI COVe2Vycy9uc2hpbnRl L2V4AcGxvaXQud2Vi LO5vZGVgey 1TULIGLUFwWe COub2Rl
X21vZHVsZXMr ZXhwenVzcy9saW venmd1dGvy L2l uZGv4LnpzQ | 4MIoyM xi ¢j 4gJnbi c3A7I
CZuYnNWQO2FOI EZ1bnmiNOaVWbuLnByb2N c¢3Nf cGFy YWLzI Cgv VXN cnMrbnNoaWskZS9l eHBs b2
| OL3dl Yi 9Ch2R anM U1NSRi 1BcHAvbnmBkZVIt b2R1bGVzL2VAcHIl ¢c3MbG i L3JvdXR ci 9
pbnmR eC5qczozM USMTI pPGIyPi AmbmlzcDsgJnbi c3A7YXQbmv4AdCAoL1VzZXJzL25zad u
ZGWvZXhwbhpdCI3ZW v TmOkZWHz LVNTUK Yt QXBWL25vZGVF bv@kdWkI cy9l eHBy ZXNzL2xpY
i 9yb3V0zZXI vaWbkZXguanM6M c1G EwKTw cHIl Pgo8L2JvZHk+C waHRt bD4K] ] >

</ response>

<r esponseRedi r ect ed>t rue</ r esponseRedi r ect ed>

</ request response>
<col | abor at or Event >

<i nteracti onType>HTTP</i nteracti onType>

<originl p>114. 143. 178. 26</ ori gi nl p>

<ti me>2017-Jul -24 06:24:02 UTC</tine>

<l ookupType>A</| ookupType>

<l ookupHost >t yvn07k3j | hkj fj r pnf dl 19t zk5bt 1hs4i s7. bur pcol | aborator.net</l o
okupHost >
<snt p>
<sender >sender </ sender >
<reci pi ent s>
<r eci pi ent >r eci pi ent 1</ r eci pi ent >
<r eci pi ent >r eci pi ent 2</ r eci pi ent >
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</recipients>
<nessage>nessage</ message>
<conver sati on>conver sati on</ conver sati on>
</ snt p>
</ col | abor at or Event >
<col | abor at or Event >
<interactionType>HTTP</interactionType>
<originl p>114. 143. 178. 26</ ori gi nl p>
<ti me>2017- Jul - 24 06: 24: 02 UTC</ti nme>
<r equest r esponse>
<request nethod="GET" base64="true">

<! [ CDATA[ ROVUI C8gSFRUUCBxLj ENCnFj Y2VwdDogKi 8qDQplc2VyLWnZWs00 BOZW/KkbGUv
MB42L) AgKESvVZGUuanMgdj guM 4xOy Bk YXJ3aWlge DYOKQOKaG9zdDogYnmDx NGIwOGAM3 Mz Uy N
3g30WOM3Y5anhi bj J0dGhsNWNz Mhdy Lmd 1cnBj b2xs YW venF0b31 ubmvy0DQpDb25uZzWNoaW
9uQ Bj b&zZQKDQ=] ] >

</ request >

<response base64="true">

<! [ CDATA[ SFRUUC8xLj EgM Awl EQLDQpTZXJ2ZXI 61 EJ1cnAgQR9sbGFi b3Jhd®&yIl Gh0dHBz
O 8vYnVycG\WbGxhYmBy YXRvci 5uZXQvDQuYLUNvbGxhYmBy YXRvci 1WZXJzaVWuQO Az DQpDb
250ZWs0LVR5cGU61 HRI eHQvaHRt bAOKQ29udGVudC1MZWsNnd Gg61 DUSDQONCG xodGLsPj xi b2
R5Pmx1ZG\vcnfFxcnVuczR5bm geWdna2l 6anpna2dqZm nej wYnmbkeT48L2h0bWw] | >
</ response>
<responseRedi r ect ed>f al se</responseRedi rect ed>
</ requestresponse>
</ col | abor at or Event >
<infiltratorEvent>
<par anet er Nane>par anet er Namel</ par anet er Nane>
<pl at f or mepl at f or mL</ pl at f or n»
<si gnat ur e>si gnat ur el</ si gnat ur e>
<st ackTrace>st ackTracel</ st ackTrace>
<par anet er Val ue>par anet er Val uel</ par anet er Val ue>
<col | abor at or Event >
<interactionType>HTTP</interactionType>
<originl p>114. 143. 178. 26</ ori gi nl p>
<ti me>2017-Jul - 24 06: 24: 02 UTC</ti me>
<r equest r esponse>
<request nethod="GET" base64="true">

<! [ CDATA[ ROVUI C8gSFRUUCBxLj ENCnFj Y2\VwdDogKi 8qDQp1c2VyLWFnZW500 BOZW/Kk bGUv
MB42Lj AgKESvZGUuanMydj guM 4xOy Bk YXJ3aWlge DYOKQOKa®9z dDogYnDx NGOwOGBA3 Mz Uy N
3g30WOM3Y5anhi bj J0dGhsNWAz Mhdy LmJ 1cnBj b2xsYWvenF0b31 ubmy0DQpDb25uZzWN0aW
9uQd Bj b&zZQOKDQo=] ] >

</ request >

<response base64="true">

<! [ CDATA] SFRUUCSxXLj EgM AW E9LDQTZXJ2ZXI 61 EJ1cnAgQR9shGFi b3JhdGdy| GhOdHBz
O 8vYnVycG\bGxhYnBy YXRvci 5uZXQuDQpYLUNvbGxhYnBy YXRvci 1WZXJzaWpuOi Az DQpDb
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250ZWs0LVR5cGU61 HRI eHQrvaHRt bAOKQ29udGvudC1MZWeNnd Gg61 DUSDQONC] xodGlsPj xi b2
R5Pnx1ZA\vcnFxcnVuczR5bm geWdna2l 6anpna2dqzm nej wYnBkeT48L2h0bWw+] | >
</ response>

<r esponseRedi r ect ed>f al se</responseRedi r ect ed>
</ requestresponse>
</ col | abor at or Event >
</infiltratorEvent>
<infiltratorEvent>
<par anet er Nane>par anet er Nanme2</ par anet er Nane>
<pl at f or nepl at f or n2</ pl at f or >
<si gnat ur e>si gnat ur e2</ si gnat ur e>
<st ackTrace>st ackTrace2</ st ackTrace>
<par anet er Val ue>par anet er Val ue2</ par anet er Val ue>
<col | abor at or Event >
<interactionType>HTTP</interacti onType>
<originl p>114. 143. 178. 26</ ori gi nl p>
<time>2017-Jul -24 06: 24: 02 UTC</ti me>
<request response>
<request nethod="GET" base64="true">

<! [ CDATA[ ROVUI C8gSFRUUCBxLj ENCnFj Y2VwdDogKi 8qDQplc2VyLWnZW500 BOZW/KbGUv
MB42Lj AgKESvZGUuanMydj guM 4x Oy Bk YXJ3aWlge DYOKQOKaG9z dDog YrmDOx NGOWOGAM3 Mz Uy N
3g30WOM3Y5anhi bj J0dGhsNWNz Mhdy LmJ 1cnBj b2xs YW venF0b31 ubm/0DQoDb25uZWN0aW
9uQ Bj b&®zZQKDQo=] ] >

</ request >

<response base64="true">

<! [ CDATA[ SFRUUC8xL]j EgM AWM E9LDQxTZXJ2ZXl 61 EJ1cnAgQR9sbGFi b3Jhd&y | Gh0dHBz
O 8vYnVWycG\WbGxhYmly YXRvci 5uZXQvDQpYLUNvbGxhYmBy YXRvci 1WZXJzaVWuQ Az DQpDb
250ZWs0LVR5cGU61 HRI eHQrvaHRt bAOKQ29udGVudC1MZWeNnd Gg61 DUSDQONC] xodGLsPj xi b2
R5Pnx1ZA\vcnFxcnVuczR5bm geWdna2l 6anpna2dqzm nej wYnBkeT48L2h0bWw+] | >

</ response>

<r esponseRedi r ect ed>f al se</responseRedi r ect ed>

</ requestresponse>
</ col | abor at or Event >
</infiltratorEvent>
</issue>
</issues>
</ bur pXm >
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ bur p. xsd" >
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<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >

<dat a>
<Bur p>
<i d>17008</i d>
<webApp>
<i d>1052902</i d>
<nanme><! [ CDATA[ Wb application 1517980001004] ] >
</ name>
<url >
<! [ CDATA[ http://testexanpl e. conif cassi unf xss/]]>
<furl>
</ webApp>
<i ssuesCount >1</i ssuesCount >
<i ssues burpVersion="1.7.24" exportTi me="Mn Jul 24 09:55:19
urc 2017">

<i ssue>
<i d>17002</i d>
<seri al Nunber >1246676712248028160</ seri al Nunber >
</issue>
</issues>
<fil eName>t est Bur pReport | nport1</fil eNane>
<error Records>
<count >1</ count >
<list>
<Error Recor d>
<seri al Nunber >1246676712248028160</ seri al Nunber >
<type>16777728</type>
<nane>
Unencrypted communi cati ons
</ nanme>
<error Code>UNKNOWN | SSUE TYPE</ er r or Code>
<error Message>[ Cust oner 182821] [Record
1246676712248028160] BURP Fi ndi ng Type could not be found in
BURP_FI NDI NG_TYPE t abl e: &apos; 16777728&apos;, report:
&apos; t est Bur pReport | nport 1&pos;. Tabl e needs to be updated. Skipping
record. </ error Message>
</ Error Recor d>
</[list>
</ errorRecords>
</ Bur p>
</ dat a>
</ Servi ceResponse>
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<?xm version="1.0" encodi ng="UTF-8"?>

<schema xm ns="http://ww. w3. or g/ 2001/ XM_Schena"
t ar get Nanespace="http://was. oxm api . portal . qual ys. com v3"

<conpl exType name="Bur p">

<sequence>
<el enent
<el enent
<el enent
<el enent
m nCccurs="0" />
<el enent
<el enent
<el enent
<el enment
<el enent
m nCccurs="0" />
</ sequence>
</ conmpl exType>

</ schenma>

name="id" type="long" m nCccurs="0" />
name="webApp" type="QL: WebApp" m nCccurs="0"/>
name="pur geResul ts" type="bool ean" m nCccurs="0"
name="cl oseUnr eport edl ssues" type="bool ean"

/>

name="i ssuesCount" type="Ilong" m nCccurs="0" />
name="i ssues" type="QLl:|ssues" m nCccurs="0" />
name="fil eName" type="string" minCccurs="0" />

nane="fil eData" type="string" mnQccurs="0" />

nanme="error Records" type="qcomron: Qi st"
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WAS - Option Profile APIl: Enhancements to Detections

API affected gps/rest/3.0/create/was/optionprofile
gps/rest/3.0/update/was/optionprofile/<id>

New or Updated APIs Updated

DTD or XSD changes Yes

We have now introduced a new detection categories and enhanced the scope of detection
in Option Profile API.You can now create option profile and associate pre-defined
detection categories with Option Profile.

Element

Description

detectionCategory={Keyword}

We now support the following new detection categories
in your option profile:

---CMS identification (type, version, and plugins)
---Apache vulnerabilities (Struts &amp; other)
--- XSS

---XSS, in request header

---SQL Injection

---SQL Injection, in request header
---Clickjacking

---Authentication &amp; Session Management
---Information Disclosure

---Path-Related vulnerabilities

---Cross-Site Request Forgery

---Open Redirect

---XML External Entity (XXE) vulnerabilities
---Miscellaneous

---Denial of Service

---Flash-Related vulnerabilities

Note: <detectionCategories> is mutually exclusive with
<includedSearchLists> and <excludedSearchLists>.

Qualys WAS API User Guide will be provided at the time of release. This guide has
complete details and samples to help you with using the WAS Option Profile API v2.
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Create Option Profile

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/3.0/create/was/optionprofile/" <
file.xm

Note: “file.xml” contains the request POST data.
Request POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<OptionProfile>
<nanme>sanpl e option profile with detection catagory</nane>
<det ecti on>
<det ecti onCat egori es>
<set >
<Det ect i onCat egor y>
<name>Deni al of Service</nane>
</ Det ect i onCat egor y>
</set>
</ det ecti onCat egori es>
</ det ecti on>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenai nst ance"
xsi : noNanespaceSchenalLocati on="htt p://qual ysapi . qual ys. coni gps/ xsd
/3. 0/ was/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>305785</i d>
<nane>
<! [ CDATA|[ Sanpl e option profile with detection category]]>
</ nanme>
<owner >
<i d>2501086</i d>
<user name>user _j ohn</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Doe] ] ></ | ast Nane>
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</ owner >

<det ecti on>
<det ecti onCat egori es>
<count >1</ count >
<set >
<Det ect i onCat egory>
<i d>154</i d>
<nanme>Deni al of Service</name>
</ Det ect i onCat egor y>
</set>
</ det ecti onCat egori es>
</ det ecti on>
<comment s>
<count >0</ count >
</ conment s>

</ OptionProfile>
</ dat a>
</ Servi ceResponse>

Update Option Profile

API request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ updat e/ was/ opti onprofil e/ 83226
5669" < file.xm

Note: “file.xml” contains the request POST data.

Request POST data (file.xml):
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<OptionProfile>
<det ect i on>
<det ect i onCat egori es>
<renove>
<Det ect i onCat egor y>
<nanme>Deni al of Service</nane>
</ Det ect i onCat egor y>
</ renove>
<add>
<Det ect i onCat egor y>
<name>SQL | nj ecti on</ nanme>
</ Det ecti onCat egory>
</ add>
</ det ecti onCat egori es>
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</ det ecti on>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenai nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni gps/ xsd
/3. 0/ was/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfil e>
<i d>305786</i d>
</ OptionProfil e>
</ dat a>
</ Ser vi ceResponse>

Get details of Option Profile (GET)

API request:
curl -u "USERNAME: PASSWORD
"https://qual ysapi.qualys. conl gps/rest/ 3.0/ get/was/optionprofil e/ 63283"

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfil e>
<i d>63283</i d>
<name><! [ CDATA[ NewCat egor i es] ] ></ name>
<owner >
<i d>337590</i d>
<user nane>user _j ohn</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nanme><! [ CDATA[ Doe] ] ></ | ast Nane>
</ owner >
<i sDef aul t >f al se</i sDef aul t >

<det ecti on>

<det ecti onCat egori es>
<count >7</ count >
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<set >
<Det ect i onCat egor y>
<i d>172</id>
<name>Aut henti cati on &anp; Session
Managenent </ name>
</ Det ect i onCat egor y>
<Det ect i onCat egor y>
<id>167</id>
<name>XSS</ nane>
</ Det ect i onCat egor y>
<Det ect i onCat egor y>
<i d>166</i d>
<name>Apache vul nerabilities (Struts &anp;
ot her) </ name>
</ Det ect i onCat egor y>
<Det ect i onCat egory>
<i d>179</i d>
<nane>Deni al of Service</nane>
</ Det ect i onCat egor y>
<Det ect i onCat egor y>
<i d>178</i d>
<nanme>M scel | aneous</ nanme>
</ Det ect i onCat egor y>
<Det ect i onCat egor y>
<id>173</id>
<name>| nf or mati on Di scl osur e</ nane>
</ Det ect i onCat egor y>
<Det ect i onCat egory>
<i d>168</i d>
<name>XSS, in request header</nane>
</ Det ect i onCat egor y>
</ set>
</ det ecti onCat egori es>
</ detection>
</ updat edBy>
</ OptionProfil e>
</ dat a>
</ Servi ceResponse>
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XSD update (burp.xsd)

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
el ement For nDef aul t =" qual i fi ed">

<Xs:sequence>

<xs: el ement nane="detectionCat egories" type="DetectionCategorylList"
m nCccurs="0"/>

<xs: el ement name="i ncl udedSear chLi sts" type="SearchListlist"

m nQccur s="0"/>

</ xs: el enent >
<xs: el erent nane="renove" m nCccurs="0" >
<xs: conmpl exType>
<Xs:sequence>
<xs: el ement nane="SearchList" type="SearchList"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: conpl exType nane="Det ecti onCat egory" >
<Xs:sequence>
<xs:element name="id" type="xs:long" m nCccurs="0"
maxCccurs="1" />
<xs:el ement name="nane" type="xs:string" maxCccurs="1" />
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="Det ecti onCat egorylList">

<xs:all>
<xs:el ement name="count" type="xs:int" m nCccurs="0"/>
<xs:element name="list" m nCccurs="0" >

<xs: conpl exType>
<Xs:sequence>
<xs: el emrent nane="Det ecti onCat egory"
type="Det ecti onCat egory"” mi nCccurs="0" nmaxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="set" m nCccurs="0" >
<xs: conpl exType>
<XS: sequence>
<xs: el emrent nane="Det ecti onCat egory"
type="Det ecti onCat egory" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
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<xs:el erent name="add" mi nCccurs="0" >
<xs: conmpl exType>
<XS:sequence>
<xs: el ement nane="Det ecti onCat egory"
type="Det ecti onCat egory" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conmpl exType>
</ xs: el enent >
<xs:el erent nanme="renove" m nCccurs="0" >
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="Det ecti onCat egory"
type="Det ecti onCat egory" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conmpl exType>
</ xs: el ement >
</xs:all>
</ xs: conpl exType>
</ xs: schema>
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CA - NOT EQUALS operator disabled during uninstall

APIs affected /qps/rest/2.0/uninstall/am/hostasset

/qps/rest/2.0/uninstall/am/asset

New or Updated APIs Updated

DTD or XSD changes No

Use of NOT EQUALS operator is now disabled during agent uninstall. This is to avoid
unintended consequences of Tags or Assets being deleted or updated. Service response
now displays an error message if you use the NOT EQUALS operator while uninstalling an

agent.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. com gps/rest/ 2.0/ uninstall/anf asset <
file.xm

Note: "file.xml" contains the request POST data.

Request POST data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="tagName" operator="NOT EQUALS"'>Cl oud Agent</Criteria>
<Criteria field="tagld" operator="LESSER'>200000000</Criteria>
</filters>
</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt p://qual ysapi . qual ys. coni gps/ xsd/ 2. 0/ am
[ asset . xsd">
<r esponseCode>l NVALI D_REQUEST</ r esponseCode>
<responseErrorDetail s>
<errorMessage>Criteria: Operator NOT_EQUALS is not allowed on
tagNanme field for UNI NSTALL operation.</errorMssage>
<errorResol uti on>Pl ease use one of the Operators:
CONTAI NS, EQUALS. </ error Resol uti on>
</ responseErrorDetail s>
</ Servi ceResponse>

XSD Update: None
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WAF - New criteria for searching assets

APIs affected /qps/rest/2.0/search/waf/webapp
/qps/rest/2.0/search/waf/webserver
/qps/rest/2.0/search/waf/healthcheck
/qps/rest/2.0/search/waf/certificate
/qps/rest/2.0/search/waf/custompage
/qps/rest/2.0/search/waf/securitypolicy
/qps/rest/2.0/search/waf/httpprofile
/qps/rest/2.0/search/waf/customrule
/qps/rest/2.0/search/waf/cluster

New or Updated APIs Updated
DTD or XSD changes Yes

You can now search WAF assets using the following criteria:.

Element Description

createdBy.id (Long) The user ID who created the web app asset.

createdBy.username (Text) The user name who created the web app asset.

createdByfirstname (Text) The first name of the user who created the web app
asset.

createdBylastname (Text) The last name of the user who created the web app
asset.

updatedBy.id (Long) The user ID who last updated the web app asset.

updatedBy.username (Text) The user name who last updated the web app asset.

updatedBy firstname (Text) The first name of the user who updated the web app
asset.

updatedBylastname (Text) The last name of the user who updated the web app
asset.

webApps.webApp.id (Long) The ID of the Web Application this web app asset is

associated with.

webApps.webApp.uuid (UUID) The UUID of the Web Application this web app asset
is associated with.

webApps.webApp.name (Text) The name of the Web Application this web app asset
is associated with.
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Among the new search criteria listed above the following are not available for Web
Applications API and Custom Rules API:

- webApps.webApp.id
- webApps.webApp.uuid
- webApps.webApp.name

None of the new search criteria are applicable for the Appliance APL

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. conf qps/rest/ 2.0/ search/waf/ httpprofile <
file.xm

Note: "file.xml" contains the request POST data.

Reguest POST data:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceRequest >
<filters>
<Criteria field="webApps.webApp. name" oper at or =" EQUALS" >Wb
Application 1</Criteria>
</[filters>
</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on=""http://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ w
af /httpprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<HTTPProfil e>
<i d>1001</i d>
<uui d>e8c9677b- 224a- 4d71- a9a0- 5d3b727f 4b0b</ uui d>
<name><! [ CDATA[ St andard Pr ot ocol ] ] ></ name>
<owner >
<i d>3988442</i d>
<user nanme>#SYSTEM USER#@ual ys_240865</ user nane>
<firstnane>SYSTEM</ fi r st nane>
<| ast name>USER</ | ast nane>
</ owner >
<creat ed>2017-09- 13T17: 16: 32Z</ cr eat ed>
<cr eat edBy>
<i d>3988442</i d>
<user nanme>#SYSTEM USER#@ual ys_240865</ user nane>
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<firstname>SYSTEM/ fir st nane>
<l ast name>USER</ | ast nane>
</ cr eat edBy>
<updat ed>2017-09- 13T17: 16: 32Z</ updat ed>
<syst enpt rue</ syst enp
<request Met hod>
<al | owAl | >
<det ect | nval i d>f al se</ det ect | nval i d>
<det ect TraceTr ack>f al se</ det ect Tr aceTr ack>
</al |l owAl | >
</ request Met hod>
<r equest Header >
<det ect | nval i d>f al se</ detectl|nval i d>
<det ect Repeat ed>f al se</ det ect Repeat ed>
<det ect Chunked>f al se</ det ect Chunked>
</ request Header >
<r equest Cont ent Type>
<al | owAl | >
<det ect Fi | eUpl oads>f al se</ det ect Fi | eUpl oads>
</all owAl | >
</ request Cont ent Type>
<det ect Pr ot ocol Anoral i es>f al se</ det ect Pr ot ocol Anoral i es>
<server d oaki ng>
<enabl ed>f al se</ enabl ed>
</ server C oaki ng>
<suppr essSensi tiveHeader s>f al se</ suppressSensi tiveHeader s>
<onErr or Messages>LOG</ onEr r or Messages>
<onSensi ti veFil eTypes>L0OG</ onSensi ti veFil eTypes>
<onSensi ti veFi | eExt ensi ons>LOG</ onSensi ti veFi | eExt ensi ons>
<cooki eProt ecti on>
<t ype>NONE</t ype>
</ cooki eProt ecti on>

<di scour ageCont ent TypeSni f fi ng>f al se</ di scour ageCont ent TypeSni ffi ng>
<f or ceDef aul t Cont ent Type>
<enabl ed>f al se</ enabl ed>
</ f or ceDef aul t Cont ent Type>
<f or ceDef aul t Char act er Encodi ng>
<t ype>NONE</t ype>
</ f or ceDef aul t Char act er Encodi ng>
<content SecurityPol i cyHeader >
<enabl ed>f al se</ enabl ed>
</ content Securi tyPol i cyHeader >
<di scour aged i ckj acki ng>NONE</ di scour ageCl i ckj acki ng>
<br owser XSSPr ot ect i on>DlI SABLE</ br owser XSSPr ot ecti on>
<webApps>
<WebApp>
<i d>63116473</i d>
<uui d>17340f dO- 8f 44- 4f 96- b975- d52521f f 094d</ uui d>

44



Qualys Cloud Platform v2.x
WAF - New criteria for searching assets

<nane><! [ CDATA[ Wb Application 1]]></nanme>

</ WebApp>
</ webApps>
</ HTTPProfil e>

</ dat a>

</ Servi ceResponse>

XSD update

The following XSDs are updated:

Name

URL

Web Servers XSD

/qps/xsd/2.0/waf/webserver.xsd

Healthchecks XSD

/qps/xsd/2.0/waf/healthcheck.xsd

SSL Certificates XSD

/qps/xsd/2.0/waf/certificate.xsd

Custom Response Pages
XSD

/qps/xsd/2.0/waf/custompage.xsd

Security Policies XSD

/qps/xsd/2.0/waf/securitypolicy.xsd

HTTP Profiles XSD

/qps/xsd/2.0/waf/httpprofile.xsd

WAT Clusters XSD

/qps/xsd/2.0/waf/cluster.xsd

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
el ement For nDef aul t =" qual i fi ed" >
<!-- REQUEST -->
<xs: conpl exType name="Certificate">
<Xs:sequence>

<xs: el enent
<xs: el enent
<xs: el enent
<xs: el ement

nane="i d" type="xs:long" m nCccurs="0"/>
nane="nanme" type="Cdata" mi nCccurs="0" />
nane="t oken" type="Cdata" m nCccurs="0" />
nanme="certificateMetadata" type="Cdata"

m nCccurs="0" />

<xs: el enent

<xs: el ement

nane="chai nMet adat a" type="Cdata" m nCccurs="0" />

nanme="webApps" m nCccurs="0">

<xs: conpl exType>
<Xs:sequence>

<xs: el ement nane="WebApp" maxCccur s="unbounded" >
<xs:conpl exType>
<XS: sequence>
<xs: el ement name="id" type="xs:l|ong" />
<xs: el erent nanme="uuid" type="Uuid" />
<xs:el erent nanme="nanme" type="Cdata" />
</ xs: sequence>
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</ xs: conmpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

</ xs: sequence>

</ xs: conpl exType>
</xs:schema>

46

Qualys Cloud Platform v2.x
WAF - New criteria for searching assets



Qualys Cloud Platform v2.x
WAF - Add timeout for a Web Server

WAF - Add timeout for a Web Server

APIs affected /qps/rest/2.0/get/waf/webapp/<id>
/qps/rest/2.0/search/waf/webapp
/qps/rest/2.0/create/waf/webapp
/qps/rest/2.0/update/waf/webapp/

New or Updated APIs Updated
DTD or XSD changes Yes

A new parameter is introduced to specify the server timeout in the Web App APIs
mentioned above.

Element Description

webServerTimeout (Long) Server Timeout is the maximum time to wait for an
HTTP connection attempt to a server to succeed. If the
HTTP request does not respond before the duration set, it
will timeout and return an HTTP 503 error code.
Specify a timeout period between 1 second to 3600 seconds.
Default value is 60 seconds.

Sample API call for creating a Web application

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.coni gps/rest/ 2.0/ create/ waf/ webapp" < file.xnl

Note: "file.xml" contains the request POST data.
Request POST data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >

<dat a>
<WebApp>
<name>Site created by API </ nane>
<url >http://site0l. xfuent es-docker</url >
<webSer ver ><i d>1001</i d></ webSer ver >
<webSer ver Ti neout >90</ webSer ver Ti neout >
<securityPol i cy><i d>30682</i d></securityPolicy>
<htt pProfil e><i d>1001</i d></httpProfil e>
</ WebApp>
</ dat a>

</ Servi ceRequest >
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XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt p://qual ysapi . qual ys. coni qps/ xsd/ 2. 0/ wa
f/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>63098473</i d>
<uui d>6ecd55d8-5431- 4114- ball- 90b020576f 37</ uui d>
<nane>
<I[CDATA[ Site created by API]]>
</ nane>
<owner >
<i d>3988443</i d>
<user nanme>j ohn_doe</ user name>
<firstname>John</firstnane>
<l ast nane>Doe</ | ast nane>
</ owner >
<creat ed>2017- 06- 01T09: 22: 47Z</ cr eat ed>
<cr eat edBy>
<i d>3988443</i d>
<user nanme>j ohn_doe</ user name>
<firstname>John</firstname>
<l ast nane>Doe</ | ast nane>
</ cr eat edBy>
<updat ed>2017- 06- 01T09: 22: 47Z</ updat ed>
<updat edBy>
<i d>3988443</i d>
<user nane>j ohn_doe</ user nanme>
<firstname>John</firstname>
<l ast nane>Doe</ | ast nane>
</ updat edBy>
<url >http://site0l. xfuent es-docker</url >
<urls/>
<webServer >
<i d>1001</i d>
<uui d>315cc797-3c73-4721- bad2- 263e7e7b6chbb</ uui d>
<nane>
<I [ CDATA Fi rst Pool]]>
</ name>
</ webSer ver >
<webSer ver Ti neout >90</ webSer ver Ti meout >
<per si st encyEnabl ed>f al se</ per si st encyEnabl ed>
<bl ocki ngMode>f al se</ bl ocki nghbde>
<securityPolicy>
<i d>30682</i d>
<uui d>6¢c56416a- 66f f - 4016- b16f - da2cec2e97f 3</ uui d>
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<nanme>
<! [ CDATA[ St andard Policy]]>
</ name>
</ securityPolicy>
<httpProfil e>
<i d>1001</i d>
<uui d>341bcf 25- c9f a- 45f f - ac63- 728e38056443</ uui d>
<nane>
<! [ CDATA[ St andard Protocol]]>
</ nane>
</httpProfile>
<scanTr ust Enabl ed>f al se</ scanTr ust Enabl ed>
<st at us>DONN</ st at us>
<ssl Enabl ed>f al se</ ssl Enabl ed>
<depl oynent St at us>PENDI NG_DEPLOY</ depl oynent St at us>
<depl oyed>2017- 06- 01T09: 22: 47Z</ depl oyed>
</ WebApp>
</ dat a>
</ Ser vi ceResponse>

XSD Update:

The Web Applications XSD is updated to include the new element for server timeout
(/qps/xsd/2.0/waf/webapp.xsd).

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema xnm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"
el ement For nDef aul t =" qual i fi ed">

<l-- REQUEST -->

<xs:el ement name="Servi ceRequest" >

<xs: conpl exType nanme="WebApp" >
<XS:sequence>
<xs:el ement nane="id" type="xs:l|ong" m nCccurs="0" />
<xs:el ement nane="nane" type="Cdata" mi nCccurs="0" />

<xs: el erent nanme="webServerTi meout"” type="xs:|ong"
m nCccur s="0"/>
<xs: el ement nane="persi st encyEnabl ed" type="xs: bool ean"
defaul t="fal se" mi nCccurs="0" />
<xs: el ement nane="persistencyToken" type="Cdata" m nCccurs="0"/>
<xs: el ement name="heal t hcheck"” m nCccurs="0">

</ xs: sequence>

</ xs: conpl exType>
</ xs: schema>
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WAF - Deployment status and date in cluster API

APIs affected /qps/rest/2.0/get/waf/cluster/<id>
/qps/rest/2.0/search/waf/cluster

New or Updated APIs Updated
DTD or XSD changes Yes

You can now search WAF assets using the following criteria:.

Element Description

deploymentStatus (Text) Deployment Status information:
SUCCESS (Configuration deployment was successful on all
appliances in a cluster)
PENDING_DEPLOY (Configuration deployment has been
requested but not yet started)
FAILURE (Configuration deployment has failed on all
appliances in a cluster)
PARTIAL (Configuration deployment was successful on
some appliances but failed on other appliances in a cluster)
IN_PROGRESS (Configuration deployment is in progress on
all appliances in a cluster)
UNUSED (Web application is not deployed on any WAF
cluster, or the Web application is deployed on a cluster
having no appliances registered to it)

deployed (Date) The last deployment date of the cluster.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. com gps/rest/ 2.0/ search/waf/cluster <
file.xm

Note: "file.xml" contains the request POST data.
Request POST data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="deploymentStatus" operator="EQUALS">SUCCESS</ Criteria>
</filters>
</ Servi ceRequest >
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XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 2. 0/ wa
f/cluster.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Cl uster >
<i d>25401</i d>
<uui d>7de38215- a9e3- 4855- 8566- d9b369a92756</ uui d>
<name><! [ CDATA[ Si t el] ] ></ nane>
<descri pti on><! [ CDATA[ Manage al | Appliances from
Sitel]]></description>
<error Response>
<redirect>
<url >https://ww. domai n. com resturl.htm </url >
<st at us>302</ st at us>
</redirect>
</ error Response>
<owner >
<i d>3989443</i d>
<user name>j ohn_doe</ user name>
<firstname>John</firstname>
<l ast name>Doe</ | ast nane>
</ owner >
<creat ed>2017-07- 25T09: 35: 01Z</ cr eat ed>
<cr eat edBy>
<i d>3989443</i d>
<user name>j ohn_doe</ user nanme>
<firstname>John</firstname>
<l ast name>Doe</ | ast nane>
</ cr eat edBy>
<updat ed>2017-07- 25T10: 11: 13Z</ updat ed>
<updat edBy>
<i d>3989442</i d>
<user name>j ohn_doe</ user name>
<firstname>John</firstname>
<l ast name>Doe</ | ast nanme>
</ updat edBy>
<t oken><! [ CDATA[ C190F3A8- 08FA- 46DD- BB16- EB14ECCA7606] ] ></ t oken>
<syncDat €>2017-07- 25T10: 52: 30Z</ syncDat e>
<st at us>DEGRADED</ st at us>
<depl oynment St at us>SUCCESS</ depl oynent St at us>
<depl oyed>2017- 10- 23T09: 22: 34Z</ depl oyed>
<appl i ances>
<Appl i ance>
<i d>15802</i d>
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<uui d>580c5d0f - b80b- 452d- a345- 0ee1526f e88f </ uui d>

<name><! [ CDATA[ 580C5D0F- B8OB- 452D A345- OEE1526FE88F] ] ></ nane>
</ Appl i ance>
<Appl i ance>

<i d>15803</i d>

<uui d>6c5844e9- 86f 5- 418e- 90d5- b0201123bf 13</ uui d>

<nane><! [ CDATA[ 6C5844E9- 86F5- 418E- 90D5- B0201123BF13] ] ></ nane>

</ Appl i ance>
</ appl i ances>
<t ags>

<Tag>

<i d>10256057</i d>
<nane><! [ CDATA[ KI DS] ] ></ name>
</ Tag>
</tags>
</C uster>
</ dat a>
</ Servi ceResponse>
<t ags>
<Tag>
<i d>7530430</i d>
<nane><! [ CDATA[ O oud Agent]] ></name>
</ Tag>
</tags>
<descri pti on><![ CDATA[ Cl ust er description added]] ></description>
<redirectUr | >http://nydomai n. conx/redirect Ul >
<ht t pErr or Code>302</ ht t pEr r or Code>
</C uster>
</ dat a>
</ Servi ceResponse>

XSD Update:

The WAF Clusters XSD is updated to include the new elements for deploymentStatus and
deployed (/qps/xsd/2.0/waf/cluster.xsd).

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed">
<!-- REQUEST -->
<xs: el ement name="Servi ceRequest" >
<xs: conpl exType>
<xs:all>
<xs:el ement nane="filters" type="ServiceRequestFilters"
m nCccur s="0" />
<xs: el ement nane="preferences"
type="Servi ceRequest Pr ef erences" m nCccurs="0" />
<xs:el ement nane="data" type="Servi ceRequest Data"
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m nCQccur s="0" />
</xs:all>
</ xs: conpl exType>
</ xs: el ement >

<l-- DATA -->
<xs: si npl eType nane="Uui d">
<xs:restriction base="xs:string">
<xs:pattern value="[0-9a-fA-F] {8}-[0-9a-fA-F] {4}-[0-9a-f A
F1{4}-[0-9a-fA-F] {4}-[0-9a-fA-F] {12}" />
</xs:restriction>
</ xs: si npl eType>

<xs: si nmpl eType name="Depl oynent St at us" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="SUCCESS" />
<xs:enuneration val ue="PENDI NG _DEPLOY" />
<xs:enuneration val ue="FAl LURE" />
<xs:enumreration val ue="PARTI AL" />
<xs:enumneration val ue="I N PROGRESS" />
<xs:enumreration val ue="UNUSED" />
</xs:restriction>
</ xs: si npl eType>

<xs:conpl exType name="Cl uster">
<xs: sequence>

<xs: el ement name="updat edBy" type="User" m nCccurs="0" />
<xs: el ement name="t oken" type="Cdata" m nCccurs="0" />
<xs: el ement name="syncDat e" type="xs:dateTi ne" m nCccurs="0" />
<xs:el ement name="status" type="d usterStatus" m nCccurs="0" />
<xs: el emrent nanme="depl oynent St at us" type="Depl oynent St at us"

m nCccurs="0" />
<xs: el ement nane="depl oyed" type="xs:dateTi ne" m nCccurs="0" />

</ xs: sequence>

</ xs: conpl exType>
</ xs: schema>
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WAF - Display custom page for custom rule

APIs affected /qps/rest/2.0/create/waf/customrule
/qps/rest/2.0/update/waf/customrule

New or Updated APIs Updated
DTD or XSD changes Yes

You can now display a custom page if events match a specific condition in a rule. Add the
custom page inside the action element of the service request. You can provide the ID,
UUID, or the name of the custom page to be associated.

Ensure that you create the custom page before you can provide it in the custom rule APIL.

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

htt ps://qual ysapi . qual ys. conf gps/rest/ 2.0/ create/waf/custonrule <
file.xm

Note: "file.xml" contains the request POST data.

Request POST data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Cust onRul e>
<nanme>Cust om Rul e 1</ nane>
<description>rul e descripti on</description>
<condi tions>
<Rul eCondi ti on>
<subj ect >r equest . body. par anet er </ subj ect >
<key>bl ague</ key>
<oper at or >EQUAL</ oper at or >
<val ue>t ot o</ val ue>
</ Rul eCondi ti on>
</ condi tions>
<action>
<l og>t rue</| og>
<cust onPage>
<name>first custom page</nane>
</ cust onPage>
</ action>
</ Cust onRul e>
</ dat a>
</ Servi ceRequest >
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XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 2. 0/ wa
f/custonrul e. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Cust onRul e>
<i d>7002</i d>
<uui d>d04bd280- e84b- 43a4- 96a0- 05538c593f 8f </ uui d>
<nane>
<! [ CDATA[ Custom Rul e 1]]>
</ nane>
<descri ption>
<! [ CDATA[ rul e description]]>
</ descri ption>
<owner >
<i d>3988443</i d>
<user name>j ohn_doe</ user nane>
<firstnanme>John</firstnanme>
<l ast name>Doe</ | ast nane>
</ owner >
<creat ed>2018- 01- 25T10: 56: 57Z</ cr eat ed>
<cr eat edBy>
<i d>3988443</i d>
<user nanme>j ohn_doe</ user nane>
<firstname>John</firstname>
<l ast name>Doe</ | ast nane>
</ cr eat edBy>
<updat ed>2018- 01- 25T10: 56: 57Z</ updat ed>
<updat edBy>
<i d>3988443</i d>
<user name>j ohn_doe</ user nanme>
<firstnanme>John</firstname>
<l| ast nanme>Doe</ | ast nane>
</ updat edBy>
<condi tions>
<Rul eCondi ti on>
<subj ect >
<! [ CDATA[ r equest . body. paraneter]] >
</ subj ect >
<key>
<! [ CDATA[ bl ague] ] >
</ key>
<oper at or >EQUAL</ oper at or >
<val ue>
<I [ CDATA[toto0]] >
</ val ue>

55



Qualys Cloud Platform v2.x
WAF - Display custom page for custom rule

</ Rul eCondi ti on>
</ condi ti ons>
<action>
<l og>true</| og>
<cust onPage>
<i d>1401</i d>
<uui d>245b51e6- 1f df - 41al1- b350-
3b7f 9c7e76ac</ uui d>
<nane>
<I [ CDATA[ first custom page]]>
</ nane>
</ cust onPage>
</ action>
</ Cust onRul e>
</ dat a>
</ Servi ceResponse>

XSD Update:

The WAF Custom Rules XSD is updated to include the new elements for custom pages
(/qps/xsd/2.0/waf/customrule.xsd).

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed" >

<I-- DATA -->

<xs:conpl exType nane="Cust onRul e" >
<Xs:sequence>
<xs:el ement name="id" type="xs:long" m nCccurs="0" />
<xs: el ement name="uui d" type="Uuid" m nCccurs="0" />
<xs: el enment nanme="action" nmi nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="1og" type="xs: bool ean”
m nCccurs="0" />
<xs: choi ce>
<Xs:sequence>
<xs: el ement name="al | ow' m nCccurs="1"
type="Enmpty" />
</ xs: sequence>
<Xs:sequence>
<xs: el ement name="bl ock" m nCccurs="1"
type="Enpty" />
</ xs: sequence>
<Xs:sequence>
<xs:el ement name="redirect" m nCccurs="1"
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type="Enpty" />
<xs: el ement name="code" m nCccurs="1">
<xs: si npl eType>
<xs:restriction base="xs:int">
<xs:enuneration val ue="301" />
<xs:enuneration val ue="302" />
</xs:restriction>
</ xs: si nmpl eType>
</ xs: el enent >
<xs: el ement name="url" type="HttpUrl"
m nCccurs="1" />
</ xs: sequence>
<Xs:sequence>
<xs: el erent nane="cust onPage" >
<xs: compl exType>
<Xs:sequence>
<xs: el emrent nanme="id"
type="xs:long" m nQccurs="0" />
<xs: el emrent nanme="uui d"
type="Uui d" m nQccurs="0" />
<xs: el emrent nane="nane"
type="Cdata" m nCccurs="0" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >

</ xs: sequence>

</ xs: conmpl exType>
</ xs: schema>
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WAF - Add trusted proxies for a Cluster

APIs affected /qps/rest/2.0/get/waf/cluster/<id>
/qps/rest/2.0/search/waf/cluster
/qps/rest/2.0/create/waf/cluster
/qps/rest/2.0/update/waf/cluster/

New or Updated APIs Updated
DTD or XSD changes Yes

A new parameter is introduced to specify IP addresses of trusted proxies or load balancers
in the Cluster APIs mentioned above.

Element Description

trustedIPs.string (Text) Provide the IP address/range/network of trusted
proxies or load balancers configured in full-proxy mode. If
the request is not from a trusted source the X-Forwarded-
For header values are automatically discarded. Enter an IP
address between 1.0.0.0 - 223.255.255.254 excluding
127 x.x.x. Optionally, you can provide a range for the IP
address between 1 - 32.
For example, 1. 2. 3. 6/ 23

Sample API call for creating a Cluster

APl request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys.conigps/rest/2.0/create/waf/cluster" <
file.xm

Note: "file.xml" contains the request POST data.
Request POST data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Cl uster >
<name>New cl ust er </ name>
<descri pti on>Manage all Appliances from new cl uster</description>
<error Response>
<redirect>
<url >https://ww. dormai n. com resturl.htm </url >
<st at us>302</ st at us>
</redirect>
</ error Response>
<t rust edl Ps>
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<string>1.2.3.5</string>
<string>1.2.3.6/23</string>
</trustedl Ps>
</ uster>
</ dat a>
</ Servi ceRequest >

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 2. 0/ wa
f/cluster.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Cl uster >
<i d>25401</i d>
<uui d>7de38215- a9e3- 4855- 8566- d9b369a92756</ uui d>
<name><! [ CDATA[ New cl ust er]] ></ nane>
<descri pti on><! [ CDATA[ Manage al | Appliances from new
cluster]]></description>
<error Response>
<redirect>
<url >https://ww. domai n. com resturl.htm </url >
<st at us>302</ st at us>
</redirect>
</ error Response>
<trustedl Ps>
<string>1.2.3.5</string>
<string>1.2.3.6/23</string>
</trustedl Ps>
<owner >
<i d>3989443</i d>
<user name>j ohn_doe</ user nanme>
<firstname>John</firstnane>
<l ast name>Doe</ | ast nanme>
</ owner >
<creat ed>2017-07- 25T09: 35: 01Z</ cr eat ed>
<cr eat edBy>
<i d>3989443</i d>
<user name>j ohn_doe</ user name>
<firstname>John</firstnane>
<l ast name>Doe</ | ast nane>
</ cr eat edBy>
<updat ed>2017-07- 25T09: 35: 01Z</ updat ed>
<updat edBy>
<i d>3989443</i d>
<user name>j ohn_doe</ user name>
<firstname>John</firstname>
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<l ast name>Doe</ | ast nanme>
</ updat edBy>
<t oken><! [ CDATA[ C190F3A8- 08FA- 46DD- BB16- EB14ECCA7606] ] ></ t oken>
<st at us>NO_SENSORS</ st at us>
<depl oynent St at us>FAI LURE</ depl oynent St at us>
<depl oyed>2017- 05- 31T12: 15: 14Z</ depl oyed>
</ uster>
</ dat a>
</ Servi ceResponse>

XSD Update:

The Clusters XSD is updated to include the new element for trusted IPs
(/qps/xsd/2.0/waf/cluster.xsd).

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed" >
<!-- REQUEST -->
<xs: el ement name="Servi ceRequest" >
<xs:conpl exType>
<xs:all>
<xs:el ement nanme="filters" type="ServiceRequestFilters"
m nCccurs="0" />
<xs: el ement nanme="preferences"”
t ype="Servi ceRequest Pr ef erences" m nCccurs="0" />
<xs:el ement nane="data" type="Servi ceRequest Data"
m nQccur s="0" />
</xs:all>
</ xs: conpl exType>
</ xs: el emrent >

<I-- DATA -->

<xs:sinmpl eType name="Trust edl P">
<xs:restriction base="xs:string">
<xs:pattern val ue="((1?[0-9]?[0-9]|2[0-4][0-9]| 25[O-
5]).){3}(1?[0-9]?[0-9]|2[0-4][0-9]|25[0-5])(/([1-9]]1[0-9]|2[0-9]|3[0-
2]))?" 1>
</xs:restriction>
</ xs: si npl eType>

<xs: el enent name="trustedl Ps" m nCccurs="0">
<xs: conpl exType>
<XS:sequence>
<xs: el ement nane="string" type="Trustedl P"
m nCccur s="0" maxOccur s="unbounded"/ >
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</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

</ xs: sequence>

</ xs: conpl exType>
</ xs: schema>
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AWS Asset Data Connector API - Support for EU (Paris) Region

API affected /qps/rest/2.0/create/awsassetdataconnector
/gqps/rest/2.0/update/awsassetdataconnector

New or Updated API Updated
DTD or XSD changes No

Now you can easily scan EC2 instances included in the AWS EU (Paris) region for
vulnerabilities and policy compliance using the Qualys Cloud Platform using the AWS
region code “eu-west-3". You can create/update EC2 connectors to pull instance info from
the China region, activate discovered instances for the VM, PC or SCA module, and scan
them using our EC2 scan workflow.

Example

APl request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conlgps/rest/2.0/creat e/ ansasset dat aconn
ector" < file.xm

Note: “file.xml” contains the request POST data
Request POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<AwsAsset Dat aConnect or >
<name>cn- nort h-1- connl</ nane>
<aut hRecor d>
<i d>132601</i d>
</ aut hRecor d>
<endpoi nt s>
<add>
<AwsEndpoi nt Si npl e>
<r egi onCode>eu- west - 3</ r egi onCode>
</ AwsEndpoi nt Si npl e>
</ add>
</ endpoi nt s>
<i sChi naConf i gur ed>f al se</i sChi naConfi gur ed>
<di sabl ed>f al se</ di sabl ed>
</ AwsAsset Dat aConnect or >
</ dat a>

</ Servi ceRequest >

62



Qualys Cloud Platform v2.x
AWS Asset Data Connector API - Support for EU (Paris) Region

XML output:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conl qps/ xsd/ 2. 0/ a
nm aws_asset dat a_connector. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<AwsAsset Dat aConnect or >
<i d>136605</i d>
<name>eu- west - 3- connl</ nane>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AWE</t ype>
<def aul t Tags>
<list/>
</ def aul t Tags>
<activation>
<list/>
</ activation>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConf i gur ed>f al se</i sGovC oudConf i gur ed>
<i sChi naConf i gur ed>f al se</i sChi naConf i gur ed>
<aut hRecor d>
<i d>132601</i d>
<name>pari s- aut h</ nane>
</ aut hRecor d>
<endpoi nt s>
<list>
<AwsEndpoi nt Si mpl e>
<r egi onCode>eu- west - 3</ r egi onCode>
</ AwsEndpoi nt Si npl e>
</list>
</ endpoi nt s>
<al | Regi ons>f al se</ al | Regi ons>
</ AwsAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>

XSD update: None
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