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Qualys Cloud Suite API Release Notes

Version 2.30

Qualys Cloud Suite API gives you many ways to integrate your programs and API calls with
Qualys capabilities. You'll find all the details in our user guides, available at the time of release.
Just log in to your Qualys account and go to Help > Resources.

What's New

Host Asset Management APl - new Amazon EC2 instance metadata
Tag Management API - dynamic tag support for Amazon EC2 metadata
New WAF API v2

New Admin - User API

WAS API - removed support for NOT EQUALS in delete request

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should use for
API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https:/ /qualysapi.qualys.com

Qualys US Platform 2 https:/ /qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https:/ /qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https:/ /qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https:/ /qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with the
appropriate server URL for your account.
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Host Asset Management API - new Amazon EC2 instance metadata

Host Asset Management API - new Amazon EC2
instance metadata

The Host Asset Management API now adds additional metadata of Amazon EC2 hosts
when inventoried using the Qualys EC2 Connector. The API output schema is changed to
add new tags for EC2 metadata, populated with respective values for EC2 assets and
empty for non EC2 assets.

API Request:

curl -n -u "USERNAVE: PASSWORD'
"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ get/anm host asset/709838"

XML Output:

New tags for EC2 assets appear in the <Ec2Asset Sour ceSi npl e> element, shown in bold
below.

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nl host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Host Asset >
<i d>709838</i d>
<nanme>ny- ec2-t ar get </ nane>
<creat ed>2017-07-27T18: 14: 28Z</ cr eat ed>
<nodi fi ed>2017-07-27T18: 21: 31Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list/>
</tags>
<sour cel nf o>
<list>
<Ec2Asset Sour ceSi npl e>
<firstD scovered>2017-07-
27T18: 14: 28Z</first D scovered>
<l ast Updat ed>2017-07-27T19: 51: 03Z</ | ast Updat ed>
<asset | d>709838</ asset | d>
<ec?2l nst anceTags>
<t ags>
<list>
<EC2Tags>
<key>Depart nent </ key>
<val ue>Security</val ue>
</ EC2Tags>
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<EC2Tags>
<key>Omner </ key>
<val ue>Jason Ki nx/val ue>
</ EC2Tags>
<EC2Tags>
<key>Emai | </ key>
<val ue>j ki m@cne. conx/ val ue>
</ EC2Tags>
<EC2Tags>
<key>Jl RA</ key>
<val ue>POR- 6719</ val ue>
</ EC2Tags>
<EC2Tags>
<key>Nane</ key>
<val ue>ny-ec2-target </ val ue>
</ EC2Tags>
<EC2Tags>
<key>Li f ecycl e</ key>
<val ue>20171231</ val ue>
</ EC2Tags>
</list>
</tags>
</ ec2l nst anceTags>
<avail abi | i tyZone>us- east - 1e</ avail abi | i t yZone>
<i nst ancel d>i - 023b166432blc7af c</i nst ancel d>
<i nst anceType>t 2. medi unx/ i nst anceType>
<creat edDat e>2017-07- 27T19: 58: 34Z</ cr eat edDat e>
<i nst anceSt at e>STOPPED</ i nst anceSt at e>
<groupl d>sg- 6b619117</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
<spot | nst ance>t r ue</ spot | nst ance>
<account | d>205767712438</ account | d>
<subnet | d>subnet - 7bbbcd56</ subnet | d>
<vpcl d>vpc-2da7154b</ vpcl d>
<r egi on>us- east - 1</ r egi on>
<zone>VPC</ zone>
<i magel d>ani - 22ce4934</ i magel d>
<publ i cl pAddress>127. 0. 0. 1</ publ i cl pAddr ess>
<pri vat el pAddr ess>10. 97. 15. 117</ pri vat el pAddr ess>
<noni t ori ngEnabl ed>f al se</ noni t ori ngEnabl ed>
</ Ec2Asset Sour ceSi npl e>
</list>
</ sour cel nf 0>
<gwebHost | d>12864</ qwebHost | d>
<os>Li nux</ os>
<addr ess>10. 97. 15. 117</ addr ess>
<t racki ngMet hod>I NSTANCE_| D</ t r acki ngMet hod>
<openPort >
<list/>
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</ openPort >
<sof t war e>
<list/>
</ sof t war e>
<vul n>
<list/>
</ vul n>
<pr ocessor >
<list/>
</ processor >
<vol ume>
<list/>
</ vol une>
<account >
<list/>
</ account >
<net wor kIl nt er f ace>
<list>
<Host Asset | nt er f ace>
<interfacel d>eni - 09f 901f e</i nterfacel d>
<i nterfaceName>Pri mary network
i nterface</interfaceNane>
<t ype>PRI VATE</t ype>
<addr ess>10. 97. 15. 117</ addr ess>
</ Host Asset I nterface>
</list>
</ net wor kl nt er f ace>
</ Host Asset >
</ dat a>
</ Servi ceResponse>
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Tag Management API - dynamic tag support for Amazon EC2 metadata

Tag Management API - dynamic tag support for
Amazon EC2 metadata

We've introduced a new dynamic tag rule type that allows you to tag your EC2 instances
based on EC2 metadata attributes as collected by the EC2 Connector. For each tag rule
you’ll provide a search query with EC2 instance information like the public and private
DNS name, image ID, VPC ID, instance state, instance type and more. You can also create
tags in Qualys that are based on tags defined for your EC2 instances in AWS.

Tag Creation in the Ul

In AssetView, go to Assets > Tags > New Tag. Under Tag Rule, choose “Cloud Asset
Search (AWS EC2 Instances)” and enter your query. It’s easy - start typing in the Query
field and we’ll show you the EC2 attributes you can search.

Step2of 3 Set the tag type and rules
1 Tag details « [ Rule Engine B RIORE]
Cloud Asset Search (AWS EC2 Instances) ¥ [[]Re-evaluate rule on save
e Tag Rule &
Query™
3  Review And Confirm aws.ec2.instanceState: "running”
Test Rule Applicability on Selected Assets
Add Asset: | Select an asset i 03 Test Appiicabilty
Cancal re—)

Check out these sample queries:

Find running EC2 instances:
aws. ec2. i nstanceState: "runni ng"

Find EC2 instances with type “t2.medium” in the region “US West (N. California)”:
aws. ec2. i nstanceType: "t 2. medi unt' and aws. ec2.regi on:"US West (N
Cal i fornia"

Find EC2 instances with AWS tag key “department” and value “stage”:
aws. t ags. key: depart ment and aws.tags. val ue: st age

Find EC2 instances created from pre-approved AMIs (ami-1231231 and ami-8790707):
aws. ec2. i magel d: am - 1231231 and aws. ec2.i magel d: am - 8970707
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Tag Management API - dynamic tag support for Amazon EC2 metadata

Find EC2 instances with specific criteria for scanning:

aws. ec2.region:"US East (N Virginia)" and aws.ec2. VPG d: [vpc-12321213,
vpc- 342342] and aws. ec2.instanceState: "runni ng" and

aws. t ags. key: environment and aws. tags. val ue: build

API Changes

The Tag Management API provides a suite of API functions for managing tags. We've
made these changes to support the new Cloud Asset rule type:

1) Create Cloud Asset tags using the create tag operation. Specify CLOUD_ASSET for the
ruleType and your search query as the ruleText in the request POST data.

2) CLOUD_ASSET is now a valid value when filtering by ruleType. Tag operations that
support filtering include search tags, count tags and evaluate tag.

3) CLOUD_ASSET appears in the XML output when a Cloud Asset tag is returned by a
tag operation. For example, you'll see rule type CLOUD_ASSET when you get or
evaluate a Cloud Asset tag.

APl Samples

Sample 1 - Create Cloud Asset Tag

API Request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conlgps/rest/2.0/create/ anitag" <
file.xm

Request POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<Tag>
<name>EC2 Runni ng</ nane>
<rul eType>CLOUD_ASSET</ rul eType>
<rul eText >aws. ec2. i nst anceSt at e: r unni ng; </ rul eText >
<col or >#FFFFFF</ col or >
</ Tag>
</ dat a>
</ Servi ceRequest >

XML Output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenai nst ance"
xsi : noNamespaceSchenmalLocati on="htt ps:// qual ysapi . qual ys. conl gps/ xs
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d/ 2.0/ anm t ag. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<Tag>

<i d>1589217</i d>
<name>EC2 Runni ng</ nane>
<creat ed>2017-08-22T19: 04: 20Z</ cr eat ed>
<nodi fi ed>2017- 08-22T19: 04: 20Z</ nodi fi ed>
<col or >#FFFFFF</ col or >
<rul eText >aws. ec2. i nst anceSt at e: runni ng; </ rul eText >
<rul eType>CLOUD_ASSET</rul eType>
<chi | dren>

<list/>
</ chil dren>
</ Tag>
</ dat a>

</ Servi ceResponse>

Sample 2 - Get Tag Info

API Request:

curl -n -u "USERNAME: PASSWORD"
"https://qual ysapi.qualys. conilgps/rest/2.0/get/amntag/9000238"

XML Output:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xxsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nf tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tag>
<i d>9000238</i d>
<nanme>My EC2 Tag</ nane>
<creat ed>2017- 08- 24T00: 44: 54Z</ cr eat ed>
<nodi fi ed>2017- 08-24T21: 22: 24Z</ nodi fi ed>
<col or >#FFFFFF</ col or >
<rul eText >aws. t ags. val ue: eng*; </ rul eText >
<rul eType>CLOUD_ASSET</rul eType>
<chi |l dren>
<list/>
</ chi |l dren>
</ Tag>
</ dat a>
</ Servi ceResponse>
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Sample 3 - Update Tag

API Request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys. conl gps/rest/ 2.0/ updat e/ anf t ag/ 9002049"
< file.xm

Request POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
<dat a>
<Tag>
<nanme>My EC2 Tag</ nane>
<rul eType>CLOUD_ASSET</r ul eType>
<rul eText >aws. ec2. i nst anceSt at e: st opped; </ rul eText >

</ Tag>
</ dat a>
</ Servi ceRequest >

XML Output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nm tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tag>
<i d>9002049</i d>
</ Tag>
</ dat a>
</ Servi ceResponse>

Sample 4 - Evaluate Tags (filter by ruleType)

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ eval uate/ amtag"

Request POST data (file.xml):

<?xm version="1.0" encodi ng="UTF-8" ?>
<Servi ceRequest >
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<filters>
<Criteria field="rul eType"
oper at or =" EQUALS" >CLOUD_ASSET</Criteri a>
</filters>
</ Servi ceRequest >

XML Output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nf tag. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Tag>
<i d>9000238</i d>
<nanme>My EC2 Tag</ nane>
<creat ed>2017- 08- 24T00: 44: 54Z</ cr eat ed>
<nodi fi ed>2017- 08-24T21: 22: 24Z</ nodi fi ed>
<col or >#FFFFFF</ col or >
<rul eText >aws. t ags. val ue: eng*; </ rul eText >
<rul eType>CLOUD_ASSET</ rul eType>
<chi | dren>
<list/>
</ chil dren>
</ Tag>
</ dat a>
</ Ser vi ceResponse>
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New WAF API v2

New WAF API v2

The new WAF API v2 allows you to integrate your programs and APIs with Web

Application Firewall (WAF) capabilities and WAF data in your Qualys account. The new
WAF API v2 is a significant upgrade from the previous WAF API version.

The new WAF API v2 supports many function calls as follows.

API Supported calls

Web Applications API count, get (details), search, create, update, bulk update,
delete, bulk delete

Web Servers API count, get (details), search, create, update, bulk update,
delete, bulk delete

Healthchecks API count, get (details), search, create, update, bulk update,
delete, bulk delete

SSL Certificates API count, get (details), search, create, update, bulk update,

delete, bulk delete

Custom Response Pages API

count, get (details), search, create, update, bulk update,
delete, bulk delete

Security Policies API count, get (details), search, create, update, bulk update,
delete, bulk delete

HTTP Profiles API count, get (details), search, create, update, bulk update,
delete, bulk delete

Custom Rules API count, get (details), search, create, update, bulk update,
delete, bulk delete

Clusters API count, get (details), search, create, update, bulk update,
delete, bulk delete

Appliance API count, get (details), search, delete

Qualys WAF API v2 User Guide will be provided at the time of release. This guide has

complete details and samples to help you with using the WAF API v2.

Sample 1 - Create Web Application

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"

--data-binary @

"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ creat e/ waf / webapp” < file.xmn
Note: "file.xml" contains the request POST data.
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Request POST Data:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >

<dat a>
<WebApp>
<nanme>Site created by API</nane>
<url >http://site0l. xfuent es-docker</url >
<webSer ver ><i d>1001</i d></ webSer ver >
<securityPol i cy><i d>30682</i d></ securityPolicy>
<htt pProfil e><i d>1001</i d></httpProfil e>
</ WebApp>
</ dat a>

</ Servi ceRequest >

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : noNanespaceSchenalLocati on="htt p://qual ysapi . qual ys. coni qps/ xsd/ 2. 0/ wa
f/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>63098473</i d>
<uui d>6ecd55d8-5431- 4114- ball- 90b020576f 37</ uui d>
<nane>
<I[CDATA[ Site created by API]]>
</ nanme>
<owner >
<i d>3988443</i d>
<user nanme>j ohn_doe</ user nanme>
<firstname>John</firstname>
<l ast name>Doe</ | ast nane>
</ owner >
<creat ed>2017- 06- 01T09: 22: 47Z</ cr eat ed>
<cr eat edBy>
<i d>3988443</i d>
<user nanme>j ohn_doe</ user nanme>
<firstname>John</firstname>
<l ast name>Doe</ | ast nane>
</ cr eat edBy>
<updat ed>2017- 06- 01T09: 22: 47Z</ updat ed>
<updat edBy>
<i d>3988443</i d>
<user nane>j ohn_doe</ user nane>
<firstname>John</firstname>
<l ast name>Doe</ | ast nane>
</ updat edBy>
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<url >http://site0l. xfuent es-docker </ url >
<urls/>
<webServer >
<i d>1001</i d>
<uui d>315cc797-3c73-4721- bad42- 263e7e7b6cbb</ uui d>
<name>
<I [ CDATA Fi rst Pool]]>
</ nane>
</ webServer>
<per si st encyEnabl ed>f al se</ per si st encyEnabl ed>
<bl ocki ngMode>f al se</ bl ocki nghvbde>
<securityPolicy>
<i d>30682</i d>
<uui d>6¢c56416a- 66f f - 4016- b16f - da2cec2e97f 3</ uui d>
<nane>
<! [ CDATA] St andard Policy]]>
</ name>
</ securityPolicy>
<htt pProfil e>
<i d>1001</i d>
<uui d>341bcf 25- c9f a- 45f f - ac63- 7283805644 3</ uui d>
<nane>
<! [ CDATA[ St andard Protocol ]]>
</ name>
</httpProfil e>
<scanTr ust Enabl ed>f al se</ scanTr ust Enabl ed>
<st at us>DOMNN</ st at us>
<ssl| Enabl ed>f al se</ ssl| Enabl ed>
<depl oynment St at us>PENDI NG_DEPLOY</ depl oynent St at us>
<depl oyed>2017- 06- 01T09: 22: 47Z</ depl oyed>
</ \WebApp>
</ dat a>
</ Servi ceResponse>

Sample 2 - Get Web Application Details

Request:

curl -u "USERNAME: PASSWORD' - X "GET" -H "Content-Type: text/xm"
https://qual ysapi . qual ys. conf qps/rest/ 2.0/ get/waf/webapp/ 63098273

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"

Xxsi : noNamespaceSchenmalLocati on="htt p:// qual ysapi . qual ys. con gps/ xsd/ 2. 0/ wa

f/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
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<dat a>
<WebApp>
<i d>63098273</i d>
<uui d>01bd1b58- 2802- 48dd- b5b5- eal342aea2la</ uui d>
<nane>
<I[CDATA[ Site 01]]>
</ nane>
<owner >
<i d>3988443</i d>
<user nane>j ohn_doe</ user nane>
<firstnane>John</firstnane>
<l ast name>Doe</ | ast nane>
</ owner >
<creat ed>2017- 05-31T09: 01: 49Z</ cr eat ed>
<cr eat edBy>
<i d>3988443</i d>
<user nanme>j ohn_doe</ user nane>
<firstnane>John</firstnane>
<| ast nane>Doe</ | ast nane>
</ cr eat edBy>
<updat ed>2017- 05- 31T09: 19: 39Z</ updat ed>
<updat edBy>
<i d>3988443</i d>
<user nanme>j ohn_doe</ user nane>
<firstnanme>John</firstnanme>
<| ast nane>Doe</ | ast nane>
</ updat edBy>
<url >https://siteOl. xfuent es-docker </ url >
<urls/>
<webServer >
<i d>1001</i d>
<uui d>315cc797-3c73-4721- bad2- 263e7e7b6cbb</ uui d>
<nane>
<! [ CDATA[ First Pool]]>
</ nane>
</ webServer >
<persi st encyEnabl ed>f al se</ per si st encyEnabl ed>
<heal t hcheck>
<i d>1001</i d>
<uui d>f 479e6f 5- 57al- 4677- a8ch- 272e2c69623a</ uui d>
<nane>
<!'[ CDATA[ St andar d Heal t hcheck]] >
</ nane>
</ heal t hcheck>
<f ai | ur eResponseCode>503</f ai | ur eResponseCode>
<certificate>
<id>1</id>
<uui d>a2l1b4alb- de54- 45e8- 9d29- 204444cef 5bb</ uui d>
<nane>
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<! [ CDATA[ Site0l Cert]]>
</ nane>
</certificate>
<ssl| Prot ocol s>
<! [ CDATA[ SSLV3, TLS10, TLS11, TLS12]] >
</ ssl Prot ocol s>
<ssl| G pher s>
<! [ CDATA[ ECDHE- RSA- AES256- GCM SHA384, ECDHE- ECDSA- AES256-
GCM SHA384, ECDHE- RSA- AES256- SHA384, ECDHE- ECDSA- AES256- SHA384, ECDHE- RSA-
AES256- SHA, ECDHE- ECDSA- AES256- SHA, DHE- DSS- AES256- GCM SHA384, ... 1] >
</ ssl G pher s>
<bl ocki ngMode>f al se</ bl ocki nghvbde>
<cust onPage>
<i d>1001</i d>
<uui d>0dba4434- 1118- 40e5- 8768- 23¢c5616053d5</ uui d>
<nane>
<!'[ CDATAl My Response]] >
</ nane>
</ cust onPage>
<securityPolicy>
<i d>30682</i d>
<uui d>6¢c56416a- 66f f - 4016- b16f - da2cec2e97f 3</ uui d>
<name>
<! [ CDATA[ St andard Policy]]>
</ nane>
</ securityPolicy>
<httpProfil e>
<i d>1001</i d>
<uui d>341bcf 25- c9f a- 45f f - ac63- 728e38056443</ uui d>
<name>
<! [ CDATA[ St andard Protocol]]>
</ nane>
</httpProfile>
<scanTr ust Enabl ed>t r ue</ scanTr ust Enabl ed>
<scanTrust Token>
<!'[ CDATA[ 38770c30- 7¢79- 4b75- a5ec- 43d07493ecal] ] >
</ scanTr ust Token>
<cust onRul es>
<Cust onRul e>
<i d>1001</i d>
<uui d>20e220d3- 1244- 42ca- a473- c80469e95bc0</ uui d>
<nane>
<I [ CDATA[ Test customrule]]>
</ nane>
</ Cust onRul e>
<Cust onRul e>
<i d>2001</i d>
<uui d>c64c3008- claf - 4969- 8290- dOb1d8e9f 27b</ uui d>
<npane>
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<! [ CDATA| shanzor]] >
</ nane>
</ Cust onRul e>
</ cust onRul es>
<cl usters>
<Cl uster>
<i d>24401</i d>
<uui d>48ae444d- e652- 443f - 8438- 3a9182403b9f </ uui d>
<nane>
<I[ CDATA[ Cl uster 1]]>
</ name>
</ uster>
</ cl usters>
<st at us>DONNK/ st at us>
<ssl Enabl ed>t r ue</ ssl Enabl ed>
<ssl| St at us>OK</ ssl St at us>
<depl oyment St at us>FAI LURE</ depl oynent St at us>
<depl oyed>2017- 05- 31T12: 15: 14Z</ depl oyed>
</ WebApp>
</ dat a>
</ Ser vi ceResponse>

Sample 3 - Search security policies

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. conf qps/rest/ 2.0/ search/waf/securitypolicy <
file.xm

Note: "file.xml" contains the request POST data.

The request POST data is optional. If you leave it empty all security policies in the user’s
scope are returned.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="systen operator="EQUALS">1</Criteria>
</filters>
</ Servi ceRequest >

Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : noNanespaceSchenalLocati on="htt p://qual ysapi . qual ys. coni gps/ xsd/ 2. 0/ wa
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f/securitypolicy.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<SecurityPolicy>
<i d>30681</i d>
<uui d>dalda5e5- 7c2b- 4a64- 853b- 651e41f 2ed6d</ uui d>
<nane>
<! [ CDATA| Pass-t hrough] ] >
</ nane>
<owner >
<i d>3988442</i d>
<user name>j ohn_doe</ user nanme>
<first Name><John></fir st Name>
<l ast Nane><Doe></ | ast Nane>
</ owner >
<creat ed>2017-03-27T13: 18: 47Z</ cr eat ed>
<cr eat edBy>
<i d>3988442</i d>
<user name>j ohn_doe</ user name>
<first Name><John></fir st Name>
<l ast Nane><Doe></ | ast Nane>
</ cr eat edBy>
<updat ed>2017- 03- 27T13: 18: 47Z</ updat ed>
<syst enpl</systenr
<appl i cati onSecurity>
<commandExecut i on>
<confi dence>Dl SABLED</ confi dence>
</ commandExecut i on>
<crossSiteScripting>
<confi dence>DI SABLED</ confi dence>
</ crossSiteScripting>
<directoryTraversal >
<confi dence>Dl SABLED</ confi dence>
</directoryTraversal >
<format StringAttacks>
<confi dence>Dl SABLED</ confi dence>
</format StringAttacks>
<i nformati onLeakage>
<confi dence>Dl SABLED</ confi dence>
</informationLeakage>
<l dapl nj ecti on>
<confi dence>Dl SABLED</ confi dence>
</ | dapl nj ecti on>
<l fi Attacks>
<confi dence>Dl SABLED</ confi dence>
</|fiAttacks>
<pat hTr aver sal >
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<confi dence>Dl SABLED</ confi dence>
</ pat hTraver sal >
<rfi Attacks>
<confi dence>Dl SABLED</ confi dence>
</rfiAttacks>
<sour ceCodeDi scl osur e>
<confi dence>Dl SABLED</ confi dence>
</ sour ceCodeDi scl osur e>
<sqgl I nj ecti on>
<confi dence>Dl SABLED</ confi dence>
</sql I nj ection>
<ssi | nj ecti on>
<confi dence>Dl SABLED</ confi dence>
</ssilnjection>
<xpat hl nj ecti on>
<confi dence>Dl SABLED</ confi dence>
</ xpat hl nj ecti on>
</ applicationSecurity>
<t hr eat Level >
<l oggi ngThr eshol d>50</| oggi ngThr eshol d>
<bl ocki ngThr eshol d>50</ bl ocki ngThr eshol d>
</threatLevel >

</ SecurityPolicy>
<SecurityPolicy>

<i d>30682</i d>
<uui d>005e0d28- 026¢- 49cc- 9f 40- 87d5accac97f </ uui d>
<nanme>
<! [ CDATA] St andard Policy]]>
</ nane>
<owner >
<i d>3988442</i d>
<user nanme>j ohn_doe</ user nanme>
<first Nanme><John></first Name>
<l ast Nane><Doe></ | ast Nanme>
</ owner >
<creat ed>2017-03-27T13: 18: 47Z</ cr eat ed>
<cr eat edBy>
<i d>3988442</i d>
< <user nane>j ohn_doe</ user nane>
<first Name><John></fir st Nanme>
<l ast Name><Doe></ | ast Nanme>
</ cr eat edBy>
<updat ed>2017- 03- 27T13: 18: 47Z</ updat ed>
<syst enpl</systenr
<appl i cationSecurity>
<comandExecuti on>
<confi dence>MEDI UNK/ confi dence>
</ commandExecut i on>
<crossSiteScripting>
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<confi dence>MEDI UVK/ confi dence>
</ crossSiteScripting>
<directoryTraversal >
<confi dence>MEDI UMK/ confi dence>
</directoryTraversal >
<format StringAttacks>
<confi dence>MEDI UVK/ confi dence>
</format StringAttacks>
<i nf or mati onLeakage>
<confi dence>MEDI UMK/ confi dence>
</ i nformati onLeakage>
<l dapl nj ecti on>
<confi dence>MEDI UVK/ confi dence>
</ | dapl nj ecti on>
<l fiAttacks>
<confi dence>MEDI UMK/ confi dence>
</IfiAttacks>
<pat hTr aver sal >
<confi dence>MEDI UVK/ confi dence>
</ pat hTr aver sal >
<rfi Attacks>
<confi dence>MEDI UMK/ confi dence>
</rfiAttacks>
<sour ceCodeDi scl osur e>
<confi dence>MEDI UVK/ confi dence>
</ sour ceCodeDi scl osur e>
<sqgl I nj ecti on>
<confi dence>MEDI UMK/ confi dence>
</ sql I nj ecti on>
<ssi | nj ection>
<confi dence>MEDI UVK/ confi dence>
</ssilnjection>
<xpat hl nj ecti on>
<confi dence>MEDI UMK/ confi dence>
</ xpat hl nj ecti on>
</ applicationSecurity>
<t hr eat Level >
<l oggi ngThr eshol d>25</1 oggi ngThr eshol d>
<bl ocki ngThr eshol d>75</ bl ocki ngThr eshol d>
</t hreatLevel >
</ SecurityPolicy>
</ dat a>
</ Servi ceResponse>
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New Admin - User API

We have introduced a new API (https://<baseurl>/qps/rest/1.0/{action}/admin/user)
that will give the list of users along with their tags to the authorized user. Currently, we
support three actions for the users: search, count, and get details of a user.

URL: https:/ /qualysapi.qualys.com/qps/rest/1.0/{action}/admin/
user

Method allowed: POST, GET

Search Users (POST)

You can search for users by using different filters for user ID, username, email, tags, and
module names. If no filter is specified, all users in the user’s scope are listed.

New XSD: User.XSD

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl gps/rest/ 1.0/ search/adm n/user" < file.xm
Note: “file.xm” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="username" operator="CONTAI NS"'>10</Criteria>
</filters>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
Xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 1.0/ a
dmi n/ user. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<User >
<i d>3989626</i d>
<user name>user _j s10</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<| ast Nanme><! [ CDATA[ Smi t h] ] ></| ast Nane>
<emui | Addr ess>j ohn. sni t h@f co. conx/ emai | Addr ess>
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<t ags>
<count >1</ count >
<list>
<Tag>
<i d>8721654</i d>
<nane>
<! [ CDATA[ Unassi gned Busi ness Unit]]>
</ nane>
</ Tag>
</list>
</tags>
<nmodul es>
<count >5</ count >
<list>
<Modul e>QNEB_PCI </ Modul e>
<Modul e>WAS</ Modul e>
<Modul e>ADM N</ Modul e>
<Mbdul e>ASSET_MANAGEMENT</ Modul e>
<Modul e>QAEB_VMNK/ Mbdul e>
</list>
</ modul es>
</ User >

</ dat a>
</ Servi ceResponse>

Count Users (POST)
Returns the total number of users in the user’s scope.

New XSD: User.XSD

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys.conlgps/rest/1.0/count/adm n/user” < file.xnm
Note: “file.xm” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="username" operator="CONTAI NS'>10</Criteria>
</[filters>
</ Ser vi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schema- i nst ance"
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Xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conm qps/ xsd/ 1.0/ a
dmi n/ user. xsd">

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >
</ Servi ceResponse>

Get details of a User

View details for a user in the user’s scope. You can use search action to find a user ID to
use as input.

New XSD: User.XSD

API Request:

curl -u "USERNAME: PASSWORD' " -X GET -H "Content-type: text/xm"
"https://qual ysapi.qual ys. coni gps/rest/ 1.0/ get/adm n/user/3989626" <

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
Xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 1.0/ a
dmi n/ user. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<User >
<i d>3989626</i d>
<user name>user _j s10</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<| ast Name><! [ CDATA[ Smi t h] ] ></| ast Nane>
<emuai | Addr ess>j ohn. sni t h@f co. conx/ emai | Addr ess>
<t ags>
<count >1</ count >
<list>
<Tag>
<i d>8721654</i d>
<nane>
<! [ CDATA[ Unassi gned Busi ness Unit]]>
</ name>
</ Tag>
</list>
</tags>
<nmodul es>
<count >5</ count >
<list>
<Modul e>WAS</ Modul e>
<Modul e>ADM N</ Modul e>
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<Modul e>QWEB_PCI </ Modul e>

<Modul e>ASSET_MANAGEMENT</ Modul e>
<Modul e>QNEB_VM</ Modul e>

</list>
</ nodul es>
</ User >
</ dat a>
</ Servi ceResponse>
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WAS API - removed support for NOT EQUALS in delete request

WAS API - removed support for NOT EQUALS in
delete request

Using the WAS API the NOT EQUALS operator is no longer supported in delete

requests. This change applies to making delete requests using the following APIs:

1) Web Application API
2) Authentication API
3) Scan API

4) Schedule API

5) Report API

6) Option Profile API

7) Finding API
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