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Here’s what’s new in Qualys Cloud Suite 2.39!  
 
 

 
Web Application Scanning 

Full Path in Vulnerability Details for Detections 

Enhanced Crawling for Web Application Scans 

 
 
 

Qualys Cloud Platform 2.39 brings you many more 
Improvements and updates! Learn more 
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Web Application Scanning 

 

Full Path in Vulnerability Details for Detections 

We now provide you with complete and raw HTTP request for detections (except for Information 
Gathered (IG) vulnerabilities). 
 
Earlier, WAS displayed link, method, POST data, headers and snippets of the response body. 
Now, we will include full request headers and full request body for vulnerabilities. The complete 
requests and responses will help you to reproduce or validate the issue. 

Examples: 

Sample GET request 

 
 
Sample POST request 
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Enhanced Crawling for Web Application Scans 

We have now introduced enhanced crawling in your option profile for your scans to improve 
scan coverage for your web application. With the enhanced crawling enabled, more links can be 
crawled and it will improve scan coverage. We will re-crawl individual directories present in the 
links which are found during crawling.  
 
For example, if the following link is found during crawling: 
https://www.example.com/foo/abc/xyz/register.php  
 
If the enhanced crawling is enabled, it will first make a request to 
https://www.example.com/foo/abc/xyz  
 
and will then remove the directory "xyz/" from the URL and crawl, 
https://www.example.com/foo/abc/ 
 
and later it will further remove "abc/" and will crawl https://www.example.com/foo/.  
 
All the links found during this process of removal and re-crawling will get added to the crawl 
queue thus improving the scan coverage. 
 

Tell me the steps 

Go to Configuration > 
Option Profiles and 
either create a new 
option profile or edit 
an existing option 
profile. Enable the 
Enhanced Scanning 
checkbox in Scan 
Parameters tab under 
Crawling Options 
section and save the 
settings. 
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Issues addressed in this release 

Qualys Cloud Platform 2.39 brings you many more improvements and updates. 
 
 

  
AssetView 

 
ThreatPROTECT 

 
• Asset details now show EC2/Azure information for cloud assets discovered via AWS/Azure 

connector, even though the Cloud Agent module is not enabled for the user. 

• Fixed an issue where Asset Details did not show network information for EC2 assets in 
classic zone. 

 

  Cloud Agent 

 
• Fixed an issue in Cloud Agent where the Activation Key window took a lot of time to load, 

while editing an existing activation key. 

• Fixed an issue in Cloud Agent API where the "asset" and "hostasset" APIs took a long time to 
fetch data resulting in timeouts. 

 

 Security Assessment Questionnaire 

 
• Users with appropriate permissions can now successfully edit comments. 

• Users can now view all SAQ templates appropriately while creating Campaigns. 

 

 Vulnerability Management 

 
• We have fixed an issue and users can now create and view Vulnerability Management 

dashboard widgets properly. 

• Accurate count of assets is now displayed on the Vulnerability page in Asset Details. 

 

 
Web Application Firewall 

 
• Now when you create an HTTP profile, the Review and Confirm tab will show the Web 

Services Protection details section after Protocol Anomalies details.  

• The exception icon tooltip for events will show message according to the action chosen for 
the exception by the user.  

• On the Events tab, we have added a navigation button on the right side of the search bar to 
allow the user to navigate the search filters from the right side of the bar. 

 



 
 

Qualys Cloud Platform Release Notes        5 

 
Web Application Scanning 

 
• We fixed an issue that caused the scan to fail during normalization phase (for few scans). As 

a result, all the scans are running successfully now. 

• We have rectified the help tip for the Make this the default report template option. The new 
text states: Select "Make this the default report template..." and we'll select this template 
type by default in a new report - a report run by you or another user in your subscription. 
You can define only one default template for each template type in your subscription.  

• We have updated WAS API User Guide to include example related to latest version of burp 
(2.0.0) and removed outdated example in Burp Import Issue topic (page 445 to 456).   

• Users can now retest all AJAX vulnerabilities which was earlier being forbidden. 

• We now allow using same scan name for different scan type. However using same scan 
name for same scan type is forbidden. 

• We now display the correct count of total vulnerabilities on dashboard in case of multiple 
tags associated with a single web application. Earlier, the count of vulnerabilities was 
incorrectly displayed.  

• We have updated the status of finding from 'under-retest' to "NO_RETEST" as it provides a 
better visibility for the status to the user and allows to perform retest for findings that could 
not be retested due to scan failure.  

• If a web site is down, the email notification now correctly displays the website name. 
Previously, it incorrectly stated domain title instead of website name.  

• The count of vulnerabilities for CMS identification (type, version, and plugins) type during 
definition of option profile search criteria is now correctly displayed. Earlier the number of 
QIDs in some cases did not match with the count of vulnerabilities being displayed. 

• We have fixed the font anomalies for Web Application Details section of the appendix in the 
scan report (both PDF and HTML format).  

• The result of QIDs 150103, 150120, 150121, 150122, 150123, 150159, 150160, and 150161 are 
now consolidated on only one vulnerability instance (displaying all the vulnerable cookies on 
same vulnerability instance).  

 

Qualys Cloud Platform 

• Qualys Cloud Platform UI now shows a single PC-SCA module if both PC and SCA are enabled 
for the user.  

• Fixed an issue where the number of users shown in VM and Admin apps were different. Now 
VM and Admin apps both show the same number of users. 

• A new Azure dashboard template is available to configure an Azure dashboard in CloudView. 


