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Web Application Scanning API: Enhanced Crawling

API affected /qps/rest/3.0/get/was/optionprofile/<id>
/qps/rest/3.0/create/was/optionprofile
/qps/rest/3.0/update/was/optionprofile/<id>

New or Updated APIs Updated
DTD or XSD changes Yes

You can now enable enhanced crawling in your option profile for your scans to improve
scan coverage for your web application. With the enhanced crawling enabled, more links
can be crawled and will improve scan coverage. We will re-crawl individual directories
present in the links which are found during crawling.

For example, if the following link is found during crawling:
https://www.example.com/foo/abc/xyz/register.php

If the enhanced crawling is enabled, it will first make a request to
https://www.example.com/foo/abc/xyz

and will then remove the directory "xyz/" from the URL and crawl,
https://www.example.com/foo/abc/

and later it will further remove "abc/" and will crawl https://www.example.com/foo/.

All the links found during this process of removal and re-crawling will get added to the
crawl queue thus improving the scan coverage.

Sample 1 - Create Option Profile with enhanced crawling
API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary@

"https://qual ysapi.qual ys.coni gps/rest/3.0/create/was/optionprofile/" <
file.xm

Note: "file.xml " contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<OptionProfile>
<name><! [ CDATA[ Sanpl e Option Profile]]></nanme>
<enhancedCr awl i ng>t r ue</ enhancedCr aw i ng>
</ dat a>
</ Servi ceRequest >
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<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >

<dat a>

<OptionProfile>

<i d>78110</i d>
<name><! [ CDATA[ Sanpl e Option Profile]]></nanme>
<owner >

<i d>337590</i d>

<user name>user _j ohn</ user nane>

<firstName><! [ CDATA[ John] ] ></fi r st Name>

<l ast Nanme><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>

<count >0</ count >
</tags>
<f or mSubni ssi on>BOTH</ f or nSubni ssi on>
<maxCr aml Request s>300</ maxCr awl Request s>
<t i meout Err or Thr eshol d>100</ t i neout Err or Thr eshol d>
<unexpect edErr or Thr eshol d>300</ unexpect edErr or Thr eshol d>
<par amnet er Set >

<i d>0</i d>

<nane>

<I[CDATA[ Initial Parameters]]>

</ nane>
</ par anet er Set >
<i gnor eBi nar yFi | es>f al se</i gnoreBi naryFi | es>
<i ncl udeActi onUri | nFor m d>f al se</i ncl udeActi onUri | nForm d>
<enhancedCr aw i ng>t r ue</ enhancedCr aw i ng>
<smart ScanSupport >f al se</ smart ScanSupport >
<per f or mance>LOW/ per f or mance>
<br ut ef or ceOpti on>M NI MAL</ br ut ef or ceOpti on>
<det ection/ >
<conmment s>

<count >0</ count >
</ comrent s>

</ | ast Nanme>
</ updat edBy>

</ OptionProfil e>

</ dat a>

</ Servi ceResponse>
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Sample 2 - Update an option profile
Let us disable enhanced crawling in an existing option profile.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"--data-
bi nary@

"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ updat e/ was/ opti onprofil e/ 83226
5669" < file.xm

Note: "file.xml " contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<OptionProfile>
<enhancedCr awl i ng>f al se</ enhancedCraw i ng>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>832265669</ i d>
</ OptionProfil e>
</ dat a>
</ Servi ceResponse>

Sample 3 - Get details of an option profile with enhanced crawling enabled

API request:

curl -u "USERNAME: PASSWORD' " -X GET -H "Content-type: text/xm"
"https://qual ysapi.qual ys.conlgps/rest/ 3.0/ get/was/optionprofile/77683"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : noNanespaceSchenalLocati on="htt p://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ optionprofile.xsd">
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<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfil e>
<i d>77683</i d>
<name>
<! [ CDATA] Sanpl e Option Profile]]>
</ name>
<owner >
<i d>337590</i d>
<user name>user _j ohn</ user nane>
<firstName>
<! [ CDATA[ John] ] >
</firstNane>
<l ast Name>
<! [ CDATA| Doe] ] >
</ | ast Name>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>
<count >0</ count >
</tags>
<f or nBubm ssi on>BOTH</ f or nSubmni ssi on>
<maxCr awl Request s>300</ maxCr awl Request s>
<t i meout Err or Thr eshol d>100</t i meout Er r or Thr eshol d>
<unexpect edEr r or Thr eshol d>300</ unexpect edEr r or Thr eshol d>
<par amet er Set >
<i d>0</i d>
<name>
<I[CDATA[ I nitial Parameters]]>
</ name>
</ par anet er Set >
<i gnor eBi nar yFi | es>f al se</i gnor eBi naryFi | es>
<i ncl udeActi onUri | nFor m d>f al se</i ncl udeActi onUri | nForm d>
<enhancedCr aw i ng>t rue</ enhancedCr aw i ng>
<smart ScanSupport >f al se</ smart ScanSupport >

</ OptionProfil e>
</ dat a>
</ Servi ceResponse>



Qualys Cloud Platform v2.x
Web Application Scanning API: Enhanced Crawling

XSD Update
Changes in optionprofile.xsd (/qps/xsd/3.0/was/optionprofile.xsd).

<?xm

version="1.0" encodi ng="UTF-8"?>

<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed" >

<XS:
<XS:
<XS:
<XS:

el ement nane="user Agent" type="Cdata" m nCccurs="0"/>

el ement nane="paraneterSet" type="ParaneterSet" m nCccurs="0"/>
el ement nane="i gnoreBi naryFi | es" type="xs: bool ean" m nCccurs="0"/>
el ement nane="i ncl udeActionUr il nForm d" type="xs:bool ean"

m nCccurs="0"/>

<XS:

el ement nanme="enhancedCraw i ng" type="xs: bool ean" nmi nCccurs="0"/>

<xs: el ement nane="snart ScanSupport" type="xs: bool ean" m nCccurs="0"/>

<xs: el ement nanme="snart ScanDept h" type="xs:1ong" m nQccurs="0"/>

<xs: el ement name="performance" default="LON m nOccurs="0">

</ xs: el enent >
</xs:all>

</ xs: conpl exType>

</ xs: schema>
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Asset Management & Tagging API: Search host assets using IBM
attributes

API affected /qps/rest/2.0/search/am/hostasset
New or Updated APIs Updated
DTD or XSD changes No

The Asset Management and Tagging API has been updated to allow searching host assets
using IBM attributes.

Input Parameters

New input parameters for IBM attributes are described below.

Parameter Description

ibmId={value} The ID of your IBM resource.

ibmTagKey={value} Tag key of the IBM resource.

ibmTagValue ={value} Value of the IBM resource tag.

datacenterld={value} ID of the datacenter in which the IBM resource if located.
ibmLocation={value} Name of datacenter in which the IBM resource if located.

All parameters support text input with EQUALS operator.

Sample - Searching IBM assets in your account

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 2. 0/ search/ anm hostasset"” <
file.xm

Note: "file.xml" contains the request POST data.

Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<filters>
<Criteria field="ibmd" operator="EQUALS">64486457</Criteria>
</[filters>
</ Servi ceRequest >
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. conl gps/ xsd/ 2. 0/ am
/ host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>1940247</i d>
<name>COMABX86- 34- 160</ nanme>
<cr eat ed>2018- 08- 22T09: 36: 57Z</ cr eat ed>
<nodi f i ed>2019- 05- 08T03: 48: 10Z</ nodi fi ed>
<t ype>HOST</t ype>
<sour cel nf o>
<list>
<| BMAsset Sour ceSi npl e>
<asset | d>1940247</ asset | d>
<type>| B/ t ype>
<i bm d>64486457</i bm d>
<l ocati on>wdc07</ | ocat i on>
<dat acenter| d>2017603</ dat acenter| d>
<devi ceNanme>&quot ; sme- cent 0s01. Qual ys-
I nc. cl oud&quot ; </ devi ceNane>
<publ i ¢Vl an>1330, 1234</ publ i cVI an>
<domai n>Qual ys- | nc. cl oud</ domai n>
<privat eVl an>1473, 1474, 1500</ pri vat eVl an>
<publ i cl pAddr ess>169. 61. 80. 147</ publ i cl pAddr ess>
<privat el pAddr ess>10. 190. 234. 100</ pri vat el pAddr ess>
</ | BMAsset Sour ceSi npl e>
<Asset Sour ce/ >
</list>
</ sour cel nf 0>
<gwebHost | d>27103</ qwebHost | d>
<l ast Syst enBoot >2018- 11- 01T18: 44: 32Z</ | ast Syst enBoot >
<l ast LoggedOnUser >r oot </ | ast LoggedOnUser >
<domai n>WORKCROUP</ donai n>
<f qdn>sme-w n01. Qual ys- 1 nc. cl oud. WORKGROUP</ f gdn>
<os>Cent OS Li nux 7.5.1804</0s>
<dnsHost Nane>sne- wi n0O1. Qual ys- | nc. cl oud</ dnsHost Nane>
<agent | nf o>
<agent Ver si on>2. 1. 0. 494</ agent Ver si on>
<agent | d>6710851f - 1d18- 4b2a- ac05- ea972e10ebb5</ agent | d>
<st at us>STATUS_ACTI VE</ st at us>
<l ast Checkedl n>2019- 05- 08T03: 48: 10Z</ | ast Checked| n>
<connect edFr on>10. 11. 66. 60</ connect edFr on
<chirpStatus>l nventory Scan Conpl et e</ chi rpSt at us>
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<pl at f or m>W ndows</ pl at f or >
<act i vat edMbdul e>AGENT_PC</ act i vat edMvbdul e>
<agent Confi gurati on>
<i d>10001</i d>
<nane>Suspend Sel f Pat ch</ nane>
</ agent Confi gurati on>
<acti vati onKey>
<activati onl d>28cf 22f 0- 89a4- 459c- h9ae-
bc661901c4f f </ activati onl d>
<title>Accuracy T34 PC Wndows</title>
</ activati onKey>
</ agent | nf 0>
<addr ess>10. 11. 65. 144</ addr ess>
<t r acki ngMet hod>QAGENT</ t r acki ngiet hod>
<manuf act ur er >Xen</ manuf act ur er >
<nodel >HVM domk/ nodel >
<t ot al Menor y>986</t ot al Menor y>
<ti mezone>- 05: 00</ ti nezone>
<bi osDescri pti on>Xen 4.7.5-1.21 08/13/2018</ bi osDescri pti on>
<openPort >
<list>
<Host Asset OpenPort >
<port >5353</ port >
<pr ot ocol >UDP</ pr ot ocol >
</ Host Asset OpenPort >

</list>
</ openPort >
<sof t war e>
<list>
<Host Asset Sof t war e>
<panme>cr oni e- anacr on</ nane>
<version>1.4.11-19. el 7</versi on>
</ Host Asset Sof t war e>
<Host Asset Sof t war e>
<nane>gr of f - base</ nane>
<version>1.22. 2-8. el 7</versi on>
</ Host Asset Sof t war e>

</list>
</ sof t war e>
<processor>
<list>
<Host Asset Processor >
<nane>Intel (R) Xeon(R) Gol d 6130</ nane>
<speed>2100</ speed>
</ Host Asset Processor >
</list>
</ processor >
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<vol une>
<list>
<Host Asset Vol une>
<nanme>/ </ nane>
<si ze>24694149120</ si ze>
<free>22382100480</free>
</ Host Asset Vol une>

</[list>
</ vol une>
<account >
<list>
<Host Asset Account >
<user nane>r oot </ user nane>
</ Host Asset Account >

</list>
</ account >
<net wor kl nt er f ace>
<list>
<Host Asset | nt er f ace>
<i nterfaceNane>et hl</i nt erf aceNane>
<nacAddr ess>06: d2: 2b: 49: 8d: 9e</ macAddr ess>
<t ype>LOCAL</t ype>
<addr ess>f €80: 0: 0: 0: 4d2: 2bf f: f e49: 8d9e</ addr ess>
<gat ewayAddr ess>169. 61. 80. 145</ gat ewayAddr ess>
</ Host Asset I nterface>

</list>
</ networkl nterface>
<i sDocker Host >f al se</i sDocker Host >
</ Host Asset >
</ dat a>
</ Servi ceResponse>
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Asset Management & Tagging API: New API for Azure Asset
Data Connector

API affected /qps/rest/2.0/create/am/azureassetdataconnector
/qps/rest/2.0/update/am/azureassetdataconnector
/qps/rest/2.0/delete/am/azureassetdataconnector/<id>
/qps/rest/2.0/get/am/azureassetdataconnector
/qps/rest/2.0/search/am/awsassetdataconnector

New or Updated APIs New
DTD or XSD changes Yes

We have now introduced new API for Azure connectors. You can create, update, delete or
view the list of Azure connectors.

Let us view examples of various scenarios.

Sample - Create Azure Connector

Sample - Update Azure Connector

Sample - Delete Azure Connector

Sample - List (view) specific Azure Connector

Sample - List all Azure Connectors

Sample - Search Azure Connector using connector name

Sample - Search Azure Connector by subscription ID

Create Azure Connectors
Creates an Azure connector.

Permissions required - Managers with full scope.

Sample - Create Azure Connector

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST" --data-
binary @

"https://qual ysapi.qual ys. coni gps/rest/2.0/create/anl azur easset dat aconnec
tor" < file.xn

Note: "file.xm " contains request POST data

12
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Request POST Data:

<Servi ceRequest >
<dat a>
<Azur eAsset Dat aConnect or >
<name>Azur e Connect or </ nane>
<descri pti on>Sanpl e Azure Connector</descripti on>
<def aul t Tags>
<set>
<TagSi npl e>
<i d>8523019</i d>
</ TagSi npl e>
</ set>
</ def aul t Tags>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConfi gur ed>f al se</i sGovC oudConfi gur ed>
<aut hRecor d>
<appl i cati onl d>33333333- 3333- 3333- 3333-
333333333333</ appli cati onl d>
<di rectoryl d>22222222-2222-2222-2222-
222222222222</ di rectoryl d>
<subscriptionl d>11111111-12111-1111-1111-
111111111111</ subscri ptionl d>

<aut henti cati onKey>02LCh8/ RCn0l bG 6xcOCQPZI Y&Rz85aSnCxnoHO1r og=</ aut hent i
cationkKey> <!-- this is sensitive info; will never be replayed back in CGET
or SEARCH requests -->
</ aut hRecor d>
</ Azur eAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xxsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conl qps/ xsd/ 2. 0/ a
nm azure_asset data _connector. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Azur eAsset Dat aConnect or >
<i d>289201</i d>
<name>Azur e Connect or </ name>
<descri pti on>Sanpl e Azure Connector</description>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AZURE</ t ype>
<def aul t Tags>
<list>

13



Qualys Cloud Platform v2.x
Asset Management & Tagging API: New API for Azure Asset Data Connector

<TagSi npl e>
<i d>8523019</i d>
<name>azure static tag</nanme>
</ TagSi npl e>
</list>
</ def aul t Tags>
<di sabl ed>f al se</ di sabl ed>
<i sCovCd oudConf i gur ed>f al se</i sGovCd oudConfi gur ed>
<aut hRecor d>
<appl i cati onl d>33333333- 3333- 3333- 3333-
333333333333</ appl i cati onl d>
<di rectoryl d>22222222-2222-2222- 2222-222222222222</ directoryl d>
<subscriptionl d>11111111-12111-1111-1111-
111111111111</ subscri pti onl d>
</ aut hRecor d>
</ Azur eAsset Dat aConnect or >
</ dat a>

Update Azure Connectors
Updates writable fields and collections.

Using the NOT EQUALS operator for updating Azure connectors could result in accidental
update of unknown Azure connectors without any warning. To prevent accidental updates
of unknown Azure connectors, we do not support NOT EQUALS operator for update
actions.

Permissions required - Managers with full scope.

Sample - Update Azure Connector

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. conl gps/rest/ 2. 0/ updat e/ anl azur easset dat aconnec
tor" < file.xm

Note: "file.xm " contains request POST data

Request POST Data:

<Servi ceRequest >
<dat a>
<Azur eAsset Dat aConnect or >
<i d>287603</i d>
<name>Sanpl e Azure Connect or </ nane>
<descri pti on>Updat e sanpl e Azure connector</description>
</ Azur eAsset Dat aConnect or >
</ dat a>
</ Servi ceRequest >

14
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nl azure_asset _dat a_connect or. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Azur eAsset Dat aConnect or >
<i d>287603</i d>
<name>Sanpl e Azure Connect or </ nane>
<descri pti on>Updat e sanpl e Azure connector</description>
</ Azur eAsset Dat aConnect or >
</ dat a>
</ Ser vi ceResponse>

Delete Azure Connectors
Delete one or more Azure connectors.

Using the NOT EQUALS operator for deleting Azure connectors could result in accidental
deletion of Azure connectors without any warning. To prevent accidental deletion of
unknown Azure connectors, we do not support NOT EQUALS operator for delete actions.

Permissions required - Managers with full scope.

Sample - Delete Azure Connector

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ del et e/ aml azur easset dat aconnec
tor/289201"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2.0/ a
nl azur e_asset _dat a_connect or. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Azur eAsset Dat aConnect or >
<i d>289201</i d>
</ Azur eAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>
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Get Azure Connector Information
Returns a single Azure connector by ID.

Limit your results - Use the optional “fields” parameter to limit the amount of information
returned for the Azure connector.

Permissions required - Managers with full scope.

Sample - List (view) specific Azure Connector

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "CET"
"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ get/anl azur easset dat aconnect or
/287603"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 2. 0/ a
m azure_asset _dat a_connect or. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Azur eAsset Dat aConnect or >
<i d>287603</i d>
<name>My Azure connect or </ nane>
<descri pti on>Sanpl e Connect or </ descri pti on>
<l ast Sync>2019- 05- 25T03: 28: 03Z</ | ast Sync>
<connect or St at e>FI Nl SHED_SUCCESS</ connect or St at e>
<t ype>AZURE</t ype>
<def aul t Tags>
<list>
<TagSi npl e>
<i d>8523019</i d>
<name>azure static tag</nanme>
</ TagSi npl e>
</list>
</ def aul t Tags>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConf i gur ed>f al se</i sGovCd oudConfi gur ed>
<aut hRecor d>
<appl i cati onl d>33333333- 3333- 3333- 3333-
333333333333</ appl i cationl d>
<di rectoryl d>22222222- 2222- 2222- 2222-222222222222</ di rect oryl d>
<subscriptionld>11111111-1111-1111-1111-
111111111111</ subscri pti onl d>
</ aut hRecor d>
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</ Azur eAsset Dat aConnect or >
</ dat a>

Sample - List all Azure Connectors

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xml" -X "POST"
"https://qual ysapi.qual ys. con gps/rest/ 2.0/ search/ am azur easset dat aconnec
tor"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
Xxsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
n azure_asset _data_connect or. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Azur eAsset Dat aConnect or >
<i d>287603</i d>
<name>My Azure connect or </ nane>
<descri pti on>Sanpl e Connect or </ descri pti on>
<l ast Sync>2019- 05- 27T06: 26: 297</ | ast Sync>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AZURE</ t ype>
<def aul t Tags>

<list>
<TagSi npl e>
<i d>8523019</i d>
<name>azure static tag</nane>
</ TagSi npl e>
</list>

</ def aul t Tags>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConfi gur ed>f al se</i sGovC oudConfi gur ed>
<aut hRecor d/ >
</ Azur eAsset Dat aConnect or >
<Azur eAsset Dat aConnect or >
<i d>289601</i d>
<name>Sanpl e Azure Connect or </ nanme>
<descri pti on>azure connector</description>
<l ast Sync>2019- 05- 26T02: 26: 30Z</ | ast Sync>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AZURE</ t ype>
<def aul t Tags>
<list>
<TagSi npl e>
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<i d>8523019</i d>
<nane>azure static tag</nane>
</ TagSi npl e>

</list>

</ def aul t Tags>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConf i gur ed>f al se</i sGovC oudConfi gur ed>
<aut hRecor d/ >
</ Azur eAsset Dat aConnect or >

</ dat a>

</ Servi ceResponse>

Search Connectors

Returns a list of Azure connectors that match the provided criteria.

Limit your results - Use the optional “fields” parameter to limit the amount of information
returned for each AWS connector.

Pagination - A maximum of 100 instances are returned by default. To customize this
specify a “preferences” tag in the POST body of your request.

Permissions required - Managers with full scope.

Searchable Fields

Parameter Description

id (integer) The ID of the connector that you want to search.
name (Text) Name is the name for the connector you want to search.
description (Text) Description of the connector you want to search.
lastSync (Date) Last sync date of the connector.

type (AssetDataConnectorType) Azure, not writeable

authRecord.applicationld

(integer) Unique identifier of the application you create on Azure
portal.

authRecord.directoryld

authRecord.subscriptionld

(integer) Unique identifier of your Azure Active Directory.
(

integer) Unique identifier of your Microsoft Azure subscription.
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Sample - Search Azure Connector using connector name

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ search/ aml azur easset dat aconnec
tor" < file.xmn

Note: "file.xm " contains request POST data

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="name" operator="EQALS'>My Azure
connector</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
n azure_asset _data_connect or. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Azur eAsset Dat aConnect or >
<i d>287603</i d>
<name>My Azure connect or </ nane>
<descri pti on>Sanpl e Connect or </ descri pti on>
<l ast Sync>2019- 05- 27T06: 26: 297</ | ast Sync>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AZURE</ t ype>
<def aul t Tags>

<list>
<TagSi npl e>
<i d>8523019</i d>
<name>azure static tag</nane>
</ TagSi nmpl e>
</list>

</ def aul t Tags>
<di sabl ed>f al se</ di sabl ed>
<i sGovd oudConfi gur ed>f al se</i sGovC oudConfi gur ed>
<aut hRecor d/ >
</ Azur eAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>
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Sample - Search Azure Connector by subscription ID

API request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ search/ anl azur easset dat aconnec
tor/" < file.xm

Note: "file.xm" contains request POST data

Reguest POST Data:

<Servi ceRequest >
<filters>
<Criteria field="authRecord. subscriptionld"
operator="EQUALS">11111111-1111-1111-1111-111111111111</Criteria>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 2. 0/ a
m azure_asset _dat a_connect or. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Azur eAsset Dat aConnect or >
<i d>289601</i d>
<name>My Sanpl e Azure Connect or </ nane>
<descri pti on>sanpl e connect or </ descri pti on>
<l ast Sync>2019- 05- 26T02: 26: 30Z</ | ast Sync>
<connect or St at e>QUEUED</ connect or St at e>
<t ype>AZURE</t ype>
<def aul t Tags>
<list>
<TagSi npl e>
<i d>8523019</i d>
<name>azure static tag</nanme>
</ TagSi npl e>
</list>
</ def aul t Tags>
<di sabl ed>f al se</ di sabl ed>
<i sGCovCd oudConf i gur ed>f al se</i sGovC oudConfi gur ed>
<aut hRecor d/ >
</ Azur eAsset Dat aConnect or >
</ dat a>
</ Servi ceResponse>
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New XSD

We have introduced this new XSD: azure _asset_data_connector.xsd
(http://qualysapi.qualys.com/qps/xsd/2.0/am/azure_asset_data_connector.xsd)

Azure Connector (azure_asset_data_connector.xsd)

<?xm version="1.0" encodi ng="UTF-8"?>

<schema xm ns="http://ww. w3. or g/ 2001/ XM_Schena"

t ar get Nanespace="http://am oxm api . portal . qual ys. com v2"
xm ns:tns="http://am oxm api . portal . qual ys. com v2"

el ement For nDef aul t =" qual i fi ed">

<i ncl ude schenaLocati on="asset data_connector. xsd" />
<i ncl ude schenmaLocati on="azure_service. xsd" />

<conpl exType nane="Azur eAsset Dat aConnect or" >
<conpl exCont ent >
<ext ensi on base="tns: Asset Dat aConnect or" >
<sequence>
<el enent nane="aut hRecor d"
type="tns: Azur eAut hRecor dSi npl e" />
</ sequence>
</ ext ensi on>
</ conmpl exCont ent >
</ conmpl exType>
</ schema>
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