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Qualys Cloud Platform (VM, PC) v8.x  

Release Notes  

Version 8.21.2 

September 18, 2019 

 
This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability 
Management and Policy Compliance. 
 

Qualys Cloud Platform 

Virtual Scanner Appliance Support for Alibaba Platform 
 

Qualys Vulnerability Management (VM) 

Schedule an EC2 Scan with no scannable EC2 Assets in Asset Tags 
 

Qualys Policy Compliance (PC) 

Expanded Support for Instance Discovery & Auto Record Creation 
Oracle 19c Support 
Scan Results Shown for SUSE 11.x from Cloud Agent Scans 
Added Ubuntu 14.x and SUSE 12.x to the Unix Directory Check UDC 
New Technologies Supported in Compliance Scans for Unix Hosts 
Support for New OCA Technologies 
View History of Control Status Changes 
Support for Red Hat Fedora 30 
 
 
 
 

Qualys 8.21.2 brings you many more 
improvements and updates!  Learn more  
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Qualys Cloud Platform 

Virtual Scanner Appliance Support for Alibaba Platform 

We now support Qualys Virtual Scanner Appliance for Alibaba Cloud Compute.  
 
To download virtual scanner images from 
the Qualys UI, go to New >Virtual 
Scanner.  
 
Then click Download under "Download 
Image Only". 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
You'll see the list of Available 
Distributions including the new 
Alibaba Marketplace Image. 
 
Follow the appropriate link to go 
directly to the Qualys Virtual Scanner 
Appliance page in the Alibaba 
Marketplace. 
 
The distribution list screen on the left 
highlights the new distribution for 
Alibaba platform. 
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Qualys Vulnerability Management (VM) 

Schedule an EC2 Scan with no scannable EC2 Assets in Asset Tags 

An account Manager or Unit Manager can schedule an EC2 scan even if at the time of 
scheduling, the tags don't resolve to hosts in your account. This way you can schedule the scan 
and if new hosts show up later that match the asset tags then they'll be scanned automatically 
as per the schedule. When you schedule an EC2 scan with such tags, the system will show you a 
message that “No scannable assets match the select tag(s) and connector details. Do you still 
want to schedule this scan job?”.  
 

 
 
If you choose Continue, the system will schedule a new EC2 scan for selected asset tags. During 
the scan, scanning will be skipped for the asset tags with no scannable assets. After the scan, if 
you open the scheduled task in the “Info” mode and go to the “Run History” tab, you will see that 
the scan is skipped for asset tags that don’t resolve to hosts.  
 

 
 

 
Not sure how to schedule an EC2 scan? It's easy.  
 
To schedule an EC2 scan, go to Scans > Schedules and in the New 
menu select Schedule EC2 Scan. 
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Qualys Policy Compliance (PC) 

Expanded Support for Instance Discovery & Auto Record Creation 

Instance discovery and auto record creation is now supported for IBM WebSphere App Server 
and Jboss Server. This was previously supported for Apache Web Server. You can learn more 
about this feature and how it works in the "System Authenticated Records" help file. 
 

Summary 

These capabilities now are available for IBM WebSphere App Server and Jboss Server. 
 
- Support for scanning multiple instances running on the same host, and when hosts have 
varying configurations 
 
- 2 phased scanning process. First, a discovery scan finds IBM WebSphere/JBoss instances, 
consolidates instance data, and creates/updates auth records in the user’s account. Then an 
assessment scan uses the records saved in the user’s account for control evaluations. 
 
- New option profile settings allow you to 1) enable instance discovery and auto record creation, 
2) include system-created records for scans, and 3) determine whether to send system records or 
user records when there are 2 records for the same instance configuration. 
 
- Compliance scan results show a list of instances discovered by the scan when the instance 
discovery and auto record creation feature is enabled for the scan. Compliance assessment data 
is not collected during instance discovery scans. 
 
- New System created auth records. Auto created authentication records have the owner 
“System”. These records cannot be edited by users. 
 
- You can enable IBM WebSphere/JBoss records for authenticated scanning, i.e. set as Active, or 
disable this, i.e. set as Inactive. 
 

Option Profiles 

When configuring option profiles you'll now see IBM WebSphere App Server and Jboss Server 
listed under System Authentication Records.  
 
Option Profile 1: Choose “Allow 
instance discovery and system 
record creation” and select one 
or more application.  
 
Use this option profile for 
instance discovery scans. We’ll 
discover running instances 
during the scan, and then use 
the information collected about 
your running instances to 
create auth records.  
 
For JBoss server, Unix and/or 
Windows authentication are 
required while for IBM 
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WebSphere server, only Unix authentication is required. So be sure you have Unix/Windows 
records in your account depending on the technology for which you want to discover instances.  
 
 
Option Profile 2: Choose 
“Include system created 
authentication records in 
scans” in the option profile 
you’ll use for compliance 
assessments.  
 
System created records will be 
used along with user created 
records. If you have a user 
created record and a system 
created record for the same 
instance configuration we’ll 
use the user record by default. 
You can change this if you 
prefer to use the system 
record.  
 
  
 
 

Compliance Scan Results 

For a compliance scan with the option "Allow instance discovery and system record creation", 
you can go to the Appendix section of your compliance scan results to see the auto discovered 
instances. 
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In the following example we didn't find running instances for scanned hosts. 
 

 
 
In this case we didn't find the authentication type on any scanned hosts. 
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System Created Records 

You'll see a gold lock  and Owner "System" for system-created authentication records for IBM 
WebSphere App Server and Jboss Server. 
 

 
 
Also, when you download the authentication records list to CSV format (New > Download) you'll 
see the column "Is System Created" with a value of Yes or No for each record.  
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Make Records Inactive 

Now you can make any IBM WebSphere App Server or Jboss Server authentication record 
inactivate. This is already supported for Apache Web Server. Inactive records are not included in 
scans (even if the "Include system created authentication records in scans" option is selected in 
the option profile). Simply choose the records you want to make Inactive and pick Deactivate 
from the Actions menu above the data list. To activate records choose Activate. 
 

 
 

Want to know more?  

Search the help for "System Authentication Records". For details on API changes, please see the 
Qualys API Release Notes. 
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Oracle 19c Support 

We’ve extended our support for Oracle authentication to include Oracle 
19c. We already support Oracle 11g, 12c, 18c, 9i.  
 
You’ll need a Oracle authentication record to authenticate to an Oracle 
database instance running on a Unix or Windows host, and scan it for 
compliance. For authentication to Windows hosts, enter the Windows 
file. For authentication to Unix hosts, enter the Unix file. You may enter 
one or both.  

How do I get started? 

- Go to Scans > Authentication. 
 
- Check that you have a Unix or Windows record already defined for the 
host running the database. 
 
- Create an Oracle record for the same host. Go to New > Oracle Record. 
 
 
 
 
 

Sample Reports 

You’ll see the Oracle 19c host technology in compliance reports and in compliance scan results. 
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Policies and Controls  

You’ll see Oracle 19c in the technologies list when creating a new policy. 
 

 
 
You’ll see Oracle 19c when searching controls by technologies. 
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Scan Results Shown for SUSE 11.x from Cloud Agent Scans 

With this release, you’ll also get scan results for SUSE 11.x from cloud agent scans if the 
technology is selected in the UDC. This applies to all Unix UDCs. Prior to this release, you 
wouldn’t get results from cloud agent scans even if the technology was selected in the UDC. Only 
compliance scans using scanners would return results for SUSE 11.x. 

Added Ubuntu 14.x and SUSE 12.x to the Unix Directory Check UDC 

We now support 2 new technologies Ubuntu 14.x and SUSE 12.x in the Unix Directory Check 
UDC. These technologies were already supported in other Unix UDCs for scans using scanners. 
These technologies are also now supported by agent scans for all Unix UDCs. They weren't 
supported by agent scans before.   

New Technologies Supported in Compliance Scans for Unix Hosts 

We now support 2 new host technologies “Elasticsearch” and “Apache Kafka” in compliance 
scans for hosts running on Unix platform. Elasticsearch and Apache Kafka information appears 
for scanned hosts in Compliance scan reports and Authentication reports when the applications 
are found on the scanned hosts.  
 
You'll need a Unix authentication record for the hosts running Elasticsearch and Apache Kafka. 
Then scan those hosts using authentication. 
 

Sample Reports 

Sample reports show Elasticsearch host technology in Authentication report and compliance 
scan results for a Unix host. 
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Sample reports show Apache Kafka host technology in Authentication report and compliance 
scan results for a Unix host.  
 

 

Support for New OCA Technologies 

We now support the following new technologies on assets for which data is collected using Out-
of-Band Configuration Assessment (OCA) tracking. 
 

• Cisco FTD 6 
• Cisco WLC 8 

 
Simply, navigate to Reports tab and run the Policy Compliance Reports and Authentication 
Report on these technologies to view your compliance posture.  
 
Sample: Authentication Report for Cisco FTD 6 and Cisco WLC 8 
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View History of Control Status Changes 

With this release you can view the scan dates when control status changes occurred. For a 
control with a status of Pass you’ll see the first scan date when the control passed and the last 
scan date when the control passed. Similarly, for a control with a status of Fail you’ll see the first 
and last scan date when the control failed. You’ll see this on the Control View tab and in Policy 
Reports (depending on template settings). 
 
 
 
 
 
 
 
You’ll now see these control status details:  
 
Previous Status/Posture - The compliance status (Pass or Fail) for each control prior to the most 
recent scan. 
 
First Fail Date - The first scan date when the control was reported as Fail. If the previous status 
was Pass then this is the date the status changed from Pass to Fail. 
 
Last Fail Date - The most recent scan date when the control was reported as Fail.  
 
First Pass Date - The first scan date when the control was reported as Pass. If the previous status 
was Fail then this is the date the status changed from Fail to Pass. 
 
Last Pass Date - The most recent scan date when the control was reported as Pass.  
 

Control View 

New columns are added in Control View. Note - Records will be displayed in Control View only 
when there is some search criteria. 
 
Go to PC > Reports > Control View. Enter search criteria and click Search to view controls in the 
list.  
 

 

Good to Know 
You must run new compliance scans with version 8.12.2 or later in order to view and 
report dates for control status changes. 
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Policy Reports 

You can now select new fields while creating a policy template and these fields will be displayed 
on reports. You can see the new fields in Policy Reports for all the output formats. 

 
Go to Reports > Templates > 
New > Policy Template or 
edit an existing template. 
Make your selections on the 
Layout tab. In new policy 
templates, Previous Status is 
selected by default and you 
can select other fields. 
 
 
 
 
 
 
 

 
 
Here's a 
sample Policy 
Report in 
HTML format. 
Expand 
control details 
to see control 
status history. 
The values 
shown depend 
on your report 
template 
selections and 
the current 
status of the 
control. 
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Support for Red Hat Fedora 30 

 
We’ve extended our support for Policy Compliance (PC) scan to include Red Hat Fedora 30. This 
new support is covered under existing technology name “Red Hat Fedora”. We already support 
Red Hat Fedora 28 and Red Hat Fedora 29. 
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Issues Addressed 

• We fixed an issue where the next scheduled launch date for a scheduled scan with DST 
(daylight saving time) enabled was shown 1 day later than the actual next scheduled 
date. Now the next scheduled date is shown correctly for the scheduled scans. 

• There was an issue where the IPs section which lists the scanned IP addresses was 
missing in the JSON output for the Scan API. The issue is now fixed, and the output lists 
all the IPs in the IPs section. 

• We have fixed an issue and now the "Patch Published" dates in a patch report for all QIDs 
correctly show the dates in ISO 8601 format. 

• We fixed an issue where creating/editing large policies were failing. As a result, controls 
were not shown for these policies. Now the policies show all the controls when created 
and updated. 

• We fixed an issue where an incorrect expiration date was shown for the user account on 
activating a trial version of the Threat Protection module. Now we show a correct 
expiration date on activating or updating a trial version of Threat Protection module for 
the user account. 

• The link to Help > Training will now redirect the User to Qualys Training page. 

• We added help tips to better explain that while creating remediation tickets, rules with 
"Do not create tickets" action should be at the top of their rules list so they are applied 
first. 

• To add some more clarity of how the superseded patches work we have added onscreen 
text for the "Exclude superseded patches" option in all report templates. We have also 
updated online help on using search lists and patch supersedence. 

• The API User Guide is now updated to remove the "last" and "domain" input parameters 
for the Domain List API, as they are no longer used. 

• We updated the API User Guide to add "include_ignored" and "include_disabled" 
parameters in the Detection Filters list for the Host list Detection API. 
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