@ Qualys.

Qualys Cloud Platform (VM, PC) v8.x

Release Notes

Version 8.21.2
September 18, 2019
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Qualys Cloud Platform

Virtual Scanner Appliance Support for Alibaba Platform

We now support Qualys Virtual Scanner Appliance for Alibaba Cloud Compute.

Add New Virtual Scanner x

started.

Get Started
nly
Help me to select the right

virtual image and configure
my scanner.

[ Start Wizard >

Close

Download Image
Onl

| want to download the

virtual image now and
configure my scanner later.

You have 4 virtual scanner license(s) available. Choose one of the options below to get

| Have My Image

I'm ready to complete the
configuration of my scanner.

Qualys Virtual Scanner Appliance

Available Distributions

Overview

virtual scanner license may be used to activate any of the below images.

Standard -
« VMware vSphere: vCenter Server, ESXi
« VMware Workstafion, Workstation Player,

Fusion

= Citrix XenServer

Open Stack
« OpenStack Newton

VMware vApp

« VMware vSphere: vCenter Server

Microsoft Hyper-V
= Microsoft Windows Server

Amazon HVM
Machine Image
(Pre-Authorized
Scanning)

» Amazon EC2-Classic, Amazon EC2-VPC

Amazon HVM

Machine Image = Amazon EC2-Classic, Amazon EC2-VPC

Microsoft Azure

Marketplace Image = Microsoft Azure Cloud Platierm

Google Compute

Cloud Image = Google Cloud Platform

Oracle Cloud

Marketplace Image  * OCI and OCI-Classic

Distribution -
[eREERERS

The Qualys Virlual Scanner Appliance has multiple distributions to support deployments on a variety of virtualization platforms. A

ile/Package Type File Location
VA

(o)
with VMDK virtual disk format

OvA
with VMDK virtual disk format

VMware vApp OVA
with VMDK virtual disk format
(see note below)

ZIP
with VHD virtual disk format

AMI
(s

ee note below)

AMI
(see note below)

VHD

Google Compute Engine
Image

Oracle Cloud Compute
Image

Download

Download

Download

Download

AWS Markeiplace

AWS Marketplace

Azure Marketplace

Google Cloud Launcher

OCl in Markeiplace

OCI-Classic in
Markeiplace

« Alibaba Cloud Compute

Alibaba Cloud
Marketplace Image

Alibaba ECS Image

Alipaba Marketplace )

' IV IIVIIIIVIIIIIVIIIIIIIII I

To download virtual scanner images from
the Qualys Ul, go to New >Virtual
Scanner.

Then click Download under "Download
Image Only".

Qualys Release Notes

You'll see the list of Available
Distributions including the new
Alibaba Marketplace Image.

Follow the appropriate link to go
directly to the Qualys Virtual Scanner
Appliance page in the Alibaba
Marketplace.

The distribution list screen on the left
highlights the new distribution for
Alibaba platform.



Qualys Vulnerability Management (VM)

Schedule an EC2 Scan with no scannable EC2 Assets in Asset Tags

An account Manager or Unit Manager can schedule an EC2 scan even if at the time of
scheduling, the tags don't resolve to hosts in your account. This way you can schedule the scan
and if new hosts show up later that match the asset tags then they'll be scanned automatically
as per the schedule. When you schedule an EC2 scan with such tags, the system will show you a
message that “No scannable assets match the select tag(s) and connector details. Do you still
want to schedule this scan job?”.

New Scheduled EC2 Vulnerability Scan Tumhelp tips: On| OFF  Launch Help [ 3¢

Confirm
Confirm

No scannable assets match the select tag(s) and connector details. Do you still want to schedule this scan job?

co

If you choose Continue, the system will schedule a new EC2 scan for selected asset tags. During
the scan, scanning will be skipped for the asset tags with no scannable assets. After the scan, if
you open the scheduled task in the “Info” mode and go to the “Run History” tab, you will see that
the scan 1s skipped for asset tags that don't resolve to hosts.

Scheduled Task Information @ x

General Information Run History

Connector Details
08/20/2019 05:06:03 GMT - Next launch date updated fo 2020-08-18 05:06:00 GMT

Target 08/20/2019 05:06:03 GMT - skipped: The asset tags in your schedule(with [ID-1330167
Title:# Cnwner: Role:manager]) did not resolve to any
hosts.

Schedule TE0T TR [T - The ascel fags resolved to 0 hosts. hence launch skippe

0D8/20/2019 05-06-02 GMT - Begin scan launch.
Notifications

Close Edit I

Vulnerability Management N

Dashboard Reports  Remedaton INOT sure how to schedule an EC2 scan? It's easy.

Scans | 'Scans | | Maps To schedule an EC2 scan, go to Scans > Schedules and in the New
(1w | [seson] [ emers menu select Schedule EC2 Scan.

Scheduls Scan

Ll (Q Type Titl

HOR @ ECZ cioud Perimeter Scan
Ol 4 G Tesi SchedueMap
O @ apy Schecue Certvien Scan
Scheduls Cloud CerfView Scan
O @ anl
Asset Group
ST B 3
HK @ APl pomain
O 4 @ sen OptonProfis
0l 4 @ APl Devnoad.
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Qualys Policy Compliance (PC)

Expanded Support for Instance Discovery & Auto Record Creation

Instance discovery and auto record creation is now supported for IBM WebSphere App Server
and Jboss Server. This was previously supported for Apache Web Server. You can learn more
about this feature and how it works in the "System Authenticated Records" help file.

Summary

These capabilities now are available for IBM WebSphere App Server and Jboss Server.

- Support for scanning multiple instances running on the same host, and when hosts have
varying configurations

- 2 phased scanning process. First, a discovery scan finds IBM WebSphere/JBoss instances,
consolidates instance data, and creates/updates auth records in the user’s account. Then an
assessment scan uses the records saved in the user’s account for control evaluations.

- New option profile settings allow you to 1) enable instance discovery and auto record creation,
2) include system-created records for scans, and 3) determine whether to send system records or
user records when there are 2 records for the same instance configuration.

- Compliance scan results show a list of instances discovered by the scan when the instance
discovery and auto record creation feature is enabled for the scan. Compliance assessment data
is not collected during instance discovery scans.

- New System created auth records. Auto created authentication records have the owner
“System”. These records cannot be edited by users.

- You can enable IBM WebSphere/JBoss records for authenticated scanning, i.e. set as Active, or
disable this, i.e. set as Inactive.

Option Profiles

When configuring option profiles you'll now see IBM WebSphere App Server and Jboss Server
listed under System Authentication Records.

OptiOl’l Profile 1: Choose “Allow System Authentication Records
]_nstance dlscovel’y and System Allow the system to create authentication records automatically using the scan data discovered for running instances_ In follow up
reCOI’d Cl’eatlon” and SeleCt one scans, compliance assessments can be performed using those system created records. Learn more about insance discovery and

or more application.

system authentication records

Create System Authentication Records

By choosing this option we'll restrict scans to instance discovery and record creation for the selected technology. Unix

Use thlS Optlon pIOflle for authentication is required. Compliance assessments will not be performed for any technology.
instance discovery scans. We'll @) Alow nstance sscovery and system record cretion
discover running instances For the following technology
during the scan, and then use Apache Wb Server
. . | IBM WebSphere App Server
the information collected about % Jooss Server

your running instances to
create auth records.

For JBoss server, Unix and/or

Windows authentication are
required while for IBM

Qualys Release Notes 4



WebSphere server, only Unix authentication is required. So be sure you have Unix/Windows
records in your account depending on the technology for which you want to discover instances.

Option Profile 2: Choose
“Include system created
authentication records in
scans” in the option profile
you'll use for compliance
assessments.

System created records will be
used along with user created
records. If you have a user
created record and a system
created record for the same
instance configuration we'll
use the user record by default.
You can change this if you
prefer to use the system
record.

Compliance Scan Results

System Authentication Records

Allow the system fo create authentication records automatically using the scan data discovered for running instances. In follow up
scans, complisnce assessments can be performed using those system created records. Learn more about instance discovery and
system authentication records

stem Authentication

Use System Authentication Records

When selected, compliance
Instance discovery and record creation will not be performed.

ents will be performed using all aclive authentication records (system and user created).

|#| Include system created authentication records in scans
Only 1 record is used for scanning each instance If there are 2 records (system and user created) with the same instance
configuration, tell us which record to use

® User created record
System created record

For a compliance scan with the option "Allow instance discovery and system record creation’,
you can go to the Appendix section of your compliance scan results to see the auto discovered

instances.

Compliance Scan Results

Filer Help~
Appendix
Windows authentication was successful for these hosts
10.10.36.111
Unix/Cisco/Checkpoint Firewall authentication was successful for these hosts
10.10.26.46, 10.10.31.129, 10.10.34 52, 10.10.35.24, 10.10.35.241, 10.10.35.249, 10.11.70.44, 10.11.70.118
) )
Auto Discovered Instances
IBM WebSphere App Server (Installation Directory: /optIBM/WebSphere3/AppServer)
10.10.35.24, 10.10.35.241
IBM WebSphere App Server (Installation Directory: /opt/IBM/WebSphere/AppServer)
10.10.34.52, 10.10.35.24
Jboss Server (Root Directory: foptiwildfly11_2, Base Directory: loptiwildfly11_2/standalone, Base Config Directory:
loptiwildfly11_2/standalonelconfiguration, Config File Path: loptiwildfly11_2/standalonel/configuration/standalone.xml, Mode: Standalone)
10.11.70.44
Jboss Server (Root Directory: loptiwildfly11_1, Base Directory: loptiwildfly11_1/standalone, Base Config Directory:
loptiwildfly11_1/standaloneiconfiguration, Config File Path: loptiwildfly11_1/standalone/configuration/standalone.xml, Mode: Standalone)
10.11.70.44
\. S
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In the following example we didn't find running instances for scanned hosts.

Compliance Scan Results

File~ Help~

Appendix

Target hosts found alive (IP)
10.10.26.134

Target distribution across scanner appliances
qvsa_ashrestha : 10.10.26.134

Unix/Cisco/Checkpoint Firewall au ion was ful for these hosts
10.10.26.134

Auto Discovered Instances

IEM WebSphere App Server instances were not found for these hosts
10.10.26.134

Jboss Server instances were not found for these hosts
10.10.26.134

In this case we didn't find the authentication type on any scanned hosts.

Compliance Scan Results

Filex Help~

Appendix

Target hosts found alive (IP)
10.10.26.134

Tﬂl‘m distribution across scanner appllnnoes
qvsa_ashrestha : 10.10.26.134

UnixiCisco/Checkpoint Firewall authentication was successful for these hosts
10.10.26.134

Auto Discovered Instances

IEM WebSphere App Server instances were not found for these hosts
10.10.26.134

Jboss Server instances were not found for these hosts
10.10.26.134

Authentication record instance information was not collected for the following types
Apache Web Server

Qualys Release Notes



System Created Records

You'll see a gold lock [8] and Owner "System" for system-created authentication records for IBM
WebSphere App Server and Jboss Server.

= Scans | pg Scans Schedules Appliances Option Profiles Authentication

[Z||| creation Type | Systemcreated ~ | Type  IBM WebSphere App Server, Jboss Server

Overview ide Graph
Credentials Breakdown m Unused 1 Passing 0 Failing 0 Problematic 0 In Vault 0

1

Jposs Server IBM WebSphere App Server

S System-created authentication records
v | new | ] [1-10f1 b | £~

[[] Type Title & IPs #IPs Modified « Owner Details
[F] 1BM WebSphere App S... |BM WebSphere App Server [System Created] - 97000 & 1011574238 1 08/13/2019 System Details o
[7] Jboss Server Jboss Server [System Created] - 99013 & 10117044 1 08/16/2019 System Details. [o}

Also, when you download the authentication records list to CSV format (New > Download) you'll
see the column "Is System Created" with a value of Yes or No for each record.

Network  Type Title Is System Created  IPs IPs  Modified Owner  Status
Global Defa IBM WebSphere App Server | IBM WebSphere App Server [System Created)] - 103007 | Yes 10.10.34.5 2 08/21/2019 at 1System  Active
Global Defa IBM WebSphere App Server  IBM WebSphere App Server [System Created] - 103009 Yes 10.10.35.2 2 08/21/2019 at 1System  Active
Global Defa IBM WebSphere App Server  IBM WebSphere App Server [System Created] - 103010 | Yes 10.10.35.2 1 08/21/2019 at 1System Active
Global Defa IBM WebSphere App Server | IBM WebSphere App Server [System Created] - 103011 | Yes 10.10.35.2 1 08/21/2019 at 1System | Active
Global Defa IBM WebSphere App Server | IBM WebSphere App Server [System Created] - 103012 | Yes 10.10.35.2 1 08/21/2019 at 1System  Active
Type Title 15 System Created  IPs IPs Modified Owner  Status
Jboss Server  Jboss_unix3 Mo 10.115.68.152 1 08/21/201 Prerna T (M Active
Jboss Server  Jboss_unix2 Mo 10.115.68.152 1 08/21/201 Prerna T (M Active
Jboss Server | Jboss Server [System Created] - 102000  Yes 10.10.36.111 1 08/21/201 System  Active
Jboss Server | Jboss Server [System Created] - 102001  Yes 10.10.36.111 1 08/21/201 System  Active
Jboss Server  Jboss Server [System Created] - 102002 Yes 10.10.36.111 1 08/21/201 System  Active
Jboss Server  Jboss Server [System Created] - 102003 Yes 10.10.36.111 1 08/21/201 System  Active
Jboss Server  Jboss Server [System Created] - 102004 Yes 10.10.36.111 1 08/21/201 System  Active
Jboss Server  Iboss Server [System Created] - 102006 Yes 10.11.70.44 108/21/201 System  Active
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Make Records Inactive

Now you can make any IBM WebSphere App Server or Jboss Server authentication record
inactivate. This is already supported for Apache Web Server. Inactive records are not included in
scans (even if the "Include system created authentication records in scans" option is selected in
the option profile). Simply choose the records you want to make Inactive and pick Deactivate
from the Actions menu above the data list. To activate records choose Activate.

Actions (1) | Mewr W

Delete

Title
Remove Hosls

Jboss Server [System Created] - 98016
Deactivate Jboss Server [System Created] - 09018
ELEl R e Jhoss Server [System Created] - 93019

] Jboss Server Jhoss Server [System Created] - 98020
[[] Jboss Server Jhoss Server [System Created] - 99021
[] Jboss Server Jhoss Server [System Created] - 99022
[] Jboss Server Jhozs Server [System Created] - 98012
[[] Jboss Server Jhoss Server [System Created] - 98013

Want to know more?

Search the help for "System Authentication Records". For details on API changes, please see the
Qualys API Release Notes.

Qualys Release Notes 8



Oracle 19¢ Support

We've extended our support for Oracle authentication to include Oracle
19c. We already support Oracle 11g, 12c, 18c, 9i.

You'll need a Oracle authentication record to authenticate to an Oracle
database instance running on a Unix or Windows host, and scan it for
compliance. For authentication to Windows hosts, enter the Windows
file. For authentication to Unix hosts, enter the Unix file. You may enter
one or both.

How do | get started?

- Go to Scans > Authentication.

- Check that you have a Unix or Windows record already defined for the
host running the database.

- Create an Oracle record for the same host. Go to New > Oracle Record.

Sample Reports

Mew W

Windows Record...

Unix Record...
(Dlacle Record... )

Oracle Listener Record

SNMP Record...

M3 SQL Record. ..

Cisco Record...

IBM DB2 Record...

Whware ESXi Record. .. 3
MySQL Record...

MariaDE Record...

InformixDE Record...

Sybase Record...

Checkpaint Firewall..

PostgreSCL Record

Palo Alto Nefworks Firewall Record...
MongoDB Record...

Application Records. .. 3

Authentication Vaults

vCenter Mapping

Download...

You'll see the Oracle 19¢ host technology in compliance reports and in compliance scan results.

Compliance Scan Results [iEENE

Filew Help 10.11.70.182 2 of 2 (100%)
Title: INSTAI - a z
Unix/Cisco/Checkpoint Firewall
Asset Groups: Oracle - !
IPs: 10417 HOST |HOST TECHNOLOGY INSTANCE |sm'us |causE
Excluded IPs: - 10.11.70.182 (-, -) Oracle Enterprise Linux 7.x Passed -
Compliance Profile: Initial A

|HOST TECHNOLOGY
Oracle 19¢

HOST
10.11.70.182 (-, -)

INSTANCE

Appendix

Port=1527, SID=ora19csu

|smms
Passed -

Target hosts found alive (IP)
10.11.70.182

Target distribution across scanner appliances
vs_seenu_ak-2 : 10.11.70.182

Unix/Cisco/Checkpoint Firewall authentication was successful for these hosts
10.11.70.182

E)racle authentication was successful for these hosts j

Port 1527, S1D ora19csu;
10.11.70.182
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Policies and Controls

You'll see Oracle 19c in the technologies list when creating a new policy.

Empty Policy: Build your policy from scratch.

Select technologies for your policy. Your selection makes up the global technologies list for the policy and determines which controls can be added to the
policy. Note - You can change the technologies at any time from within the Policy Editor.

Technclogies  Select at lsast ons technology. REQUIRED

Search technologies: [| I~ Add All |

197 technologies Add all shown

Create policy for

Oracle 12¢ this technology ...,
Oracle 18c

(Ora:\ewc ) PITI [

Oracle 8i

Oracle Enterprise Linux 4.x

Oracle Enterprise Linux 5.x

Ararln Entarmries |in &

Back

You'll see Oracle 19c when searching controls by technologies.

CIDs: -
072,1071,1081 {up to 20)
Text:
Find controls for this
Status || Deprecated
technology
Technologies: C! ark 12; J =
] Oracle 18¢c e
(I(i Oracle 19¢ )
| Oracle Enterprise Linux 4.x i
Frameworks: | 7] aANSS| 40 Essential Measures for a Healthy Network Ver 1.0 =
|| APRA Prudential Practice Guide (PPG): CPG 234 - Manage
LI CClList1
|| CIS - Apache HTTP Server 2.2 Benchmark v3.4.0 (09-23-20 =
4 L3
Framework ID:
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Scan Results Shown for SUSE 11.x from Cloud Agent Scans

With this release, you'll also get scan results for SUSE 11.x from cloud agent scans if the
technology is selected in the UDC. This applies to all Unix UDCs. Prior to this release, you
wouldn'’t get results from cloud agent scans even if the technology was selected in the UDC. Only
compliance scans using scanners would return results for SUSE 11.x.

Added Ubuntu 14.x and SUSE 12.x to the Unix Directory Check UDC

We now support 2 new technologies Ubuntu 14.x and SUSE 12.x in the Unix Directory Check
UDC. These technologies were already supported in other Unix UDCs for scans using scanners.
These technologies are also now supported by agent scans for all Unix UDCs. They weren't
supported by agent scans before.

New Technologies Supported in Compliance Scans for Unix Hosts

We now support 2 new host technologies “Elasticsearch” and “Apache Kafka” in compliance
scans for hosts running on Unix platform. Elasticsearch and Apache Kafka information appears
for scanned hosts in Compliance scan reports and Authentication reports when the applications
are found on the scanned hosts.

You'll need a Unix authentication record for the hosts running Elasticsearch and Apache Kafka.
Then scan those hosts using authentication.

Sample Reports

Sample reports show Elasticsearch host technology in Authentication report and compliance
scan results for a Unix host.

Appendix

Targets with OS authentication-based technologies Compliance Scan Results

File~

10.115.98 210 (-, -) ek

Network: Global Default Network Last Auth: 08/05/2019 at 12:03:57 PM (GMT+0530) Ap pe ndix

OS: CentOS Linux 7.2.151 Last Success: 08/05/2019 at 12:03:57 PM (GMT+0530)
Target hosts found alive (IP}
10.115.98.210

SN | Host Technology Instance

Q Elasticsearch Elasticsearch (Binary Path: /etc/elasticsearch) ) Target distribution across scanner appliances

VirtualindiaScaner-1: 10.115.98.210
Unix/Cisco/C int Firewall aL ication was successful for these hosts
10.115.98.210
Application technologies found based on OS-level authentication
Elasticsearch was found for these hosts
Elasticsearch (Binary Path: /etc/elasticsearch)
10.115.98.210
Compliance Profile:
Initial Profile
Scan Seftings
Scan Restriction by Policy Disabled
Autn lindate Fnectad Valus
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Sample reports show Apache Kafka host technology in Authentication report and compliance
scan results for a Unix host.

Appendix

Targets with OS authentication-based technologies

10.115.98.186 (-, -)
Network: Global Default Network  Last Auth: 07/24/2019 at 01:59:38 PM (GMT+0530)
0S: CentOS Linux 7.3.1611 Last Success: 07/24/2019 at 01:59:38 PM (GMT+0530)

apache kafka auth report - 20100724

Host Technology Instance

SN.
G Apache Kafka Apache Kafka (Kafka Configuration File: /optkafka_2.12-2.3.0/config/server.properties),
2 Internet Explorer 11 Internet Explorer 11 c‘,.m,“:'"a"oe Scan Results

File= Help~

Target distribution across scanner appliances
qvsa_ashrestha : 10.11.70.43-10.11.70 44,10.11.70. 144

MongoeDB authentication failed for these hosts

MongoDB (Port: 27017, Database: admin)
10.11.70.44

Unix/Cisco/Checkpoint Firewall authentication was successful for these hosts
10.11.70.43-10.11.70.44, 10.11.70.144
Oracle WebLogic Server authentication was successful for these hosts

WebLogic 12 (Domain Path: fopt/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain)
10.11.70.43

Applicatien technologies found based on OS-level authentication
Apache Kafka was found for these hosts

Apache Kafka (Kafka Configuration File: /kafka_2.11-2.1.0/config/server.properties)
10.11.70.44

Support for New OCA Technologies

We now support the following new technologlies on assets for which data is collected using Out-
of-Band Configuration Assessment (OCA) tracking.

e C(CiscoFTD 6
e (Cisco WLC 8

Simply, navigate to Reports tab and run the Policy Compliance Reports and Authentication
Report on these technologies to view your compliance posture.

Sample: Authentication Report for Cisco FTD 6 and Cisco WLC 8

Cisco FDT Auth Report - 20190827 -

Flle= View- Help-

w Cisco FTDEF

Host Host Technology Inst. Status Cause OS Last Auth Last Success
13.13.1.2 {ashutosh(2, TANOZTAN) Global Cisco FTD 6.x Passed - Cisco FTD 6 082172019 082172019
Default
Network
Hast Network Host Technology Instance Status  Cause 0OS Last Auth Last Success

w Cisco WLC H[E

Host work Host Te ay Status Cause OS Last Auth Last Success
13.13.1.3 (ashutosh04, TANOSTAN) Global Cisco WLC 8.x Passed - Cisco WLC  08/21/2019 08/21/2019
Default &
Network
Host Host Te gy Slatus Cause 05 Last Auth Last Success
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View History of Control Status Changes

With this release you can view the scan dates when control status changes occurred. For a
control with a status of Pass you'll see the first scan date when the control passed and the last
scan date when the control passed. Similarly, for a control with a status of Fail you'll see the first
and last scan date when the control failed. You'll see this on the Control View tab and in Policy
Reports (depending on template settings).

Good to Know
You must run new compliance scans with version 8.12.2 or later in order to view and
report dates for control status changes.

You'll now see these control status details:

Previous Status/Posture - The compliance status (Pass or Fail) for each control prior to the most
recent scan.

First Fail Date - The first scan date when the control was reported as Fail. If the previous status
was Pass then this is the date the status changed from Pass to Fail.

Last Fail Date - The most recent scan date when the control was reported as Fail.

First Pass Date - The first scan date when the control was reported as Pass. If the previous status
was Fail then this is the date the status changed from Fail to Pass.

Last Pass Date - The most recent scan date when the control was reported as Pass.

Control View

New columns are added in Control View. Note - Records will be displayed in Control View only
when there is some search criteria.

Go to PC > Reports > Control View. Enter search criteria and click Search to view controls in the
list.

@ Qualys. Express
Policy Compliance ~ ' (5]  Help~  SaketShi(chepl ss) v | Logout

Dashboard  Policies Scans  Reports  Exceptions  Assets  Users

i= Reports  Reports  Schedules  Policy Summary IRSSRGRETE Templates  Selup

Saved Searches » Revert Save Search Actons

Policy Al
1- 200 o 252 bl O~
Posture cip Statement Criticality Tech  AssetGroup IP .(' [uriouy First Fall Date. Last Fail Date  First Pass Date Last Pass Db
Posture
o Stistus of the ‘Shutdown Clear virtual ([} Wi 090,30 128 ) L0 00047201 o 9
[ Pass | 1048 memory pagefia’ Seling CRITICAL H Win_7 10.10.30.120 Passed 090172019 00032018 090472019 DEV05/2019
! the ‘Devicas Allewed 10 format T

[ pass [EEERLCH 1 removable media” selting (NTFS -} Win_7 10.1020.129 Passed 0010372010 0803018 090472019 09052018

[ Pass NG Indexing’ service MEDILM =' Win_T 101030 129 Passed 09/0472018 00472019 090472019 09052019

[ rass | 1071 Status of ine Minmum Password Lengi o =. Win_7 1010 30,139 Passed 0a032018 OBTAI018 090472019

e o fc‘fl’_‘l‘,“; otne Mnimum Password Aoe’ Y B®  win_7 101030129 Failud 08042019 09052019 090172019 080112019

[ pass | 1091 10.10.30 129 Q;_.-..-.--_- [T ) 09042019 0052018 /
et ptisdl e R R I . s e e ~a_gpr
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Policy Reports

You can now select new fields while creating a policy template and these fields will be displayed
on reports. You can see the new fields in Policy Reports for all the output formats.

New Compliance Policy Template Launch Help 3 Go to Reports > Templates >
ot rformation S Biics. | 1] % 7 New > Policy Template or
12 Sxcepton = edit an existing template.
i Make your selections on the
Display Control Status History Eaaticn L b1 1i
Trending Previous Status ayout tap. In n.eW pO lcy )
[ First Fai Date e templates, Previous Status is
e : s === selected by default and you
\sst Aooess First Pass Date Appendix .
I Last Poss Date can select other fields.
Remediation Info
For Failed Controls
[J For Passed Controls
For Error Centrols
Cause of Failure
Cancel SaveAs...im
Detailed Results Here's a
sample Policy
B 19.10.30.1.29 (com-30-129, COM-30-129) R Report in
Windows 7 Ultimate - HTML format
Tracking Method: IP address Controls: 84 Expand
Last Scan Date 08/27/2019 at 12:58:08 (GMT+0530)  Passed 81 (96.43%) control details
Qualys Host ID: Falled: 3(3.57%)
Asset Tags: BUA Error. a to see Co.ntrO]'
Approved Exceptions 4] StatUS hlStOIy.
Pending Exceptions: 4] The Values

shown depend
on your report

~ 1. All_Control 96.43 % [INCH - template
selections and

¥ Windows 7

+ (1.2) 1048 Status of the 'Shutdown: Clear virtual memory status: ([ the current
pagefile’ setting
status of the
nRE = control.
Pravious Status: Passed
Evaluation Date: 0872772015 at 13:01:20 (GMT+0530)
First Pass Date 08/21/2015 at 14:50:16 (GMT+0530)
Last Pass Date: 0872772015 at 13:01:20 (GMT+0530)

This check provides the current status of the 'Shutdown: Clear virtual memory pagefile’ setting. The Windows Pagefile
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¥ (1.7) 1072 Status of the 'Minimum Password Age' setting P st P
Instance: os
Previous Status: Failed
Evaluation Date: 08/27/2019 at 13:01:20 (GMT+0530)
First Fail Date: 08/21/2019 at 14:50:16 (GMT+0530)
Last Fail Date: 08/27/2019 at 13:01:20 (GMT+0530)

Ameng the characteristics that make 'user identification’ via passwerd a workable security scluticn is sstting a 'minimum
password age." Without this minimum age requirement, any user(s) who wish to re-use the same password can merely cycle
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Support for Red Hat Fedora 30

We've extended our support for Policy Compliance (PC) scan to include Red Hat Fedora 30. This
new support is covered under existing technology name “Red Hat Fedora”. We already support
Red Hat Fedora 28 and Red Hat Fedora 29.

Status: ) Deprecated b=

Technologies: | (] Red Hat Enterprise Linux 7.x
[ Red Hat Enterprise Linux 8.x

¥ Red Hat Fedora

[ SAP Adaptive Server Enterprise 16

Solaris 10.x ot

Frameworks: | ] ANSS| 40 Essential Measures for a Healthy Network Ver 1.0 *

APRA Prudential Practice Guide (PPG). CPG 234 - Manage

CCl List 1

CIS - Apache HTTP Server 2 2 Benchmark v3.4 0 (09-23-20 ¥
b

Framework |D
Exsmpie DS11.1 or AI2.5

Category: All v

Sub Category: | Al v

4

P VRS, e N w\\~'x-m\_¢\,,‘,h\ ety R Ay

!
|
x
|
%
i

Qualys Release Notes 15



Issues Addressed

e We fixed an issue where the next scheduled launch date for a scheduled scan with DST
(daylight saving time) enabled was shown 1 day later than the actual next scheduled
date. Now the next scheduled date is shown correctly for the scheduled scans.

e There was an issue where the IPs section which lists the scanned IP addresses was
missing in the JSON output for the Scan APIL. The issue is now fixed, and the output lists
all the IPs in the IPs section.

e We have fixed an issue and now the "Patch Published" dates in a patch report for all QIDs
correctly show the dates in ISO 8601 format.

e We fixed an issue where creating/editing large policies were failing. As a result, controls
were not shown for these policies. Now the policies show all the controls when created
and updated.

e We fixed an issue where an incorrect expiration date was shown for the user account on
activating a trial version of the Threat Protection module. Now we show a correct
expiration date on activating or updating a trial version of Threat Protection module for
the user account.

e The link to Help > Training will now redirect the User to Qualys Training page.

e We added help tips to better explain that while creating remediation tickets, rules with
"Do not create tickets" action should be at the top of their rules list so they are applied
first.

e To add some more clarity of how the superseded patches work we have added onscreen
text for the "Exclude superseded patches" option in all report templates. We have also
updated online help on using search lists and patch supersedence.

e The API User Guide is now updated to remove the "last" and "domain" input parameters
for the Domain List API, as they are no longer used.

e We updated the API User Guide to add "include_ignored" and "include_disabled"
parameters in the Detection Filters list for the Host list Detection API.
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