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Qualys Cloud Platform v3.x
AM APIL: Support for Oracle Cloud Compute Instance

AM API: Support for Oracle Cloud Compute Instance

API affected /qps/rest/2.0/search/am/hostasset
/qps/rest/2.0/get/am/hostasset/<id>

New or Updated APIs Updated API
DTD or XSD changes Yes

We now allow you to search for Oracle Cloud Compute instances (OCI). The search request
returns a list of host assets matching the provided criteria. Assets are returned when they
are visible to the user (i.e. in the user’s scope).

Permissions

- You must have the AM module enabled.

- You must have the "API access" permission and Asset Management Permission “Read
Asset”

Input Parameters

The Search Host Asset API supports POST method. We support the following optional
filters that are available for the Search Host Asset API.

Parameter Description

ocild (string) The ID of your OCI.

compartmentld (string) The compartment ID of your OCI.

hostName (string) OCI asset host name

ociTagKey (string) OCI tags in lowercase. For example, ownet,
department, email, lifecycle, name, etc.

ociTagValue (string) Values for the OCI tag keys.

id (string) OCI asset ID

Note: For Oracle Cloud Compute instances, ociTagKey, and ociTagValue, all other
parameters are case sensitive. All parameters support text input with EQUALS operator. The
ociTagKey and ociTagValue parameters support EQUALS, CONTAINS.

Sample: Search OCI instances by OCIId

Sample: Search OCI instances by compartmentld
Sample: Search OCI instances by ociTagKey
Sample: Search OCI instances by ociTagValue

Sample: Search OCI instances by hostName



Qualys Cloud Platform v3.x
AM API: Support for Oracle Cloud Compute Instance

Sample: Get OCI Host Asset Info

Sample: Search OCI instances by OCIId

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
data-binary @

"https://qual ysapi.qualys.conl gps/rest/ 2.0/ search/ anf hostasset/" <
file.xm

Note: “file.xm” contains the request POST data.

Request POST data

<Servi ceRequest >
<filters>
<Criteria field="ocild"
oper at or =" EQUALS" >oci d1. i nst ance. ocl. i ad. anuwcl j t chxdvzyc25x| g4l df b34bcht
kvhwt cc3qi bt j kzl aehvj du2nkva</Criteri a>
</filters>
</ Servi ceRequest >

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
Xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conl xsd/ 2. 0/ anf ho
st asset. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>17869517</i d>
<name>i nst ance- 20210120- 1759</ nanme>
<creat ed>2021- 03- 04T12: 35: 30Z</ cr eat ed>
<nodi fi ed>2021-03-05T12: 27: 04Z</ nodi fi ed>
<t ype>HOST</t ype>

<t ags>
<list>
<TagSi npl e>
<i d>107379616</ i d>
<nanme>Cl oud Agent </ nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf 0>
<list>

<Asset Sour ce/ >
<Cci Asset Sour ceSi npl e>
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<asset |1 d>17869517</ asset | d>
<type>OCl </ t ype>
<firstD scovered>2021-03-
04T12: 35: 30Z</firstDi scovered>
<| ast Updat ed>2021- 03- 04T12: 35: 30Z</ | ast Updat ed>

<oci | d>oci d1. i nstance. ocl.iad. anuwcl j t chxdvzyc25x| g4l df b34bcht kvhwt cc3qi b
tj kzl aehvj du2nkva</ oci | d>

<conpart ment | d>oci d1. conpart nent. ocl. . aaaaaaaar avl bhcx2aj i agh57w ur vgs2ub
d4tt ai ngy22cxh3r 6br pmmugq</ conpart nment | d>
<oci | nst anceTags>
<t ags>
<list>
<Cci Tag>
<key>Cr eat edBy</ key>

<val ue>okt asso_qual ys_or acl ecengguser _j ohn@ual ys. conx/ val ue>
<t ype>DEFI NED</ t ype>
<nanmespace>Cr acl eTags</ nanmespace>

</ Cci Tag>
</list>
</tags>
</ oci | nst anceTags>
<oci Vni c>
<vni c>
<list>
<Cci Vni ¢>

<vl anTag>0</ vl anTag>
<privat el pAddress>10. 0. 0. 6</ pri vat el pAddr ess>

<macAddr ess>02: 00: 17: 06: 54: 64</ macAddr ess>
</ Cci Vni ¢c>
</list>
</ vni c>
</ oci Vni c>
</ Cci Asset Sour ceSi npl e>
</list>
</ sour cel nf o>

</list>
</ net wor kl nt er f ace>
<i sDocker Host >f al se</i sDocker Host >
</ Host Asset >
</ dat a>
</ Servi ceResponse>
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Sample: Search OCI instances by compartmentid

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
data-binary @

"https://qual ysapi.qualys.conl gps/rest/ 2.0/ search/ anf hostasset/" <
file.xm

Note: “file.xm” contains the request POST data.

Request POST data

<Servi ceRequest >
<filters>
<Criteria field="conmpartnentld"
oper at or =" EQUALS" >oci d1. conpar t nent. ocl. . aaaaaaaar avl bhcx2aj i agh57wr ur vgs
2ubd4t t ai ngy22cxh3r 6br pmmugqg</ Criteri a>
</filters>
</ Servi ceRequest >

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchemalLocati on="htt p://qual ysapi . qual ys. coni xsd/ 2. 0/ anf hos
tasset. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>17869517</i d>
<name>i nst ance- 20210120- 1759</ nanme>
<creat ed>2021- 03- 04T12: 35: 30Z</ cr eat ed>
<nodi fi ed>2021-03-05T12: 27: 04Z</ nodi fi ed>
<t ype>HOST</ t ype>

<t ags>
<list>
<TagSi npl e>
<i d>107379616</ i d>
<nanme>Cl oud Agent </ nane>
</ TagSi nmpl e>
</list>
</tags>
<sour cel nf 0>
<list>

<Asset Sour ce/ >

<Cci Asset Sour ceSi npl e>
<asset | d>17869517</ asset | d>
<t ype>QCl </ t ype>
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<firstDi scovered>2021-03-
04T12: 35: 30Z</first D scovered>
<| ast Updat ed>2021- 03- 04T12: 35: 30Z</ | ast Updat ed>

<oci | d>oci d1. i nstance. ocl.i ad. anuwcl j t chxdvzyc25x| g4l df b34bcht kvhwt cc3qi b
tj kzl aehvj du2nkva</ oci | d>

<compart ment | d>oci d1. conpart nent. ocl. . aaaaaaaar avl bhcx2aj i agh57w ur vgs2ub
d4t t ai ngy22cxh3r 6br pmmugq</ conpart nment | d>
<oci | nst anceTags>
<t ags>
<list>
<Cci Tag>
<key>Cr eat edBy</ key>

<val ue>okt asso_qual ys_or acl ecengguser _j ohn@ual ys. conk/ val ue>
<t ype>DEFI NED</t ype>
<namespace>Or acl eTags</ namespace>

</ Cci Tag>
</list>
</tags>
</ oci | nst anceTags>
<oci Vni ¢>
<vni ¢>
<list>
<Cci Vni ¢c>

<vl anTag>0</ vl anTag>
<privat el pAddress>10. 0. 0. 6</ pri vat el pAddr ess>

<macAddr ess>02: 00: 17: 06: 54: 64</ nacAddr ess>
</ Cci Vni c>
</list>

</ vni c>

</ oci Vni c>
</ Cci Asset Sour ceSi npl e>

</list>
</ sour cel nf 0>

Sample: Search OCI instances by ociTagKey

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
data-binary @

"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ search/ anf hostasset/" <
file.xm

Note: “file.xm” contains the request POST data
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Request POST data

<Servi ceRequest >
<filters>
<Criteria field="oci TagKey"
oper at or =" EQUALS" >cr eat edby</Criteri a>
</filters>
</ Servi ceRequest >

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. conl xsd/ 2. 0/ anf hos
tasset. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>17869517</i d>
<name>i nst ance- 20210120- 1759</ nanme>
<cr eat ed>2021- 03- 04T12: 35: 30Z</ cr eat ed>
<nmodi fi ed>2021-03-05T12: 27: 04Z</ nodi fi ed>
<t ype>HOST</t ype>

<t ags>
<list>
<TagSi npl e>
<i d>107379616</i d>
<nanme>Cl oud Agent </ nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf 0>
<list>

<Asset Sour ce/ >
<Cci Asset Sour ceSi npl e>
<asset |1 d>17869517</ asset | d>
<t ype>QCl </ t ype>
<firstD scovered>2021-03-
04T12: 35: 30Z</firstDi scovered>
<l ast Updat ed>2021- 03- 04T12: 35: 30Z</ | ast Updat ed>

<oci | d>oci d1. i nstance. ocl. i ad. anuwcl j t chxdvzyc25x| g4l df b34bcht kvhwt cc3qi b
tj kzl aehvj du2nkva</ oci | d>

<conpart ment | d>oci d1. conpart nent. ocl. . aaaaaaaar avl bhcx2aj i agh57wr ur vgqs2ub
d4t t ai ngy22cxh3r 6br pmmugq</ conpart ment | d>
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<oci | nst anceTags>
<t ags>
<list>
<Cci Tag>
<key>Cr eat edBy</ key>

<val ue>okt asso_qual ys_or acl ecengguser _j ohn@ual ys. conx/ val ue>
<t ype>DEFI NED</ t ype>

<nanmespace>Cr acl eTags</ nanmespace>

</ Cci Tag>
</list>
</tags>
</ oci | nst anceTags>
<oci Vni ¢c>
<vni c>
<list>
<Cci Vni ¢c>

<vl anTag>0</ vl anTag>
<pri vat el pAddr ess>10. 0. 0. 6</ pri vat el pAddr ess>

<nacAddr ess>02: 00: 17: 06: 54: 64</ macAddr ess>
</ Cci Vni c>
</list>
</ vni c>
</ oci Vni c>
</ Cci Asset Sour ceSi npl e>
</list>
</ sour cel nf o>

</ net wor kl nt erface>
<i sDocker Host >f al se</i sDocker Host >
</ Host Asset >
</ dat a>
</ Servi ceResponse>

Sample: Search OCI instances by ociTagValue

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
data-binary @

"https://qual ysapi.qual ys. conl gps/rest/ 2. 0/ search/ anm hostasset" <
file.xm

Note: “file.xm” contains the request POST data.

Reguest POST data

<Servi ceRequest >
<filters>
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<Criteria field="oci TagKey"
oper at or =" EQUALS" >0kt asso_qual ys_or acl ecengguser _j ohn@ual ys. conx/Criteri
a>
</filters>
</ Servi ceRequest >

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf xsd/ 2. 0/ anf ho
st asset. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>17869517</i d>
<name>i nst ance- 20210120- 1759</ nanme>
<cr eat ed>2021- 03- 04T12: 35: 30Z</ cr eat ed>
<nodi f i ed>2021- 03- 05T12: 27: 04Z</ nodi fi ed>
<t ype>HOST</t ype>

<t ags>
<list>
<TagSi npl e>
<i d>107379616</i d>
<nanme>Cl oud Agent </ nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf o>
<list>

<Asset Sour ce/ >
<Cci Asset Sour ceSi npl e>
<asset | d>17869517</ asset | d>
<t ype>OCl </ t ype>
<firstD scovered>2021-03-
04T12: 35: 30Z</firstDi scovered>
<l ast Updat ed>2021- 03- 04T12: 35: 30Z</ | ast Updat ed>

<oci | d>oci d1. i nstance. ocl. i ad. anuwcl j t chxdvzyc25x| g4l df b34bcht kvhwt cc3qi b
tj kzl aehvj du2nkva</ oci | d>

<conpart ment | d>oci d1. conpart nent. ocl. . aaaaaaaar avl bhcx2aj i agh57wr ur vgqs2ub
d4t t ai ngy22cxh3r 6br pmmugq</ conpart nment | d>
<oci | nst anceTags>
<t ags>
<list>
<Cci Tag>
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<key>Cr eat edBy</ key>

<val ue>okt asso_qual ys_or acl ecengguser _j ohn@ual ys. conk/ val ue>
<t ype>DEFI NED</ t ype>

<namespace>Or acl eTags</ namespace>

</ Cci Tag>
</list>
</tags>
</ oci I nst anceTags>
<oci Vni c>
<vni c>
<list>
<Cci Vni c>

<vl anTag>0</ vl anTag>
<privat el pAddr ess>10. 0. 0. 6</ pri vat el pAddr ess>

<nacAddr ess>02: 00: 17: 06: 54: 64</ macAddr ess>
</ Cci Vni c>
</list>
</ vni c>
</ oci Vni c>
</ Cci Asset Sour ceSi npl e>
</list>
</ sour cel nf o>

</ networkl nterface>
<i sDocker Host >f al se</i sDocker Host >
</ Host Asset >
</ dat a>
</ Servi ceResponse>

Sample: Search OCI instances by hostName

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
data-binary @

"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ search/anf host asset" <
file.xm

Note: “file.xm” contains the request POST dat a.

Request POST data

<Servi ceRequest >
<filters>
<Criteria field="hostname"
oper at or =" EQUALS" >sanpl e_host</Criteri a>
</filters>
</ Servi ceRequest >
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XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conif xsd/ 2. 0/ anf ho
stasset. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>17869517</i d>
<name>i nst ance- 20210120- 1759</ nanme>
<cr eat ed>2021- 03- 04T12: 35: 30Z</ cr eat ed>
<nmodi fi ed>2021-03-05T12: 27: 04Z</ nodi fi ed>
<t ype>HOST</ t ype>

<t ags>
<list>
<TagSi npl e>
<i d>107379616</i d>
<nanme>Cl oud Agent </ nane>
</ TagSi npl e>
</list>
</tags>
<sour cel nf 0>
<list>

<Asset Sour ce/ >
<Cci Asset Sour ceSi npl e>
<asset | d>17869517</ asset | d>
<type>QCl </ type>
<firstD scovered>2021-03-
04T12: 35: 30Z</firstDi scovered>
<l ast Updat ed>2021- 03- 04T12: 35: 30Z</ | ast Updat ed>

<oci | d>oci d1. i nstance. ocl. i ad. anuwcl j t chxdvzyc25x| g4l df b34bcht kvhwt cc3qi b
tj kzl aehvj du2nkva</ oci | d>

<conpart ment | d>oci d1. conpart nent. ocl. . aaaaaaaar avl bhcx2aj i agh57wr ur vgqs2ub
d4t t ai ngy22cxh3r 6br pmmugq</ conpart ment | d>
<oci | nst anceTags>
<t ags>
<list>
<Cci Tag>
<key>Cr eat edBy</ key>

<val ue>okt asso_qual ys_or acl ecengguser _j ohn@ual ys. conx/ val ue>

<t ype>DEFI NED</ t ype>
<nanespace>Or acl eTags</ nanespace>
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</ Cci Tag>
</list>
</tags>
</ oci | nst anceTags>
<oci Vni ¢>
<vni ¢>
<list>
<Cci Vni ¢c>

<vl anTag>0</ vl anTag>
<privat el pAddress>10. 0. 0. 6</ pri vat el pAddr ess>

<macAddr ess>02: 00: 17: 06: 54: 64</ nacAddr ess>
</ Cci Vni c>
</list>
</ vni c>
</ oci Vni c>
</ Cci Asset Sour ceSi npl e>
</list>
</ sour cel nf 0>

</ networ Kkl nterface>
<i sDocker Host >f al se</i sDocker Host >
</ Host Asset >
</ dat a>
</ Servi ceResponse>

Sample: Get OCI Host Asset Info
Sample - Search Oracle Cloud Compute Instances

API Request

curl -u "USERNAME: PASSWORD' - X "GET" --
"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ get/anf host asset/1940247"

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. con xsd/ 2. 0/ anf ho
stasset. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Host Asset >
<i d>17869517</i d>
<name>i nst ance- 20210120- 1759</ nane>
<cr eat ed>2021- 03- 04T12: 35: 30Z</ cr eat ed>
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<nodi fi ed>2021- 03- 05T12: 27: 04Z</ nodi fi ed>
<t ype>HOST</ t ype>

<t ags>
<list>
<TagSi npl e>
<i d>107379616</i d>
<nanme>Cl oud Agent </ nane>
</ TagSi nmpl e>
</list>
</tags>
<sour cel nf 0>
<list>

<Asset Sour ce/ >
<Cci Asset Sour ceSi npl e>
<asset | d>17869517</ asset | d>
<t ype>QCl </ type>
<firstD scovered>2021-03-
04T12: 35: 30Z</firstDi scovered>
<l ast Updat ed>2021- 03- 04T12: 35: 30Z</ | ast Updat ed>

<oci | d>oci d1. i nstance. ocl. i ad. anuwcl j t chxdvzyc25x| g4l df b34bcht kvhwt cc3qi b
tj kzl aehvj du2nkva</ oci | d>

<conpart ment | d>oci d1. conpart nent. ocl. . aaaaaaaar avl bhcx2aj i agh57wr ur vgqs2ub
d4t t ai ngy22cxh3r 6br pmmugq</ conpart ment | d>
<oci | nst anceTags>
<t ags>
<list>
<Cci Tag>
<key>Cr eat edBy</ key>

<val ue>okt asso_qual ys_or acl ecengguser _j ohn@ual ys. conk</ val ue>
<t ype>DEFI NED</ t ype>
<nanespace>Or acl eTags</ nanespace>

</ Cci Tag>
</list>
</tags>
</ oci I nst anceTags>
<oci Vni c>
<vni c>
<list>
<Cci Vni c>

<vl anTag>0</ vl anTag>
<pri vat el pAddress>10. 0. 0. 6</ pri vat el pAddr ess>
<macAddr ess>02: 00: 17: 06: 54: 64</ macAddr ess>

</ Cci Vni c>
</list>
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</ vni c>
</ oci Vni c>
</ Cci Asset Sour ceSi npl e>
</list>
</ sour cel nf o>

<Host Asset I nt er f ace>
<i nt er f aceNane>ens3 Li nk encap: Et hernet Hwaddr
02:00: 17: 06: 54</i nt er f aceNane>
<macAddr ess>02: 00: 17: 06: 54: 64</ macAddr ess>
<t ype>LOCAL</t ype>
<address>fe80:0: 0: 0: 0: 17ff: f e06: 5464</ addr ess>
<gat ewayAddr ess>10. 0. 0. 1</ gat ewayAddr ess>
</ Host Asset I nterface>
</list>
</ networ kl nt er f ace>
<i sDocker Host >f al se</i sDocker Host >
</ Host Asset >
</ dat a>
</ Servi ceResponse>

XSD Updates
<platform API server>/qps/rest/2.0/hostasset.xsd

si npl eType nane="Asset Sour ceType" final ="restriction">
<restriction base="string">
<enuner ation val ue="EC2" />
<enuner ati on val ue="LDAP" />
<enuner ati on val ue="AZURE" />
<enunerati on val ue="GCP" />
<enuneration val ue="1BM />
<enuner ation value="0OCl"/>
<enuneration val ue="VMMRE_VSPHERE" />
</restriction>
</ si npl eType>

<conpl exType nanme="Cci Asset Sour ceSi npl e" >
<conpl exCont ent >
<ext ensi on base="tns: Asset Sour ce" >
<sequence>
<el ement name="ocild" type="string" m nCccurs="0"/>
<el ement name="di spl ayNane" type="string" m nQccurs="0"/>
<el emrent nane="conpartnentld" type="string" m nCccurs="0"/>
<el ement nanme="shape" type="string" m nCccurs="0"/>
<el ement nanme="state" type="tns: Asset Sour ceSt at eCode"
m nQccur s="0"/ >
<el ement name="regi on" type="string" m nCccurs="0"/>
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<el ement nane="avail abilityDomain" type="string"
m nCccurs="0"/>
<el ement nane="i nmage" type="string" m nCccurs="0"/>
<el ement nane="f aul t Domai n" type="string" m nCccurs="0"/>
<el ement nanme="host Name" type="string" m nGCccurs="0"/>
<el enent nane="canoni cal Regi on" type="string"
m nCccurs="0"/>
<el ement nane="oci | nstanceTags" type="tns: Cci | nstanceTags"
m nCccurs="0"/>
<el ement nane="oci Vnic" type="tns: Cci | nstanceVni c"
m nQccur s="0"/ >

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<l--- O tags -->

<conpl exType name="Cci | nst anceTags" >
<sequence>

<el ement name="tags" type="tns: Cci TagsQi st" m nCQccurs="1"/>
</ sequence>
</ conpl exType>

<conpl exType name="Cci Tag" >
<sequence>
<el enent name="key" type="string"/>
<el enent nanme="val ue" type="string"/>
<el enent name="type" type="string"/>
<el enent name="nanespace" type="string"/>
</ sequence>
</ conpl exType>

<conpl exType nane="Cci TagsQLi st">

<sequence>
<el ement nanme="count" type="int" maxCccurs="1" m nCccurs="0"/>
<el enent nane="list" m nCccurs="0" nmaxQccurs="unbounded"

type="tns: Cci Tag"/ >

<el enent nane="set" m nCccurs="0" nmaxCccur s="unbounded"
type="tns: Cci Tag"/ >

<el enent nane="add" m nCccurs="0" maxCccur s="unbounded"
type="tns: Cci Tag"/ >

<el enent nane="renpve" m nCccurs="0" nmaxCccurs="unbounded"
type="tns: Cci Tag"/ >

<el ement name="update" m nCccurs="0" maxCccur s="unbounded"
type="tns: Cci Tag"/ >

</ sequence>

</ conpl exType>
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<l--- OCl VNC-->
<compl exType nanme="Cci | nst anceVni c">
<sequence>

<el enment nanme="vnic" type="tns: Cci Vni cQList" m nQccurs="1"/>
</ sequence>
</ conpl exType>

<conpl exType nanme="Cci Vni c">
<sequence>
<el enment nanme="ocild" type="string"/>
<el enent name="vnicld" type="string"/>
<el emrent nanme="vl anTag" type="int"/>
<el ement name="virtual Routerlp" type="string"/>
<el ement name="subnet G dr Bl ock"” type="string"/>
<el ement name="privat el pAddress” type="string"/>
<el ement nanme="nmcAddress" type="string"/>
</ sequence>
</ conpl exType>

<compl exType nane="Cci Vni cQLi st">

<sequence>
<el enment nanme="count" type="int" maxCccurs="1" m nCccurs="0"/>
<el enent nane="list" m nCccurs="0" nmaxQccurs="unbounded"

type="tns: Cci Vnic"/>

<el enment nane="set" m nCccurs="0" maxCccur s="unbounded"
type="tns: Cci Vnic"/>

<el enent nane="add" m nCccurs="0" nmaxCccur s="unbounded"
type="tns: Cci Vnic"/>

<el enent nane="renove" m nCccurs="0" nmaxQccur s="unbounded"
type="tns: Cci Vnic"/>

<el ement name="update" m nCccurs="0" maxCccur s="unbounded"
type="tns: Cci Vnic"/>

</ sequence>

</ conpl exType>
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AM API: Dynamic Tags Excluded from Create/Update Requests

API affected /qps/rest/2.0/create/am/hostasset
/qps/rest/2.0/update/am/hostasset
/qps/rest/2.0/update/am/hostasset/<asset_id>
/qps/rest/2.0/update/am/asset
/qps/rest/2.0/update/am/asset/<asset_id>

New or Updated APIs Updated
DTD or XSD changes No

We have now restricted our asset create/update requests to static tags and have excluded
dynamic tags. With this release, we will decline a request if the request contains
TagSimple list having a dynamic tag for add/remove/set operation. The request is
processed if it contains only static tags.

In case of the set operation, if the request includes static tags, then the existing static tags
are removed and new static tags (specified in the request) are applied on that particular
asset. All the existing system or dynamic tags are retained as is. You cannot add or remove
dynamic tags manually.

Permissions

- You must have the AM module enabled.

- You must have the "API access" permission.

Sample - Request to add tags to a host asset
The finding details to add tag information.

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
"https://qual ysapi.qual ys. coni gps/rest/ 2.0/ updat e/ anf host asset/ 3458268" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data

<Servi ceRequest >
<dat a>
<Host Asset >
<t ags><add>
<TagSi npl e><i d>11307825</ i d></ TagSi npl e>
</ add>
</tags>
</ Host Asset >
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</ dat a>
</ Servi ceRequest >

XML Qutput

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nl host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Host Asset >
<i d>3458268</i d>
</ Host Asset >
</ dat a>
</ Servi ceResponse>

Sample - Update the host asset with tags
Let us update the host asset tags.

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ updat e/ anf host asset "<
file.xm

Note: “file.xml” contains the request POST data.

Request POST data

<Servi ceRequest >

<filters>

<Criteria field="id" operator="EQALS"'>3458268</Criteria>
</[filters>

<dat a>

<Host Asset >
<t ags>

<add>

<TagSi npl e>
<i d>11175413</i d>
</ TagSi npl e>
</ add>
</tags>

</ Host Asset >
</ dat a>

</ Servi ceRequest >

XML Qutput

18



Qualys Cloud Platform v3.x
AM API: Dynamic Tags Excluded from Create/Update Requests

<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocat i on="qual ysapi . qual ys. contf qps/ xsd/ 2. 0/ anf host as
set. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Host Asset >
<i d>3458268</i d>
</ Host Asset >
</ dat a>
</ Servi ceResponse>

Sample - Create host asset with tags
Let us try to create a host asset using tags.

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ create/ anl host asset "<
file.xm

Note: “file.xml” contains the request POST data.

Request POST data

<Servi ceRequest >
<dat a>
<Host Asset >
<nanme>W ndows 95</ nane>
<t ags>
<add>
<TagSi npl e><i d>11175413</i d></ TagSi npl e>
</ add>
</tags>
<os>W ndows 7</ os>
<dnsHost Narme>| ocal host </ dnsHost Nane>
<net bi osNane>TEST</ net bi osNanme>
<net bi osNet wor kI d>10</ net bi osNet wor kI d>
<net wor kGui d>66bf 43c8- 7392- 4257- b856- a320f de231eb</ net wor kGui d>
<addr ess>255. 255. 255. 0</ addr ess>
<t racki ngMet hod>| P</ t r acki ngMet hod>
<sof t war e>
<set >
<Host Asset Sof t war e>
<name>Phot oshop</ nanme>
<ver si on>9</ ver si on>
</ Host Asset Sof t war e>
</ set >
</ sof t war e>
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</ Host Asset >
</ dat a>
</ Servi ceRequest >

XML Output

<S?xm versi on="1.0" encodi ng="UTF- 8" ?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2.0/ a
m host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Host Asset >
<i d>7992387</i d>
<nanme>W ndows 95</ nane>
<creat ed>2021- 03-08T13: 00: 29Z</ cr eat ed>
<nodi fi ed>2021- 03-08T13: 00: 29Z</ nodi fi ed>
<t ype>HOST</ t ype>
<t ags>
<list>
<TagSi npl e>
<i d>11175413</id>
<nane>St ati c</ nane>
</ TagSi npl e>
</list>
</tags>
<os>W ndows 7</ os>
<dnsHost Nane>| ocal host </ dnsHost Nanme>
<net bi osNane>TEST</ net bi osNane>
<net bi osNet wor kl d>10</ net bi osNet wor k| d>
<net wor kQui d>66bf 43¢ 8- 7392- 4257- b856-
a320f de231eb</ net wor kGui d>
<addr ess>255. 255. 255. 0</ addr ess>
<t r acki ngMet hod>l P</ t r acki ngMet hod>
<sof t war e>
<list>
<Host Asset Sof t war e>
<nane>Phot oshop</ nanme>
<ver si on>9</ ver si on>
</ Host Asset Sof t war e>
</list>
</ sof t war e>
<net wor kIl nt er f ace>
<list>
<Host Asset | nt er f ace>
<host nane>| ocal host </ host nane>
<t ype>LOCAL</type>
<addr ess>255. 255. 255. 0</ addr ess>
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</ Host Asset I nt er f ace>
</list>
</ net wor kl nt er f ace>
</ Host Asset >
</ dat a>
</ Servi ceResponse>

Sample - Update the asset with tags
Let us update the asset tags.

AP] Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
"https://qual ysapi.qualys.conlgps/rest/ 2.0/ update/anfasset"< file.xm

Note: “file.xml” contains the request POST data.

Request POST data

<Servi ceRequest >
<filters>
<Criteria field="id" operator="1N'>8006386</Criteria>
</filters>

<dat a>

<Asset >

<t ags>

<add>

<TagSi npl e>

<i d>13745031</i d>
</ TagSi npl e>

</ add>

</tags>

</ Asset >

</ dat a>

</ Servi ceRequest >

XML Output

<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conl qps/ xsd/ 2. 0/ a
nf asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Asset >
<i d>8006386</ i d>
</ Asset >
</ dat a>
</ Servi ceResponse>
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