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Here’s what’s new in Qualys Cloud Suite 3.5!  
 

 
Vulnerability Management Detection and Response 

 

New Fields Added to “Group By” Search Results for Vulnerabilities 

New Search Tokens Introduced 

 
Unified Dashboard 

 

New Templates for Dashboards 

None Option Supported for Group By in Widget Builder 

New Data Points for Simple Table Widget 

Enhanced Support for Dashboard Description 

Dashboards Downloadable in PDF Format 

Manage Dashboard and Widget Templates 

Multi-Grouped Table Widgets: Status and Type Detected Group By Filters Enhanced 

 

 
Web Application Scanning 

 
Support for CVSS V3 Scoring System for Vulnerabilities 

Assignment of System Tags and Dynamic Tags Not Supported from WAS UI 

  Administration Module 
 
Global Dashboard Permissions 
 
 

Qualys Cloud Platform 3.5 brings you many more 
Improvements and updates! Learn more 
  



 
 

Qualys Cloud Platform Release Notes        2 

 
Vulnerability Management Detection and Response 

New Fields Added to “Group By” Search Results for Vulnerabilities 

We have now made following additions to “Group by” to simplify your seach results for 
vulnerabilities. 
- Compliance Type: You could group vulnerabilities depending on various complaince types such 

as COBIT, HIPAA, GLBA, SOX, PC, and so on. 

- Last Found: We provide pre-defined range of days for vulnerabilities that were discovered 

recently. The range categories are like 0 – 3,  4 – 7,  8 – 15,  16 – 30,  31 – 60,  61 – 90,  91 – 180,  

181 – 365,  366 ..+ and so on. 

 

New Search Tokens Introduced 

We have introduced two new search tokens to enhance your search results for assets: 
- qid 
- connectedFrom 
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Unified Dashboard 

New Templates for Dashboards 

We have now enhanced our template library with addition of several new templates. You can 
use these pre-defined template dashboard to have a single-pane-of-glass view on the dashboard 
for assets with specific areas of concern.   
 
The new templates that we have introduced in this release are:  

- FritzFrog Malware QID1052: Enables detection of FritzFrog with Inventory Data. 
- Zoom Client Multiple Vulns (Windows): Supports Qualys Blog Post about Secure Remote 

Endpoints from Vulnerabilities in Video Conferencing & Productivity Applications such as 
Zoom, specifically for Windows endpoints. 

- Zoom Client Multiple Vulns (MAC): Supports Qualys Blog Post about Secure Remote 
Endpoints from Vulnerabilities in Video Conferencing & Productivity Applications such as 
Zoom, specifically for MAC endpoints. 

- PHP RCE Vulnerability | CVE-2019-11043: Provides PHP Remote Code Execution 
Vulnerability (CVE-2019-11043). 

- Open Confirmed Within 6M | Adobe: Provides view of all your Adobe-related inventory 
and Adobe product-related vulnerabilities. 

- Oracle Patch Review: Provides view of all your Oracle-related inventory and Oracle 
product-related vulnerabilities. 

- Oracle Weblogic Server | CVE-2020-2883: Provides view of all Oracle Weblogic Server 
vulnerabilities. 

- ZeroLogon | CVE-2020-1472: Provides vulnerabilities related to CVE-2020-1472, which 
received a maximum severity rating score of 10.0 on CVSS v3 Scoring system. 

- Palo Alto Networks Vuln View: Provides Palo Alto Network devices related 
vulnerabilities. 

- NSA’s Top 25 Vulnerabilities from China: Lists the top 25 publicly known vulnerabilities 
known to be leveraged by cyber actors from Chinese state-sponsored malicious cyber 
actors group: NSA’s Top 25 Vulnerabilities from China. 

- Citrix ADC and Gateway RCE CVE-2019-19781: Lists the vulnerabilities related to CVE-
2019-19781 – a remote code execution vulnerability in Citrix Application Delivery 
Controller (ADC) and Citrix Gateway products. 

- EDR-Windows MITRE ATT&CK: Comprises several widgets specific to the techniques 
included in the MITRE ATT&CK framework, which populates as soon as any of your 
monitored assets fall prey to malicious activities. 

- FIM Windows MITRE ATT&CK: Comprises several widgets specific to the techniques 
included in the MITRE ATT&CK framework, which populates as soon as any of your 
monitored Windows assets falls prey to malicious activities. 

- FIM LINUX MITRE ATT&CK: Comprises several widgets specific to the techniques 
included in the MITRE ATT&CK framework, which populates as soon as any of your 
monitored Linux assets falls prey to malicious activities. 

- FIM Linux NIST Special Publication 800-53: Comprises several widgets specific to the 
Security and Privacy Controls for Federal Information Systems and Organizations, which 
populate as soon as any of your monitored assets fall prey to malicious activities. 
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None Option Supported for Group By in Widget Builder   

We have enhanced the Group By options in the widget builder to simplify the widget building 
process. We now include “None” in the Group By fields of the Multi-Grouped table widget. As a 
result, swapping group by fields is now easier with usage of None in the drop-down options. 
 

 

New Data Points for Simple Table Widget 

We have now added support for three new data points that can be included as a column when 
you build a simple table widget.  
 
The new data points that are now supported for Simple table widget are: 

- NetBios Name 
- Host Name 
- IP Address 

Enhanced Support for Dashboard Description 

We have now added rich text format support for dashboard descriptions.  
 
Now, when you create a 
dashboard you, the description 
field for dashboards supports 
rich text formatting. You can In 
addition to bold, italics, and 
underline formatting, you can 
also include hyperlinks to other 
blogs, policies, posts or internet 
articles in the dashboard 
description. 
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Dashboards Downloadable in PDF Format 

You can now download dashboard in PDF report format. You could also add pre-defined or 
custom stamp classification as header to the PDF report. 

On Dashboards tab, select the dashboard to be downloaded and click the  icon to download 
dashbord in PDF report format.   
 

Select pre-defined or custom 
stamp classification (optional) 
to be added as header to the 
PDF report format. 
Alternately, click Add new to 
create custom header text, 
and then click Download 
Dashboard. 
 
A new tab is opened when the 
PDF report of the dashboard is 
being generated. Once the PDF 
is downloaded, the new tab 
automatically closes. 
 
Note: The Dashboard 
description is not included in 
the PDF report. 
 
 

Dashboard in PDF Report format 
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Manage Dashboard and Widget Templates 

We have now added dedicated tab for dashboard and widget templates. You can now view, edit, 
delete and manage all user-defined widgets and dashboards at one place. You can also delete 
bulk templates at one go. 
 
In the Unified Dashboard app, go to Templates tab.  
 

 
 
The Templates tab includes two sub tabs: 
- Dashboard Templates: Lists all the user-defined or edited dashboard templates. 
- Widget Templates: Lists all the user-defined or edited widget templates. 
 
Note: You can take actions on the templates that you created using the quick actions menu. You 
cannot edit or delete System templates. 
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Multi-Grouped Table Widgets: Status and Type Detected Group By Filters 
Enhanced 

We have now enhanced the implementation of Group By Filters for Status and Type detected in 
the multi-grouped table widget builder.  
 
If you choose Status as one of the Group By fields, the Excluded Vulnerabilities filter is not 
applicable to the Fixed status column in the multi-grouped table.  
For example, let us build a multi-grouped table with Expanded data representation. The table 
data is grouped by Detection Age, Status, and Type Detected. The table preview now displays the 
Fixed column that includes the count of Fixed vulnerabilities (ignoring Fixed as excluded 
vulnerabilities. 
 

 
 
Similarly, if you choose Type Detected as one of the Group By fields, the Excluded 
Vulnerabilities filter is not applicable to the Information column in the table. 
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Web Application Scanning 

 

Support for CVSS V3 Scoring System for Vulnerabilities 
With this release, we are supporting Common Vulnerability Scoring System CVSS V3 scoring 
system for Vulnerability and Sensitive Content QID types. We do not show CVSS V3 information 
for Information Gathered (IG) QID types. With the migration of CVSS scoring system to V3, you 
will now see the CVSS V3 information on all places where we used to show the CVSS V3 
information. The information will include: CVSS V3 Base Score, CVSS V3 Temporal Score and 
CVSS V3 Attack Vector. For QIDs in KnowledgeBase, we show the CVSS V3 Base Score, CVSS V3 
Temporal Score, and CVSS Vector String. CVSS Vector String is a combination of CVSS V3 metrics 
and their values as assigned to the vulnerability.  
 
You will see this information in the Scan report, Web app report, Vulnerability details for 
findings from the Detections, for QIDs in KnowledgeBase. You can add CVSS V3 attributes in the 
search criteria while creating Dynamic Search List.   
 
Note that reports in the XML, CSV, and CSV v2 formats show both CVSS V2 and CVSS V3  
information. Reports in HTML and PDF formats show only CVSS v3 information. 
 
Vulnerability Details from Detections List 
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KnowledgeBase QID Entry 
 

 
 
Dynamic Search List Criteria 
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Web Application Report in XML format 
 

 
 
Scan Report in PDF format 
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Assignment of System Tags and Dynamic Tags Not Supported 
from WAS UI 
You cannot assign System Tags and Dynamic Tags from WAS UI. For example, you cannot 
assign these tags to web applications, option profiles, DNS overrides, reports and so on. You can 
add the tags: system and dynamic to the user’s scope from the Administration module.  
 
You can create a dynamic tag from UI but if you try to assign this tag to any entity such as  web 
applications, option profiles, DNS overrides, reports, then an error message that “Dynamic tags 
cannot be assigned from here” will be displayed. 
 

 
 
Though you cannot assign the Dynamic tag, but you can select dynamic tags one for a tag as a 
parent tag while creating child tag.  
 

 



 
 

Qualys Cloud Platform Release Notes        12 

 
Administration  

 

Global Dashboard Permissions 
We have now introduced dashboard permissions at a global level. With these global dashboard 
permissions, you can now assign permissions to users of all modules that have Unified 
Dashboard (UD) integrated. 
 
The Unified Dashboard framework is a core platform service developed to enhance the data 
representation and visualization throughout the vision of a ONE Platform ONE Dashboard 
service. Providing at its core the capability to create widgets from any Qualys supported product 
in a single dashboard and allowing that same dashboard to be accessed from any module that 
has migrated to the Unified Dashboard framework. 
 
Currently, UD is integrated with Vulnerability Management Detection and Response (VMDR), 
Global IT Asset Inventory, File Integrity Management, Patch Management, CertificateView, 
Endpoint Detection and Response (EDR),. 
 
The Global Dashboard permissions having a higher precedence over module-specific dashboard 
permissions (only for modules where UD is integrated) and hence it overrides the module-
specific dashboard permissions. For example, if Patch Management has only edit dashboard 
permissions assigned to a role. And if you assign all the permissions in Global dashboard 
perimssions, users associated with this role will be assigned permissions as per those defined in 
Global Dashboard. 
 
Go to Admin utility > Users > Role Management. You can edit an existing role or create a new 
role. In the Modules drop-down, select Global Dashboard Permissions and click Change to 
assign the permissions. 

 
You can assign the 
following permissions: 
 
- Create, edit, and 
delete own 
dashboards 
 
- Edit dashboards 
created by other users 
 
- Delete dashboards 
created by other users 
 
- Print or download 
dashboards as reports 
 
 
 
 
 
 

When a user has multiple roles assigned, the role with highest set of Global Dashboard 
permissions gets implemented. 
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For example, if a user John is assigned 3 roles: Admin, Manager, and Reader for separate 
modules. The Global Dashboard permission for Admin role includes Create, Edit, and Delete your 
own dashboards, the Manager role has all the permissions assigned, and the Reader role has 
none of the permissions assigned. In this case, user John is assigned all the permissions of Global 
Dashboard as per the Manager role. As a result, if previously, user John had read-only 
permissions for a dashboard in a specific module, user John will now be able to create, edit and 
delete dashboard across all the modules where UD is integrated. 
 

Dafault Dashboard Permissions:  

Depending on the dashboard permissions assigned to the existing role, the default global 
dashboard permissions are assigned for each role. 
- A Manager: All new or existing users with full permissions and scopes are assigned all the 
permissions. 
- A Unit Manager: For existing users with Unit Manager role, the Dashboard permissions from 
VM/VMDR module are replicated.  
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Issues Addressed  
We have fixed the following issues in this current release- 
 

 
AssetView 

 
- We have fixed an issue where the Search HostAsset API call returned unfiltered results 

when requesting the output in json (no issue with xml). The API calls now return the 
results taking into account the fields added to the URL. 

- We have fixed an issue where if an asset tag was updated through Update Tag API, it did 
not reflect the user who updated the asset tag on the UI. Now, the update done through 
API correctly reflects the user name on the UI. 
 

 

Vulnerability Management Detection and Response 

 
 

- We have fixed an issue where the total vulnerability count vs the vulnerability count by 
the "Group by Detection Age" filter displayed different values. The vulnerabilities count 
now matches correctly. 
 

 
Cloud Agent 

 
- Fixed an issue where agent search by 'configurationProfile' was not showing appropriate 

agent records. 
 

 
Web Application Scanning 

 
- We fixed an issue where due to a null pointer exception, the user was getting multiple 

email notifications for a scheduled WAS scan. After the fix, the user receives an email 
notification only once for the scheduled scan. 

- We added a new "<fromAddressOption>" tag to the "Create/Update Schedule API" to let 
you specify the sender address in the email notification. The From address tag accepts 
either <fromAddressOption>QUALYS_SUPPORT</fromAddressOption> to specify 
support@qualys.com or <fromAddressOption>OWNER</fromAddressOption> to specify 
account owner's email address. For more details refer the WAS API Guide. 

- We fixed an issue where the Scan Sitemap was not showing crawl count for some web 
applications. After the fix, crawl count is displayed in the Scan Sitemap for all the web 
applications. 

- We fixed an issue where the user reported a mismatch between the number of records 
for the scan data list shown on UI and in the scan data list report that is downloaded 
using the "Save as Report and download" option. After the fix, the count of records for the 
scan data list shown on UI and in all formats of the reports is the same. 

- We have fixed an issue where the user was getting an error when generating Scan report 
API. After the fix, you will be able to generate the scan report successfully. 
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