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Cloud Agent

Option to Enable Agent Scan Merge for Configuration Profile

With this release, we have added an option to enable Agent Scan Merge for the configuration
profile. If this option is enabled, unauthenticated and authenticated vulnerability scan results
from agent VM scans for your cloud agent assets will be merged.

Prerequisites
Your agent hosts must have the minimum Cloud Agent version:
- Windows Agent version 4.2 or later

- Linux Agent version 3.1 or later

What are the steps?

Navigate to Agent Management > Configuration Profiles and then toggle Enable Agent Scan
Merge for this profile to ON from Agent Scan Merge step of the Configuration Profile Creation if
you wish to enable agent scan merge for the configuration profile.
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On Premise Detection

VM Scan Interval 1P Address(In Range) 0.0.0.0 /0
PC Scan Interval
Gateway 192.168.0.1
SCA Scan Interval
Subnet Mask 255.255.0.0
FIM
DNS Suffix Regex ~A\)?example\\.com$ | E.g ~(.*\.)?example.com$
EDR
Note: To enable this feature, please provide values to at least one of the on premise detection
PM parameters. If you would like the merging feature to always be enabled on all Agents with this
configuration profile, use ipAddress inRange value of 0.0.0.0/0.
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If you toggle Bind All to ON, service tries to connect to all the listed ports. Else, the service just
tries to connect to the lowest free port among those specified.
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Issues Addressed

We have fixed the following issues in this current release-

Vulnerability Management Detection and Response
VMDR v Manag P

We have now fixed the issue so that the QID details page is now correctly displayed.

[ )
Cloud Agent

e Fixed an issue where Cloud Agent assets were not showing the EC2 Information tab on
the Asset Details page even if there were EC2 instances.

e Fixed an issue where we were unable to download agent reports in XML and CSV format
if the number of agents is large in number.

ﬁ Administration

e The new Business Unit updates for users on Users tab now correctly reflect in
Administration utility along with existing Business units assoclated with the user.
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