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New Mandatory Parameter for Windows Agent Installer

Middleware PC Manifest Version in Asset Details
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Cloud Agent

New Mandatory Parameter for Windows Agent Installer

With this release, we have added a new mandatory parameter, WebServiceUri, to the Windows
Installer, if your Windows Agent version is 4.1 or above. This parameter indicates the cloud
platform associated with the agent. This allows for the same agent installer to be used in
deployment packages, by changing this parameter, in situations where multiple subscriptions
are in use across different platforms.

We have added a note We have added a note on this new mandatory parameter as part of the
Windows installation instructions on the Install Agents screen.

New command with the new mandatory parameter:

QualysCloudAgent.exe Customerld={XXXXXXXX—XXXX-XXXX-XXXX-XXXXXXXXXXXX }
ActivationId={XXXXXXXX-XXXX-XXXX—XXXX-XXXXXXXXXXXX }
WebServiceUri=<platform url>/CloudAgent/

Install Agents ®

You are ready to install the agent.

« To install the agent you must have local administrator privileges on your host.

* Your host must be able to reach the Qualys Cloud Platform or the Qualys Private Cloud Platform over HTTPS port
443

« Do you have a proxy? Learn more
Steps to Install the Windows Agent

Download the agent installer (file size 15.4 MB)
File will be saved to your downloads area, as defined by your local system.

Copy QualysCloudAgent.exe to the host you want to monitor and run command, or use group policy or a systems
management tool. Click here to troubleshoot.

For agent version 4.1 and above, make sure to provide the WebServiceUri parameter in the installation command to
install or upgrade the agent.

Copy and paste this command for installation:

QualysCloudAgent.exe CustomerId={06da0dcf-
43d7-4014-82a7-47ce22a0db57} Activationld={33851371-01e4-4ad4-bc92-
d77cf4091353} WebServiceUri=https://gagpublic.p04.eng.sjc01.qualys.com
/CloudAgent/

Here's an example:

o o) CIIEED

Qualys Cloud Platform Release Notes 2



Middleware PC Manifest Version in Asset Details

Asset Details > Agent Summary will now show the Middleware PC manifest version if you are
using Middleware PC to scan the asset for compliance.

This information is seen only when the PC module is enabled for your subscription and the
Cloud Agent installed on the asset is activated for PC.

ubulxag19 %

View Mode Agent Summary
Asset Summary Agent Information
System Information Agent ID 08ed08df-0b9b-49ed-aa7c-fba158cb7c6d
Agent Version 3.0.0.112

Agent Summary Manifest VULNSIGS-PC-2.5.11.4-3I VULNSIGS-MIDDLEWARE-SCAN-2.4.998-4| VULNSIGS-VM-2.5.12.3-2

Operating System:  Ubuntu Linux 19.10

Network Information

Activation Key 36740f21-3d88-4f30-98b8-2157154539cf
Status Inventory Scan Complete
Open Ports o g
Connected From :  10.115.121.225
Installed Software Last Checked-in:  a few seconds ago
Last Activity: a few seconds ago
Vulnerabilities Configuration self-patch Replace
Profile
Compliance

File Integrity Monitoring

EDR

Container Security

Close
R~

Issues addressed in this release

We have fixed the following issues in this release:

AssetView

e We have now fixed an issue to correctly display the Last Evaluated Date on the Asset
Details page of the Compliance tab.

Cloud Agent

e Updated Cloud Agent (CA) API User Guide with type (string) parameter as mandatory in
the ‘Update activation key’ API.

e Fixed an issue where 'State' was not being updated for Asset Details > EC2 Information
after processing provision request.

e Fixed an issue where OS regex-based dynamic tags were assigned incorrectly to assets
due to incorrect sticky value getting assigned to agents while merging assets.

Qualys Cloud Platform Release Notes 3


https://www.qualys.com/docs/qualys-ca-api-user-guide.pdf

2% Web Application Scanning

e We removed the "Configure Scan Schedules” option from the tutorials page as WAS users
with Qualys Community Edition are not allowed to schedule scans.

e We updated the Manage Detections topic in the WAS Online Help to add information
about updating the status of detection when the vulnerable URL isn't found in the scan.

Qualys Cloud Platform

We have revised the description for the lastCheckedIn search token with better examples in the
Online Help.
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