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What’s New

Cloud Agent

Remote Cloud Agent Log Collection Feature
Removed Current View from Presets in EDR Tab

VMDR Vulnerability Management Detection and Response

Qualys TruRisk Mode is By Default Enabled

New Token
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Remote Cloud Agent Log Collection Feature

A Remote Log Collection is an opt-in feature with which you can allow Qualys Support to

retrieve the Cloud Agent log files and send the files to the Qualys Cloud Platform for debugging
purposes.

This feature helps to reduce time to resolution for the support cases, especially where the users

are remote and Qualys admins do not have access to the end systems on which Cloud Agent is
installed.

To access the Remote Log Collection window, click Help > Remote Log Collection.
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The Remote Log Collection window appears.

Remote Log Collection ® DL

Configure Remote Cloud Agent Log Collection

Remaote Log Callection allows Qualys Support to retrieve the Cloud Agent log files and send them to the Qualys Cloud
Platform for debugging. If you disable remate log collection, Qualys Supgport cannel retrieve the Cloud Agent log files
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By default, this feature is enabled. Only the user with a CA Manager role can disable this feature
for their subscription.

Note: If the feature is disabled from your end, Qualys cannot enable it from the backend. You

can enable the feature from the Cloud Agent application. This provides you with control over the
Remote Log Collection feature.

If Qulays Support tries to collect log files while the feature is disabled, the following error
message is displayed:

'Remote log collection is disabled for the subscription'.
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Note: The Remote Log Collection feature is available with Qualys Cloud Agent Windows 5.0 or
Qualys Cloud Agent Linux 5.6.

Removed Current View from Presets in EDR Tab

With this release, the Current view is removed from Presets in the EDR tab in the asset details.
Now, the value Today is the new default preset, which helps to find records created today.

DESKTOP-~ %

View Mode Endpoint Detection and Response
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_ There are no records corresponding to filters, if any.
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Vulnerability Management Detection and Response

Qualys TruRisk Mode is By Default Enabled

Qualys TruRisk Mode option is now, by default, enabled. With this setting enabled, you can view
the ACS, QDS, and TruRisk Score count. The by default setting is enabled only when you create a
new report. The following screenshot is an example of Qualys TruRisk Mode enabled
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connectors.connectorld: Find assets sourced from a specific connector.
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Issues Addressed

Cloud Agent

Earlier, when the user searched for an asset using asset ID and uninstalled agent, the
uninstallation could not be complete as the application stopped responding.

We have improvised the exception logs to include partner configuration data, that is,
customer ID and activation ID. This added information in the logs helps in troubleshooting
issues.

We have fixed an issue where the user was unable to modify the ‘Data Collection Interval’
for the VM scan and PC scan in the configuration profile. The loading screen appeared for

hours, and after refreshing the page, it appeared with the previous settings. After applying
the resolution, the time to save the modification has been reduced to a few seconds.

We have fixed an issue where the user with the Unit Manager role could not add tags to the
activation key even though the required permissions were assigned to the role. The issue is
fixed. Now, if the Allow user view access to all objects check box is selected in the scope of
the user role, the user can add tags to the activation key.

Total Cloud

We have improved the reconciliation job logic during connector runs to prevent any
unintended termination of assets.

We fixed an issue where dynamic tags failed to apply on AWS assets when it has aws tags
criteria in the Rule query

We fixed an issue where the dynamic tags failed to apply to assets automatically.
We fixed an issue where customers could not activate the SCA module despite purchasing
the license. We have remediated this by removing the requirement for PC to be enabled to

activate SCA.

Improved the asset purge rule to ensure the list of terminated AWS assets are not updated
during the application of the purge rule.

I¥N=] Vulnerability Management Detection and Response

Previously, the VMDR API would list multiple API responses, but the VMDR UI would display
the first IP address in the list, which was 0.0.0.0. We have fixed this issue, and now the VMDR
UI will display the primary IP of the asset, and if the asset has a secondary IP, it will be
displayed when you hover over the asset name.

We have fixed an issue where the user faced an asset count discrepancy when a tag was
used to filter dashboard widgets.
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e We have fixed an issue where the user searched assets using ‘tags.name’ QQL, and the
search results were not displayed.

m Web Application Security

e Earlier, while creating a static search list, the user could see only the first 50 QIDs on each
page. The issue is fixed. Now, the user can view the correct list of QIDs while creating a
search list.
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