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Administration

New Permissions for Container Security

Manager users can now assign new permissions to sub-users to manage the general and data
retention configurations of Container Security. The following permissions can be assigned:

e CS General Configuration Permissions: Sub-users can view and edit options in the
Configurations > General tab, excluding the data retention options. Sub-users must be
assigned the CS Data Retention Policy Permissions to manage data retention policy
options.

e CS Data Retention Policy Permissions: Sub-users can view and edit the data retention
policy options.

Role Creation Tum help tips: On | OFF »

Edit permissions for this role

Step2o0f3
1 Role Details 4 » CS Permissions (2 of 2)
e Permissions i ¥ CS General Configuration Permissions (2 of 2)

View General Configuration

3 Review And Confirm
Edit General Configuration

* CS Sensor Profile Permissions (4 of 4)
¥ CS Data Retention Policy Permissions (2 of 2)
View Data Retention Policy

Edit Data Retention Policy

Cancel Previous I
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Cloud Agent
9

Added Red Hat Enterprise Linux Platform support for Cloud Agent for Linux
PowerPC

With this release, we have added support for the Red Hat Enterprise Linux (RHEL) platform for
Qualys Cloud Agent for Linux PowerPC (LE) with ppc64le architecture.

Install Agents ®

A few things to know before you install agents

W | (rkg) o Apple 0S X Pr=E-PIEuemeees
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[ ¢ E'.'l:kcgc'? © ARMB4 ﬁ;li nad® Install instructions
AlX POWER IBM AIX Install instructions|
(-bff.gz) Install instructions.

w (Btsxg x4 FreeBSD Install instructions
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L= | Solaris :
solans \ x66 Solaris i i
(.pkg) Install instructions
sofanis (S;Lagf;ﬁ SPARC Solaris Install instructions

SUSE Enterprise ——
Q |(_Irr;]l::) ppcbdle Red Hat Entarpries Linux Install instructions

Red Hat CoreQOS on

& Oopenshin x64 Core Os S e

(-tar.xz)

Looking for more details ?
Click here for OS version list supported by the Cloud Agent

Click "Install instructions” to download and install the agent.
We'll walk you through the required steps. Or close this window and install the agent later.

s ==
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Enhanced Cloud Agent Uninstallation Workflow

With this release, we have made the following enhancements to the agent uninstallation
process. The additional checks are added to prevent unintentional uninstallation of agents.

Additional Confirmation for Uninstallation

We have added a confirmation dialog box informing the user that the action is irreversible and
the number of agents that will be removed with uninstallation.

Uninstall Agent x

4. Uninstall Agent?

Uninstalling Agents has & permanent impact on your account. This action cannot be undone! This action
will remove 1 agent(s) from your subscription.

Cancel Confirm |

Enhanced Bulk Agent Uninstallation

When you select the agents for uninstallation in bulk by using the QQL query— tags.name:
Cloud Agent or tracking method as QAGENT, the following error message is displayed.

@ Qualys. A Evor
Uninstallabon only based on TAG_NAME_CLOUD_AGENT tag OR lrackng
Cloud Agent  ~ method as QAGENT 1 not allowsd. Please add more fiters, 1o proceed wilh B & eev s | logou

The: uninstaliaton

Dashboard  Agent Management

&8 Agent Management Agents Activation Keys  Cenfiguration Profiles

Saved Searches = save - Agents
tags.name:Cloud Agent [-] Search 47
Actions (47) o v
& Agent Host 08 Version Last Activity « Last Checked In Configuration Agent Modules  Tags
7 test_linux_167714... ¢ CentOS 68 ( 50.1.3 Frovisioned 4% minutes ago 741 PM Initial Profile Inlemet Fac
49 minutes ago 241 P
Cloud Agent
i tost_linux_ 1677144 < CenlOS6.8( 5013 Provisioned 4% minutes age 241 PM Initial Pretile It Fac
49 minutes ago 2:41 P
Cloud Agent
Add tags
) st linux_167714... & CentOs 6.8 5013 Provisioned 49 minutes ago 241 PM Initial Pratite Cloud Agent
48 minules ago 2.41 PM
Intermet Fac
=] test_linux_167714... 48 CentOS6.8( 5013 Provisioned 49 minutes ago 2:41 PM Initial Profile Cloud Agent
49 minules ago 2.41 P e
it Fac

In this case, the agents are not uninstalled. You can add more filters to search for the agents you
want to uninstall and prevent unintentional uninstallation of agents when selected in bulk.
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Alibaba Cloud Provider Support

With this release, we have added support for Alibaba Cloud provider. The Cloud Agent can
process metadata for an instance in Alibaba cloud, where the Cloud agent is installed and
presents the data in the Cloud Agent User Interface (UI).

QagentAlibaba-updated_1 x

View Mode Alibaba Instance Information

Asset Summary

General:
System Information
Instance I10- i-a2d7]|
Agent Summary Instance Type: ecs.gBlarge
State: RUNNING
Network Information Image (AMI} ID: win20:
£ 3 81
Open Ports Account IO
Serial Mumber: efc
Installed Software -
Location:
Vulnerabilities
Regicn: ap-south-1
Compliance Zone Id: ap-south-1b
Network:
File Integrity Monitoring
VPC ID:
EDR b
Hostname: =
Alert Notifications DMS Server: 100

Network Type: vpc
I Addrass (Prvatr 17

Information
|P Address (Public): 14

Patch Management MAC Address: oa
VPC CIDR Block: 172.16.0.0/12
vSwitch 1D: VEW-
Interface ID: eni-
vSwitch CIDR Block: 172

Close

You can now search for host assets (cloud assets: Instances type) in Alibaba cloud provider with
the QQL tokens.

Separate Columns for Host Name and IP Address in Agent List Report

When you download the agent list from the Agents tab in a .CSV format, the CSV file contains
separate columns for the following host name and IP address.
e Agent Host column displays only the host name

e ipV4 and ipV6 columns display respective IP addresses.

A B c \ D | E
Agents |06 Feb 20: 82
Qualys Se«Opp to Ba
(quay i All el rgr'\n+ o
Assetld Errors Agent Host ipV4 ipVé |
1200y ERGENSIuR 1777 - 20017
18 ip-10 10. 0:l
19. i test_windows_ 10. 0:0
19 ! test_windows_ 10.: 0:0
1€ test_windows_ & 10. 0:0:
19 } test windows hl 10. 0:0:
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Vulnerability Management, Detection, and Response

VMDR

Introduced Asset and Vulnerability Widgets in Qualys Insights

To ease the searchability and fasten the search results, we have introduced Asset and
Vulnerability widgets in Qualys Insights. Using this data, you can get the list of assets that are at
risk and take action on the affected assets. The assets and risk factors displayed in widgets
simplify and fasten your search by allowing you to customize or append the existing queries.

The Asset Widgets include:

e TruRisk > 700: Displays the number of assets with a TruRisk Score of 700 or above.

e Asset Criticality Score > 4: Displays the number of assets with an Asset Criticality Score
of 4 or above 4.

e Public Facing Assets: Displays the number of assets with Shodan, External, EASM, or
Internet Facing Assets tags.

e Not Scanned - 30 days: Displays the number of assets that did not undergo a scan from
the last 30 days.

The Vulnerability Widgets include:

e CISA KEV: Displays the number of CISA Known Exploited Vulnerability (KEV) detected
out of the total number of detections.

e Ransomware Vulnerabilities: Displays the number of ransomware vulnerabilities and
exposures detected out of the total number of detections.

e Critical Patchable Vulnerabilities: Displays the number of vulnerabilities between the
detection score 90-100 and are Qualys patchable.

e Critical Vulnerabilities: Displays the number of vulnerabilities between detection scores
90 to 100.

Qualys Insights option is available if you have a VMDR full subscription. To view the Qualys

Insights option from the Vulnerabilities tab, click View Qualys Insights or Toggle Graph

VULNERABILITIES | RESPONSES — PRIDIITIZATION — SCANS  REPORTS  REMEDIATION  ASSETS KNOWLEDGEBASE  USERS

‘\I’MDRI

Vulnerabilities

inerability | ()

17.7K

@ iy insights connalidates dat

= s | [P soat vt 01 o o[ E

For more information, see VMDR Online Help.

Total Detections
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Introduced Patches for Mac

With this release, you can apply patches to your Mac operating system. Using the VMDR
Prioritization report, you can now remediate the vulnerabilities on Mac.

Perform the following steps in the VMDR application to access patches for Mac:

1.
2.
3.

In the Prioritization tab, click Reports.
Click Start Prioritizing.

Select at least one Asset tag to display the prioritized list of vulnerabilities associated with
the assets.

-
Click . to proceed with Prioritization.

Prioritize using Age, RTI, and Attack Surface or Qualys TruRisk. To know more about
prioritization, see VMDR online help.

Select Mac Patches or View Missing Mac Patches from the Patch Now drop-down.

Available Patches (3) Details

Zero-Touch Patch Job &

Windows Patches 35
View Missing Windows Patches

Linux Patches 285

View Missing Linux Patches

Mac Patches 4

View Missing Mac Patches

You can add a maximum of 200 patches to a single job. You cannot add patches to OnDemand
or run-once (non-recurring) jobs once they are enabled. You need to upgrade to the paid version

of the Patch Management application to initiate deployment job workflows from the Patch Now
option.

For more information, see VMDR online help.

New Tokens for VMDR

customAttributes.key: Select this token and provide the input to identify your assets based
on the key entered.

customAttributes.value: Select this token and provide the input to identify your assets based
on the value entered.
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Cloud Agent

Vulnerability Management, Detection, and Response
VMDR

New Alibaba Tokens for Cloud Agent and VMDR

Token Name

Description

alibaba.instance.accountld

Find Alibaba cloud instances with a certain account ID.

alibaba.instance.dnsServer

Find Alibaba cloud instances associated with the Domain
Name System (DNS) configuration.

alibaba.instance.hasAgent

Find Alibaba instances that have a cloud agent installed.

alibaba.instance.hostName

Find Alibaba cloud instances associated with the hostname.

alibaba.instance.imageld

Find Alibaba cloud instances with the specified image ID
used during instance creation.

alibaba.instance.instanceld

Find Alibaba cloud instances with a certain ID.

alibaba.instance.instanceType

Find Alibaba cloud instances with a certain instance type.

alibaba.instance.interfaceld

Find Alibaba cloud instances by the ID of network interface
controllers (NICs).

alibaba.instance.instanceState

Find Alibaba cloud instances of the selected state.

alibaba.instance.macAddress

Find Alibaba cloud instances with the specific MAC address.

alibaba.instance.networkType

Find cloud instances of the selected network type.

alibaba.instance.privatelpAddress

Find Alibaba cloud instances with private IPv4 addresses or
a range of IPs assigned to NIC.

alibaba.instance.publiclpAddress

Find Alibaba cloud instances with public IPv4 addresses or a
range of IPs.

alibaba.instance.region.code

Find Alibaba cloud instances that belong to the specific
region code.

alibaba.instance.region.name

Find Alibaba cloud instances that belong to the specific
region name.

alibaba.instance.serialNumber

Find Alibaba cloud instances that belong to the specific
serial number.

alibaba.instance.vpcCidrBlock

Find Alibaba cloud instances that belong to the CIDR block
of the VPC network.

alibaba.instance.vpcld

Find Alibaba cloud instances that belong to the specific
virtual private clouds (VPC) ID.

alibaba.instance.vswitchld

Find the Alibaba cloud instance that is connected to the
vSwitch ID.

alibaba.instance.vswitchCidrBlock

Find Alibaba cloud instances that are connected to the CIDR
block of vSwitch.

alibaba.instance.zoneld

Find Alibaba cloud instances that belong to the specific
zone ID.
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SAQ Security Assessment Questionnaire

Reassign Questionnaire to Other Users

With this feature now, you can reassign the questionnaire to other users. For example, if a
questionnaire assigned to you includes questions that someone else is better qualified to answer,
you can reassign the questionnaire to that person.

The assigned user receives an e-mail notification. For reassigning, navigate to Campaigns, select
the active campaign you want to reassign, and click View from the Quick Actions menu. The
Campaign Summary is displayed. Go to Quick Actions menu and click Reassign.

Reassign

Q ® 284 Users

1-50 of 284 C, &

NAME USERNAME TITLE COMPANY TAGS

~— userRC-3.11.. john@qualys Qualys - !
jochn@qulays.com

~ joe joe@qualys.com Qualys

rleadrashaar@mansl

Cancel Add

From the list, select the required user to reassign the campaign and click Add. You can search
recipient user using first name, last name, company, title, or tag.
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m Web Application Scanning

Scan Deletion on Web Application Purge

With this release, if you purge the web application or remove web assets, the associated scans
are also deleted and will not be available in the Scan List tab.

Note: The parent scans are not deleted; only the slice and single scans are deleted. There is no
other impact on the existing purge functionality.

The Purge Web Application and Remove Web Applications screens are updated with the
Impact on scans.

Updated Purge Web Application screen

Purge Web Application x

Are you sure you want to purge scan findings from these 1 web application(s) ?

By purging this web application, scan findings are removed from the web application's scan histol
Afterwards, newly generat application reports will not include findings from previously completed scans. Scans and
scan results will also be remo Tom account upen web application purge.

Note that the purge may take several seconds or several minutes, depending on the number of scans launched and
detections collected for the target web applications.

Virtual Patches

If virtual patches were applied on this web application, you have the possibility to remove them at the same time on your WAF

[C] Remove associated patches

Save Report

Before purging these web applications, you have the option to create a report showing your current security status for these
web applications, and this will appear in your reports list

Note that reports expire in 7 days and will be then automatically removed.

-

Updated Remove Web Applications screen
Remove Web Applications »®

A Remove the selected Web application(s) ?

We'll remove (1) web applications from your WAS license
Note : Removing web applications has permanent impact to your account. This operation cannot be undone.

‘Web app 3 with tag 3

Tell me about the impact

N o = Lobate 1ning of reporting using WAS
Scan resulis will be removed from your account

. next launch

« |fthey are not shared with any other module, you'll have the option to remove these applications completely from your subscription once you select Remove
from WAS

Virtual Patches

As a convenience you can remove all associated virtual patches at this time.

[ Remove associated patches

Final Report

Click Create Report to get a report showing the security status of the web applications you want to remove from your subscription. This report will appear in your
reports list where you can download it to your local system.

1 Schedule Reports affected - Schedule report will be disabled at next runtime if no more web applications are defined as target.

Deleted Object Affected Object -~

Scheduled - Web App Report - Default template - Dynamic Search list -

Web app 3with tag 3 Confirmed + Potential Severity 1-5

[ Delete only web applications that are not scheduled for scans and reports.

Cancel " Remove from WAS
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Issues Addressed

Administration

— Previously, in the User Management tab, the users were not fetched when searched with the
Role having a / slash (For example, PC/SCA User). Now, the users can see the result based on
the search parameters. In addition, if a user clicks on a particular role, the complete user list
associated with the searched role appears under this role. Clicking on any "view all users"
link from the list will navigate the user to the User Management tab listing all the users with
the roles.

- We have fixed an issue in sort order by disabling the sorting table option for two fields:
modules (under the Role Management tab), and access methods (under the User
Management tab.)

Asset View

- We fixed the issue where all the child tags were shown during the tag search instead of
showing the exact child and its associated parent tag.

- We fixed the inconsistent representation of inactive control in the Compliance Summary.

- Anissue was observed where reader users could not add tags to assets in their scope. This
issue is now fixed, and reader users can add and remove tags from assets in their scope.

— We have fixed an issue where some assets reflected a running state in the QQL query despite
being terminated on the AWS console.

— We have fixed an issue where customers could add limited AWS image IDs in the ‘Create
Asset Purge Rule.” However, the box size is increased to 2000 characters allowing customers
to add more AWS image IDs.

Cloud Agent

- We fixed an issue where the user created a tag from the VMDR, but when searching the
assets using the tag, there was inconsistency in numbers in GAI and VMDR modules.

- We improved Installation instructions for Qualys Cloud Agents; earlier, the user found
inconsistent instructions while installing MacOS x64 and MacOS ARM64. The user can now
view the following installer commands:{sudo installer -pkg ./QualysCloudAgent.pkg -target
/}sudo /Applications/QualysCloudAgent.app/Contents/MacOS/qualys-cloud-agent.sh
Activationld=<> Customerld=<>

- We fixed the issue where the Agent tab showed time and date in the Last Checked In and
Last Activity columns in red after 8 hours of inventory scan. The inventory scan interval is
set up as 18 hours. Now time and date in the Last Checked In, and Last Activity columns
show in red after 24 hours of the scan to maintain consistency with other Qualys cloud
platforms.
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We fixed the issue where the user could not enable Cache size to Unlimited in PM Tab in
Configuration Profile and got an error on Ul After selecting the Unlimited Cache size option,
the user can now save, update, or create a Configuration Profile.

Security Assessment Questionnaire

We fixed the issue where the Forgot Password link was not working when the user clicked it
for the first time.

Vulnerability Management, Detection, and Response

.We have fixed an issue where the Vulnerability Details page was showing incorrect
information on software details of assets in the 'About Asset' section of the Detection
Summary.

We have fixed an issue for the "Trurisk" widget. The trending line does not fluctuate up and
down when the TruRisk score changes.

Previously, after the user logged out from the platform or in case of session timeout, the
SAMLSession cookie would not get deleted. This caused relogin issues. With this release, the
cookies will get deleted for SAML users.

Previously, the IPV6 field column was not added in the download detailed report. With this
release, we have included the column in this report.

m Web Application Scanning

We fixed an issue where the DNS override hostname was not accepting single characters
after a hyphen.

We have introduced the option to close vulnerabilities after a defined number of scans with
no vulnerabilities urls found.

We have fixed an issue where authentication status was displayed incorrectly when a web
application used Client Certificate-based authentication.

We have added a description in the Web Application creation screen, which conveys that
when creating a Web application with Existing Asset, customers can only select from
previously created web assets from WAF.

We have fixed an issue where passive sensor scanners were displaying in WAS UI. Passive
sensors are now not visible in WAS UL
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