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Here’s what’s new in Qualys Cloud Suite 2.43!  
 

 
Cloud Agent 

 
Logging for Cloud Agent Permissions 
 

 

 
Web Application Scanning 

 

Custom Message for Scheduled Reports 
 
 
Qualys Cloud Platform 2.43 brings you many more 
Improvements and updates! Learn more 
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Cloud Agent 

 

Logging for Cloud Agent Permissions 
The Qualys Action Log will now show logs for activities performed for various Cloud Agent 
Permissions such as: 
 
CA Activation Key Permissions 
View Activation Key 
Create Activation Key 
Edit Activation Key 
Enable Activation Key 
Disable Activation Key 
Delete Activation Key 
Enable Module for Activation Key 
Add Tags to Activation Key 
 
CA Configuration Profile Permissions 
View Configuration Profile 
Create Configuration Profile 
Edit Configuration Profile 
 
CA Agent Permissions 
Install Agent 
Uninstall Agent 
Activate Agent 
Deactivate Agent 
 
Logs are prepended with the following: 
 

- “QAGENT.KEY” for CA Activation Key Permissions 
- “QAGENT.CONF” for CA Configuration Profile Permissions 
- “QAGENT.AGENT” CA Agent Permissions 
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Web Application Scanning 

Custom Message for Scheduled Reports 
You can now customize the notification to be sent to users for scans and reports. Now, in 
addition to which email address the notification should be sent, you could also customize the 
subject and message to be sent in the notification. These users will also receive emails if a 
scheduled report did not run for any reason. 
 

 
 
When you configure notification, enable Activate Notification and add your own custom subject 
and message that should be sent to users. For a scheduled scan we'll send a notification in 
advance of the next scan to the task owner and other users you choose. For a scheduled report 
we'll send a report download notification once the report has completed to selected users.. The 
notification is sent to users you specify in the Distribution Groups. 
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Issues addressed in this release 
Qualys Cloud Platform 2.43 brings you many more improvements and updates. 
 

  
AssetView 

 

• We have updated the online help to state that only virtual machines created using 
Resource Manager are supported by Qualys connector. 

• We have now fixed the exception error for few assets and thus the asset details are now 
visible in AssetView. 

• Fixed an issue where existing AWS connectors were disappearing from the AssetView > 
Connectors tab if a new AWS connector is created with the "provide ARN later" option. 

• Fixed an issue where AssetView did not display tags with null values for Azure/GCP 
instances. Tags with null values are now visible on the Assets tab in AssetView.  

 
Cloud Agent  

 

• Fixed an issue where activation/deactivation of large number of Cloud Agents was taking 
longer than expected. 

• Fixed an issue where the AI badge was displayed multiple times upon resizing the 
columns on the Agents tab. 

• Fixed an issue in Asset Details, where the Installed Software panel showed an incorrect 
list of software installed for users having the VM module activated for their subscription. 

• Fixed an issue where users were not able to sort the agents on the basis of host name. 

• Fixed an issue where the “activatedForModules” search token was returning incorrect 
results.  Using that token on Cloud Agent UI now returns only those assets which are 
tracked by the Cloud Agent. 

 
Malware Detection 

• We have now fixed the 'ORA-00907: missing right parenthesis' error in the Scan Report 
with HTML format. The Scan Report is now displayed without any error. 

 
Security Assessment Questionnaire 

• We fixed an issue where on saving the Vendor Risk Assessment (288 questions) template 
in the questionnaire, the symbols " " (double quotes), > (greater than) and < (less than) 
within the template were shown their corresponding HTML names, such as &quot for 
double quotes, &lt for less than and &gt for greater than. Now, these symbols are shown 
as it is after saving the template. 
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VM Dashboard 

• We have fixed an issue where the QID fields were not displayed accurately in the 
dashboard widgets. 

• We have fixed an issue where the Chrome versions were not displayed accurately in the 
dashboard widgets. 

• We now support percentage value to define comparison values in widget rules. 

 
Web Application Scanning 

• You can now view the actions logs on Knowledge Base (on view QID dialog). You can also 
monitor the change in status of QID using the logs. 

• The change in default template for web application or scan report did not reflect in the 
report. We have now fixed the issue so that any change in default template correctly 
reflects in the report. 

• We have now fixed the issue so that the progressive scan option if enabled through API 
reflects the same on UI as well. 

• We have now fixed the issue to prevent unnecessary encoding that was being appended 
to the XML reports. The XML reports are now correctly downloaded. 

• We provide two option profiles by default: Initial WAS and Authentication Test. We allow 
edit and delete for Initial WAS Option profile. However, edit and delete is prohibited for 
default Authentication Test option profile. 

• We have now fixed the issue so that the Burp/Bugcrowd groups are displayed in the 
vulnerabilities section by severity graph only if they are selected in the detection source 
filter. 

• The Scan button was incorrectly disabled for a sub-user. We have now fixed the issue so 
that the Scan button is enabled for sub-users. 

• We have now fixed the issue so that when user clicks 'Clear All', the previous tag names 
in the tag's tree are removed. 

• We have now extended our support so that the Detection Datalist report download 
successfully works for up to 10000 records. 

• We have now made changes so that the Restore Standard Severity Level option is 
available to sub users as well in Reports and Detection tab as well. 

• We have now fixed an error for scan report caused due to same scan ID being assigned to 
two different scans. 

 

Qualys Cloud Platform 
 

• Fixed an issue where a Community Edition User was able to use the WAS API. 
Community Edition Users do not get API access. 

• Community Edition Users will now see the words "Community Edition" beside the Qualys 
logo. 

• Fixed an issue where trending data for "Count" widgets was incorrectly displayed. 

• Fixed an issue where QQL queries failed to process exact match values. 



 
 

Qualys Cloud Platform Release Notes        6 

• Fixed an issue where few QIDs were not visible in search lists and not reported in WAS 
reports. 

• Fixed an issue where QQL queries failed to process nested tokens. 

• Fixed an issue where the Asset Details window was not opening for sub-users not having 
Global IT Asset Inventory enabled. Asset Details will now open for sub-users not having 
Global IT Asset Inventory. 

• We have now removed the left pane on the Compliance Control results that show up 
while clicking a widget on the Asset Details > Policy Compliance tab. 

• Fixed an issue where the module picker was displaying "Free" instead of "Trial" for apps 
on trial subscription. 
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