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AssetView
Threat Protection

Gov-Cloud Regions Supported for Azure Connectors

AssetView now supports Gov-Cloud regions for Azure connectors. You can now discover and
assess assets from GovCloud region.

Navigate to Connectors >Azure and click Create Azure Connector. Provide a name and
description for the connector. The Account Type now displays GovCloud along with Global
regions. Select GovCloud and provide other authentication details to complete the connector
creation process.

Create Azure Connector Launch help %

Step 1 of 3 Is Connector Details
o Connector Details o  Name” {*) REQUIRED FIELDS
My Azure Connector
2 Tags and Activation Description

Description for Azure Connector

Review

Select Account Type Sugport for GovCloud

.
e
Glabal et

Account Type

el P e SSLUDAuthentic '"ae;ﬂ;r_/ ot s it o
Lastly, click Finish.

That’s it! The connector will establish a connection with Azure to start discovering assets from
configured region.
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New Regions Supported for AWS Connectors

During the connector creation process, you can now select the newly supported regions and start
discovering assets from each region. The newly supported regions are:

- AWS China (Ningxia)

- AWS GovCloud (US-East)
- Asia Pacific (Hong Kong)
- Asia Pacific (Osaka-Local)
- EU (Stockholm)

- Middle East (Bahrain)

Tell me the steps

AWS and then click Create EC2

Connector for a new connector. Step 2 of 4 Regions Information
Else’ you Cou]'d a]'so edlt the 1 Connector Details #  We will fetch the data from all the selected regions (*) REQUIRED FIELDS
reglons for an eXlStlng Discovered asset count for selected regions : —
connector. e Region Selection [ Region Name “ Discovered
3 Tags and Activation « AWS China (Beijing)
During the Region Selection, the A A Cina (hingie)
nery SUppOfted reglons are AWS GovCloud (US-East) Newly
dlsplayed. You can make the AWS GovGloud (US-West) Supported
required region selection and siaPacic (ong Kong) Regions
click Continue. Asia Pacific (Mumbai)
Provide other tags and siaPacifc (Seou)
activation related details as T
needed.
C].].Ck Flnlsh Cancel Previous

That’s it! The connector will establish a connection with AWS to start discovering assets from
the regions you select.

Allow Activation of EC2 Assets with Smaller Instance Types

EC2 assets must be activated for your Qualys license in order to scan them. By default assets
with instance type m1l.small, t1.micro or t2.nano are excluded from activation and cannot be
scanned. Now, with this release, you can reach out to your Technical Account Manager or
Qualys Support to lift this limitation and allow assets with these instance types to be activated.
Once this capability is enabled for your subscription, the next time the connector runs assets
with m1.small, t1.micro or t2.nano instance types will auto-activate for VM/PC/SCA as
configured in the connector settings.
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m Web Application Scanning

Enable XSS Payloads for Standard Scans

You can now enable comprehensive tests for cross-site scripting vulnerabilities to be executed
during our standard scan using the new option in option profile. The comprehensive tests
includes XSS with exhaustive set of payloads including set of standard payloads.

Running a scan with XSS payloads option enabled in the detection scope of scan will provide the
best assurance that your web application is free from XSS vulnerabilities. However, enabling this
option leads to significant increase in the scan time.

Step 3 of 5 Please define what you want to scan for
1 Profile Details w  Detection Scope {*) REQUIRED FIELDS
Select if scans launched with this profile shall perform a full as: nent WAS detections the engine is able to
2 Scan Parameters 4 discover, or if the scan shall focus on the detection of specific vulne ties and/for information.
- Detection™
o Search Criteria v Core v
4  Comments @clude additional XSS payloads (may significantly increase scan ﬁr@

View list of Core QIDs.

Review And Confirm e ) . : .
Mote: All Information Gathered QIDs will be included in scan detection scope when Core scope will be selected.

Sensitive Content

|| Credit Card Numbers

|| Social Security Numbers (US})

|| Custom Contents

Cancel Previous |

When you configure the option profile for any scan, ensure that you enable Include additional
XSS payloads (may significantly increase scan time) option. Enabling the option ensures that XSS
with exhaustive set of payloads including set of standard payloads are included in the scan.

Qualys Cloud Platform Release Notes 4



Grouping Information Gathered type of Vulnerabilities

Currently, all Information Gathered issues are clubbed together in the report or detections list.
We have now introduced two new groups for issues of type Information Gathered and
categorized as follows:

- Diagnostic IG (general information about the scan)
- Weakness IG (issues that are security weakness or conflict with best practices)

You can now view the further categorization of the IG vulnerabilities in detections tab as well as
reports.

Detections List

Dashboard  Web Applications  Scans  Detections Reports  Configuration  KnowledgeBase

s== Detection Management

Detection List Burp Bugcrowd

Search Results b
@ [7] status « Qi Name

New Groups Grou| Last Detected
B - 150009 ©  Links Crawled for IQS @ R
Gy -

-
.
. *
] .,
[ @ qualys - 150041 @  Links Rejected '-_ ., -
| B2 Burp ., e,
| © Bugcrowd ‘s, e, .
= - 150126 @ Links With High Resource Consumption *e, E m 1o Mar 2
‘Confirmed Vulnerability Level '-, .
*
.Q
| I - 0 = T O I O - D - 150082 @ Protection against Clickjacking vulnerability .1 m
Potential Vulnerability Level

- 150054 ®  Email Addresses Collected [ IGDIAG [ ERTTEIEE
I 2 L3 L4 s

Reports

Results (15)

¥ Information Gathered [15)

¥ Information Gathered (12)

Scan Diagnostics (2) New Grou ps fOI’
4 Security Weaknesses (1) IGS

Appendix
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Qualys Cloud Platform

Scan permis

sion for Certificate View

A new Certificate View permission is now available in the Administration (Admin) module. This
new “Scan” permission allows the user to run Certificate View scans. Note that Certificate View
permissions are only available in the Admin Ul when this module is enabled for the subscription.

A user with the “Scan” permission will be able to:

- Add/Remove sites in Assets > External Sites.

- Launch/Ca

ncel scans in External Sites and Internal Sites.

Note: This does not affect the permissions the user has been given through VM. If the user has

the permission to add hosts or launch scans directly in VM, they will still be allowed to do this
through the VM UI or APIL.

Step 2 of 3

1 Role Details

@ rermissions

Name

Cancel

3 Review And Confirm

Edit permissions for this role

&  Select how users would access this application

v [Clut Access [ APT Access
Select modules which this role should have access. For each role you can define which permissions would be granted
Modules Search for module and add to list -

Role Permissions by Modules (6) Remove All

Re
[l Certificate View emove

» CERTVIEW Permissions (2 of 2)

¥ Other Permissions (4 of 4)

Approver

PKI Administrator

Previous

Corresponding new “Certview scan” role is available under Users > Role Management.

[E] user Management

User Management Role Management Defaults

Search for roles by entering properties...

hctions (1) v |NewRoIe

"] Name

[ Certview approver
I cartvins Pi1 Administrator

[ Certview Requester

Certview scan

[ Fim manager

“ Description Modules

Access method(s)
User can approve Cerlificate Requests at the company level ... 5
User responsible for Administrating the CA_ User can Submit . EE38
User can submit Certificate Enroliment,Renewal Revocation ... B
User can add External sites in CertView and run on-demand .. EE38
FIM Manager User [ it ] Ul Access
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Show Graphs

1-200f27 b
Details View | Edit

Certview scan

5674926

DESCRIPTION

User can add Extemal sites in CerfView snd run on-
demand CertView scans from sither the Extemal
‘Sites or Intenal Sites sections of Certificata View -



Issues addressed in this release

Qualys Cloud Platform 2.42 brings you many more improvements and updates.

AssetView
Threat Protection

e Fixed an issue where a user with the "Reader"” role was able to access the Threat-Protect
module even though the user did not have the permission to access that module.

e Resizing widgets on a dashboard resulted in huge blank spaces on the dashboard. We
have now rectified the issue so that resizing widgets does not cause huge blank space on
the dashboard.

e Changing the order of widgets on a dashboard did not reflect correct on AssetView
dashboard. We have now fixed the issue so that any change in order of widgets is
correctly reflected on the dashboard.

m Malware Detection

e Fixed the discrepancy in detection count between the detection API and the UL

e Fixed an issue where deleting old scans was also deleting the associated discoveries. The
discoveries are now deleted only when the Web Application is removed.

e The Site View window now displays the Web Application ID and the Site ID.

SAQ Security Assessment Questionnaire

e We made changes in the create template API request body to fix an error that is
generated while creating a template. This issue was preventing the user from creating a
template. After the fix, the user can create templates using the create template APL

m Web Application Scanning

Earlier, searching a finding for JSON parsing did not reflect the correct result (displayed
OTHER exception error). Now, we have fixed the issue so that the user will be able to
search findings without exception for JSON parsing.

e Despite configuring the severity as HIGH, MEDIUM, and LOW in the default report
template, the scan report displayed severity as 5, 4, 3, ,2, 1. We have now rectified the
issue so that the severity levels shown in report will be displayed as configured in default
report template.

e We have now updated the WAS API User Guide to correctly reflect the hyperlinks and
operations for Cancel Scans, Retrieve Scan Status, and Retrieve Scan Results.

e We have now rectified the issue so that the data in the CSV reports is correctly aligned to
the respective columns in case of multiple payloads. Earlier, for entries having single or
less than 5 request headers / responses, the data in CSV report did not match the column
heading.
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Earlier, the Dynamic Search List incorrectly allowed addition of QIDs to the Search list.
We have now rectified the incorrect behavior and disabled addition of QIDs to Dynamic
Search List.

Earlier a superuser was unable to view or edit web applications created by other users.
Now, we have rectified the behavior so that the superuser has access to all web
applications created by other users as well.

Earlier, if a user configured scheduled reports, and if the user was deleted, the configured
scheduled report list could not be loaded. We have now fixed the issue so that even if a
user is deleted, the scheduled reports configured by the user are displayed.

Despite assigning and locking an internal scanner for a web application, during creating
or editing schedules for the web application external scanner was assigned for the
schedule. We have now rectified this behavior so that the default scanner is correctly
assigned during schedule creation or updation.

We have now increased the character length for error message from 500 to 1000
characters when catalogs and maps update face an error.

Earlier, the "OWASP Top 10 2017 Detections" section was missing in WAS Scorecard
report with PDF format. We have now fixed the issue so that the "OWASP Top 10 2017
Detections" section is displayed in WAS Scorecard report with PDF format.

Qualys Cloud Platform

Fixed an issue where an error is thrown when multiple AWS connectors are run at the
same time through the /gps/rest/2.0/run/am/assetdataconnector APIL

The list of connectors for AWS and Azure on the Asset View > Connectors tab is now
paginated and can be set to 20, 50, 100, 200 records per page. This change enables the
connector list to load faster, and you can now search connectors with connector
attributes.
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