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AssetView

Tag assets from Global IT Asset Inventory

You can now apply tags to organize assets from Global IT Asset Inventory. Tagging assets
provides a flexible and scalable way to automatically discover and organize the assets.

1) Click New Tag, 2) choose the Asset Inventory rule, and 3) enter your query.
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Just start typing in the Query field and we’ll show you the Asset Inventory attributes you can
search.
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m Web Application Firewall

Configure to keep the Accept-Encoding Header in Request

You can now create an HTTP profile for your web application to specify the WAF

application to either retain or remove the Accept-Encoding header field in requests. If you
choose to retain the header field then WAF will keep the header field in requests that contain
this header field while forwarding the requests to your web application. By default, WAF will

remove this header field.

Profile Creation Tum help fips: On | OFf Launchhelp %
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To configure accept
encoding, go to
Security > HTTP
Profiles > Create or
Edit an HTTP
Profile.



m Web Application Scanning

Support for Postman Collection File Upload

We now support security test of REST APIs exported using Postman tool.

Postman tool, used to test the REST APIs, has the facility to export and share the REST APIs.
Postman Collection file is the group of REST APIs. Just upload the Postman Collection exported
file in JSON format and we will then scan for vulnerabilities.

Web Application Creation

Step 2 of 10 Tell us about the web application you want to scan

1  Asset Details v
o Application Details
3 Scan Settings
Crawl Settings API Endpoint Definition (non-Swagger based APls)

Redundant Links () None

Tum help tips On | Off Launch help %
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Upload a valid Postman Collection file for your API. We currently only

Sample_PostmanCollection.json Download Q Remove

0.0 and v2.1.0. for Postman
test those request

(O Burp Proxy Capture
Review And Confirm

to create requests and then crawl and test thos:

quests

© Upload Burp Log File

Cancel

You have the option to upload a Burp Log File with your scan tests. Once uploaded we will parse it

Previous

Go to Web
Applications > New
Web Application.
After you define the
mandatory
parameters in Asset
Details, go to
Application Details
and select Postman
Collection in API
Endpoint Definition
(non-Swagger based
APIs).

Upload the Postman Collection File (mandatory) and click Continue. We also support upload of
Postman Environmental Variables and Postman Global Variables file.

Note: We currently only support v2.0.0 and v2.1.0. for Postman Collection. The size of the file you

upload should not exceed 5 MB.
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Full Path of Detections in Reports (PDF and HTML)

We provided you with complete and raw HTTP request for detections. Now, the reports
downloaded in PDF and HTML format also display complete and raw HTTP request for
detections (except for Information Gathered (IG) vulnerabilities).

Earlier, WAS reports in PDF or HTML format displayed link, method, POST data, headers and
snippets of the response body. Now, the downloaded reports (PDF and HTML) display full request
headers and full request body for vulnerabilities. The complete requests and responses will help
you to reproduce or validate the issue.

Examples:
Sample PDF report

Bookmarks X A
WAS Web Application Report

B Wk B

. A
D Target and Filters # Request
> D Summary i 8 72 37/ account=personal #20%3Cscript%3E_q_q%3Dmndomy{}%3CH2Fscripth 3
il 0 ee; cookie2=cookietwo: cookiel=cookieone; PHPSESSID=34c2ee00cedalaT3fcB62aa%4a2c4d
~ D Detailed Results
- D Vulnerability ozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) AppleWebKit/601.4.4 (KHTML., like Gecko) Version/9.0.3 Safari/601 4.4
oo D Cross-Site Click this link fo try fo reproduce the vulnerability using above payload.Note that clicking this link may not lead to visible results, either because the vulnerability
Scrinti requires context to be previously set (authentication, cookies...) or because the exploiation of the vulnerability does not lead to any visible proof.
cripting
~ [] 150001 4 #1 Response
Reflected comment:
Cross-Site ponse content type: texthiml
Scripting (XSS) |
JunEEEiEE

v [ httpsy/10.11.7
2.37/?account
=business%22
%3E%3CDIVY%
20STYLE%3D

Sample HTML report

Payloads

#1 Request

busine==%22%3E%3CDIVR203TYLE43D%22

GCilick this link o try fo reproduce the ulnerability using above paylosd Note that clicking this ink may not lead fo visible results, sither because the vulnersbility requires confext fo be previously sef (suthentication, cockies. ) or because the
explotation of the vuinerabilty does nof lead to any wisible proof.

#1 Response

content-type: text/html

The raflected siring on the response webpage indicates that the vulnerability test was succassful
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Issues addressed in this release

Qualys Cloud Platform 2.41 brings you many more improvements and updates.

AssetView

e TFixed an issue in AssetView where incorrect OS icon was shown for Cisco assets.

Cloud Agent

e Fixed an issue in Cloud Agent where incorrect messages were shown while activating agents
for modules when module licenses are expired.

e You can now assign the UDC manifest to all agents at once.
e Cloud Agent action logs will now show actions performed on Activation Keys.

e Fixed anissue in Cloud Agent where the MAC VERSION DISTRIBUTION widget on the
dashboard was not showing any data.

VM Dashboard

e Fixed an issue in VM Dashboard where upon applying the tag filter, trending data was getting
displayed with vulnerability count instead of displaying only the vulnerability count.

Security Assessment Questionnaire

e Fixed the error message shown while updating a campaign for which the template is deleted
or is in draft mode.

e Security Assessment Questionnaire now supports sending email to email addresses with top
level domain length up to 8 characters.

m Web Application Scanning

We have now fixed an issue so that the downloaded reports in PDF and HTML format now
display correct data and the data is in sync with the online report.

e Creating schedules and reports using API with ALL option for tags reflected ANY on UL This
is now fixed to correctly reflect ALL option in tags during schedule and report creation from
APL

e We have now fixed the broken link in Vulnerability details for QID 150085 so that the link
now opens the correct web page.

e We have updated the WAS online help to reflect correct information related to scan results
storage settings.
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We have now fixed an issue so that error is not displayed during retest of a finding due to
long scanner name. We have resolved the issue as we are able to retest findings on scanners
with long size name.

Clicking Save during update of Global Settings temporarily disables all the options to avoid
duplicate entries caused by multiple clicks in single attempt. Once the update is complete,
all options are available for editing again.

The error message during catalog and maps update was displayed inconsistently. We have
now fixed the issue by increasing the character length for error message to 1000 characters.
The error message if displayed is consistent across various users.

We have now resolved an exception so that the finding could be retested correctly without
the exception 'Vulnerable URL cannot be found anymore'. For example, QID 150001.

The cookie related vulnerability details for QIDs 150103, 150120, 150121, 150122, 150123,
150159, 150160, and 150161 for existing scans and web applications is now shown correctly.

The preview of schedules with authentication records now display correct details. Earlier, the
preview displayed "None" despite the schedule having authentication records.

We have now extended our support so that the Detection Datalist report download
successfully works for up to 10000 records.

We have now fixed data inconsistency for "Function” and "AJAX request’ column in
downloaded reports with CSV format.

We have fixed the font anomalies for Web Application Details section of the appendix in the
scan report (both PDF and HTML format).

We have fixed an issue where updating web applications that contain attributes is done
successfully. Earlier, web applications with attributes were not updated correctly.

Qualys Cloud Platform

Fixed an issue is Asset Details > Asset Summary where Last System Boot was showing
incorrect date-time.

Fixed an issue where the Host Asset update API (/gps/rest/2.0/update/am/hostasset) was
throwing an error if the POST request contained a large number of Asset IDs.

Users will now be able to run Azure connectors successfully through the Run Connector API
(/qps/rest/2.0/run/am/assetdataconnector).

Fixed an issue where AWS connectors were getting stuck in the "Synchronizing" state and as
a result stale assets were seen in the Assets list.
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