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Qualys Cloud Platform (VM, PC) v10.x  

Release Notes  

Version 10.4 

October 12, 2020 (Updated November 4, 2020) 

 
This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability 
Management and Policy Compliance. 
 

Qualys Cloud Platform  

Modules Displayed in Module Picker and Permissions 
LDAP Authentication Support for MongoDB Record 
 

Qualys Vulnerability Management (VM)  

Target Type A10 Now Supported in Unix Authentication Record 
  

Qualys Policy Compliance (PC/SCAP/SCA)  

New Authentication Record for Kubernetes Now Available 
Support for Editing a User-Defined Control 
New Option to Auto Discover IBM WebSphere App Server instances from Server Directory 
Launch/Schedule Compliance Scans on FQDNs 
Policy Evaluation and Compliance Reporting on DNS Assets 
Support for New OCA Technologies 
User-Defined Control Support for CentOS 8.x 
User-Defined Control Support for Oracle Enterprise Linux 8.x 
User-Defined Control Support for Ubuntu 19.x and Ubuntu 20.x 
User-Defined Control Support for Debian GNU/Linux 7.x, 8.x, 9.x, and 10.x 
Support for OS Authentication-Based Technology Microsoft Edge Chromium (Windows) 
 

Qualys 10.4 brings you more 
improvements and updates!  Learn more  
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Qualys Cloud Platform 

Modules Displayed in Module Picker and Permissions 

For better customer experience, the module picker will now only display modules based on the 
permissions given to the user.  
 
By default, the Manager user has permission for all the modules in the subscription.  
 
The Manager user or user with Edit User permission then assigns roles and permissions to all the 
other users in the subscription. 
 
For example, user John Doe is assigned VM User and CS User roles. These roles give him access 
to Vulnerability Management (VM) and Container Security (CS) modules. So, when John logs in 
to his Qualys account, the module picker will only display VM and CS modules based on his 
access permissions. 
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Using the Administration module, the Manager user or user with Edit User permission can now 
also assign UI access permission for VM, PC, and SCA modules. We have added two new default 
roles VM User and PC User to the Administration module.  
 
Note: For SCA module permission, you must assign PC User role.  

Account Type  User Assigned Module displayed in Module Picker 

PC PC user PC 

PC and SCA  PC user PC and SCA 

SCA user  PC user SCA  

 

LDAP Authentication Support for MongoDB Record 

With this release, you’ll be able to create and update MongoDB records for LDAP authentication. 
For this, we have introduced a new field Credential Type with options - Local authentication 
and External LDAP authentication. Local authentication was already supported. 
 

What are the steps? 

1) Navigate to Scans > Authentication > New > Databases… > MongoDB and then click Login 
Credentials. 

2) Select Credential Type as Local authentication to use this option. Local authentication was 
already supported. Select Credential Type as External LDAP authentication to create MongoDB 
records for LDAP authentication. 

 
 
For external LDAP authentication, we have introduced Use clear text password check-box which 
enables to send cleartext password over unencrypted channel. To authenticate a MongoDB 
server using an LDAP account, the password must be sent in the cleartext over the unencrypted 
channel. This cleartext password is then used by the MongoDB server to send a separate 
authentication request to the configured LDAP server. 

For External LDAP authentication, only basic and vault based authentication type is supported. 
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Qualys Vulnerability Management (VM) 

Target Type A10 Now Supported in Unix Authentication Record 

You may have noticed that A10 now appears in the Target Type menu in Unix authentication 
records. Selecting this option allows you to authenticate to A10 devices for vulnerability 
scanning, using Unix authentication. The A10 target type is supported in the UI and API. For help 
setting up authentication, please refer to A10 Device Authentication.  
 

 
  

https://www.qualys.com/docs/qualys-authenticated-scanning-a10.pdf
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Qualys Policy Compliance (PC/SCAP/SCA) 

New Authentication Record for Kubernetes Now Available  

With this release, you can assess the 
compliance posture of Kubernetes 
application installed on a Unix computer. 
All you need to do is create an 
authentication record for a Kubernetes 
instance running on a Unix host,  
add the Kubernetes 1.x technology in your 
policy, and scan it for middleware 
compliance assessment. 
 
We’ll use the credentials provided in your  
Unix authentication records to authenticate  
a Unix host first, and then scan the 
Kubernetes 1.x instance by using the 
Kubernetes authentication record. 
 

How do I get started? 

Go to Scans > Authentication.  

Check that you have a Unix record already defined for the host on which Kubernetes is installed.  

Create a Kubernetes record for the same host. Go to New > Applications > Kubernetes. 
  

Kubernetes Record 

While creating a Kubernetes authentication record, go to the Unix Configuration tab to provide 
details about configurations present on your Unix host. In the Bin Path field, specify the absolute 
path of the kubectl command. In the Conf Path field, specify the absolute path of the Kubernetes 
configuration file. These are optional fields. 
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Sample Reports 

You’ll see the Kubernetes technology in authentication reports and in compliance scan results.  
 
Check out these samples: 
 

 
 

Policies and Controls 

You’ll see Kubernetes 1.x in the Technologies list when creating a new policy. 
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Search Controls  

You’ll see Kubernetes 1.x when searching controls by Technologies. 
 

 
 
You can also evaluate the compliance posture of your Kubernetes assets by using your PC 
agents. All you need to do is set up Cloud Agent on your Kubernetes assets and activate them for 
middleware assessment. 

Support for Editing a User-Defined Control 

From now on, you can also edit scan parameters and the description of any type of a User-
Defined Control (UDC). Earlier, you could not modify UDC settings after you created and saved it. 
You had to create another UDC instead. With this change now, we save you an overhead of 
maintaining redundant UDCs.  
 
Managers and Auditors can edit a UDC. Unit Managers may be granted permission to edit a UDC.  
 
Go to PC > Policies > Controls, select a user-defined control, and choose Edit from the Quick 
Actions menu. Then make your changes and save the control.  
 

 
 
Important - After you edit a UDC, to use the modified values in data collection and evaluation, 
you must run a fresh scan and generate a new report.  
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New Option to Auto Discover IBM WebSphere App Server instances from 
Server Directory 

Now when you enable instance discovery and system record creation for IBM WebSphere App 
Server in a compliance option profile, you can choose to discover instances from the Installation 
Directory (the default and current behavior) or from the Server Directory. Previous releases 
always discovered instances at the Installation Directory level but now you can choose to have 
instances discovered at the Server Directory level, and have the system authentication records 
created based on this instance information.    
 

What are the steps? 

Go to PC > Scans > Option Profiles. Create a new profile or edit an existing profile. Then go to the 
System Authentication tab. Choose Allow instance discovery and system record creation and 
IBM WebSphere App Server (along with any other technologies you’re interested in). Then pick 
IBM WAS Installation Directory or IBM WAS Server Directory.  
 

 
 
 
Tip – We recommend you use the same discovery mode consistently for each scan target to 
prevent too many system records being created. If you switch between Server Directory and 
Installation Directory discovery modes, then you’ll get different instances discovered with each 
scan and that will affect your system records.  
 
For example, let’s say you first launch a scan using an option profile with instance discovery at 
the “Server Directory” level resulting in 4 instances discovered and 4 system authentication 
records created. Then let’s say you launch a second scan on the same target but this time you 
use an option profile with instance discovery at the “Installation Directory” level. This time only 
1 instance is discovered. As a result, the IP address will be removed from the 4 previous 
authentication records and 1 new system authentication record will be created with the new 
instance information. 
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Sample Reports 

When you drill-down into the Detailed Results of your Policy Report you’ll see the IBM 
WebSphere App Server (WAS) instance details, including whether the instance was discovered 
from the Server Directory or Installation Directory.  
 
Instance from Installation Directory 
 

 
 
Instance from Server Directory 
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Launch/Schedule Compliance Scans on FQDNs 

With this release you can launch and schedule compliance scans on Fully Qualified Domain 
Names (FQDNs). When defining the scan target, you’ll enter FQDNs in the new FQDN input field. 
This is already supported for vulnerability scans. 
 

DNS Tracking must be enabled 

A Manager user can enable this feature by going to Scans > Setup > DNS Tracking and checking 
the Enable DNS Tracking for hosts option. 
 

 
 

Enter the FQDNs you want to scan 

When launching and scheduling compliance scans enter one or more FQDNs when defining the 
target hosts, as shown below. FQDNs can be entered in combination with asset groups and 
IPs/ranges but not with asset tags. If the scanned FQDN resolves to an IP address that is not in 
your account then it will be added to the PC/SCA license container. The newly added IP will be 
tracked by DNS. Not seeing the FQDN option? Make sure DNS Tracking is enabled as stated 
above. 
 
Note: Currently, vulnerability and compliance scans are not visible to the sub-user when scans 
launched on FQDN by sub-user itself or by the Manager. 
 

Launch Compliance Scan 

Go to Scans > PC Scans > New > Scan to launch the compliance scan. 
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Schedule Compliance Scan 

Go to Scans > PC Scans > New > Schedule Scan to schedule the compliance scan. 
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Policy Evaluation and Compliance Reporting on DNS Assets 

Now we’ll perform policy evaluation and compliance reporting on DNS assets included in policy 
asset groups. In previous releases, you were able to scan DNS assets for compliance but policy 
evaluation was skipped because we only performed policy evaluation on the IP addresses that 
were associated with asset groups in your policies. Now we’ll also perform policy evaluation on 
the DNS hostnames associated with asset groups in your policies.  
 

Policy evaluation 

When the Scan by Hostname feature is enabled, you can add DNS hostnames to your asset 
groups in addition to IP addresses. These asset groups can then be added to the policies you 
want to evaluate for compliance. After running compliance scans on your assets, we’ll look at 
the IP address and the DNS hostname for each scanned asset, and if the IP or the DNS name 
matches an asset group in your policy, then we’ll perform the policy evaluation.  
 

Compliance reporting 

Policy Compliance reports can be now launched on any of the assets in your policy asset groups, 
including DNS assets and IP assets. Other compliance reports (scorecard reports, mandate based 
reports, interactive reports, etc) will continue to only include IP assets.  
 

Prefer the way it worked before? 

If you only want to perform policy evaluation on the IP addresses in your asset groups and not 
on the DNS hostnames, then you can choose to go back to the way it worked before.  
 
Go to Assets > Setup > Asset Group DNS Resolution, and check the option Do not resolve DNS 
assets to hostnames in policy asset groups.   
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Support for New OCA Technologies  

We now support the following new technologies on assets for which data is collected using Out- 
of-Band Configuration Assessment (OCA) tracking. 
 

• FortiOS 5.x 
• FortiOS 6.x 
• Gigamon GigaVUE-OS 5.x 
• Pulse Connect Secure 9.x 

 
Using the OCA module, upload the corresponding configuration or command output for the 
assets. Then navigate to Policy Compliance > Reports tab to run the Policy Compliance Report 
for these technologies to view the compliance posture. 
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User-Defined Control Support for CentOS 8.x 

We have extended the User Defined Control (UDC) support for CentOS 8.x for scanner and agent. 
 
Want to create a UDC for CentOS 8.x? Go to Policies > Controls > New > Control > Unix Control 
Types and select the required control types from the list. Scroll to the Control Technologies 
section to provide a rationale statement and expected value for each technology.  
 

 
 
While creating a new policy, you can select CentOS 8.x from the Technologies list. 
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User-Defined Control Support for Oracle Enterprise Linux 8.x 

We have extended the User Defined Control (UDC) support for Oracle Enterprise Linux 8.x for 
scanner and agent. 
 
Want to create a UDC for Oracle Enterprise Linux 8.x? Go to Policies > Controls > New > Control 
> Unix Control Types and select the required control types from the list. Scroll to the Control 
Technologies section to provide a rationale statement and expected value for each technology. 
 

 
 
While creating a new policy, select Oracle Enterprise Linux 8.x from the Technologies list. 
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User-Defined Control Support for Ubuntu 19.x and Ubuntu 20.x 

We have extended the User Defined Control (UDC) support for Ubuntu 19.x and Ubuntu 20.x for 
scanner and agent. 
 
Want to create a UDC for Ubuntu 19.x and Ubuntu 20.x? Go to Policies > Controls > New > 
Control > Unix Control Types and select the required control types from the list. Scroll to the 
Control Technologies section to provide a rationale statement and expected value for each 
technology. 
 

 
 
While creating a new policy, select Ubuntu 19.x and Ubuntu 20.x from the Technologies list. 
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User-Defined Control Support for Debian GNU/Linux 7.x, 8.x, 9.x, and 10.x 

We have extended the User Defined Control (UDC) support for Debian GNU/Linux 7.x, 8.x, 9.x, 
and 10.x. 
 
Note: Debian GNU/Linux 7.x, 8.x, 9.x is supported for agent, and Debian GNU/Linux 10.x is 
supported for agent and scanner. 
 
Want to create a UDC for Debian GNU/Linux 7.x, 8.x, 9.x, and 10.x? Go to Policies > Controls > 
New > Control > Unix Control Types and select the required control types from the list. Scroll to 
the Control Technologies section to provide a rationale statement and expected value for each 
technology. 
 

 
 
While creating a new policy, select Debian GNU/Linux 7.x, 8.x, 9.x, and 10.x from the 
Technologies list. 
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Support for OS Authentication-Based Technology Microsoft Edge Chromium 
(Windows) 

We’ve expanded our support of OS authentication-based technologies to include Microsoft Edge 
Chromium (Windows). For OS authentication-based technologies, you can collect technology 
data using the underlying OS technology (in this case Windows) without the need to create 
authentication records. 
 
Note: We support Microsoft Edge Chromium version 79.x and above. 
 
The Microsoft Edge Chromium (Windows) technology is now available for inclusion in your 
compliance policies and when searching controls. You’ll also see Microsoft Edge Chromium 
(Windows) host instance information in policy compliance authentication reports, scan results,  
and policy reports. 
 

Policy Editor 

You can now select the Microsoft Edge Chromium (Windows) technology for your compliance 
policies. 
 

 
 

Search Controls 

You’ll also see Microsoft Edge Chromium when searching controls. Go to Policies > Controls > 
Search and select Microsoft Edge Chromium (Windows) in the list of Technologies. 
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Authentication Reports 

To display all OS auth-based instance technologies per host in your authentication report, go to 
Reports > Compliance Report > Authentication Report and enable the OS Authentication-based 
Technology option under Appendix. 
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Scroll down to the Appendix section of your report to see Targets with OS authentication-based 
technologies. 
 

 
 

Scan Results 

You’ll see Microsoft Edge Chromium (Windows) listed in the Appendix section of Compliance 
Scan Results under Application technologies found based on OS-level authentication. 
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Policy Reports 

You’ll also see Microsoft Edge Chromium (Windows) and host instance information in your 
Compliance Policy reports. 
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Issues Addressed 

• We now do not allow adding IP addresses for DNS hostnames when creating an asset 
group with DNS hostnames. We show an error message that will prompt you to add a 
valid DNS hostname when saving the asset group with one or more IP addresses in the 
DNS tab. 

• We now show an appropriate error message when "invalid asset group IDs" are provided 
in API input. In the message, we show the invalid asset Group IDs in the output. 

• We fixed an issue where the user was not able to edit a remediation ticket to add a 
comment in the ticket using the "Edit ticket" API request sample provided in the API 
VM/PC User Guide. The issue was due to adding the query string outside the Post 
parameter in the API request. We have now added the query string to the "Post" 
parameter in the sample "Edit ticket" API request.  

• We fixed an issue in the Policy Compliance module where when creating a new UDC 
control, we were showing the non-mandatory "Remediation" field as a required field. 
After the fix, the "Remediation" field is not a required field and you can save the control 
without providing any value in the Remediation field. 

• For some customers, EC2 metadata information was not showing up in Host-based CSV 
scan reports. This is now fixed. 

• The error message on the IPs tab while creating an Apache Web Server authentication 
record will now display the IPs that are not a part of the Windows or Unix authentication 
record. 

• You can now add and edit up to 10 references while creating Windows, Unix, and 
Database user-defined controls. 

• We have fixed the navigation issue for accounts that had only SCA agents installed. 
• Fixed an issue where scheduled map scans were giving error for the domains / Netblocks 

with size more than 4000 bytes. 
• Fixed an issue where Scanner Trusted CA was not showing all the information on the 

certificate. 
• Updated the vCenter map screenshot in the Scan ESXi Hosts on vCenter User Guide to 

reflect the accurate column headings for the csv file.  
• Fixed an issue where the expected value for data-point was not set correctly if the same 

DP occur multiple times. 
• Fixed an issue where an error was occurring while creating MSSQL Authentication Record 

with only member domain value and not IP.  
• Fixed an issue where Middleware Assets were displayed with the 'Hostname' column 

even if 'Hostname' was unchecked from Settings > Columns. We have removed 
'Hostname' from the column checking filter. 

• Updated a 'Note' on UI which was misleading and interpreting that the Unix Auth Record 
is mandatory while creating MongoDB Authentication record. 

• Fixed an issue related to editing the default value of a selected control technology. 
• We've added the missing comma in the asset_data_report.dtd file. 
• We have now enhanced our Asset Group Search queries to support space between words. 

Earlier, the Asset Group search did not accept space character. 

• We have now fixed an issue so that the selection of CyberArk PIM Suite for 
authentication vault now correctly populates only CyberArk PIM authentication records. 
Earlier, the authentication records also populated HashiCorp and Azure Vault records 
along with CyberArk PIM Suite. 
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