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This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability
Management and Policy Compliance.

What’s New

Qualys Vulnerability Management (VM)

Clear Report Cache

VMDR Dashboard Access for the Existing VM Users

Discontinued Scan Results Download in .MHT (Web Archive MHT) Format
Bugtraq Hyperlink no Longer Exists in Database

Qualys Policy Compliance (PC/SCAP/SCA)
Support for OS Authentication-Based Technology Teradata 16.x/17.x
Support for New Authentication Technologies

MITRE ATT&CK® Framework Support

Qualys 10.24.1 brings you many more improvements and updates! Learn more
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Clear Report Cache

The Report Share feature (Reports> Setup> Report Share) is enhanced to provide the ability to clear
the report cache to avoid the report share disk space issue. A new button, Clear Report Cache, has
been added to the Report Share Setup. With this feature, you can clear the report cache of the used
report to free up the report share disk storage. Used reports are reports that are created or deleted by
the users in your subscription but have not yet expired.

Notes:
e To use this feature, the Report Share feature must be enabled for your subscription.
e The Qualys system already has an automated program which executes every 24 hours to
clear the report cache of expired reports.
e The used report size displayed on the Report Share Setup comprises only the report share
size for your subscription and reports deleted by the users in your subscription. It does not
include expired reports.

Report Share Setup x
Report Share

Secure PDF Distribution

Specify the maximum amount of report data each user may save
to Report Share. Note that report data saved to Report Share
does not include scan and map results.

User Limit (Range: 1-500): *

Upto 200 MB per user.
Statistics

Disk Limit: 500 MB
Used: 0

Free Space: 500 MB

Cancel ﬁl Clear Report Cache
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VMDR Dashboard Access for the Existing VM Users

A new option has been added to enable the following existing subscribers to access the VMDR

dashboard. Click the link highlighted in the following screen captures to switch from the old VM
dashboard to the new VMDR dashboard:

VM Upgrade: Click the link, Switch to experience the upgrade.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users
You are now upgraded to experience VMDR featurest
Suilch To expenence he Upgrade.
Top 10 vulnerabilities
Dashboard cos.. -
Status vithin your permissions Apache HTTP Server Multiple Cross-Sit
Last Updated: 19 October 2023 Schedule SSL Server Allows Anonymous Authe
Scan SSH Protocal Version 1 Supported
OpenSSH Signal Handling Vulnerability
Vulnerabilities by severity OpenSSL Multiple Remote Security Vuln...
r ) Secure Sockets Layer/Transport Layer..
Gisco 105 Malformed IPV4 Packet Denia..
Microsoft Windows HTTR.sys Remote Cod.
EOL/Obsolete Software: Hypertext Prep...
OpenSSL Weak RSA Key Exchange Vulnera.
¢
2
-]
£ Most vulnerable hosts ViewAll Refresh
E
No vulnerable hosts
3
Level 5 Level 4 Level 3 Level 2 Level 1
e
Tite Date Status Tite et Launch
Latest reports Viewall
Scan listis empty No upcoming schedules.
Schedule a Scan e
V lick the link, Find d d
M Account: Click the link, Find out more and get started.
Vulnerability Management & _
Dashboard Scans Reporis Remediation Assets KnowledgeBase Users
VM Dashboard will get an upgrade soon
Its time for afresh look, ith powerful new feaures.
Top 10 vulnerabilities
Dashboard o ow sctie Recpenea "
Status athin your permissions Apache HTTP Server Multiple Cross.Sit...
Last Updated: 19 October 2023 Scheduie SSL Server Allows Anonymous Authentic...
Scan SSH Protocol Version 1 Supported
OpensSH Signal Handling Vulnerability
Vulnerabilities by severity OpenSSL Multiple Remote Security Vuln...
r Secure Sockets Layer/Transport Layer .
Cisco I0S Malformed 1PV4 Packet Dena
Microsoft Windows HTTP.sys Remote Co
EOL/OBsolete Software: Hypertext Prep..
OpenSSL Weak RSA Key Exchange Vulnera...
2
s
£ Most vulnerable hosts ViewAll Refresh
3
No vulnerable hosts
o
Level s Level 4 Level 3 Level 2 Level 1
Tite Date Status T Next Launch

Scan listis empty No upcoming schedules.

Schedule a Scan

Latest reports

Noreports

View all
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e VMDR Account: Click the link, Get started with VMDR.

Dashboard  Prioritization ~ Scans  Reports  Remediation  Assets  KnowledgeBase  Users

You are now upgraded with Full capabilities of VMDR.

Take your Vuinerabilty Management program to next level with powerful new features [Get Started with VMDR

Top 10 vulnerabilities
Dashboard cooue New actie Reopened New Se 5
Status within your pemissions 0 0 EREC Apache HTTP Server Multiple Cross-Sit... ——
Last Updated: 19 October 2023 Schedule SSL Server Allows Anonymous Authentic...
Sean $SH Protocol Version 1 Supparied

OpenSSH Signal Handling Vulnerability
OpenSSL Multiple Remote Security Vuln...
Secure Sockets Layer/Transport Layer ...
Cisco I0S Malformed IPV4 Packet Denia...
Microsoft Windows HTTP.sys Remote Cod...
EOL/Obsolete Software: Hypertext Prep...
OpenSSL Weak RSA Key Exchange Vulnera..

Vulnerabilities by severity

Vulnerabilities

Most vulnerable hosts ViewAll Refresh

No vulnerable hosts

Your last scans Viewall il Your upcoming scans: View sl

Title Date Status Title Next Launch

Latest reports View all

Scan listis empty No upcoming schedules.
Schedule a Scan

No reports

Discontinued Scan Results Download in .MHT (Web Archive MHT) Format

Downloading scan results in. MHT (Web Archive MHT) format has been deprecated and will be
unavailable by the end of March 2024. This is only an Internet Explorer browser-supported format.
Microsoft has already ended support for Internet Explorer, and Qualys will no longer support it in the

future.

Bugtraq Hyperlink no Longer Exists in Database

With this release, Bugtraq hyperlinks are removed for the existing QIDs. However, Bugtraq ID is
retained in the Knowledge Base.

General Information

Details >

Software

Threat

Impact

Solution

Exploitability

Associated Malware

Search Lists

Compliance

Change Log

Qualys Release

Details

QID: 78050
Category: SNMP

CVE ID: CVE-2011-4161

Vendor Reference:
Bugtraq ID:
Patch Available:

Virtual Patch Available:

Detection Information

€03102449

Yes

No

PCl Reasons:

Supported Modules:
CVSS Base:

CV8S8 Temporal:
CVSS Access Vector:

Reasons for failing PCI compliance
are below.

The QID adheres to the PCI
requirements based on the CVSS
basescare.

VM

10.0 AV:N/AC:L/Au:N/C:C/I:CIA:C
7.4 E:U/RL:OF/RC:C

Network



I
VMDR w 5| Help v 195.!05(\/#‘
Dalthboard  Prioritization ~ Responses Scans Reports Remediation Assets | KnowledgeBase | Users ‘
|
-
KnowledgeBase (RN Searchlists
New v || Search 1-10f1 }
QiD - Title Severity Category CVEID Vendor Reference CVSS Base CVSS Access Vector CVS$3.1 Base Bugtraq ID Modifiec
78050 HP Printers and HP Digital Senders 4 SNMP CVE-2011- c03102449 10.0 3 - 51324 08/31/20!
Remote Firmware Update Enabled by 4161
Default
Qip: 78050
Category: SNMP
CVE ID: CVE-2011-4161
Vendor Reference: c03102449
Bugtraq ID: 51324
Patch Available: Yes

Support for OS Authentication-Based Technology Teradata 16.x/17.x

Teradata is an open and scalable database management system, that can enable businesses to
improve their outcomes using data management tools. This system is used in various industries such
as manufacturing, health care, and transport to optimize their processes.

We've extended our support of OS authentication-based technologies to include Teradata 16.x and
Teradata 17.x.

You can now include the Teradata technology in your compliance policies and when searching
controls. You'll also see Teradata host instance information in Policy Compliance authentication
reports, scan results, and policy reports.

Note: Both the technologies Teradata 16.x and Teradata 17.x will be listed under Teradata for editing
and generating authentication report.

Policy Editor

When you create or edit a compliance policy, Teradata is now available in the list of supported
technologies.

Create a New Policy

Empty Policy: Build your policy from scratch.

Select technologies for your policy. Your selection makes up e global technologies list for the policy and determines which controls can be added 10 the
policy. Note - You can change the lechnologies at any lime from within the Policy Editor

Technologies Ssled af least one technology REQUIRED

Search lechnologies o Add Al

Add all shown

Spihunk & x {Unix
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Search Controls

When you search controls, you see Teradata in the list of technologies.
Go to Policies > Controls > Search and select Teradata in the list.

CIDs: =

Ex 1072,1071,1091 (up to 20)
Text:
Status: [ Deprecated

DB OS CIDs: [ Instance Data Collection

Technologies: | [ Sybase ASE 15 —
[J Symantec SGOS 6.x
(J Ubuntu 10.x .
[J Ubuntu 11.x >
Frameworks:

| 2017 Trust Services Criteria for Security, Availability, Process &
] ANSSI 40 Essential Measures for a Healthy Network Ver 1.0 f§

APRA Prudential Practice Guide (PPG): CPG 234 - Manager
[ Annex 3A (Security Conirol Catalogue) to IT Security Risk M:w
4 G L4

o0o0o

v

Option Profile

Select the option profile, go to Instance Data Collection > Application and other Technologies >
Teradata, and enable the OS Authentication-based Technology option.

Scan Instance Data Collection Using OS Authentication Records

System Authentication Select database technologies and applications to enable data collection on them by using authentication records created for their underlying host operating systems.

0 Databases
Instance Data Collection b
IBM DB2

Additional Pivotal Greenplum
informixDB
MongoDB
MS saL
MysaL
Neodj
Oracle
PosigreSaL
Sybase
Note: If you use individual database lion records for i scans, we d not 1o use this option. If you enable it, you get duplicate results in compliance
reports, one using database authentication records and the other using OS authentication records.

(0 Appiications and Other Technologies
Red Hat OpenShift Container Platform
Oracle JRE

1BM WebSphere Liberty

Save | SaveAs.. | Cancel |
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Authentication Reports

To display all OS auth-based instance technologies per host in your authentication report, go to
Reports > Compliance Report > Authentication Report, and enable the OS Authentication-based
Technology option under the Appendix.

New Authentication Report

Use the following form to create a new authentication report on compliatice data.

Report Details
Title: teradata
Report Format: * Portable Document Format (PDF) v

Report Source*

Select at least one business unit, asset group, IP or asset tag to draw data from.
(O Business Units @ Asset Groups (O 1Ps (O Asset Tags

+
Select items... O~ k Select

Display & Filter

Select the items you want to show in your report.

Details

Summary Section

Details Section
[0 Additional Host Info (OS, scan date, successful auth date)
[J Host ID
[7) All Asset Tags

IAppendix
OS Authentication-based Technology

Report Options

() Scheduling

Scroll down to the Appendix section of your authentication report to see Targets with OS
authentication-based technologies.

Appendix

Targets with OS authentication-based technologies

(- -)
Last Auth: 10/31/2023 at 11:53:22 AM (GMT+0530)

0OS: SuSE Linux Enterprise Server 11 SP3 TeraData

Last Success: 10/31/2023 at 11:53:22 AM (GMT+0530)

SN
1

|Host Technology
Teradata

|Inslanoa
Teradata 16.x (Installation Directory: /optiteradata/tdat, Port: *

)

08S: SuSE Linux Enterprise Server 12 SP3 TeraData

Last Auth: 10/30/2023 at 03:41:14 PM (GMT+0530)
Last Success: 10/30/2023 at 03:41:14 PM (GMT+0530)

SN |Hosr Technology
1 Teradata

|II‘!S|3|'IN
Teradata 17.x {Installation Directory: /optteradata/tdat, Port: 1

)

CONFIDENTIAL AND PROPRIETARY INFORMATION.

Qualys, Inc.

Qualys provides the QualysGuard Service "As Is,” without any warranty of any kind, Qualys makes no warranty that the information contained in this report is complete or error-free. Copyright 2023,
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Scan Results

You see Teradata 16.x and Teradata 17.x listed under Application technologies found based on OS-
level authentication in the Appendix section of a compliance scan result.

Compliance Scan Results |

File= Help~

- AL w e FLALLLN

Appendix

Target hosts found alive (IP) (2)

Target distribution across scanner appliances (1)
scanner2 :

Unix/Cisco/Checkpoint Firewall/Network SSH authentication was successful for these hosts
Application technologies found based on OS-level authentication

Teradata was found for these hosts
Teradata 16.x (Installation Directory: /opt/teradata/tdat, Port: ))

Teradata 17 .x (Installation Directory: /opt/teradata/tdat, Port: 1°775)

Compliance Profile:

Support for New Authentication Technologies

With this release, the following technologies are now supported for Policy Compliance authenticated
scans:

e Mongo DB 6.x is supported for PC
e PostgreSQL 15.x is supported for PC

For more information, see Authentication Technologies Matrix.

MITRE ATT&CK® Framework Support

The Policy Compliance application has been enhanced to leverage MITRE's ATT&CK® framework
for cybersecurity. MITRE ATT&CK® is a globally accessible knowledge base of adversary tactics and
techniques based on real-world observations. The ATT&CK knowledge base is used as a foundation
for developing specific threat models and methodologies in the private sector, government, and
cybersecurity product and service community.

Qualys Release 8


https://success.qualys.com/support/s/article/000006761

How does it work?

Controls are the primary building blocks for the Policy Compliance application. They provide first-
hand insight into the configuration assessment of the organizational assets. We have implemented
the mapping of these controls to this framework. We identify the controls and connect these controls
to the MITRE ATT&CK® framework elements, Tactics and Techniques. This mapping allows you to
quickly assess the state of your configuration assessments against these controls. This ultimately
improves your security posture and fortifies your defenses against cyber threats, safeguarding your
organization's assets and data.

This mapping offers you the following benefits:

Comprehensive Coverage: Mapping controls to the MITRE ATT&CK® framework ensures that
your organization’s security measures address a broad range of adversary tactics and
techniques.

Alignment with Industry Standards: Mapping controls to this framework demonstrates
alignment with industry best cyber security practices as MITRE ATT&CK is widely recognized
and used by both private and public sectors.

Incident Response and Detection: Mapping control to this framework enhances your
organization’s ability to detect, respond to and recover from potential security incidents based
on emerging threats.

Continuous Improvement and Threat Intelligence: By mapping the controls to this framework,
your organization can leverage this evolving knowledge base to stay ahead of the threat
landscape. The MITRE ATT&CK Framework is constantly updated to reflect emerging threats
and techniques employed by adversaries.

Key Highlights

Enhanced Posture tab to display MITRE ATT&CK® compliance information. You can now view
MITRE ATT&CK® compliance score and compliance posture details. Use Group By options to
filter out the posture records to understand MITRE compliance:

o Group By MITRE ATT&CK Tactic: Displays compliance posture data based on MITRE
Tactics.

o Group By MITRE ATT&CK Technique: Displays compliance posture data based on
MITRE Technique.

o Group By MITRE ATT&CK Sub-Technique: Displays compliance posture data based on
MITRE Sub-Technique.

Qualys Release S


https://attack.mitre.org/tactics/enterprise/
https://attack.mitre.org/techniques/enterprise/

For more details, refer to the online help topic, Viewing Mitre Compliance.

Policy Compliance

Posture

2.89K

Total Control Instances

POSTURE
Pass 213K
Fail 761
CRITICALITY

CRITICAL 1.22K
SERIOUS UPDATE 919
VA-URGENT 529
MEDIUM 223
MINIMAL 2
BXCEPTION STATUS

Pending 1

HOME

DASHBOARD

POSTURE

POLICIES

SCANS  REPORTS

EXCEPTIONS

ASSETS

USERS

soH

Controls Q @ =
OVERALL COMPLIANCE FAILURE BY CRITICALITY MITRE ATT&CK EXPOSURE
i N
Compliance MITRE Attack —
73.67% Total Passed 213K . - Exposure
Total Failed 761 - 26% Total Passed 213K
CRTICAL SERIOUSU. VAURGENT ~MEDIUM  MINIVAL S—— -
pssets | [ Growpby 1-50 of 2890 Ny - Ke
STATUS o Control TECHNOLOGY/INSTANCE ASSE poLICY
Pass 1071 Control Category num Password Length'  Cent0S 7.x
Sep 13,2023 Criticality
Pass 18436 Policy e audit rules defined for  Cent0S 7.x
Sep 13,2023 Technology ~ameter, using auditct!
Pass 6056 Technology Category  le-colon (::)' entrfes Cent0S 7.x
Sep13,2023 Technology Subcategory 'S SPATH'variable
Pass 5222 MITRE ATT&CK > | tactic fingin  Cent0S7.x
Sep 13,2023 N
Technique

Pass 1072 Status of the Minil g, .. Be Cent0S 5.
Oct 29,2020 setting

1072 Status of the "Minimum Password Age' CentOS 5.x

Pass
Oct 29,2020

setting

Enhanced Policy Compliance report. You can now view MITRE compliance information. under
the Control Glossary section of the report.

Policy Report

Filer  View~

Help~

Essential Cybersecurity Controls ECC - 1: 2018

IRS Publication 1075 Rev. 11-2016

ISO/IEC 27001:2013 Edition 2013-11

DISA Security for Microsoft Windows 11,V1R1 Ver 1 Rel 1 (07 Jul 2022)

M1027 - Password Policies

TI10 - Brute Force

MITRE ATTCK (Mitigations) 13.1

MITRE ATT&CK (Tactics, Techniques & Sub Techniques) 13.1

T1110.002 - Brute Force: Password Cracking

Minimum Acceptable Risk Standards for Exchanges (MARS-E) Ver. 2.0

NCSC Basic Cyber Security Controls (BCSC) 1.0 (August 2017)

Federal Risk and Authorization Management Program (FedRAMP H) - High Security Baseline Rev. 4

Federal Risk and Authorization Management Program (FedRAMP M) - Moderate Security Baseline Rev. 4

DISA Security Technical Implementation Guide (STIG) for Windows Server 2008 non-R2 MS, V6R46 Ver 6 Rel 46

DISA Security Technical Implementation Guide (STIG) for Windows Server 2008 non-R2 MS, V6R44 Ver 6 Rel 44 (27 Jan 2020)

Health Insurance Portability and Accountability (HIPAA) Security Rule 45 CFR Parts 160/164, Subparts A/C:1996 Ver. 2 Rev. 3, 2007

New search tokens to search and filter MITRE compliance posture information. These search
tokens are also available in the Query Settings for adding a PC Dashboard widget to visualize
MITRE compliance data.

O O 0O O O O O

mitreAttack.tacticld
mitreAttack.tacticName

mitreAttack.techniqueld

mitreAttack.techniqueName
mitreAttack.subTechniqueld
mitreAttack.subTechniqueName
mitreAttack.mapping

Qualys Release
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For more information on search tokens, refer to Search Tokens for PC Posture.

HOME  DASHBOARD  POSTURE

Policy Compliance

Posture

POLICIES

SCANS  REPORTS  EXCEPTIONS ASSETS  USERS

Controls mitreAttack.

X B O

OVERALL COMPLIANC] mitreAttack.mapping

2.89K

Syntax Help View All Tokens.

Use this token to search for controls associated with a particular Mitre Tactic name.

Compliance | mitreAttack.subTechniqueld
Total Control Instances After the colon, enter the Mitre Tactic name:
73.67% mitreAttack.subTechniqueName —
pies 13K
mitreAttack tacticld mitreAttack. tactichame: Collection™ 761
O, The search resuit displays controls associated with the Tactic name, Collection.
POSTURE 1%
mitreAttack techniqueld
fass ZE STATUS w oot tor
Fail 761 A )
Pass 1071 Status of the 'Minimum Password Length' Cent0S 7.
Sep 13,2023 setting
CRITICALITY s
Pass 18436 Status of the runtime audit rules defined for ~ Cent0S7.x
CRITICAL 1.22K ) . " ing auditct]
Sep 13,2023 ‘execve' syscall parameter, using auditct
SERIOUS UPDATE 919
T =5 Pass 6056 Status of any 'double-colon ()" entries Cent0S 7.x
within the 'root user's SPATH' variable
MEDIUM 223 Sep 13,2023
MINIMAL 2 Pass 5222 Status of the ‘ClientAlivelnterval settingin ~ Cent0S7.x
Sep13,2023 the 'sshd_config' file
EXCEPTION STATUS
Pass 1072 Status of the 'Minimum Password Age' CentOS 5.x
Pending 1 Oct 29,2020 setting
Pass 1072 Status of the 'Minimum Password Age' Cent0S 5.
Oct 020 setting

Default dashboard to visualize MITRE compliance. You can use this default dashboard or easily
configure widgets and add them to your dashboard. For guidance on how to create widgets,
dashboards, templates and more, refer to the Unified Dashboard online help.

HOME

Policy Compliance DASHBOARD

Mitre Dashboad (DEFAULT)

Last 30 Day,

374 Fabed bt 374 Fased MITREC

69.65%

537 Pessed MrTie 1.43K Fabed Controin

26.10%

MITRE ATTACK Expasure MITRE Failure Coverage

MITRE ATTECK : OVERALL COMPLIANCE

Total Count

o P
L

MITRE ATTECK - TOP IMPACTED TACTICS

et Gt

¢

= Ay

e sce

Vrelc ome 16 the ennanced Poicy Compriance U Cust:

EXCEPTIONS

REPORTS ASSETS  USERS

omze and view your PC potture. Ketuem 1o Classc

e o 17150 (@)

Qy 3 tesesedtom 5
2.92% 7o
MITRE Coverage for Assets MITRE Imapcted Assets

MITRE ATTACK - INTERNET FACING ASSETS

MITRE ATIECK . OVERALL TACTICS COVERAGE

Qualys Release

11



Issues Addressed

The following issues are fixed with this release:

The activity logs experienced search issues and displayed inaccurate user activity details. The
activity logs displayed infra-API session calls for users without API access.

Users were getting redirected to "status=timeout" page after trying to log in using SAML SSO. An
extra log with the prefix “[Debug SAML Session|” has been added to resolve this issue.

The scanner user was unable to edit the auth records on the Authentication (scan >
Authentication) page using the Edit option from the Quick Actions menu. However, the user was
able to edit the same authentication record using the Details menu on the Authentication (Scan>
Authentication) page.

The activity logs failed to generate an action log of the CSV report.

The activity log was unable to log the user activities for the changes made in the following
Password Security settings:

o Allow users to change expired password at login.

o Notify users in the Ul to change password <number of days >before expiration.

o Notify users by email to change password <number of days >before expiration.

The Policy Summary tab encountered an error and did not show a dashboard view of the
compliance status for the selected policy.

Account Activity (Users->User Info->Account Activity) did not show updated data for any log-in
attempts.

Large slice value with a large number of active hosts was taking a long scan time. The maximum
slice value was not reflected as per the maximum number of targets set in Option Profile settings
and slices were not generated.

Status in Security Technical Implementation Guide (STIG) based report was showing PASS* for
failed control with approved exception.

The subscriptions having only agent assets in their subscription encountered an incident
signature error on the Remediation tab while creating a ticket policy for any manager user.

Users with manager user access faced an issue for accepting the EULA with API request.

In scan list AP, if a deleted scan reference was provided, the message was displayed as (Given
Scan Reference is deleted, please specify valid Scan Reference) in API Response.

List asset groups API call with manager level access having more than 1000 asset groups in
subscription with multiple combination of domains, IP's, NetBIOS, DNS names was failing with
'show attributes=All" as parameter.

Inactive policy with an old last scan date got evaluated for the target asset and reflected the
latest evaluation date.

Password was not expired after 3 months, even after password expiry policy was set for 3
months.
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Password reset mail notification was triggered for an API user account with a never-password-
expired setting on the account.

User only had a system created authentication record for Oracle for that IP. However, when the
user created authentication record option was selected in the Compliance profile, the system
created authentication record was getting discarded and the instance was not getting
authenticated.

The scheduled report was configured to generate a report on the IPs that were removed from the
subscription. However, it generated a report on the IPs that were available in the subscription
instead of the IPs that were removed.

The Qualys system failed to perform a compliance scan for certain IPs when SCA was enabled,
and PC, and cloud agents were not enabled for the subscription.

A scanner user encountered an error while creating a scan (host-based) template with the Asset
Group "ALL" setting using the scan template APL.

The generation of Compliance-Policy reports in PDF format was interrupted due to an internal
error when there was no host trends data to display for the host trend chart on the Compliance-
Policy report.

The user was unable to remove the asset present in the VM and Active OT scan from the Policy
Compliance application with VM OT-enabled subscriptions.

The ICS-enabled subscription user encountered an error while performing PC schedule scan on
the asset group.

Compliance Posture API Response returned incorrect content-type value in the API response
header when output_format is set to CSV in posture APIL

Qualys Release 13
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