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This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability
Management and Policy Compliance.

Issues Fixed In This Release

We fixed the issue where the user could not see authentication details as pass or fail in
the Windows auth record with an active directory domain.

When a VMware ESXi authentication record with the settings Login Credentials: Use
vCenter (login_type=vcenter) and Disconnected ESXi enabled (is_disconnect=1) was
updated using the API (for example to add IPs to the record), the Disconnected ESXi
option was disabled when it shouldn't have been. Now, this setting does not change as
the result of other updates to the authentication record via the APL.

A blank response was received from an API call to update Windows Authentication
Records. We have fixed the issue; now, users do not receive a blank response or error
when updating their Windows Authentication Records.

We have fixed the issue where users could earlier update the authentication record of a
type (for example, Windows) using the API of another type (for example, Unix). The users
now receive an error message when they attempt to do so.

Earlier, when the action logs service was enabled at the platform level, the user was
getting a "service unavailable" message for expired subscriptions. Users with expired
subscriptions will now see the correct message "Login denied. This account is expired"
even when the audit log service is enabled.

While creating Asset Search Reports from the Asset Search tab, if the user entered any
invalid input in any field, an error and a reference incident signature were shown on
Asset Search Report. We have fixed this issue, and now, in case of invalid inputs, Asset
Search Report will be generated with "No host found matching your filters".

We have fixed the issue where the following API when failed would return the error code
999: /api/2.0/fo/asset/ip/. The response now displays the error code 500 (Internal Server
Error) on the API failure.

When adding invalid DNS details to an asset group using the "/api/2.0/fo/asset/group/"
API, a complex list would appear in the response. Now, the response displays a proper
error message with a list of invalid DNS values.

When the user generated a Policy Compliance report, a window is displayed with the
"Compliance tasks in progress” message. The policy evaluation was stuck for almost one
month. To avoid such scenario, we have now added new options that will skip the policy
process for given hosts. Users can connect with TAMSs to get it enabled.
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