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Qualys Cloud Platform (VM, PC) 10.x  

Release Notes  

Version 10.20.4 

October 13, 2022 

 
This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability 
Management and Policy Compliance. 

 

Qualys Policy Compliance (PC/SCAP/SCA) 

New Technology Support: Red Hat OpenShift Container Platform 4.x (Scanner) 
 
 
 

Qualys 10.20.4 brings you many more 
improvements and updates! Learn more 
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New Technology Support: Red Hat OpenShift Container Platform 4.x 
(Scanner) 

We’ve added support for Red Hat OpenShift Container Platform 4.x on Unix hosts. This 
technology is supported for authenticated scans using a scanner.  

You’ll need a Unix record defined for the host running the server. Go to Scans > Authentication 
> New to create new authentication records for Unix. 

 

Policies and Controls 

You’ll see Red Hat OpenShift Container Platform 4.x in the Technologies list when creating new 
policies and when searching controls by technology. 
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Enabling OS Authentication-Based Data Collection for Red Hat OpenShift Container 
Platform Instances  

Go to Scans > Options Profile > New > Compliance Profile > Instance Data Collection and select 
the Red Hat OpenShift Container Platform checkbox under the Applications and Other 
Technologies section. 
 

 
 
After you save your changes, the settings in the profile are used in the next compliance scan. 
You can always go back and review your compliance profile information and edit it if required. 
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Sample Report 

Here’s a sample report where you’ll see the Red Hat OpenShift Container Platform 4.x instance 
for scanned hosts. 

 
 

Sample Authentication Report 

Here’s a sample authentication report where you can check the authentication status of the Red 
Hat OpenShift Container Platform 4.x instances that are scanned by using the underlying OS 
authentication records. 
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Issues Addressed 

• We fixed a performance issue when processing PC scan results for scans launched on 
asset groups that contain DNS hosts. This performance issue also had an impact on VM 
report generation where users got reports with no Hosts Matching Filters. 

• Applicable to CSV reports generated in subscriptions with Policy Compliance Reporting 
Service (PCRS) enabled. The values that appeared in the various date columns in the CSV 
reports contained an extra space just before the timestamp. We fixed this issue by 
removing the extra space in all date columns.  

• Applicable to CSV reports generated in subscriptions with Policy Compliance Reporting 
Service (PCRS) enabled. We fixed an issue with the calculation used for the percentage 
value that appears in the Percentage column under Host Statistics (Percentage of 
Controls Passed per Host). The calculation didn’t consider controls with a status of Error 
that had an approved exception that would change the status to Passed.  

• Applicable to CSV reports generated in subscriptions with Policy Compliance Reporting 
Service (PCRS) enabled. We fixed an issue where the CSV report did not show the updated 
remediation value in the case where the remediation value had been updated at the 
policy level.  

• Applicable to CSV reports generated in subscriptions with Policy Compliance Reporting 
Service (PCRS) enabled. We fixed an issue where Policy Reports included Remediation 
Info sections (For Failed Controls, For Passed Controls, For Error Controls) even when the 
Policy Report Template did not have these sections selected on the Layout tab. Now these 
sections will only appear when selected in the report template.  

• Applicable to CSV reports generated in subscriptions with Policy Compliance Reporting 
Service (PCRS) enabled. We fixed an issue with downloading reports where the download 
completed but the status did not update to Finished, making the report unavailable.  
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