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Qualys Cloud Platform (VM, PC) 10.x  

Release Notes  

Version 10.18 

April 4, 2022 (Updated April 6, 2022) 

 
This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability 
Management and Policy Compliance. 
 
 

Qualys Cloud Platform 

Update to EC2 Scan Workflows and Recommended AWS Scanner Image 
Change in Email Notification Address 
Separate Customer Support Portal URL for Federal Customers 
 

Qualys Policy Compliance (PC/SCAP/SCA) 

Enhanced Policy Compliance Capabilities 
Auto Discover IBM WebSphere Application Server on Windows 
Multitenant Databases are Now Supported for Oracle UDCs 
Support for New OCA Technology 
Support New Technology: PostgreSQL 14.x 
 

Qualys Vulnerability Management (VM) 

Add Custom Header, Footer and Logo to Host Based Scan Reports in PDF 
Failed Slice Host in Scan Summary 
 

Qualys 10.18 brings you many more 
improvements and updates! Learn more 
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Qualys Cloud Platform 

Update to EC2 Scan Workflows and Recommended AWS Scanner Image  

With this release, we have updated the EC2 scan workflows within the Qualys UI/API to allow 
customers to use a single scanner for cloud security assessments and instance-based scanning. 

Users are no longer required to download the Qualys Virtual Scanner Appliance (Pre-
Authorized Scanning) HVM image for EC2 instance-based scanning in VM, PC and SCA.  

For new scanner deployments in AWS, we recommend downloading the Qualys Virtual Scanner 
Appliance HVM image from the Amazon AWS Marketplace. We plan to remove the Qualys 
Virtual Scanner Appliance (Pre-Authorized Scanning) HVM image from the marketplace at a 
future date.  

For existing scanner deployments in AWS, your virtual scanner appliances deployed using the 
Qualys Virtual Scanner Appliance (Pre-Authorized Scanning) HVM image will continue to show 
up in EC2 scan workflows in the UI and API. Starting in this release, the virtual scanner 
appliances deployed in AWS using the Qualys Virtual Scanner Appliance HVM image will also 
be listed in your EC2 scan workflows. This includes any existing scanners and new scanner 
deployments. 

To save costs, if you already have 2 scanners (1 scanner for cloud scans & 1 scanner for 
instance-based scans) deployed where only 1 scanner is required now, you can decommission 
one of your scanners. You will save on the cost of the virtual scanner license and save on AWS 
costs for running the appliance as an EC2 instance. 

 

 
Change in Email Notification Address  

To strengthen Qualys’ email security posture, we are now using qualys.net as a dedicated email 
domain for our platform emails. As a result, the domain used for account management emails, 
scan notifications, and daily vulnerability feed emails will change from ‘@qualys.com’ to 
‘@qualys.net’.  

Note: You may require to add ‘@qualys.net’ to the approved senders’ lists and domains to avoid 
any quarantine or incorrect categorization of Qualys emails. 

For more information on this change, refer to Qualys Email Notification Change. 

https://notifications.qualys.com/product/2021/12/03/qualys-email-notification-change
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Separate Customer Support Portal URL for Federal Customers 

As a Qualys customer, you log into the Customer Support Portal (CSP) 
via single sign-on from your Qualys subscription by clicking Help > 
Contact Support in the Qualys UI. You’ll continue to access the 
Customer Support Portal in this way, but now if you have a Federal 
subscription type, we’ll direct you to a different CSP URL. Having 
separate CSP URLs for Federal vs. Non-Federal subscription types 
allows us to implement additional standards required for Federal 
customers.  
 
Customer Support Portal for Non-Federal accounts:  
https://success.qualys.com/support/s/ 
 
Customer Support Portal for Federal accounts: 
https://fed.success.qualys.com 
 
If you are a Federal customer and you are not redirected to the Federal CSP URL when you 
choose Contact Support, then please reach out to your Technical Account Manager.  
 
If your Qualys subscription is not enabled for Customer Support Portal access, please reach out 
to Qualys Support at https://www.qualys.com/support/ to request it.  
 
 

 

 
 
 

  

https://success.qualys.com/support/s/
https://fed.success.qualys.com/
https://www.qualys.com/support/
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Qualys Policy Compliance (PC/SCAP/SCA) 

Enhanced Policy Compliance Capabilities 

The following enhanced capabilities are now available in the Policy Compliance module:  
 

• Support for Unified Dashboard for PC in the Dashboard tab 
• Security Posture management and Compliance in the new Posture tab 
• Enhanced UI for better usability and user experience 

 
With this release, you’ll get capabilities for continuous risk reduction, configuration 
management, detection while prioritizing remediation to prevent security threats, and maintain 
security compliance. Qualys PC has a revamped user interface and enhanced dashboarding 
capabilities to help you with a faster and more dynamic way to visualize compliance and risk 
posture data. 
 

New PC Dashboard 

Integrated with Unified Dashboard, the easily customizable and dynamic PC Dashboard provides 
real-time insights into security and compliance posture of assets. The flexibility of customizable 
widgets makes it easier to drill down into posture of assets, identify compliance drift from best 
practices and prioritize remediation action to fix misconfigurations based on criticality and other 
factors. The dashboarding capabilities in Policy Compliance have been enhanced to help you 
with real-time insights into the current security and compliance posture of your asset system. 
 
Once your subscription has been migrated, PC users will be directed to the new PC dashboard 
automatically when they choose the Dashboard option in the PC module. 
 

 
 
The newly designed Dashboard is enhanced with customizable dynamic dashboards and widgets 
for visualizing and tracking security and compliance.  
 

• Executive and operational dashboards  
• Drill-down widgets 
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The new Dashboard enables you to visually monitor your organization’s compliance by providing 
insights into: 
 

• ‘Failure by Operating Systems’ to monitor the compliance posture at any time 
• Compliance posture for top failing controls organized by category and sub-category 
• Compliance posture by OS category and sub-category 

 
Security Posture Management and Compliance 

The Posture tab enables you to peek into granular level details for each failing control or high-
risk asset. Using Qualys Query Language (QQL) with its advanced search capabilities, makes it 
easier to search for compliance posture of assets without having to run the reports. In addition, 
you can filter evaluation results based on Assets, Technology, Criticality, and other factors to 
prioritize and remediate high risk assets. 
 
The Posture tab helps you with: 

• Faster data searches using QQLs 
• Have access to failed controls posture for assets by last scan date 
• Switch between the Assets and Controls view and drill down to a specific asset for 

granular information 
• Pre-defined quick access cards to show overall compliance, failure by criticality 
• View posture data grouped by Assets or Controls 
• Several Group by options including control, technology, policy, criticality and more  
• Drill down posture details to quickly get to the most important assets 

 

 
 
 

Which subscriptions will get enhanced PC capabilities?  

All subscriptions with the Policy Compliance (PC) module and/or PC Agent will be migrated to 
start using the enhanced PC UI capabilities. Once migrated, you’ll see your assets and data 
represented in the new PC Dashboard and Posture tabs.  
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When will my subscription be migrated?  

We are in the process of migrating customers on each platform and once migration is 
completed, the new PC Dashboard and Posture tabs will show up in your account. If you have 
any questions, please reach out to your Technical Account Manager or Qualys Support.  
 

Will my SCA assets/data be migrated?  

No. Only PC assets/data will be migrated. For subscriptions with both PC and SCA, only the PC 
assets/data in the subscription will be migrated. The SCA assets/data will not be migrated. 
 

How will I know when migration has started?  

The Manager Primary Contact (POC) for the subscription will see a notification on their PC 
Dashboard when the subscription is queued for migration.  
 

 
 
The notification message will change once migration has started.  
 

 
 

Can I continue to work while migration is in progress?  

Yes, users can continue to work normally, including running scans and updating policies while 
migration is in progress.  
 

How long will migration take?  

This will vary depending on the number of PC assets and data in the subscription.  
 

How will I know when migration is complete?  

When migration is complete, all PC users in the subscription will start seeing the new PC 
Dashboard and Posture tab automatically. 
 

After migration is complete, can I return to my old dashboard?  

Yes. Individual users can switch between the new PC dashboard and the classic UI dashboard. 
Click the “Return to Classic UI” link from the new dashboard. Then, after returning to the Classic 
dashboard, click the “Switch to New PC Dashboard” link to go back to the new PC dashboard.   
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Auto Discover IBM WebSphere Application Server on Windows 

Starting this release, Qualys PC enables auto-discovery and creation of system authentication 
records for IBM WebSphere Application Server on Windows. Now you can automatically discover 
all instances of IBM WebSphere Application Server on each Windows host. This new support 
ensures that you don’t have to create a separate authentication record for compliance scans on 
each IBM WebSphere Application Server in your environment. 
 

 
 
Currently, only the installation directory is supported for Windows.  
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Multitenant Databases are Now Supported for Oracle UDCs 

With this release, Qualys PC adds support for the following technologies in the existing Oracle 
database UDCs: 
 

• Oracle 12c Multitenant 
• Oracle 18c Multitenant 
• Oracle 19c Multitenant 

 

 
 

Support for New OCA Technology 

We now support the following new technology on assets for which data is collected using Out-of-
Band Configuration Assessment (OCA) tracking. 
 

• Extreme Networks VOSS 10.x 
 
Using the OCA module, upload the corresponding configuration or command output for the 
assets. Then navigate to Policy Compliance > Reports tab to run the Policy Compliance Report 
for these technologies to view the compliance posture. 
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Support New Technology: PostgreSQL 14.x 

With this release, we have added a new feature to extend our support for PostgreSQL 
authentication to include PostgreSQL 14.x. We already support PostgreSQL 9.x, 10.x, 11.x, 12.x, 
and 13.x on linux and windows platforms to make it easier to deploy data-backed applications.  

You’ll need a PostgreSQL authentication record to authenticate to a PostgreSQL database 
instance running on a host and scan it for compliance. 

Authentication to the host is required, so you’ll also need a Unix/Windows record for the host 
running the database. The PostgreSQL record type is only available in accounts with PC or SCA 
and is only supported for compliance scans. 

 

 

 

 
How do I get started?  

- Go to Scans > Authentication.  

- Check that you have a Unix/Windows record already defined for 
the host running the database. 

- Create a PostgreSQL record for the same host. Go to New > 
PostgreSQL Record. 

 

Sample UI Report Changes 

You’ll see the PostgreSQL 14.x technology in compliance reports and in compliance scan results. 
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Policies and Controls 

You’ll see PostgreSQL 14.x in the technologies list when creating a new policy. 
 

 
 
You’ll also see it when searching controls. 
 

 
 

UDC Control 
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Qualys Vulnerability Management (VM) 

Add Custom Header, Footer and Logo to Host Based Scan Reports in PDF 

Now you can have a custom header, footer and logo appear on every page of your Host Based 
Scan Reports in PDF format. This is a subscription level setting that applies to all Host Based 
Scan Reports in PDF format, regardless of which user created the report or which scan report 
template was used. For example, you might want to include an important confidentiality notice 
in the footer of every report page to ensure it’s not missed.  
 

How to customize your reports 

Please reach out to your Technical Account Manager or Qualys Support to add a custom header, 
footer and logo to your Host Based Scan Reports in PDF format. They’ll add your custom text to 
your subscription settings.  
 

Logo 

The logo appears at the top of every page on the right side. The logo area has a fixed size of 100 
pixels by 50 pixels. 
 

Header 

The header appears at the top of every page in the center. You can include up to 50 characters 
for the header text. The header text is red and 26px in size.  
 

Footer 

The footer appears at the bottom of every page. You can include up to 4000 characters for the 
footer text. The footer text is black and 6px in size.   
 
Note: The scan report template has an existing option that allows users to display a custom 
footer on the last page of their reports. This footer applies to all report formats except XML and 
CSV. You can still include this custom footer on the last page along with the subscription level 
footer which will appear on every page, including the last page.  
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Sample Host Based Scan Report 

This sample Host Based Scan Report in PDF format illustrates how the (1) header, (2) logo, and (3) 
footer will appear in your report.  
 

First page of the PDF report 

 
 

Subsequent pages of the PDF report 
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Last page of the PDF report 

In this example, the user has defined a custom footer in the report template along with the 
subscription level footer. On the last page of the report, you’ll see the (3) footer defined at 
subscription level and the (4) footer defined in the report template. 
 

 
 

Failed Slice Host in Scan Summary 

With this release, you can see a list of failed targets (IPv4, IPv6, DNS, and NETBIOS) in the Failed 
Slice Host section of the vulnerability scan summary.  
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Issues Addressed 

• Now the Conflict Report that appears when deleting asset groups will display the correct 
number of Scheduled Reports with conflicts. 

• Fixed an issue where the user could not build a scanner appliance list when configuring 
an EC2 scan because the option appeared disabled. This is now fixed. 

• Now when launching or scheduling a scan, if you pick the “All Scanners in TagSet” 
Scanner Appliance option, then we will automatically enable the “Use IP Network Range 
Tags for Include” option under Target Hosts > Tags, and this option cannot be disabled.  

• We fixed an issue for AGMS-enabled subscriptions where when the user launched a map 
on an asset group with a domain/netblock specified, the scan was launched on the entire 
netblock defined for the domain instead of only the netblock specified in the asset group. 

• We fixed an issue where offline scanners were not listed for Unit Manager users on the 
Appliances list even when the Unit Manager was granted the “Manage offline scanner 
appliances” permission. Now offline scanners will be listed. 

• We fixed an issue where compliance reports included report data for agent middleware 
instances which no longer existed on the target. 

• We fixed an issue so that anytime the Compliance Policy Report Template has “Cloud 
Metadata” selected, the CSV report will include the Cloud Metadata headers even if no 
EC2 instance is found in the policy. 

• We made a fix to the Missing Values list under Cause of Failure in Compliance Reports so 
this section only shows unmatched expected values. 

• We fixed an issue where some incorrect values appeared in the Unexpected Values 
section under Cause of Failure in Compliance Reports. Now you can view the correct 
values in the report. 

• We fixed an issue in Compliance Scan Reports where report data for deleted database 
instances on targets was being reported. 

• We fixed an issue to improve the loading of the User Accounts (Users > Users) page. 

• We fixed a performance issue where in some cases the PC > Reports > Policy Summary 
tab was not loading properly. 

• We fixed an issue in Consultant accounts where the Client information was not being 
populated on the vulnerability scans data list for scans that used an option profile with 
the “Select at run time” vulnerability detection option enabled.  

• We fixed an issue where “Host Alive” count in scan summary was shown incorrectly 
when the host was successfully scanned and vulnerabilities were detected. 

• We fixed an issue in subscriptions with Korean language enabled where the Results 
section in Scan Reports did not correctly display Korean software names. Now the Korean 
software names will be shown correctly. 

• We fixed an issue where a period (.) appended to the end of a DNS hostname caused 
duplicate asset entries on the Host Assets list. Now the period will be trimmed. 

• We fixed an issue with Payment Card Industry (PCI) Executive and Technical reports 
generated from the VM/VMDR module where the list of IPs were not shown in the Overall 
PCI Status section. Also, we fixed an issue with the Overall PCI Status was showing the 
incorrect status during the report generation. 



 
 

Qualys Release Notes          15 

• We fixed an issue in Patch Report where no data appeared in the report (CSV and XML) 
for an asset group included in the report target. 

• We have now fixed an issue where the sub-user was unable to create a virtual host when 
the Network Support feature was disabled in the subscription. 

• We have enhanced our backend functionality to reduce the space issue to the Disk Usage 
for Reports were not being properly calculated for the subscription leading to new reports 
not being allowed.  

• Now non-Manager users will see the correct count of authentication records they have 
access to on the Authentication Records list and the Overview Credential Breakdown. 

• Now the Default Value input field is marked as a Required field when editing User 
Defined Controls (UDCs) in the UI. 

• We fixed an issue with schedule scans that failed with “Invalid network for scanner 
appliance error.” 

• Now a scan will not result in an error as long as there’s at least one valid scanner in the 
scanner list for the scan job. 

• We fixed an issue for AGMS-enabled subscriptions so users will now get the correct 
assigned asset group list returned from the User List API (/msp/user_list.php). 

• Now you’ll get an appropriate error message when updating a host in a custom network 
using the API and the host_id specified does not belong to the network_id specified or the 
network_id was not specified.  

• We fixed an issue where the Update Schedule Scan API incorrectly returned an error 
message in the API response stating that a virtual or physical scanner is needed to scan 
private IPs. Now users can scan private and non-internal IPs in same scan job with 
virtual/physical scanner. 

• We fixed an issue where the user could not create a Windows authentication record with 
the same IP present in a different network via API. Now users can create a Windows 
record if the IP is in a different network. An error for the duplicate network is displayed if 
a user tries to create a Windows record in the same network with the same IP. 

• When the customer was using asset tags-related parameters in the Posture API call, the 
posture data was not getting filtered properly. 

• Improved UI and API validation error messages and documentation to explain that if the 
Network Support feature is enabled for your subscription, then authentication records 
for application technologies must have the same network selection as the corresponding 
Unix/Windows authentication record for the host running the application. 
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