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Qualys Cloud Platform (VM, PC) 10.x  

Release Notes  

Version 10.16 

December 10, 2021 (Updated December 13, 2021) 

 
This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability 
Management and Policy Compliance. 
 
 

Qualys Cloud Platform 

Invalid EC2 Instance IDs Skipped at Scan Launch 
API Vault Support added for IBM DB2 Authentication Records 
 

Qualys Policy Compliance (PC/SCAP/SCA) 

New Option to Scan Disconnected ESXi Hosts via vCenter 
Addition of STIG ID in DISA STIG Report 
Support New Technology: PostgreSQL 13.x 
Support for UDCs on MAC OS 11.x 
New Authentication Technology Support 
Support for OS Authentication-Based Instance Technologies 
Support for New OCA Technologies 
 

Qualys Vulnerability Management (VM) 

New CISA Known Exploitable Vulnerabilities Search List Available in Library 
Updates to Cloud Asset Metadata Fields in Host-Based Scan Reports 
 

Qualys 10.16 brings you many more 
improvements and updates! Learn more 
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Qualys Cloud Platform 

Invalid EC2 Instance IDs Skipped at Scan Launch 

When you launch an EC2 scan and specify EC2 instance IDs as part of the scan target, we will 
identify and skip any invalid instances and continue the scan on the valid instances. Previously, 
the entire scan would have been blocked if an instance ID specified as part of the scan target 
was considered invalid. In addition, we have provided a more detailed notification/error message 
to the user when detecting an invalid manual ec2 instance id(s) in the scan request.   

A specified EC2 instance ID could be considered invalid for these reasons: 

- The instance does not belong to the EC2 environment being scanned. 
- The instance does not match EC2 hosts resolved from asset tags specified as part of the scan 

target. Applicable only when asset tags are also specified for the scan.  
- The instance has not been activated for the current module (VM, PC/SCA, CertView). For 

example, you’re launching a vulnerability scan but the EC2 host is not activated for VM. 
- The Unit Manager launching the scan does not have permission to scan the EC2 host. 
 

Specifying instance IDs  

These changes only apply when the scan target includes specific EC2 instance IDs. Not sure 
where to specify instance IDs? When configuring an EC2 scan, go to the Target Hosts section and 
select the check box “Scan specific instance IDs, applicable typically for scanning instances in 
build or AMI testing phase” and then enter the instance IDs in the field provided.  

 
 

When some instances are valid and some are invalid 

When EC2 instance IDs are specified, and at least one of the instance IDs is valid, and at least 
one is invalid, you'll see a message on the Launch EC2 Scan Preview page with the invalid 
instance IDs listed and the reasons they are invalid (in red). See example below. 
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When no valid scan targets are found 

When EC2 instance IDs are specified, but there are no valid scan targets, you'll see an Error on 
the Scan Launch page with the invalid instance IDs listed and the reasons they are invalid. 

 
 

Sample Messages 

You may see a single message or a combination of messages when instance IDs are invalid for 
different reasons. For the sample messages below, please note:  

<module> is the module for the EC2 scan type. You'll see one of these values: VM, PC/SCA, 
CertView. 
<EC2 instance IDs> is a comma-separated list of invalid EC2 instance IDs. 

 

Sample Messages on Launch EC2 Scan Preview Page 

Here are sample messages that could appear on the Launch EC2 Scan Preview page when there 
are invalid instance IDs that are being skipped.  
 
Manager: 

The following instances will be skipped because they do not belong to the selected EC2 
environment: <EC2 instance IDs> 

The following instances will be skipped because they do not belong to the selected EC2 
environment and tags: <EC2 instance IDs> 

The following instances will be skipped because they are not activated for <module>: <EC2 
instance IDs> 

The following instances will be skipped because they are not activated for <module> or they do 
not match the specified tags: <EC2 instance IDs> 
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Unit Manager: 

The following instances will be skipped because they are not activated for <module>, or you do 
not have permission to scan them: <EC2 instance IDs> 

The following instances will be skipped because they are not activated for <module>, they do not 
match the specified tags, or you do not have permission to scan them: <EC2 instance IDs> 

 

Sample Messages on Scan Launch Page 

Here are sample messages that could appear on the Launch Scan page when there are no valid 
scan targets found. 
 
Manager: 

No valid scan targets found. The following instances are not activated for <module>: <EC2 
instance IDs> 

No valid scan targets found. The following instances are not activated for <module> or they do 
not match the specified tags: <EC2 instance IDs> 

No valid scan targets found. The following instances do not belong to the selected EC2 
environment: <EC2 instance IDs>. The following instances are not activated for <module>: <EC2 
instance IDs> 

Unit Manager:  

No valid scan targets found. The following instances are not activated for <module> or you do 
not have permission to scan them: <EC2 instance IDs> 

No valid scan targets found. The following instances are not activated for <module>, they do not 
match the specified tags, or you do not have permission to scan them: <EC2 instance IDs> 

No valid scan targets found. The following instances do not belong to the selected EC2 
environment: <EC2 instance IDs>. The following instances are not activated for <module> or you 
do not have per-mission to scan them: <EC2 instance IDs> 

 

API Vault Support added for IBM DB2 Authentication Records 

We already support vaults for IBM DB2 authentication records from the UI. Starting in this 
release, we’ll also support vaults for IBM DB2 authentication records from the API. This means 
that you can specify a vault when creating/updating a IBM DB2 authentication record using the 
API, and you’ll see vault information when listing records using the API. 

Please refer to the Qualys Cloud Platform 10.16 API Release Notes for API samples. 

 
  

https://www.qualys.com/docs/release-notes/qualys-cloud-platform-10.16-api-release-notes.pdf
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Qualys Policy Compliance (PC/SCAP/SCA) 

New Option to Scan Disconnected ESXi Hosts via vCenter 

We have now introduced a new option to scan disconnected ESXi hosts. Use this option to scan 
ESXi hosts without sending any data to the host. In this case, on scanning, Qualys gets the 
required information from vCenter without sending any network traffic to the host. 
 

Good to Know 

- The Disconnected ESXi option is only supported when scanning ESXi hosts through vCenter. 
- This feature is only supported for compliance scans.  
- Scanning disconnected ESXi hosts is not supported for IPv6 scans.  
 

How do I enable this option? 

- Go to Scans > Authentication > New > VMware > VMware ESXi, and click Login Credentials in 
the VMware ESXi Authentication Record page.  

- Select the Use vCenter option under Login Credentials section.  
- Select the Disconnected ESXi option in the Scan Disconnected ESXi Hosts via vCenter section. 

By default, this option is clear (un-selected). 
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Addition of STIG ID in DISA STIG Report  

Now when you run the Compliance STIG Based Report from the UI, you’ll see STIG IDs in the 
CSV report output. This allows you to sort STIG requirements by STIG ID. There is a one-to-one 
mapping between a STIG ID and a STIG Rule/Rule ID. This notification is intended to inform you 
of new CSV columns in the report, so you can make any changes necessary to correctly parse the 
report data.  
 
In the CSV report, you’ll see a new STIG ID column in the following sections:  
- STIG ID appears as the first column in the RULE STATISTICS section 
- STIG ID appears before Rule ID in the RESULTS section 
- STIG ID appears before Rule in the APPENDIX section (part of STIG Framework details) 
 

Sample STIG Based Report 

Here are clips from a sample STIG Based Report in CSV format, showing the new STIG ID 
columns. Run your own report to see all the columns in the CSV report output. 

RULE STATISTICS section 
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RESULTS section 

 

APPENDIX section 
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Support New Technology: PostgreSQL 13.x 

We’ve extended our support for PostgreSQL authentication to include 
PostgreSQL 13.x. We already support PostgreSQL 9.x, 10.x, 11.x and 12.x. 
 
You’ll need a PostgreSQL authentication record to authenticate to a 
PostgreSQL database instance running on a host and scan it for 
compliance. You'll also need a Unix/Windows record for the host running 
the database. This record type is only available in accounts with PC or 
SCA and is only supported for compliance scans. 
 

 
 

How do I get started? 

- Go to Scans > Authentication. 
- Check that you have a Unix/Windows record already defined for the host running the database. 
- Create a PostgreSQL record for the same host. Go to New > PostgreSQL Record. 
 

Sample Reports 

You’ll see the PostgreSQL 13.x technology in compliance reports and in compliance scan results. 
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Policies and Controls 

You’ll see PostgreSQL 13.x in the technologies list when creating a new policy. 
 

 
 
You’ll also see it when searching controls. 
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Support for UDCs on MAC OS 11.x 

We have extended the User Defined Control (UDC) support for MAC OS 11.x.  
Note: MAC OS 11.x is supported for scanner only. 
 
Want to create a UDC for MAC OS 11.x? Go to Policies > Controls > New > Control > Unix 
Control Types and select the required control type from the list. Scroll to the Control 
Technologies section to provide a rationale statement and expected value for each 
technology. 
 

 
 
While creating a new policy, select MAC OS 11.x from the Technologies list. 
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New Authentication Technology Support 

We’ve added additional technology support for different authentication record types since the 
last Qualys Cloud Platform release. The following technologies are now supported. 
 
Windows Authentication: 
Windows 2022 Server 
NetApp Data ONTAP 7.x, 8.x 
 
Unix Authentication: 
Cisco NX-OS ACI Mode 
CentOS Stream 8.x 
Red Hat Enterprise Linux CoreOS 4.x 
A10 Advanced Core OS 4.x 
Huawei VRP 5.x 
NetApp Ontap 9.x 
 
Cisco Authentication: 
Cisco IOS XR 6.x, 7.x 
 
IBM DB2 Authentication: 
IBM DB2 z/OS 
IBM DB2 z/OS 1 
 
VMware vCenter Authentication: 
VMware vCenter Server 5.x-6.x (Windows) 
VMware vCenter Server Appliance 5.x-7.x (Windows and Unix) 
 

Support for OS Authentication-Based Instance Technologies 

We’ve expanded our support of OS authentication-based technologies to include the following: 
 
Jenkins 2.x 
Redis 3.x 
Redis 5.x 
Redis 6.x 
IBM Sterling Connect:Direct 6.x 
Apple Safari 14.x 
Apache Hadoop 2.x 
FreeBSD 13.x 
 
You can collect data for these technology versions by using the underlying UNIX technology 
instance without the need to create authentication records. You must have a Unix 
authentication record with ‘Sudo’ as root delegation. You can include these technologies in your 
compliance policies and when searching controls. You’ll also see host instance information in 
Policy Compliance authentication reports, scan results, and policy reports. 
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Support for New OCA Technologies 

We now support the following new technologies on assets for which data is collected using Out-
of-Band Configuration Assessment (OCA) tracking. 
 
Data Domain OS 5.x 
Data Domain OS 6.x 
 
Using the OCA module, upload the corresponding configuration or command output for the 
assets. Then navigate to Policy Compliance > Reports tab to run the Policy Compliance Report for 
these technologies to view the compliance posture. 
 

  



 
 

Qualys Release Notes          13 

Qualys Vulnerability Management (VM) 

New CISA Known Exploitable Vulnerabilities Search List Available in Library 

Now, you can import the new "CISA Known Exploitable Vulnerabilities" search list from the 
Library. This search list includes vulnerabilities known to be exploited in the wild and affected 
systems need to be patched on priority. 
 
Note: You can use the "CISA Known Exploitable Vulnerabilities" search list from the library only 
to create a static search list. 
 

How to import search lists 

Go to the Search Lists tab (under Scans, Reports or KnowledgeBase) and pick New > Import from 
Library. Select the new search list and click Import again. 
 

 
 

Updates to Cloud Asset Metadata Fields in Host-Based Scan Reports 

With this release, we’ve provided the option to include GCP Cloud Provider Metadata in the host-
based scan report. We’ve also made a couple of enhancements to the host-based scan report. 

For this, we’ve done a couple of changes in the Scan Report Template and Scan Report: 

- Removed ‘Cloud Related Information’ checkbox from the Display Host Details section of 
the Display tab from the Scan Report Template 

- Added new section as ‘Display Cloud Related Information’ in the Display tab in the Scan 
Report Template and included two options under it: 

o Cloud Provider Metadata: This option allows you to include general fields that 
apply to all cloud providers, including AWS, Azure, GCP, and future support to 
your report. 

o Legacy EC2/Azure fields: This option allows you to include cloud provider-specific 
metadata fields originally introduced for AWS and Azure. 
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- We’ll automatically update your existing scan report templates to use the new options. If 
you had the “Cloud Related Information” template option selected prior to this release, 
then we’ll select the “Legacy EC2/Azure fields” option. If your subscription had the “Cloud 
Perimeter Azure VM Scan” feature enabled, then we will also select the “Cloud Provider 
Metadata Fields” option.  

- We added the new field Cloud Provider Service. This will appear when “Cloud Provider 
Metadata” is selected in the template. It will also appear in XML reports for AWS and 
Azure assets when “Legacy EC2/Azure fields” is selected. The Cloud Provider Service field 
will replace the existing Cloud Service field in a future release. For AWS, you’ll see “EC2” 
for Cloud Provider Service/Cloud Service. For Azure, you’ll see “VM” for Cloud Provider 
Service/Cloud Service. For GCP, you’ll see “Compute Engine” for Cloud Provider Service 
and “VM Instance” for Cloud Service. 

- We added the fields Cloud Resource Type and Cloud Image ID. These fields will only 
appear when “Cloud Provider Metadata” is selected in the template. 

- In CSV output, we changed the order of the columns. When all fields are included in the 
report, the Cloud Resource Metadata column is no longer the last column in the report. It 
appears before the Legacy EC2/Azure fields. 

- We dropped certain requirements for displaying cloud related information in reports. 
Users no longer need the “EC2 Scanning” feature enabled for their subscription in order to 
include cloud related information in Host Based Scan Reports. Additionally, users no 
longer need the “Cloud Perimeter Azure VM Scan” feature enabled for their subscription 
in order to display the general cloud provider metadata fields in the CSV format of the 
report. 

 

Update to Scan Report Template 

Go to Reports > Templates > New > Scan Template… 
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Sample Scan Report 
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Issues Addressed 

• We made a fix to improve performance when collecting evidence information in the 
Compliance Posture Information API request. 

• We fixed an issue where an IP-tracked asset was not migrated to DNS-tracked after 
getting a valid DNS Host Name in QID 6 and DNS tracking being enabled. Now, the IP-
tracked asset migrates without any issue to DNS-tracked asset when getting valid DNS 
Host Name in QID 6 and DNS tracking being enabled. 

• We fixed an issue in the Policy Editor where users got an error while saving a policy that 
included deleted asset groups.  

• Scanner users are now able to save new option profiles and should not see "invalid user" 
error.  

• We fixed the error message that appears when launching an SCA scan with an option 
profile that does not contain CIS policies.  

• We fixed an issue where some customers with VMDR enabled for their subscription did 
not see the VMDR Dashboard after they logged in to the UI.  

• Now, the Last Compliance Scan date in Asset Search Reports will show the correct date 
for SCA assets. The "Last Scan Date (PC)" filter returns only PC assets, whereas the "Last 
Scan Date (SCA)" filter returns only SCA assets. 

• We fixed an issue for AGMS-enabled subscriptions where users could not launch Map 
Reports on valid domain names. Users can now launch map reports with valid domain 
names for AGMS-enabled accounts. Changes are done to validate specific domain names 
and return the result if the domain is present in the subscription. 

• We fixed a UI issue on the Authentication tab where the authentication records list was 
not visible when the graph was displayed and the user zoomed in on the page. Now, 
users can view the authentication record list without hiding graphs on the authentication 
record page. 

• We fixed an issue where Map Reports showed asset groups from different networks. Now, 
users will only see asset groups for the selected network in their Map Reports.  

• We fixed an issue in VM Scan Results and Reports where when the View option was used 
to load a select IP range, the entire list of IPs was shown instead of the selected range.  

• We fixed an issue where the Hosts Scanned count was incorrect in VM Scorecard Reports 
when the "Hosts with Cloud Agents" options were used, also fixed the Host Type Filter 
values included Agent Data and Scan Data to run the report in all formats.  

• Now, users with a Remediation User role will no longer see a link to view the Host 
Information page for IPs on the Remediation > Tickets list since these users do not have 
permission to view the Host Information page. 

• We fixed an issue where VM scan-based reports failed to finish when report data was 
sorted by OS and there was an empty OS value for some hosts. Now the OS value will be 
shown as Unknown. 

• Now, the activity log will display the removed schedule scan due to the user role being 
demoted to Reader.  

• We fixed an issue where scheduled scans failed to launch when some IPs were removed 
from the subscription. Now, the scheduled scan will launch as expected even when some 
IPs are removed.  

• We fixed an issue where the "Exclude non-running kernels" and "Exclude non-running 
services" options were not working properly for VM Scorecard Reports when enabled 
together.  
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• We fixed an issue where there was a host filter count mismatch between CSV and XML 
formats of a report in the Report Information page. 

• We fixed an issue so the Scanner users can now create Patch Report Templates using the 
API with asset_group ALL.  

• We fixed an issue where SAML integration with certificates was not working properly. 
After the user logged in using SAML login, the final redirect URL was going to the 
standard login URL instead of the Certs login URL.  

• For Host List Detection API, we fixed the list of supported values for output_format to 
include "CSV_NO_METADATA_MS_EXCEL" and "CSV_MS_EXCEL" and fixed the API 
documentation.  

• We fixed the error message that appears when adding IPs in CIDR format ending with 
/32.   

• We fixed an issue where a Warning appeared when adding IPs to the account as a subnet 
but the duplicate IPs were not listed.  

• Fixed an issue where users got an error when creating asset tags from the Asset Search 
Report because of timeout request.  

• When you view details for a Cisco or Checkpoint Firewall authentication record from the 
Authentication tab, the Record Type displayed in the UI was Unix. Now we'll show the 
record type as Cisco or Checkpoint Firewall instead of Unix. 

• Now, the previously detected Information Gathered QIDs will not be removed as the 
result of a Host Alive scan.  

• When configuring static routes for a scanner appliance, the target network mask must 
have values between 8 and 31 inclusive, but the error message had a typo as 0 to 31 
inclusive, which caused confusion. This is now fixed.  

• When activating PCI Compliance Service, the City and State values for the user's account 
are required and cannot be left empty.  

• We fixed an issue with the Vulnerability Scorecard Report where customers saw different 
report data when they used the default scorecard report template vs. a copy of the 
template.  

• Fixed an issue where some customers saw duplicate entries of IP 128.0.0.0 in VM reports 
for hosts that don't have a valid IP address. These will no longer appear.  
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