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This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability
Management and Policy Compliance.

Qualys Cloud Platform

New Password Security Options

Qualys Policy Compliance (PC/SCAP/SCA)

New Scan Parameters to Exclude Users and Groups from Unix Directory Integrity and Directory
Search UDCs (Agent Only)

New Unix UDC “File Content Check (Agent Only)” with Wildcard Support
New Authentication Support for Nginx

Qualys 10.14 brings you many more
improvements and updates! Learn more
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Qualys Cloud Platform

New Password Security Options

To improve password complexity for user accounts, we've added 2 new password security
options. These password security options are disabled by default for new and existing
subscriptions. A Manager user can choose to enable them. Once enabled, they will be enforced
for all users in the subscription.

Password must not contain 3 or more sequential alpha, numeric characters in a row
(ascending or descending order). When this password security option is selected, the password
for a user’s account cannot include 3 or more sequential alpha or numeric characters in
ascending or descending order. For example, the password cannot include sequences like abc,
cba, xXyz, zyx, 012, 123, 321, 210, and so on.

Password must not contain user’s first name or last name. When this password security option
is selected, the password for a user’s account cannot include the user’s first or last name. For
example, the user John Doe cannot have a password like 88johnab3!e or doe!6209ad# because
these passwords contain the user’s name.

How to enforce new password security options

The new password security options are disabled by default. Any Manager user in the
subscription can enable these options for the subscription by going to Users > Setup > Security.
In the Password Security section, select the password security requirements to enforce for all
users, and hit Save. The next time any user changes their password, the password must meet
the new password security requirements. This applies when creating a new password for a first
time login (new account creation), or when updating a password using the Change Password or
Forgot Password workflows.

Note that the new password

When st connacion 0 h s s nyavl o one o e cecare P security options are only
Restricted Access available when “Allow user
defined passwords” is selected.

(T Allow connections from the following 1P only Allowsd IPs:

IPs/Ranges: Add >>
Your current IP is: 10.44.1.17 << Modify

Delete
Delete All

Password Security
() Password expires afier 1~ | months
[ Lock account after| 3 v | failed login atiempts

Allow user defined passwords

Minimum length of password is| 8 characters (Range: & - 16)
Last 3 passwords cannot be reused (Range” 3- 13)
Password must contain alpha, numeric and special characters

Force password change at initial login

Password must contain at least one lowercase letter.

Password must contain at least one uppercase letter

Password must contain at least one numeric character

Password must contain at least one special character

() Password must not contain 3 identical characters in a row,

(] Password must net contain 3 or more sequential(ascending/descending) characters/numbers in @ row,
(] Password must not contain User's Firstname or Lasiname.
[ Allow users to change expired password at login

(] Motify users in the Ul to change password| 1 | days before expiration
Notify users by email to change password| 15 | days before expiration.
Repeal email every| 15 v | days.

Send daily emails staring| 0 | days before expiration
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Qualys Policy Compliance (PC/SCAP/SCA)

New Scan Parameters to Exclude Users and Groups from Unix Directory
Integrity and Directory Search UDCs (Agent Only)

We've introduced 2 new scan parameters in the Unix Directory Integrity UDC and Unix Directory
Search UDC. In previous releases, you were able to provide a list of users and groups to find files
owned by those users/groups. Now you can find files owned by users/groups and exclude them.

Important - The exclude options are only supported by Cloud Agent. When selected, the scan
data for the control evaluation is collected by the agent and then filtered by the agent.

What are the steps?

Go to Policies > Controls. Create or edit a Unix Directory Integrity UDC or Unix Directory Search
UDC. On the Scan Parameters tab, scroll down to the File Owner section. To exclude users, enter
a comma-separated list of user names and/or user IDs, and select Exclude the user(s) (Agent
Only). To exclude groups, enter a comma-separated list of group names and/or group IDs, and
select Exclude the group(s) (Agent Only). Note that the exclude options are disabled if you
choose Any User, Any Group or None. They only apply if specific users and groups are listed.

New Control: Directory Integrity Check Tum help tips: On | OFf  Launch Help

General Information File System Object Types

-
‘Scan Parameters ot e s youvantio sesch o the st o
(] (d) directory [ (b) block (buffered) special
CEGICEIEE (1) requar file O {e) character (unbufierad) special
(1) symbolic link O s) socket
G [ () named pipe (FIFO O (D) door (Solaris only)
Agent Scan File Owner
Find files owned (or not owned) by specific users and groups. You can enter a mix of names and IDs, separaled by commas.
User - -
OAnyUser  ONone @ |user
Exclude the user(s) (Agent Only)
Groul - -~
" O anyGrowp O None @ [group, group2
Exclude the group(s) (Agent Only)
Search Limits
[T pe—n—per. New Control: Unix Directory Search Check Ll il
Time limit 4
600 9 General information
The maximum run time for the s¢ o " -
Match Al ¥ permissions above.
Watch limit s12 fifl Scan Parameters >
The masimum number f matohd ool tecnnotogies
File System Object Types
Digest References Select the types you want to search from the list below.
The digest o fleidiectory changes is Galculaled at scan time arl
Choose the algorithm you want fo use to compute the digest | Agent Scan (d) directory O (o) block (bufiered) special
(1) reguiar file O (c) character (unbufiered) special
Hash Type: MD5 v (1) symbolic link O (s) socket
[J (p) named pipe (FIFO) [J (D) door (Solaris only)
Data Type: -
File Owner
Deseription* Find files ovined (or not owned) by specific users and groups. You can enfer a mix of names and IDs, separated by commas.
User - -
O Anyuser O None @ user

Exclude the user(s) (Agent Only)

6 - .
roup O AnyGrowp O Mone @ |group, group2

Cancel Exclude the group(s) (Agent Only)

Search Limits
The search willstop when either imit s reached. We'l show this inthe Evidence secton of the results
Time limit 300 seconds (30-90
The mazimum run ime for the search,
Match limit = fles (125

“The maximum number of matches,

Data Type v

Description

o
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New Unix UDC “File Content Check (Agent Only)” with Wildcard Support

This release introduces a new Unix UDC called “File Content Check (Agent Only)” which supports
wildcard file search and provides several additional scan parameter options than the original
“File Content Check” UDC. The original “File Content Check” UDC has not changed and is still
available. The new “File Content Check (Agent Only)” UDC is now available for customers with
PC and Cloud Agent.

Important - The new Unix “File Content Check (Agent Only)” UDC is only supported by Linux
Cloud Agent, meaning it will only be evaluated using agent scan data.

What are the steps?

Go to Policies > Controls > New > Control > Unix Control Types. Select File Content Check
(Agent Only).

Windows Control Types Select the control you want to create

(O File/Directory Existence
This control type checks for the existence of a user-specified file or directory.

Database Control Types

(O File/Directory Permission
This control type checks permissions that are set on a user-specified file or directory.
() File Content Check

This control type checks the contents of a user-specified file

() File Integrity Check
This control type checks the integrity a user-speciied file

() Unix Directory Search Check
This control type finds files and directories that match your search parameters (.. name, permissions, owner, etc)

O Directory Integrity Check
“This control type checks the integrity of Unix files at the directory level and reports hash based file integrity and snapshot updates.

O File Content Check (Agent Only)
“This control type checks the contents of a user-specified file (wildcard file search).

Here’s a quick look at some of the options on the Scan Parameters tab. Log in to see all available
options and click “Launch Help” for help with the options.

New Control: File Content Check Tumn help tips: On| Off - Launch Help

General Information

Scan Parameters > Scan Parameters

Tell us where to search

Control Technologies
Vel start from the base directory. Ve recommend you set this to something other than oot fo minimize.
the search time and disk utiizztion

References

Base directory”
Agent Scan

Maximum Depth |3 v levels (0

Select a depth level for searching each directory. Only directory properties (0), directory cantents (1) or multiple levels below the directory (2-10).

(O Follow symbaic links

Vien selected, we'l analyze target destination fles and directories. Clear this option {0 analyze
the symboiic ik file tself vithout following inks)

Regular Expression

Regular This field is required
Expression

File/Directory Name

ind fles and directories based on name. You'l use a globbing (wildcard) e
Tip - We apply the Include fiters firstto get maiches, then the Exclud fite

File Name Include
File Name Exclude
Directory Name Include

Directory Name Exclude

Caen
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New Authentication Support for Nginx

We now support Nginx authentication for compliance scans using Qualys apps PC, SCA. Simply
create an Nginx authentication record with details and scan it for compliance.

What are the steps?

Go to Scans > Authentication > New > Applications > Nginx.

@ Ouclys Cloud Platform

Policy Compliance w

Dashboard  Policies  Scans Reports  Exceptions  Assets  Users

+= Scans  pgC Scans Schedules Appliances Option Profiles Authentication Setup

Search
New v
Operating Systems
[] Network L LR YL Tine a
Network and Security. » I
[C] Global Default| appiications 3 Apache Web Server
[F] Global Default| Databases b Docker
VMware... ] IBM WebSphere App Server
[£] Global Default
System Record Templates . b Jboss Server
[C] Global Default Kubemnetes
Authentication Vauits
[E] Global Defautt MS Exchange Server
Dovinload s s

[F] Global Default Network Windows
MS SharePoint

Oracle HTTP Server
Oracle WebLogic Server

Tomcat Server

Your Nginx authentication record

Each Nginx record identifies account title, Unix configuration, and target hosts (IPs).

New Nginx Record

Record Tite

Unix Configuration Title*
IPs Network: Global Default Network >
Comments

Enter the Bin path, Configuration file path, and Prefix Patch of Nginx on your Unix hosts. The
configuration file must be in the same location for all hosts (IPs) in this record. If different, you
must create another record.

New Nginx Record

Record Title Unix Configuration

Unix Configuration > Enter the Bin Path, Configuration file patn and Prefix Path of Nginx on your Unix hosts.

T Unix Bin Path * Jusr/sbin/nginx
Comments :
Unix Configuration Path * Jetc/nainx/nginx. conf
Prefix Path: Jetc/nginx
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Issues Addressed

e We fixed a logical issue in our code where we were not updating the “Modified By” field
(only updating the date and time in the “Modified” field) whenever a user was modifying
a business unit (BU) record. This issue led to a discrepancy where the “Modified By” field
showed an incorrect user. After the fix, we show in the “Modified By” field the latest user
who has updated the BU record.

e Fixed an issue where the 50th DNS record was hidden when creating or editing a DNS
Hostname-based asset group with more than 50 entries.

e We have now fixed an issue where the sub-user, with asset group assigned, containing
only domain names (no IP addresses), can now successfully download the map report.

e We fixed an issue where the vCenter auth record password did not accept the '<' and '>'
characters. '<' and '>' characters are now accepted in the vCenter auth record as well as
Unix Record password.

e We have now improved the error message to indicate that the file uploaded to vCenter
includes some blank entries.

e We made a fix in the Statistics section on policy reports (PDF and CSV formats); now the
error code and message are displayed if both the <V> and <E> tags are present.

e Fixed an issue where some columns in the VLANSs tab for Scanner Appliance were hidden
and were visible only after one of the columns was shifted.

e We fixed an issue where Oracle WebLogic could not be detected during authenticated PC
scan.

e We fixed an issue where when the PC module is expired, and if the user chose SCA from
the module picker, the Ul showed PC in the picker title at the top instead of SCA and the
PC-related tabs. The issue occurred because we were not checking the expiry of the
subscription for the PC/SCA modules in our code. We now added the expiry condition to
check if the PC, SCA, or both modules are enabled and not expired. Based on these
conditions, we show either PC, SCA, or both the modules in the module picker and the
tabs available for the corresponding modules on the UL

e We fixed an issue where certain special characters in Model of the Asset was not being
processed properly leading to Asset Data not being visible in AssetView (Legacy) or
Vulnerabilities tab or Global AssetView.

e Fixed an issue where the Assets > Applications tab was not working as expected for
customer with AGMS enabled. Now, behavior has been restored, where depending on
how your account is configured, you may need to perform a search to see applications
listed or the list would appear automatically upon page load.

e For an AGMS enabled subscription, when Netblock contains Multiple Class A IPs, we
added a discrepancy check with the “Multiple Class A networks are not allowed” error
message.

e We fixed an issue where the sub-user was unable to load the Remediation page. Also,
fixed the request sent to AGMS to contain updated user status if the status is changed.

e We fixed an issue where the XML output of the Network List API had format issues, such
as some tags repeated in the output. Now the XML output shows results in the proper
format.

e We fixed an issue where customers were unable to update schedule scans via API.
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e For subscriptions with AGMS enabled, we made performance improvements on the Scans
list when the “Show in Scope Scan List” option is used. Now the page will load faster.
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