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This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability
Management and Policy Compliance.

Qualys Vulnerability Management (VM)
Display Host Groups Associated with Hosts in Host Based Scan Report

Qualys Policy Compliance (PC)

Oracle Instance Discovery and System Record Creation

Improvements to the Remote Security Hygiene Dashboard

Increased Character Limits for Policy Cover Page and Control Reference
PC Authentication Report - Changed Cause Text for Not Attempted Status
PC/SCA reports can now be generated on assets without OS information
Support for New OCA Technologies

Sybase Database User-Defined Control Support

User-Defined Control Support for Mac OS X 10.14 and Mac OS X 10.15
Hiding Scan Parameters in a Report

Remediation Information Available in Import or Export of UDCs

Qualys Cloud Platform

New Regions Supported for EC2 Scans

Azure Key Vault now Supported in Palo Alto Networks Firewall Record
Support for ARCON PAM (Privilege Access Management) Vaults
Microsoft Windows 2019 Active Directory Support

Report Changes to Show Instance IDs in Scan Results/Scan Status

Qualys 10.1 brings you more
improvements and updates! Learn more
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Qualys Vulnerability Management (VM)

Display Host Groups Associated with Hosts in Host Based Scan Report

You can now see the list of asset groups associated with each host in host-based scan

reports. To display the associated asset groups for the hosts in the scan report, go to Reports >
Templates > New > Scan Template or PCI Template. Go to the Display tab and select the “Host
Asset Group Details” check box in the New Scan Report Template screen. Optionally, edit an
existing report template to select this new option.

Note - This option is only available for templates configured for Host Based Findings (on the
Findings tab in the template).

Report Title -

0/4000
Findings

Sorting

Filter

Sort by: * Host =
Services and Ports
User Access CVSS Version

cvss: Al v

Display Host Details
(L] Host Details
Include additional identification information for hosts with cloud agenis.
|#| Host Asset Group Details
( Include Asset Groups information associated with ihe hosts )

(] EC2 Related Information
Include metadata information for EC2 instances

Include the following detailed results in the report
|#| Text Summary
(] Vulnerability Details

Thraat

Cancel Test Save As... ﬁ
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Qualys Policy Compliance (PC)

Oracle Instance Discovery and System Record Creation

This release introduces instance discovery and auto record creation for Oracle
authentication. This functionality is already available for other technologies like Apache
Web Server, IBM WebSphere, JBoss and Tomcat. There are a few notable differences for
Oracle though. When we auto discover Oracle instances, we'll discover the target
configuration for each instance but not the login credentials. We've introduced a new
configuration called “Oracle System Record Template” that you'll use to provide Oracle
login credentials for system created records. You'll create the system record template and
then select it in the option profile used for discovery scans. The template is linked
automatically to the system created records created as a result of the scan.

Benefits

- We'll auto discover Oracle instances on each scanned host and create authentication records
for those instances. We support auto discovery and system record creation for Oracle instances
running on Unix platforms. Make sure you have Unix authentication records in your account for
hosts running Oracle.

- When we create Oracle authentication records for discovered instances, we’ll insert the
credentials from the Oracle system record template you selected in the option profile.

- You can easily rotate Oracle passwords. Simply edit the credentials in the Oracle system record
template and all Oracle records linked to the template will be updated to use the new
credentials with no additional scan or action by you.

- You can edit individual Oracle system created records and save them as user created. This
allows you to change the credentials for individual records without changing the credentials for
all records associated with a template.

How it works
Here’s the basic flow for Oracle instance discovery and auto record creation.

1) Create an Oracle system record template and enter the login credentials you want to use for
system created records.

2) Select the Oracle system record template in the compliance option profile you want to use for
discovery scans.

3) Launch your discovery scan. Your scan results will list the auto discovered instances.

4) In the authentication list you'll see newly created Oracle records. For each system created
record, you'll see the template associated with the record.

Create Oracle System Record Template

Go to Scans > Authentication > New > Oracle System Record Templates. On the Login
Credentials tab, enter the username and password (or choose a password vault). These
credentials will be used for all system created records that are associated with this template.
Once saved, your Oracle system record template will appear on the Authentication records list
with other records.
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Policy Compliance  ~

Dashboard  Policies Scans Reports Exceptions Assets  Users

Scans | pC Scans Schedules Appliances Option Profiles Authentication

[Z] | search.

v | [neww] New Oracle System Record Template Launch Help

1 Type Windows Record
| unix Record. j (EEE D Login Credentials

L) Sz TRl | 5050 Provide login credentials to use for authenticated scanning. You have the option to get the login password from a vault
] Oracle Oracle Listener Record 75080 available in your account.
[0 Oracle i - 75081 Fomments Usemame®: username

MS SQL Record
[ Oracle Gisco Record - 75082 Get passuord from vault
[E] Oracle [BMDE2 Record. - 75083 Password: f—

VMuware ESXi Record. .
[C] Oracle MySOL Record - 75064 Confirm Password* J—
] Oracle MariaDB Record.. - 75057

InformixDE Record...
] Oracle - 75058

Sybase Record
0] orace Checkpoint Firewall. STHLED

PosigreSQL Record B TP
[ Oracie osigreSQL Recor 75086 —
B o Pivotal Greenplum Record buais s —

racle ualys_Scan

Palo Alto Networks Firewall Record
[0 Oracle MongoDB Record...
[ Oracle Appiication Recoras.
] Oracle Oracle System Record Template.

“AuThentication Vauls
[E] Oracle entication Vo ta

Oracle record templates are identified with B in the authentication records list. You can also
search for Oracle record templates by choosing Record Type: System Record Template.

i= Scans | pg Scans SCAP Scans Schedules Apj Option Profiles Setup

[Z]|| Record Type | System Record Template
Show Graph
= ‘El 11-1011 K 27
0 Tee AL a 1Ps #1Ps  Modified ~ Owner Template Recor Details

[F] oracle Oracle-Template 0 04/28/2020  POC Manager (Manager) Detsils @

Select template in Compliance Profile

You'll select the template in a compliance profile. Under System Authentication, choose the
option "Allow instance discovery and system record creation” and select the Oracle technology.
Then choose one of your saved Oracle system record templates. Note - The Oracle option is
disabled if you have not saved any templates. You must create templates before you can enable
this option in the profile.

New Compliance Profile Launch Help

Compliance Profile Title System A ication Records
Allow the system to create authentication records automatically using the scan data discovered for running instances. In follow p scans, compliance assessments can be performed using those system
scan created records. Learn more about insiance discovery and system athentication records
[ — N /Create system Authentication Records
By choosing this option we'l restrict scans to instance discovery and record creation for the selected technology. Unix authentication is required. Compliance assessments will not be performed for any
technology.
Additional

@) Allow instance discovery and system record creation
For the following technology
@) Apache Web Server
(9] 1BM WebSphere App Server
(91 Jooss Server
) Tomcat Server
9l Oracle

Login credentials for system created records are saved in Oracle system record templates. Choose the tempiate you want to use from the list below.
Oracle system record tempiate: | Oracle-Template >

Use System Authentication Records

Qualys Release Notes 4



You'll need to create a separate compliance profile in order to use newly created Oracle system
authentication records for compliance assessments. Under System Authentication, choose the
option "Include system created authentication records in scans". System created records will be
used along with user created records. If you have a user created record and a system created
record for the same instance configuration we'll use the user record by default. You can change
this if you prefer to use the system record.

New Compliance Profile Launch Help

Compliance Profile Title System A ication Records
Allow the system to create authentication records automatically using the scan data discovered for running instances. In follow up scans, compliance assessments can be performed using those system
scan crealed records. Learn more about instance discovery and system records

[ —— [ create system Authentication Records

Additional

Use System Authentication Records
When selected, compliance assessments will be performed using all active authentication records (system and user created). Instance discovery and record creation will not be performed

¥l Include system created authentication records in scans
Only 1 record is used for scanning each instance. If there are 2 records (system and user created) with the same instance configuration, tell us which record to use

@ User created record
‘System created record

Launch discovery scan for auto record creation

Launch a compliance scan and choose an option profile with the "Allow instance discovery and
system record creation" option enabled. We recommend you schedule instance discovery scans
to occur when you expect changes in your infrastructure.

S Looking for auto discovered
ompliance Scan Results .
instances? Scroll down to the

File~ Help~ . .
b Appendix section of your
Appendix compliance scan results and you'll
Target hosts found alive IP) see a list of Auto Dlscovered
10.115.108.212 Instances. For each instance you'll
Target distribution across scanner appliances See the'values (:'O]-]-eCted abou't your
VScanner_115 10.115.108 212 Oracle installation on the Unix
system.

Unix/Cisco/Checkpoint Firewall authentication was successful for these hosts
10.115.108.212

Auto Discovered Instances
Oracle (Oracle Port: 1527, Unix Param: 1, Oracle Home name: joptioracle/product/i8c/dbhome 1, Init(SID) ora:
in/li ora,

[IGNORED], Spfile{SID) ora: [IGNORED)], listener.ora: /op P ti18cidbhome_1/networ
sqlnet.ora: joptioracle/product/18c/dbhome_1 in/sq ora, tnsr ora:
loptioracle/product/1 1 nin/tnsnames.ora, Oracle Service name: ORCLCDE)

10.115.108.212

Oracle (Oracle Port: 1521, Unix Param: 1, Oracle Home name: /u01/app/oracle/product/12.1.0.2/db_1, Init(SID) ora:
[IGNORED], Spfile(SID) ora: [IGNORED], listener.ora:
{u01/apploracie/product/12.1.0.2/db_1/network/admin/listener.ora, sginet.ora:
Iu01/apploracle/product/12.1.0.2/db_1/network/admin/sqinet.ora, tnsname.ora:
Iu01/apploracle/product/12.1.0.2/db_1/network/admin/tnsnames.ora, Oracle Service name: cdb1)

Qﬁmoa_zu /

Auto record creation process

Instance scan data consolidation occurs based on authenticated scan data from the scan.
Authentication records are created based on consolidated scan data. Record creation starts when
the scan is Finished, during scan processing. Records may be created or updated (new IPs added,
existing IPs removed).
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System created authentication records are identified by a gold lock (##) for system records and
Owner “System”. For system created Oracle records you'll also see the template record name.
This is the template that contains the login credentials for the Oracle instance.

Policy Compliance  + T Henv Logaut

Dashboard  Policies  Scans  Reports  Exceplions  Assets  Users

'=Scans  pCScans  Schedules | Appliances  Option Profiles  [RENTURSTSSTI

Creaton Type  System created »

Show Gragn
— System created authentication records —_— o~
Type Tte & Ps Medifies ~ Owner Tempiate Recerd Detalls

] Oracle Oracle [System Created] - 75056 - 10.115.106.212, 10.115.110.90 0413012020 System OracieRecordTempiate_Qualys_Scan  Details O -
7] Orade Oracle [System Created] - 75055 & 10115108212 0413012020 System OradeRecordTemplate_Qualys_Scan  Detatis o
] Oracle Cracle [System Created] - 75055 - 10115108212 043012020 System OracieRecorgTempiate_Qualys_Scan  Details o
[F] Apache Web Server Apache Web Server [System Created] - 74051 @ 10117254 04282020 System Details Fo3
} 1814 WenSphere App Server 161 WebSphere App Server (System Create . @ 10417255 28200 System Detsite o
[F] Tomeat Server Tomeat Server [System Created) - 74055 & 10117256 0412812020 System Details o
Tomcat Server Tomeat Server [System Created] - 74056 & 1017256 042812020 System Details o

[F] Apache Web Server Apache Web Server [System Created] - 74050 @& 10.117254 0412812020 System Details O s

rowered oy (8) Qualys.

Make Oracle records Active/Inactive

You can now change the status of system created and user created Oracle records. Inactive
records are not included in scans (even if the "Include system created authentication records in
scans" option is selected in the option profile).

Choose the records you

:= Scans | pC Scans Schedules Appliances Option Profiles Authentication Setup :
want to make Inactive and

5] | search pick Deactivate from the
Actions menu. To activate
o records choose Activate.

(Note that you cannot

Delete

Title & IPs
Fenietosts | change the status of Oracle
Activate Oracle [System Created] - 75059 & 10.115.110.90
: system record templates.)

| Ecache Oracle [System Created] - 75060 & 10.115.108.210

U ons Oracle [System Created] - 75061 & 10115108210

Oracle Oracle [System Created] - 75062 & 10115108210

Oracle Oracle [System Created] - 75063 & 10115108210

Save system created Oracle records as user created

Edit individual Oracle system created records and save them as user created. This allows you to
change the credentials for individual records without changing the credentials for all records
associated with a template.

Select the option “Edit as
user record” from the

=) searcn.. Quick Actions menu. Note
that this option is only
available for system

= Scans | pg Scans Schedules Appliances Option Profiles Authentication

=X created Oracle records.
[ Type Title & IPs

[¥] Oracle ‘Oracle [System Created] - 75057 Quick Actions.

[] Oracle Oracle [System Created] - 75058 10.115.11

[ Oracle Cracle [System Created] - 75065 .

[[] Oracle Oracle [System Created] - 75066 & 10115108212
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Search Oracle records

You can search records by creation type (System created or User created) and by status (Active
or Inactive).

Dashboard Policies Scans Reports Exception

*= Scans PC Scans Schedules Appliances

G Creation Type  System created w Status  Active )

You can search for all Oracle record templates by choosing Record Type: System Record
Template.

Dashboard Policies Scans Reports Exceptior

‘== Scans = PC Scans Schedules Appliances

G Record Type @ System Record Template )

You can find all system created records that are associated with a particular Oracle record
template by choosing Template Record and entering all or part of the template name.

Dashboard Policies Scans Reports Exceptior

‘== Scans = PC Scans Schedules Appliances

C Template Record  oracle )
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Improvements to the Remote Security Hygiene Dashboard

We recently introduced the Remote Security Hygiene Dashboard and Library Policies. With this
release we've made several improvements to the dashboard. Improvements include:

- The Trend of Security Hygiene graph now includes Pass, Fail and Error posture levels (only Fail
was included previously). This graph also now includes posture data for the current day.

- Click the Info icon (@) for any asset to view Host Information for the asset.
- Click the Info icon () for any control to view Control Information for the control.

- Click on any control ID (CID) or control statement to navigate to the Reports > Control View tab
to view posture information for the control (available in accounts with PC and PC+SCA).

- Click on any asset name or IP address to navigate to the Reports > Control View tab to view
posture information for the asset (available in accounts with PC and PC+SCA).

Remote Security Hygiene Dashboard

”

In PC or SCA, go to Dashboard and pick the “Remote Security Hygiene Dashboard”.

Fosicy Comptance

Dashooard  Poicies Scans  Repods  Exceplions  Assels  Users

Remole Security Hygiene Dashboard +

TRENG GF SECURITY HYGIENE - LAST 14 DAYS.

e ez e = - u
[F—— OVERALL SECURITY HYGIENE SECURITY HYGIENE ISSUES BY CRITICALITY
Hygiene 2085% [ —
120 A EEEQN
Fal 12 i
i 3 | o " s U (e, " i
Totw 2
TOP SECURITY HYGIENE ISSUES HOSTS WITH MOST SECURITY HYGIENE ISSUES
wo oo starement crmcaLTy [——— w0 asser os/LAsT scANNED r——
ew ) Moot esoua 100 00 e secenazus TG 207
43
s I -
SN e
w5 [ I -~
e e
24 rt Locknus Theshod setig fveld kg I —
— — S
POLIGY SUMMARY
-
4 »
peety

Undate to Import Policy for

SCA accounts

'% Policy from Library: Choose from cne of the policies in our library.
Find the policy that best suits your needs. The SCA policies are certified by the CIS for the CIS benchmarks, which provide secure configuration guidelines

Now accounts with SCA (and e e e 2 S s, i s e i i o 0
without PC) will see Labels in the
Import Policy workflow, allowing
these customers to filter policies

Technologies Policies (2)

[ Apple Safari 11.x

[ Minimum Security Hygiene for Windows Remote Endpoints

by label. Go to Policies > New > T [t e s v e =
Import Policy, then select the o EEZET:?E” = gnitnumSecuriwiygianefmMac 05 X Remote Endpoints
label that matches the type of e T
policy you're interested in, such [ e e i)
as CIS or Remote. Note that Labels S
are already visible to accounts
with PC.
Back
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Increased Character Limits for Policy Cover Page and Control Reference

You can now enter up to 10,000 characters for the cover page of a policy and up to 1,024
characters when adding a control reference.

Cover Page
In the Policy Editor, click the Cover Page link to expand the section where you can add cover
page content. Enter up to 10,000 characters.

Policy Editor

Overview x
My Windows 7 Policy
Policy Information Assigned Technologies (2) Edit Asset Groups (0)  Tags (0) Edit | Hide
Intemet Explorer et 281 con
Youh 43 assigned to this policy
yet
Hide
Sections
Add Section | | as -
Cancal erate o [ Saves | ([IEEED

Control Reference

In the Policy Editor, you can add a reference to any control by either clicking the Add Ref # link
from the list of controls or clicking Edit next to Reference # in the Control Details. The text you
enter will appear in your policy reports under Control References. Enter up to 1,024 characters.

Edit Control Reference x

Enter the reference number you would like to associate with this cantrol.

Statement SEAtUS of the MICTOSOR INtemet Explorer Passwerd Caching' setting
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PC Authentication Report - Changed Cause Text for Not Attempted Status

In the PC authentication report when the authentication status is Not Attempted the Cause
column always showed “There are no records set up for the host type.” even in cases when there
were records set up. We fixed the Cause text to include the case where records are set up but
authentication on the host was skipped or the host was simply not scanned with authentication.
Now the Cause column shows “The host was not scanned with authentication, or there are no
records set up for the host type.” This is the same text that appears in the VM authentication
report for status Not Attempted.

10.115.76.88

Fier Views Help~

@ QUO|VS. Enterprise

10.115.76.88 May 04, 2020

Patrick Slimmer qualys

Manager 919 E Hillsdale Bivd, 4th Floor
Foster City, California 94404
United States of America

05/04/2020 at 19:14:43 (GMT)

-~ Summary

IPs Summary

10.11576.88  0of 1 0% Successful
0of 1 0% Failed
1 of 1 100% Not Attempted

~ Results

- 10.115.76.88  Oof 1 (0%)EH[E
~ Not Attempted [
Host Host Technology Instance Status Cause S Last Auth Last Success

The hostwas Red Hat Enterprise  NIA NIA
not scanned inux Server 7.4

with

authentication,

or there are no

records set up

10.115.76 88 (-, -) Mot
Aftempted

for the host
type
Host Host Technology Instance Cause ‘08 Last Auth Last Success

PC/SCA reports can now be generated on assets without OS information

We made a fix in compliance reports and authentication reports so that you can now report on
assets with instance based technologies that don’t have OS information, such as Relational
Database Service (RDS) technologies.

Previously, customers were able to scan and process scan results for such assets but they could
not report on them. This is because the reports expected an OS value for each asset and these
assets did not have OS information. Now, when OS information is not present for an asset, the
OS will appear as a dash (-) allowing these assets to be included in your reports.
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Support for New OCA Technologies

We now support the following new technologies on assets for which data is collected using Out-
of-Band Configuration Assessment (OCA) tracking:

e HP Printers
e Samsung Printers
e Zebra Printers

Simply, navigate to Reports tab and run the Policy Compliance Reports and Authentication
Report on these technologies to view your compliance posture.

Sample: Authentication Report

New Techs Authentication Report

~ Summary
IPs Summary
11.22.33.55 1 of 1 100% Successful

0of 1 0% Failed

0of 1 0% Not Attempted
21.21.33.29 1 of 1 100% Successful

0of1 0% Failed

0of 1 0% Not Attempted
124.12.24.111 10of 1 100% Successful

0cf1 0% Failed

0of 1 0% Not Attempted
Network All

~ Results

w 11.22.33.566 10f1(100%)HE
w Zebra Printer @

Host Network Host Technology Instance Status Cause
11.22.33.55 (abcd, ABCD_NB) Global Zebra Printers Passed -

Default

Network
Host Network Host Technology Instance Status Cause
w 21.21.33.28 1 0of 1 (100%)@E
w HP Printer HE
Host Network Host Technology Instance Status Cause
21.21.33.29 (yash, YASH_NB) Global HP Printers Passed -
Default
Network
Host Network Host Technology Instance Status Cause
w 1241224111 10f 1 (100%)EHE
w Samsung Printer [
Host Network Host Technology Instance Status Cause
124 1224 111 (qualys, -) Global Samsung Printers Passed -
Default
Network
Host Network Host Technology Instance Status Cause
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Sybase Database User-Defined Control Support

You can now use Sybase database user-defined controls to create custom checks by executing
SQL statements on databases. These controls can then be used to generate policy reports on
your databases. We're already supporting MS SQL and Oracle databases.

Follow these steps to create Sybase database controls and generate a report:

Step 1 - Add database controls

Go to PC > Policies > Controls > New > Control.

Select Database Control Types and then click the Sybase Database Check control type.

Windows Control Types Select the control you want to create.

Database Control Types

Unix Control Types

This control type executes the SQL statements on MS SQL databases.

Oracle Database Check
This control type executes the SQL statements on Oracle databases.

Sybase Database Check
This control type executes the SQL statements on Sybase databases.

In each control you'll define the SQL statement that you want to execute on your database.
Note - Only SELECT statements are supported for the database controls. For example, you can
use the following SQL statement to list all fields from "Customers" where country is "Germany"
AND city is "Berlin":

SELECT * FROM Customers WHERE Country='Germany' AND City="Berlin'
See the online help for sample queries and results.

Step 2 - Add database controls to a policy

Create a new compliance policy or edit an existing policy, and add your database controls to the
policy. Tip - Make sure your policy has the database technologies selected in the control.

Step 3 - Launch a compliance scan

Launch a compliance scan on the host running the Sybase database.

You can edit the compliance option profile you'll use for the scan to set the max number of rows
you want the check to return. By default, the max rows we'll return for a Sybase Database Check

1s 256 rows. To lower this limit, select the database control type in the compliance option profile
and pick a new value.
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Database Control Types

These settings apply to user-defined database controls. By default, we'll return up to 256 rows for MS SQL and up to 5000 rows for Oracle. Select either control type to set a different limit.

) Mssql Database Check

Set a limit on the number of rows to be returned per scan for custom MS SQL Database checks (default is 256).
Max rows to return: fimit (1-256)

] Oracle Database Check

Set a limit on the number of rows to be returned per scan for custom Oracle checks (default is 5000).

Max rows to return: limit (1-5000)

() Sybase Database Check

Set a limit on the number of rows to be returned per scan for custom Sybase Database checks (default is 256)

Max rows to retumn: fimit (1-2500)

Step 4 - Return to your policy to set control criteria

Edit your compliance policy using the policy editor to see the actual data returned by your scan.
Select a column and define the expected value. This is how you set the criteria that will
determine pass/fail status for the control.

SAP Adaptive Server Enterprise 16
select name, value from master.dbo.sysconfigures where name = 'config file version’ and value = 1

select name, value from master.dbo.syscenfigures where name = ‘config file version’ and value = 1

[+ Set status to PASS if no data found

Column Filters
Criteria 1
Column name Data-type Operator Operator Criteria Expected Values

ListString ¥ string list ¥ matches v config

Add another column

Test Control

Click "Add another column" to add more criteria. You can add up to 5 criteria, i.e. Criteria 1,
Criteria 2, Criteria 3 and so on.

You can choose AND or OR between each criteria. If you choose AND then both criteria must
match to Pass. If you choose OR then at least one criteria must match to Pass. Click Test Control
to verify the criteria you set. Then save your policy.

Step 5 - Run a report

You'll see PASS or FAIL status in your report like you do with any control. If the columns
returned by the most recent scan are different than previous scans then you'll want to edit your
policy to modify the criteria selected for the control.

Here's a sample report where the expected value matches the actual value, resulting in a status
of Passed.
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(1.1) 8703 Status of the 'Select an appropriate authentication hanism' setting (PAM)(Sybase Passed ser
A

SE 15:5000:LOCALHOS’ )
Instance IS!base ASE ISISDOO:LOCALHOST:masler
Previous Status Passed
Evaluation Date 04/20/2020 at 16:03:30 (GMT)

The 'Select an appropriate authentication mechanism' setting determines which type of authentication, pam, Idap, or
standard security services, will be used for login. As specifying a specific model for authentication provides both the
benefits of each type and can help plan for compensating for the weaknesses as well, this value should be set according fo
the needs of the business.

The following Integer value(s) X indicate the current status of the Select an appropriate authentication mechanism (enable Idap user auth) setting.

Expected  any of the selected values below:
0 (off) - allows only syslogins authentication( 0 )
1 (on) - allows both LDAP and syslogins authentication( 1)
Value not found
Table not found

Actual Last Updated:04/20/2020 at 16:00:34 (GMT)
0 (off) - allows only syslogins authentication (0)

Extended Evidence:
name value
enable Idap user auth 0

(1.1) 8703 Status of the 'Select an appropriate ication ism’ setting (PAM)(Sybase Passed ser
ASE 15:5000:LOCALHOST:model)

Instance Sybase ASE 15:5000:LOCALHOST:model
Previous Status Passed
Evaluation Date 04/20/2020 at 16:03:30 (GMT)

The 'Select an appropriate authentication mechanism' setting determines which type of authentication, pam, Idap, or
standard security services, will be used for login. As specifying a specific model for authentication provides both the
benefits of each type and can help plan for compensating for the weaknesses as well, this value should be set according fo
the needs of the business.

User-Defined Control Support for Mac OS X 10.14 and Mac OS X 10.15

We have extended the User Defined Control (UDC) support for Mac OS X 10.14 and Mac OS X
10.15 for scanner.

Want to create a UDC for Mac OS X
10.14 and Mac OS X 10.15? Go to
Policies > Controls > New > Control >

Q New Control: File/Directory Existence - Google Chrome

) Mac 03 X 10.10

Use this section to create a Mac OS X 10.10 instance of lhis control Unix Control Types and select the
required control types from the list.
() Mac OS X 10.11 Click on the Control Technologies

Use this section to create a Mac OS X 10.11 instance of this control

section to provide a rationale
@ Mac 08 X 10.12 statement and expected value for
Use this section to create a Mac OS X 10.12 instance of this control each technology.

() Mac OS X 10.13 ) ) Note: Mac OS X 10.14 and Mac OS X
Use this section to create a Mac OS X 10.13 instance of this control . .

10.15 is not supported for Directory
Integrity Check.

) Mac OS X 10.14
Use this section to create a Mac OS X 10.14 instance of this control

) Mac OS X 10.15
Use this section to create a Mac OS X 10.15 instance of this control

N—

() Mac OS X 10.9
Use this section to create a Mac OS X 10.9 instance of this control

[ ] Mac OS X 10.x
Use this section to create a Mac OS X 10.x instance of this control

) openSUSE 10.x
Use this section to create a openSUSE 10.x instance of this control
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While creating a new policy, you can select Mac OS X 10.14 and Mac OS X 10.15 from the

Technologies list.

Create a New Policy

[

Search technologies:

Back

Empty Policy: Build your policy from scratch.

Select technologies for your policy. Your selection makes up the global technologies list for the policy and determines which controls can be added to the
policy. Note - You can change the technologies at any time from within the Policy Editor.

Technologies Select at least one technology.

{ 230 technologies
Mac OS X 10.11
Mac OS X 10.12
Mac OS X 10.13
Mac OS X 10.14

Mac OS X 10.9

Mac OS X 10 x

il

Add all shown

Add Al |

REQUIRED

Hiding Scan Parameters in a Report

Now you'll be able to hide scan parameters in your policy report. By default, the report shows
scan parameters. To hide the scan parameters from your report, uncheck the Scan Parameter
check box in the Compliance Policy Report Template. You'll find it under Layout > Sections >

Control while creating or editing your template.

What are the steps?

1) go to PC > Reports > Templates > New > Policy Template and click Layout from left pane.

New Compliance Policy Report Template

General Information
Display

Trending
Frameworks

User Access

Cancel

Sections

Layout

Launch Help  [Z

Report
|| Control Statistics

| Host Statistics
|#| Report Details

Hosts
|| Host Summary

Control
¥/ Rationale

|¥| Evidence
|#| Extended Evidence
¥ Exception

¥ History

Report Title Date
Report Summary

Percentage of Controls Passed per Host

Detailed Results

Host: IP, DNS, NetBIOS Operating System
Technology

Control Pass/Fail
Evidence

Extended Evidence

-

vene.) N

2) Uncheck the Scan
Parameter check box.
You'll find it under
Sections > Control.

3) Click Save to create
the template as per the
configuration.

4) Run the policy report
template you just
created to generate a
policy report where the
scan parameter is
hidden.

Optionally, edit an existing report template and uncheck the Scan Parameter checkbox to hide
the scan parameters from the report.

Qualys Release Notes

15



Sample Reports

Report with default settings Report with the Scan Parameter checkbox unchecked
Scan parameters are displayed in the report. Scan parameters are hidden in the report.
gl oty it sl s bl il s policy report - by host enabled scan parameter - html new - uncheck
Filev View~ Help~
Filev Viewv Help~
Instance: Sybase ASE 15:5004:SYBASE15_31_113:master ~
Previous Status: Failed Previous Status: Failed
Evaluation Date: 04/14/2020 at 16:29:14 (GMT+0530) Evaluation Date: 04/14/2020 at 16:29:14 (GMT+0530)
First Fail Date 04/14/2020 at 16:26:39 (GMT+0530) First Fail Date: 04/14/2020 at 16:26:39 (GMT+0530)
e Cseasl sle e SR Do) Last Fail Date: 04/14/2020 at 16:29:14 (GMT+0530)
First Pass Date N/A : S e
Last Pass Date: N/A First Pass Date: N/A
SELECT @@Uversion AS VERSION Last Pass Date: N/A
s SELECT @@version AS VERSION
SELECT @@version AS VERSION Evidence
Scan Parameters:
DB Query: SELECT @@version AS VERSION SELECT @@version AS VERSION
Expected Any of the selected values below: Expected Any of the selected values below:
Sct statis 1o, PASS ¥ no/data found Set status to PASS if no data found

Remediation Information Available in Import or Export of UDCs

You can now import or export remediation information of your User-Defined Controls (UDC)
using an xml file.

Simply, navigate to Policies > Policies, choose a UDC policy from the list and from the Quick
Actions menu select Export. Choose the export format as XML to view the remediation
information. To import a policy with remediation information using XML file, in the Policies sub-
tab go to New > Policy and select Import from XML File.

</DESCRIPTION=>
</SCAN_PARAMETERS>
<TECHNOLOGIES total="2":>
<TECHNOLOGY>
<ID>176</ID>
<NBME>Mac 03 X 10.14</NAME>
<EVALUATE><CTRL><DP><E>
custom.dir search check.2273122</E><L>0</L><CD>contains</CD><0P>
xre</OP><V><! [CDATA[True] ] »</V></DP></CTRL></EVALUATE>
<RATICNALE><! [CDATA[.*]]>

</RATIONALE>
<REMEDIATION><! [CDATA[test]]>
< /REMED IAT ION>
<DATEPOINT>|
<CARDINALITY>

contains</CARDINALITY>
<OPERATOR>xre</CPERATOR>
<DEFRULT VALUES total="1"=>
<DEFAULT VALUE>
<! [CDATA[True] ] ></DEFAULT VALUE>
</DEFAULT VALUES>
</DATAPOINT>
</TECHNOLOGY>
<TECHNOLOGY>
<ID>232</ID>
<NAME>Mac 05 X 10.15</NAME>
<EVALUATE><CTRL><DE><FE>

IV N N PN B et BT e S et
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Qualys Cloud Platform

New Regions Supported for EC2 Scans

You can launch EC2 scans and scan assets in the newly supported regions. We added support for
three new regions: Hong Kong (Asia Pacific), Stockholm (EU) and Bahrain (Middle East).

The newly supported regions are available when you launch any of the following scans:
- EC2 Vulnerability Scans

- Scheduled EC2 Vulnerability Scans

- EC2 Compliance Scans

- Scheduled EC2 Compliance Scans

- Cloud Perimeter Scans

Example: EC2 vulnerability scan

Go to Scans > Scans > New > EC2 Scan to launch the scan. The newly supported regions are
populated in the Available Regions list.

Launch EC2 Vulnerability Scan

General Information

(Give your scan 3 name, select 3 scan profile (2 default is selected for you with recommended setiings). and choose a scanner from the Scanner Appliance menu for intemal scans, Fvistls.

Titie: Test connector

Opition Profile: * Initizl Options (dafzult) e Select

Processing Pricrity: 0 - Mo Priority v

Target Hosts

Connector: AWS_Connector
Platfiorm: ® EC2-Classic (Sslect=d Region) 0 EC2APC (ANVPCs in Region) 0 EC2APC (Selected WPC)
Availsble Regions: ||

&=z Pacific (Hong Kong -

Aziz Pacfic (Mumzai)
TEV iz Pachic {Osaka-Loczl) Add Tag

[no tags salsctsn) Aziz Pacfic (Seoul)

Include hosts that

Asiz Pacific (Singzpors)
Asia Pacific (Sydney)
| asiz pachic {Tokyo)
Canada (Central)
EU (Frankfurt)
EU (Ireland)
EU (London)

Scan specific Instance | o) rpo oy 1g phase
. o dd U (Stockhalm)
emporarily add agently )
Select this option to add thedfiodle East (Bahrain) ~ already in your subscription. They'll b= added for this scan only.

(- mm Ml
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Azure Key Vault now Supported in Palo Alto Networks Firewall Record

We've now extended the support for Azure Key vault to Palo Alto Networks Firewall
authentication records.

Configure authentication records

Create or edit a Palo Alto Networks Firewall authentication record to retrieve password from the
Azure Key vault using the specified Azure Key vault record.

Provide these settings:

Vault Type - Azure Key

Vault Record - Your vault record.

Azure Key Secret Name - The secret name assigned to the secret stored in the vault.

SSL Verify - Toggle this button to “Yes” to verify the server’s SSL certificate.

New Palo Alto Networks Firewall Record Launch Help

EEITLTLE Authentication
zcr::[::;iljj:tlogin credentials to use for authenticated scanning. You have the option to get the login password from a vault available in your
1Ps Authentication Type: Wault based 2
Comments Username®: adm0ol
Vault Type: Azure Key —
Vault Record®: azure_test? e
Azure Key Secret Name™: key_001
S5L Verify: Select this option to verify that the server's S5L ceriificate is valid and trusted.
Cancel
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Support for ARCON PAM (Privilege Access Management) Vaults

This new vault type can be used to retrieve authentication credentials from a ARCON PAM vault.

What are the steps?

You'll configure ARCON PAM vaults (vault credentials), configure the required authentication
records for one or more authentication types that support the vault (Windows, Unix, Cisco,
Check Point, Greenplum, MS SQL, MySQL, MariaDB, Oracle, MongoDB, PostgreSQL, Sybase and
IBM DB2), and start your scans.

Configure your ARCON PAM Vault

Go to Scans > Authentication > New > Authentication Vaults. Then choose New > Arcon PAM.

T — Launch Help Provide vault credentials

Vault Title URL - The HTTP or HTTPS URL
to access the ARCON PAM

Title: My ARCON PAM Vault Vault.

Vault Credentials SSL Verify - Qualys scanners

Provide information to securely access your CA PAM vault. Wﬂl Vel’ify the SSL Certificate of

Enter the URL to access Arcon PAM web services AP . the web server to make sure

the certificate is valid and
trusted, unless you clear (un-
[example: https:/host.domain] check) the SSL Verlfy OptiOI'l.
You may want to clear this
option to skip SSL verification if
SSL Veriy: 7 the certificate was not issued by
Enter the User Mame that can call web services APL a Weu' kDOWD Certification
authority (CA) or if the

URL: * https://arcon.com

We'll verify that the Arcon PAM certificate is walid and trusted. Clear this option to skip SSL verification

Ysemanme:* 2dm_oo1 certificate is self-signed.
Enter the password to authenticate with the web services AP
_ Username - A username
FPassword: * .
required to access the vault.
Comments

Password - A password required
to access the vault.

Save Cancel

Configure authentication records

The ARCON PAM vault is supported in Windows, Unix, Cisco, Checkpoint Firewall, Pivotal
Greenplum, MS SQL, MySQL, MariaDB, Oracle, MongoDB, PostgreSQL, Sybase and IBM DB2
authentication Windows, Unix and Cisco authentication records. Currently, ARCON PAM vault
supports: 1) retrieval of password for all the authentication records that supports the vault and
2) retrieval of private key only for Unix authentication record.
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Here's a sample Windows record with the vault selected.

New Windows Record Launch Help

Provide these settings:

Domain name: *

Login

synisx: DOMAINT

Record Title Login Ci
Login Credentials 14 Windows Authentication
IPs O Local
‘Comments. ® Domain
Domain type: NetBIOS, User-Selected IPs v

© Basic authentication

® Authentication Vault

Use the basic login credential or choose to use authentication vault for authenticated scanning.

Vault Service Type: *

App Check Point

User Name: * user_vault
Vault Type: Arcon PAM M
Vault Tile: * My ARCON PAM Vault ‘i Select

v

Choose Authentication Protocols
We'll attempt authentication to target hosts using the autheniicalion protocols you select below, in the order listed.

[ Kerberos

Microsoft Windows 2019 Active Directory Support

We've extended our support for Windows authentication to include
Windows 2019 Active Directory. You'll need a Windows record to
authenticate to the Windows 2019 Active Directory, and scan it for

compliance.

How do | get started?

Go to Scans > Authentication, and choose New > Windows Record.

Policies and Controls

You'll see Windows 2019 Active Directory in the technologies list when

creating a new policy.

Create a New Policy

Empty Policy: Build your policy from scratch.

policy. Note - You can change the technologies at any time from within the Palicy Editor.

Technologies  Selsct at least one tachnology.

Search technologies | | v

| 231 technologies Add all shown
Windows 2012 R1/R2 Active Directory
Windows 2012 Server
Windows 2016 Active Directory
Windows 2016 Server
Windows 2019 Server

Windows 7.

Back

Select technologies for your policy. Your selection makes up the global technologies list for the policy and determines which controls can be added to the

AddAll | R

Vault Type - Arcon PAM
Vault Title - Your vault record
Vault Service Type

Service type that will be used for
authenticating to the vault and
launching the scan on the host.
Select a vault service type from the
drop-down.

| New w ‘

Unix Record..

Oracle Record...

Oracle Listener Record...

SNMP Record...

MS SQL Record. .

Cisco Record...

IBM DB2 Record..

VMware ESXi Record. .

|| MySQL Record

MariaDB Record...

InformixDB Record...

Sybase Record...

Checkpoint Firewall...

PostgreSQL Record. ..

Pivotal Greenplum Record...

Palo Alto Networks Firewall Record...
fEauRED MongoDB Record...

Application Records. ..

Oracle System Record Template...

Authentication Vaults

vCenter Mapping

Download. ..
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Search Controls

You'll see Windows 2019 Active Directory when searching controls by technologies.

ClDs: =

Exampie1072,1071,1081 (up to 20)
Text:

Status: Deprecated

YT T T By
Windows 2016 Server
Windows 2019 Active Directory |

Technologies: )
=
) Windows 2019 Server
[~
=

Windows 7
1 Windows 8 i

Frameworks: |} ANSSI 40 Essential Measures for a Healthy Network Ver 1.0 =

() APRA Prudential Practice Guide (PPG): CPG 234 - Manage!
) cCiList1
() CIS - Apache HTTP Server 2.2 Benchmark v3.4.0 (09-23-20 +

‘ »

Framework ID:

Sample Reports

You'll see Windows 2019 Active Directory instances in Authentication reports and Policy reports.

Results
active directory 2019
HOST ‘NEIWCRK HOST TECHNOLOGY INSTANCE STATUS CAUSE 0os LAST AUTH LAST SUCCESS
Global Default Windows 2019 Server Passed - Windows  03/04/2020  03/04/2020
(win2019.pcdemo.  Network Server 2019
local, WIN2019) Standard 64
Global Default Windows 2019 Active Active Directory 2019 Passed - Windows  03/04/2020  03/04/2020
(win2019.podemo. twork Directory Server 2018
local, WIN2019) Standard 64
bit Edition AD
HOST ‘NE'WMK HOST TECHNOLOGY INSTANCE STATUS CAUSE EDS .LASTAI."'H LAST SUCCESS
(win19. Global Default Windows 2019 Active Active Directory 2019 Passed - Windows  03/04/2020  03/04/2020
pogdemo.local, Network Directory Server 2018
WIN19) Standard 64
bit Edition AD

Totat 2

Passed 2

Faied: o

Ermor; 0

Approved Exceptions: 0

Pending Exceptions. o

Control references. associated with this control.
Windows 2019 Active Directory

10.115.98.123 local, -
instance 42019

os Windows Server 2018 Standard &4 bit Edibon AD

Last Scan Date:  D3/042020 at 16:36.28 (GMT+0530)

Netwark. Gicbal Delaull Network

Tracking Method. ©

Quys Host 10

Aaset Tage
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Report Changes to Show Instance IDs in Scan Results/Scan Status

We made the following changes to show scanned instance IDs, when applicable.

e We removed “FQDN” from the Report Summary section in Scan Results and Scan Status
for these scan types: EC2 Scans, EC2 CertView Scans, Cloud Perimeter Scans. FQDNs are

not included in the scan target for these scan types. This change applies to all report
formats (HTML, PDF, CSV, etc).

e We replaced “IPs” with “Instance IDs” in the Report Summary section for EC2 CertView
Scans and will show the target instance IDs for the scan.

e We replaced “DNS” with “Instance IDs” in various sections throughout Scan Results for
EC2 CertView Scans, for example in the Detailed Results section and Appendix section.

Sample Scan Results showing Instance IDs

File~ Views Helpr

Report Summary
Launch Date:
Active Hosts

Total Hosts:

Type:

Status:

Reference:

Scanner Appliances
Duration
Authentication

05/14/2020 at 05:20:20 (GMT-0700)

3

3

Scheduled

Finished

5can/1589458820.17392

EC2_Scanner (Scanner 11.0.28-1, Vulnerabilty Signatures 2.4.893-1)
00:04:29

Unix/Cisco/Checkpoint Firewall authentication was successful for 3 hosts

Title: CLOUD CERTVIEW SCAN

Network: Global Default Network

Asset Groups: -

Instance IDs: 1-0082ba5efBbddbes9, -02ee5110167dd619d, 1-00197d499194€9588 )
Excluded 1Ps”

Filew Viewv Helpv

~ Appendix

Hosts Scanned

Successfully Scanned Hosts (Instance IDs)
i-02ee51f0167dd619d, i-00: ,i-00197d.

D

for these hosts (3)

Unix/Cisco/Cl

Instance os:
10.90.1.202. 10.90.264, 10.902.76

int Firewall tion was

Instance IDs in Scan Results in CSV format

You'll notice that the IPs column has changed to Instance IDs when you download EC2 CertView

Scan Results in CSV format from the UL

Al - fe | Scan Results v
A B L c | D | E | F | G [ J K L M N o -

1 |Scan Results _|05/14/2020 at 14:07:57 (GMT-0700)

2 |Qualys 919 E Hillsdale Blvd Foster City California United State: 94404

3 |Patrick Slimmer quays_xt49 Manager

4|

5 |Launch Date  Active Hosts Total Hosts Type Status Reference  Scanner ApplDuration Scan Title Asset Group’s Instance IDs Excluded | Option PrcNetwork Tags

6 05/14/2020atC 3 3 Scheduled  No vulns fiscan/158945EC2_Scanner  0:04:29 CLOUD CERTVIEW SCAN i-0082ba5ef8bddbe69, i-02ee51f0167d Auth Profi Global DeiTags are unavai

7

8 |IP DNs NetBIOS  OS IP Status  QID Title Type Severity Port Protocol FQDN SSL CVEID Vendor ReBugt

9
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Issues Addressed

Fixed an issue where authentication record details were not loading on the Scans >
Authentication tab.

We fixed a report issue where QID 19129 “Oracle Authentication Method” only appeared in a
report once even though authentication was successful on multiple Oracle database
instances. This occurred when the user applied a search list to the report template.

Fixed an issue where the Remote Discovery icon was incorrectly displayed for QID 91534 and
QID 91563 in the Vulnerability KnowledgeBase even though these QIDs are detected by
authenticated scans. Now you'll see the Multiple Authentication Types Discovery icon for
these QIDs.

Fixed an issue where there was a system created authentication record for a single IP, single
instance. The instance was stopped in a subsequent scan and another single instance was
started. In this case we did not remove the IP from the first authentication record.

We fixed an issue where date filters in different areas of the Ul, such as Control View tab and
Authentication tab, showed an invalid validation error message in the Ul even though the
date filter was working.

Fixed an issue on the PC > Reports > Control View tab where pagination was not working
when the Last Scan Date filter was used to filter the results.

Fixed an issue where the Vulnerability Search List Information page was missing some report
templates associated with the search list. Now this is fixed so all report templates that use
the search list are listed.

Fixed an issue where the Map Scan Canceled email notification showed the variable
{friendlyName} in the email body instead of the actual scanner appliance name. The email
subject line did show the correct scanner appliance name.

Fixed an issue in the Compliance Report where the total control count shown in the Host
Statistics section was incorrect because disabled controls were not filtered out. Now only
active controls are counted when calculating the total control count.

We fixed an issue where there was a discrepancy in the results from the Test Control /
Evaluate option in the Policy Editor and results shown in Policy Compliance reports. Now
we'll display actual values when you evaluate controls in the Policy Editor.

We fixed an issue where the compliance option profile in Edit mode no longer showed the
restricted policies under Scan by Policy for accounts with SCA only.

We made a fix when evaluating the actual value for a control when the value includes a
single quote.

For accounts set to Japanese language there was an issue that we fixed where the QID title
and description was not appearing in Japanese after the 10.0 release.

For accounts upgraded to VMDR you can now pick Prioritization as your home page. Just log
in and choose Home Page under your account name to make your home page selection.

We fixed an issue where PC scans were finished but the results were not processing. The
issue was related to instance strings in the results that were greater than 320 characters.
Now we allow for larger instance strings.

Fixed a small Ul issue where the “Confirm” tab on the left side of the confirmation screen
when scheduling EC2 scans was not highlighted in blue. Now it will be highlighted.

Fixed an issue where customers saw degraded performance for the Compliance Posture API.
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e Fixed an issue where certain API calls returned the wrong HTTP status code for the API
response error.

e We fixed an issue where the Host List Detection API list output was not showing EC2
instance ID for EC2 assets under EC2 metadata. Now we are showing this information in the
API output for host assets that have EC2 instance ID.

e We fixed an issue where the wrong tracking method was shown for OCA tracked assets in
the XML output for Host List API. Now the tracking method "OCA" is shown for these assets.

e We fixed an issue in the Activity Log API output in CSV format caused by null values. Now
when there is a null value we’ll show N/A in the cell so that it's not empty.

e Fixed a DTD validation issue for Dynamic Search List API when show_report_templates or
show_remediation_policies were set to O in the API request.

e Corrected an API sample in the Qualys (VM, PC) API User Guide for “View Scanner Appliance
with VLANSs, Static Routes” where the API sample request was missing "X-Requested-With:
Curl" -X "GET".

e Corrected an error in the Qualys (VM, PC) API User Guide for Scheduled Reports List API
where the wrong values were shown for the is_active input parameter. Valid values are 0,1.

e Updated the VM option profile help to include more information on excluding QIDs and why
you may still see scan traffic for QIDs that were excluded.

e Updated the VM option profile help to include a new FAQ item that explains why you may
see traffic on ports that are not in your list of ports to scan.

e Added a new document for Microsoft Exchange Server Scan User Privileges and
Configurations.

e Added a new document for NetScaler Authentication which outlines the privileges needed
for both vulnerability scans and compliance scans.

e Updated the PC help to better explain the different dates you'll see in PC reports - Last
updated date, Evaluation date and Policy last evaluated date.

e Updated the Vulnerability Information help to list the conditions that result in the Change
Log section being updated.

e Updated Windows authentication help & documentation to include Windows Server 2016.

e Updated Windows authentication help to emphasize that if you select “Active Directory” or
“NetBIOS, Service-Selected IPs” on the Login Credentials tab in your Windows record that the
IPs tab will be disabled because you do not add IPs to records with these domain types.

e Updated the online help for HashiCorp authentication to state that you must store the secret
in the KV (Key-Value) secret engine version 2 as we do not support secret engine version 1.

e Policy compliance reports will now include the current date (date the report is generated)
when the template has the release timeframe filter “Within the last N days|weeksjmonths”
enabled.
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