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Qualys Cloud Agent Windows 1.6.2

We’re excited to tell you about new features, platform coverage changes, improvements, and bug fixes in
the Cloud Agent Windows 1.6.2 release, including changes introduced in the 1.6.1 release. These updates
are specific to the agent binary. Platform updates for new features and fixes of management, syncing,
tagging, and reporting capabilities of Cloud Agents are documented in the Platform and QWEB release
notes.

Cloud Agent

New Features

No new features in this release.

Enhancements

e Uninstaller application is now digitally signed.

Behavior Changes

e First install behavior now provisions, download config file, download manifests, and executes
initial inventory scan in sequence without waiting on agent status interval between actions
reducing initial inventory scan to 4 minutes (on average) after installation from 1.5 hours in the
previous version.

Platform Coverage Support (Operating Systems)

No platform coverage changes in this release.

Fixed Defects

The following known reported and notable issues have been fixed in this release:

ID Description

CRM-31668 | Fixed an issue where agent appears to stall during scan
CRM-30710
CRM-29948
CRM-29266
CRM-27477
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CRM-31573 | Updates to Policy Compliance CID accuracy

CRM-30334

CRM-29099

CRM-30710 | Fixed an issue where agent stops communicating with platform after manifest
download

CRM-30375 | Fixed an issue where agent gets reprovisioned when installed in AWS EC2 or Azure

CRM-30211 | cloud providers leading to duplicate agent UUIDs in the platform

CRM-29841

CRM-30163 | Fixed an issue via manifest change where WMI query for
Win32_QuickFixEngineering times out on older Windows versions

CRM-28983 | Changed share mode for CreateFile for cases with ASP.NET Temporary files

CRM-28971 | Version 1.5.6 agents do not upgrade to 1.6.0 in some cases

CRM-27702 | Fixed an case where an agent scan failed due to an access violation

CRM-30945 | Fixed an issue where agent is stuck in an upload loop if the changelist.db file is deleted

CRM-27423 | by an external process

CRM-29948 | Fixed an issue with profile corruption in the registry on Windows 2008 R2 Servers

CRM-25794

CRM-28618 | Uninstall.exe is now signed

Known Limitations and Workarounds

The following new known limitations are opened in this release:

ID Description
CRM-30107 | FN QID 91229 due to Microsoft API returning invalid results; working with the vendor
to verify
CRM-28626 | If the disk of the machine is full, the sequence number is not saved to the local
configuration file resulting in duplicate agent UUIDs
CRM-28298 | Policy Compliance CID security descriptor returned by agent is different thus failing

the control in Agent tracking
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