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We’re excited to tell you about new features, improvements, platform coverage changes, and fixes in 
this Cloud Agent release. These updates are specific to the agent binary.  Platform updates for new 
features and fixes of management, syncing, tagging, and reporting capabilities of Cloud Agents are 
documented in the Cloud Platform and Cloud Suite release notes. 

New Features 

• Context Extended Detection and Response (XDR) is supported for the Cloud Agent on the 
following platforms: 

o Red Hat Enterprise Linux 6.x, 7.x, and 8.x 
o CentOS 6.x, 7.x, and 8.x 

• For Patch Management (PM) 1.7.0.0 module: 
o Support for the Cloud Agent on the following platforms: 

 Ubuntu 18.04 LTS, 20.04 LTS, and 21.10 
 Debian 9.x, 10.x, and 11.x 

o Support for telemetry data and interim results 

Enhancements 

There are no enhancements in this release.  

Behavior Changes 

• Agent Scan Merge 
o Added support to run agentid service as a non-root user regardless of the UseSudo 

value. This is applicable only when User=option is configured.  
o If you are using custom port numbers lower than 1024 for scan-merge service, update 

to a higher port number. If you are using the default ports, no change is required.  

Fixed Defects  

The following reported and notable issues have been fixed in this release.  

Known Limitations and Workarounds  

• Proxy user name and password is getting displayed in the Cloud agent log files.  

ID  Description 

LXAG-11693 

Fixed an issue where qualys-edr memory consumption displayed an increasing trend 
after read event rules were added. 

LXAG-11842 Fixed an issue where scan could not be launched if the agent is configured with Sudo 
user and customized sudoCommand="sudo sh". 

CRM-88621 Fixed an issue where the agent was not following hierarchy while sending third-party 
data for Azure and no findings were displayed in Azure . 

https://jira.intranet.qualys.com/browse/LXAG-11693
https://jira.intranet.qualys.com/browse/LXAG-11842
https://jira.intranet.qualys.com/browse/CRM-88621
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