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February 2022 (Updated March 2022)

We're excited to tell you about new features, improvements, platform coverage changes, and fixes in

this Cloud Agent

release. These updates are specific to the agent binary. Platform updates for new

features and fixes of management, syncing, tagging, and reporting capabilities of Cloud Agents are
documented in the Cloud Platform and Cloud Suite release notes.

New Features

e PatchM

anagement (PM) module is supported for the Cloud Agent on the following platforms:

o Oracle Enterprise Linux (OEL) 6.x, 7.x, and 8.x
o Amazon Linux 2015.09 through 2018.03
o Amazon Linux 2 2017.03 through 2.0.2021

Enhancements

With this release, the agent performs a Vulnerability Scan immediately after patching.

Behavior Changes

There are no behavior changes in this release.

Platform Coverage Support (Operating Systems)

e Almalinux 8.3, 8.4,and 8.5

Fixed Defects

The following reported and notable issues have been fixed in this release.

ID Description
LXAG-10934 | We fixed an issue where ‘rpm -V’ command was changing permissions and adding an
extra line with ‘.M....... /usr/local/qualys/cloud-agent/bin/fim-audisp-plugin’ content.
LXAG-10883 | Fixed an issue where the Linux x64 installer was having support for all architecture and

it was leading to discrepancies while installing such agents. With the fix, the Linux x64
installer is made architecture specific. For example, If you're on Linux ARM, you won’t
be able to install Linux x64 agent.

Known Limitat

ions and Workarounds

e FIM/EDR events not getting parsed successfully on the Oracle Enterprise Linux 7.5
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