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We're excited to tell you about new features, platform coverage changes, improvements, and bug fixes
in this Cloud Agent release. These updates are specific to the agent binary. Qualys Platform backend, Ul,
and API updates for new features and fixes of management and reporting capabilities of Cloud Agents
are documented in the Cloud Suite release notes and may be released on a separate schedule.

Cloud Agent

New Features

The following new features are available in this release:

e Support for Policy Compliance User Defined Controls (UDCs). When configured in the Policy
Compliance module, Cloud Agents with Policy Compliance enabled will run the appropriate Unix
User Defined Controls.

e Support for encrypted proxy username and password in proxy configuration files. See the Cloud
Agent Linux Installation Guide for information on how to use this feature.

e Added support for proxy configuration in /etc/sysconfig/qualy-cloud-agent file

Enhancements

The following enhancements are available in this release:

e Updates and changes to libraries utilized by the Cloud Agent as follows:
o OpenSSL bundled library upgraded

Curl bundled library upgraded

Lua bundled library upgraded

SQLite bundled library upgraded

POCO bundled library upgraded
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Behavior Changes

The following behavior changes are present in this release:

e Agent installer package changed to BFF from RPM. See the Cloud Agent Unix Install Guide for
instructions.
o AIX Cloud Agents installed with RPM package will be automatically upgraded to BFF
package format during version upgrade.
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Platform Coverage Support (Operating Systems)

No new platforms are supported in this release.

Fixed Defects

The following known reported and notable issues have been fixed in this release:

ID Description

LXAG-1632 | Fixed permission issue for qualys-cloud-agent.conf in /etc/opt/qualys/cloud-agent

Known Limitations and Workarounds

The following notable known limitations are open in this release:

ID Description
CRM-45943 | Agent generates an error trying to detect OS version on certain AlIX 6100-09-10
releases
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