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Here’'s what's new in features and improvements in Qualys Certificate View 2.8.3!

Qualys Certificate View Platform

View Host-Related Information

View Reason for Archiving the Certificate

New Query Format for Tokens

New Tokens for Certificate and Asset Tabs
Removal of Import Data Link from Get Started Page

API Features and Enhancements

Qualys Certificate View 2.8.3 brings you many more
improvements and updates! Learn more
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Qualys Certificate View Platform

View Host-Related Information

We have now enhanced the Hosts page to improve user experience and reduce complexity in
accessing the host details. Now, the certificate details include/displays details of hosts and host
instances.

Navigate to Certificate > Monitored tab, and select the required certificate, and click View
Details from the Quick Actions menu. Click the Hosts sub-tab to view the host and host
instance-related details.
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View Reason for Archiving the Certificate

We have now enhanced the certificate archival process. You can easily view the reason for the
archival of a certificate. Once you archive the certificate, the certificate moves to the Archived
tab.

Go to Certificates > Monitored tab, select a required certificated, and click Archive from the
Quick Actions menu.

You can now see the certificate in the Archived tab with the reason for the archival displayed.
Note: Archiving a certificate detaches the instances and assets that the certificate was found on.
Rescan the asset after restoring the certificate to view the details on dashboards, reports or
alerts.
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New Query Format for Tokens

For better performance and improvement in nested queries, we have refined the search token
format. This new query returns the result with accurate data.

For example, if you want to view the certificate with asset name serverl.

In the new query format, the query is asset:(name:server1)

In the old query format, the query is an asset.name:serverl

New Tokens for Certificate and Asset Tabs

We have introduced the following new search tokens to enhance your search results for
certificates.

Certificates Tab

certificate:(approved)- This token helps you find certificates from approved Certificate
Authorities (CAs).

certificate:(approved: true)

This token shows certificates that have approval status true from approved CAs
certificate:(issuerCategory)- This token helps you find certificates based on category.
certificate:(issuerCategory: DigiCert SHA2 Extended Validation Server CA)

This token shows DigiCert SHA2 Extended Validation Server CA certificates.

Assets Tab

certificate:(isRenewable)- This token helps you find assets with certificates that can only
be renewed with Qualys.

certificate:(isRenewable: true)

This token shows assets with certificates that are renewable with Qualys.
certificate:(validFrom)- This token helps you find assets with valid certificates. You can
use date or date range in the query.

certificate:(validFrom: [2018-06-15 ... 2018-06-30])

This token shows certificates that are valid between these dates.

certificate:(validTo)- This token helps you find assets with the certificates nearing
expiration. You can use date or date range in the query.

certificate:(validTo: [2018-06-15 ... 2018-06-30])

This token shows certificates that are expiring within these dates.

Removal of Import Data Link from Get Started Page

We have removed the link from Get Started page. Earlier, the link was used to import the
certificate data for your assets from the VM/VMDR account. The use of this feature is coming to
an end; it is deprecated and is unavailable from this release.

API Features and Enhancements

Qualys Certificate View Release Notes

We have updated the limit on page size to 200 for better performance in List CertView
Certificate APL

We have updated the Certificate Asset API to view all assets of a specific certificate. Use
this API to fetch data of a specific certificate. You can also use this API for a certificate
with more than 1000 assets. For detailed information, refer to API Release Note.

w


https://www.qualys.com/docs/release-notes/qualys-certificate-view-2.8.3-api-release-notes.pdf

Issues Addressed

With this release, we have done multiple enhancements for performance improvement.
e We fixed an issue where an error occurred during loading certificate information due to a
vast number of asset instances.

e We fixed an issue where there was a mismatch in the number of expired certificates
between queries at the dashboard and generated reports due to an asset tag.
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