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Qualys Certificate View API gives you many ways to integrate your programs and API calls
with Qualys capabilities.

What’s New
Import Leaf Certificates

Qualys APl URL

The Qualys API URL you should use for API requests depends on the Qualys platform
where your account is located.

Click here to identify your Qualys platform and get the API URL

This documentation uses the API server URL for Qualys US Platform 1
(https://qualysapi.qualys.com) in sample API requests. If you're on another platform,
please replace this URL with the appropriate server URL for your account.
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Import Leaf Certificates

You can now import leaf certificates using the Import Leaf API You can either import a
single leaf certificate, or you can import a text file containing multiple leaf certificates in

valid X509 format.

APIs affected /certview/rest/public/v1l/certificates/import/leaf
Method POST
New or Updated APIs New

Input Parameters
Input parameter for this API

file (string) (Required) import a single leaf certificate, or a text file

containing multiple leaf certificates in valid X509 format.
Supported leaf certificate file formats:
[.pem, .cer, .der, .crt]

Sample to Import Leaf Certificate
API request:

curl -X POST
http://gateway.qgl.apps.qualys.com/certview/vl/certificates/import/leaf -
H "accept: */*" -H "Authorization: Bearer
eyJhbPciOiJIUzUxMiIsInR5cCI6IkpXVCJ9.eyJzdWIiOiIxdWF5¢c195dzczIiwibG9naWsbs
ZXNwb85zZSI6I1NVQONFUINGVUWiLCIhdXRoZW50aWNhdG1vbkRhdGUi0O1sxNjIOMjU40TMyX
Swic3VjY2Vzc2Z1lbEF1dGhlbnRpY2F0aWOuSGFuZGxlcnMiOlsiQXV0aFhhbmRsZXIiXSwiaX
NzIjoicWFzIiwiaXBBZGRyZXNzIjoiMTAUMC4yMDMuMTkzIiwicGIydGFsVXNlcklkIjoyMzY
ONDAwWNzksInVzZXJ0eXB1IjoiZm8iLCJ1c2VyUGVybWlzc21vbnMiOnsiQ00i0lsxXSwiQ1lMi
01szXSwiSVRBTSI6WzNALCIJHTEICQUwi01lsxMVOsIINFTSI6WzNdLCIBRELIJTiI6WzEYN10sT
kKNMT1VEVk1FVyI6oWzMxXSwiQOVSVFZJRVci01s2M10sI1FHUyI6WzNdALCIBULINEFVEINQUSBRO
VNRUSUIjpbQTESMVOsI1BNIjpbLTE3LCOzZNSWwXxMTFALCIDQSI6WyOxLCOxXxLDAdLCIJUSFJIFQVR
fUFJPVEVDVCI6WzNdEfSwicXd1lY1VzZXJJZCI6M]jc4MDgxQZJjcmVkZWS50aWFsVHIWZSIGI1EV
c2VybmFtZVBhc3N3b3JkQ3J1Z2GVudGlhbCIsImF1Z2CI6InGhecyIlsImlvZHVsSZXNBbGxvd2VkI
JpbIkFTUOVUIE1IOVkKVOVEOSWSIsIkVDMiIsIktCWCIsI1JFUE9SVCBDRUSURVIiILCJBRELIJTL
ISIkNFUIRWSUVXTIiwiUVAFQl9WTSIsIKkNPTIRJIT1VPVVMgTU9OSVRPUkIORyIsIkZSRUUgQUd
FT1QiLCJTRUNVUkKVDTO5GSUCiLCIWTSIsIkFTUOVUX01BTkFHRUIFT1QiLCIDTE9VRFZJRVC
LCJHTE9CQUxfQU1fQ01EQI19TWUSDIiwiUEQOiLCJIQT1JUQUwgVEFHRO1ORyIsI1NDQU4gQlkgS
E9TVESBTUUiLCJTRUOLILCIDTOS5UQUIORVIfUOVDVVIJVFkiLCIJRRIMILCITQOF£QUAFT1QiLC
JWTEFOIiwiVkOgQUAFS1QiLCIJIJVEFNIiwiUENJIiwiVEhSRUFUIFBSTIRFQIQiLCJUSEFJFQVR
fUFJPVEVDVCIsI1ZJUIRVQUwgUONBTkSFUIISsIkFQSSIsIKNBIiwiQOVSVEFOWSUVXIiwiQ001
LCJIDUyISI1ZNIFNDQUS0ORVIiXSwiYZV0aGVudGljYXRpb25NZXRob2Qi0iJBRAXROSGFUZGx1c
1IsImN1c3RvbWVYSWQi0jc3MzQ0Mywic2Vzc2lvbkV4cGlyYXRpb24i0iI2MCIsInVzZXJIVAW
1kIi0iNTJIMDBhYzUtOGMxYylkZWIwLTgyNzgtZWNkODg5ZjUwMTImIiwic3Vic2NyaXB0aWw9
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xX3uVXVpZCI6ImI1ZTd1YTI1ILWQO2MIQtYzg3MCO4MDY3LTMzM2I2NGNFJOWY3NSIsIml zVGAORX
hwaXJ1ZCI6InRydWUiLCJqd3RFeHBpcnlNaW51dGUiOiIyNDAILCIzdWJIzY3JpcHRpb25JZCI
6MzI00DKOLCJ1eHAIOJE2MjQyNzMzMzIsIm1hdCI6MTYyNDI10DkzMiwianRpIjoiVEAULTI1
ODgwLUI1HYk9WcilwMkNVYUwSWTg4b3Q5RHIDczhON1i0tZnVyNzg4MGltNkFodlZMMGlobzdBZ
kpQTmt 6aEhhUmN4 LWxTODQt cWFzLTcONmMRKNGZKkNmQtcmQ3Z22Mi£fQ.GwNScES5f]) LYSCAKTWqg
ugQyp2iBSQOJouNSw gRUSuZUF3I8mrI9MzVOecDBNgs8CrFavh8WaXBAkSIPJKWgBIw" -H
"Content-Type: multipart/form-data" -F file=Q@Test.pem; type=

Response:
{

"certificatesResponses": [
{

"rawData":"-—---- BEGIN CERTIFICATE-----
\nMIIC4DPPAcigAwIBAgIQdoze/x18h9INNAOGzBKDixTANBgkghkiGIwOBAQUFADAZ \nMRCWF
QYDVABCDw4yazhyMmNwLTYOLTEzZNTAeFwOyMTAIMjAyMzAOMzNaFwIyMTEx \nMTkyMzAOMzNa
MBkxFzAVBgNVBAMTD]) JrOHIyY3AtNjUtMTMIMIIBIjANBgkghkiG\n9w0OBAQEFAAOCAQ8AMII
BCgKCAQEASwWNGZ30GnkEALIr fRbtWyXwiZrjdpxVm+jyoy\nu+QkASmIvimUeZIaseRGRag4tD
crRVulJijr/gKmWyoF7b8Y5gxTesvvMYIvdSS1\ngkTROVVBrQROpEU]355AMWYRN+vvOLINnY
4IgwazjXplbfFjJ3tKAdU83W60IXthU2\ncv/PstC4Wmk2P90fa2z+0DAx92wviWged SeKmhaon
1COCXmNYbM4EhF/5TPv96LA/\nnKL]jYO31gbNRRAhDDMN4E3V107hbe6m+CII4gs2IBnmoli/
WSLDdafbpE+I7qUNS5\nPUCE/OPVECIsLnMrogXIDof82dFZbdkDTWKgJRQtduzTgjlZ2wIDAQ
ABoyQwIJAT\nBgNVHSUEDDAKBggrBgEFBQcDATALBgNVHQ8EBAMCBDAWDQYJKoZIThvcNAQEFB
QAD\nggEBAEQgfmFrlzAQq05JGorHZB/v8HTMm6A0fd0SRIImIn7/9£fN154rjJ9AYIULNr\nYr
dkm/8isezbzBuX+thN/i8hXFjySzkRAKXRGaoQ1MS/wKrK1EatSRrTyzDCz0Nc\nyeQrgCBOa
+U0g0XcYg/OcARWVDZ10OWtyt5P8Z50sJhivxgYmCgacKVEQ/4LpAc8k\nvNHs4BM190D2eiWi
ONS5MXOCVHdpTpDnmNQp ImRcNgROGVSHNNS5hCfW/8UpepsL+\n4 LULNwTPFeelxpUZ2U+9z01
BpFxu3kbhG7BWgSpwUfktSPmKz/M74TJYtm4KzAHS\nE+02A9ryzW4ANRIheQ8zCyCDV740=\n
————— END CERTIFICATE-----",

"status":"IMPORTED",

"message" :"IMPORTED",

"name" :"Test",

"errorCode":0

1,
"statusCode":201,

"message":"Successfully imported 1 certificate(s). "
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