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Here’s what’s new in Qualys Custom Assessment and Remediation 1.6! 
 
Integration with GitHub for Script Creation 
Ability to Re-run Script Jobs  
All or Any Tags in Script Execution 
New Public APIs 
 
 
 
Custom Assessment and Remediation 1.6 brings you some improvements and updates! Learn 
more 
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New Features 

Integration with GitHub for Script Creation 

With this release, CAR integrates with GitHub for an enhanced script creation workflow. 
Apart from the options to manually enter or select scripts from your local drives, CAR now 
includes a new option to leverage the public and private repositories in GitHub. 

When you create a script, you can select the option to import a script from GitHub, specify 
whether you want to import from a private repository or a public repository, and then 
provide the link to the GitHub repository from which to import the script. 

Note: You must provide an access token if you choose a private repository. It is 
recommended that you provide an access token that has no expiration limit. 

 

You can also choose to auto-sync with GitHub, which syncs your scripts automatically with 
the specified GitHub repository every four hours. Thus, in case of any change that’s made in 
the CAR scripts in GitHub, your scripts are automatically updated on the Qualys platform. 

Alternatively, you can also choose to manually initiate a sync with GitHub as per your 
requirement.  

The API Rate limit is 60 requests per hour if you use API calls for public GitHub repositories 
(configured without access token) and 5000 per hour for private GitHub repositories 
(configured with access token). These rate limits are as per the GitHub API documentation. 

For more information, refer to Resources in the REST API. 

Ability to Re-run Script Jobs  

You can now re-run script jobs that have already been executed on assets. This new 
capability enables you to re-assess your assets after making necessary changes in a script. 
When you re-run a job, the script is run on all the assets that are included in the previously 
run jobs. 

https://docs.github.com/en/rest/overview/resources-in-the-rest-api?apiVersion=2022-11-28


 
 

Qualys CAR 1.6 Release Notes         3 

 

 
 
You also have the option to run the script only on the assets on which the script job failed. 
This option is available only if the script fails on some or all of the assets. 

All or Any Tags for Script Execution 

This release enables you to choose any or all the asset tags for script execution to define the 
scope of your script. 
 

 
 
If you select All, the script is executed on the hosts that are included in all of the selected 
tags. Whereas if you select Any, the script is executed on the hosts that are included in 
any one of the selected tags.  
 
Example: You want to run a script and you have selected the asset tags T1, T2, and T3 to 
define the scope of the script execution. If you select Any, the script runs on the hosts 
that are a part of any of the tags –T1, or T2, or T3. If you select All, the script runs only on 
those hosts that are included in all of the selected tags – T1, T2, and T3. 

New Public APIs 

This release adds the following new public APIs: 
• Count number of scripts 
• Count number of jobs 
• Count number of asset jobs 
• Count number of schedules 
• Count number of assets 
• Fetch jobs by script name or script ID 
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• Fetch asset jobs details for a given job name or job ID 
 
Refer to the CAR API Release Notes for more information. 

Known Issue 

CAR does not support UTF-16 character set. The probability of such characters being in 
executable code is less. It is recommended that you do not use special characters that are 
beyond UTF-8 character range. 

Issues Addressed 

• Earlier, CAR APIs could fetch less than 10,000 (9999 jobs or asset jobs) per page. 
Starting this release, you can use the ‘searchAfter’ parameter in order to fetch more 
than 10,000 records of assets, jobs, and asset jobs.  

For this parameter to function accurately, use the ‘sort’ parameter to sort assets, 
script jobs, or asset jobs by using a filter that has unique values such as ID or name. 
Each asset/job/asset job is returned with an identifier called ‘sortValue’. In the 
subsequent API request, to fetch records beyond the current page size, provide the 
sortValue of an asset, job, or asset job to the searchAfter parameter to fetch records 
after the specific ID.  

The ‘searchAfter’ parameter is supported for the following APIs:  

o sm/v2/jobs/search  

o sm/v2/assetjobs/search  

o sm/v1/assets/search  

 
To understand this better, let’s consider this example:  

You have 15000 jobs in your account. The first API request will only return 9999 jobs. 
To get jobs beyond 9999, in a subsequent API request, provide the sortValue of the 
9999th job in the searchAfter parameter. The second API request will fetch the 
remaining job starting from the 10000th job.  

For better performance, it is recommended that you use smaller page sizes of 1000 to 
2000 records. 

 
• Downloading an asset job report from the asset jobs page used to fail with the 

"Gateway Timeout error" message. This issue has been fixed and now the correct 
asset job details are fetched when a report is downloaded for asset jobs. 

https://www.qualys.com/docs/release-notes/qualys-car-api-1.6-release-notes.pdf
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