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Configure Rule-Based Alerts for Events and Incidents

You can now configure FIM to monitor critical events/incidents based on the conditions
specified in a rule and send you alert messages by a specified messaging system if
events/incidents matching the condition is found. The alert message will have the
events/incidents details. For FIM to send alerts, you need to first configure a rule action to
specify what action to be taken when events matching a condition is detected. FIM will use
the rule action settings to send you the alerts. Finally, create an alert rule to specify the
conditions for triggering the rule and select rule actions that you have configured earlier for
sending the alert message when a rule is triggered.

Create a New Action

Create a new action to define a mode of communication such as Email, PagerDuty or
Post to Slack to be used for sending alert messages. To create an action, go to Rules
> Actions > New Action.
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Activity Rule Manager

0 Actions

Ie
1[I}

€— Create New: Action Provide required details in

the respective sections
to create a new action:
Basic Information
- In the Basic Information
section, provide name and
i i description of the action in
the Action name and
Description fields
respectively.

Action Name

Description

- Select an action from the
Select Action drop-down
and provide the settings for
configuring the messaging
system that FIM will use to
send alerts.

Select Action

Send Email(Your SMTP)

Default Message Settings

You can add default recipients or edit the default message to be sent
Recipients - We support these three
actions: Send Email (Via
Qualys)/Send Email (Your
SMTP),

Post to Slack and Send to
Pager Duty for alerts.

Subject Line

Message

:




a) Select “Send Email (Via Qualys)”/”Send Email (Your SMTP)” to receive email alerts.
Specify the recipients’ email ID who will receive the alerts, subject of the alert

message and the customized alert message. Note that based on the configuration settings
you will see either of the two options.

b) Select “Send to PagerDuty” to send alerts to your PagerDuty account. Provide the
service key that FIM will require to connect to your PagerDuty account. In Default
Message Settings, specify the subject and the customized alert message.

c) Select “Post to Slack” to post alert messages to your Slack account. Provide the
Webhook URI that FIM will use to connect to your slack account to post alert messages.

In Default Message Settings, specify the subject of the alert message and the customized
alert message.

Create a New Alert Rule

You can create a new rule from the following pages:

1) Go to Rules > Rule Manager and click New Rule.
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—

Rules XG0T Rule Manager [JCHGLE]

‘ ‘ = 0 Rules

2) Go to the Dashboard tab and choose a widget that is using a customized query for
fetching the widget data. Then select the Widget menu and choose “Create Rule from
this Widget” to create alert rules based on the customized query that you used for
creating the widget.

Note that a search query is required in the "Query for the data in the widget" field
to create a rule from a widget.

Customize data widget

Widget Type
1K B8 al G
all
Count Table column Pig

Bar Chart: Customizable bar chart allowing to view differences at a glance.

FRIENDLY NAME FOR THIS WIDGET

Events by actions

QUERY FOR THE DATA IN WIDGET:

action:Security
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3) Go to the Events > All Events tab. On the Events List page, enter a search query
in the event search box. Then select “Create Rule from Search Query” from the Actions
menu.

RULES  INCIDENTS  REPDRTS SSETS CONFIGURATION

File Integrity Monitoring » DASHEODARD  EVENTS

Recent Searches >

J | Sawe this Search Query
| Mnage Seved Sesches
300 AM 00 AM 00 AW 1200PM 200 PM GO0 FPM 900 FM 4.5 __
Create fule from Search Query

Provide required details in the
< Create New: Rule respective sections to create a

“ | new rule:

Total Events

10.6K ‘ l

Rule Details

Provide the following information to create the rule - In the Rule Information
section, provide a name and

Rule Information S .
description of the new rule in

e ame the Rule Name and
My rule Description.

Description - In the Rule Query section,
choose Events or Incidents and
specify a query for the
rule. The system uses this
query to search for
events/incidents. Use the Test

Rule Query

Provide & query to match particular source that will trigger the alert QUETy bu.tton to test your

N ’ R query. Click the "Sample
Events v Q Queries" link to select from
predefined

Sample Queries querieS.

Trigger Criteria

- In the Trigger Criteria section,
choose from 3 trigger criteria

Provide the match criteria

S that work in conjunction with
the rule query. The trigger
criteria are: Single Match,

Action Settings Time-Window

S - Count Match and Time-
o Window Scheduled Match. See
- Trigger Criteria.

- In the Action Settings section,
choose the actions that you

- | want the system to perform
when an alert is triggered.
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Trigger Criteria

- Select “Single Match” if you want the system to generate an alert each time the system
detects an event/incident matching your search query.

&— Create New: Rule

Trigger Criteria

Provide the match criteria

Trigger Criteria
Time-Window Count Match
4ime—Windnw Count Match 2
No Of Matching Events In
3 15 Mins
Aggregate Alerts Aggregate Group
Yes Action

/
&— Create New: Rule

Trigger Criteria

Provide the match criteria

':I'r'gge' Criteria

Time-Window Scheduled Match

A% S
Time-Window Schedule Match
- N
Time Window Starts on Start Time
06/03/2019 B 4:56pm
Time Window Ends On End Time
06/03/2019 = 5:56pm
Duration
Repeats
Daily

Summary: Repeats everyday from 04:56 pm te 05:56 pm (1.00 hours)

Aggregate Alerts Aggregate Group

Yes Action
- S
€— Create New: Rule
Repeats
Weekly

On Day Of The Week
S M T w T F s

Summary: Repeats monday from 04:56 pm to 05:56 pm (1.00 hours)
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- Select “Time-Window Count Match”
when you want to generate alerts
based on the number of
events/incidents returned by the
search query in a fixed time interval.

For example, an alert will be sent
when three matching events are
found within 15 minutes window.

- Select “Time-Window Scheduled
Match” when you want to generate
alerts for matching events or
incidents found during a scheduled
time. The rule will be triggered only
when an event/incident matching
your search criteria is found during
the time specified in the schedule.

Choose a date and time range for
creating a schedule and specify how
often you want to run the schedule
for example, daily, weekly and
monthly.

For example, send daily alerts with
all matches in a scheduled window
between 4.56 pm and 5.56 pm.

For the Weekly option, select the days
of the week on which the rule will
run.

For example, send weekly alerts with
all matches generated between 4.56
pm and 5.56 pm every Monday and
Wednesday.



For the Monthly option, specify the day of the month on which the the rule will run. For
example, send monthly alerts on the first day of every month.

& Create New: Rule

Repeats

( Meonthly )

Recurring Day

day of the month

Summary: Repeats every 1st day of the month from 04:56 pm to 05:56 pm (1.00 hours)

Aggregate Alerts Aggregate Group

Yes Action

For “Time-Window Count Match” and “Time-Window Scheduled Match”, you
have the option to aggregate the alerts by aggregate groups such as based on action,
asset host name and so on.

When you choose an aggregate alert option as "Yes" for a rule, FIM combines all the alerts
generated during a schedule under a selected aggregate group and when the schedule ends,
FIM sends a single alert message that contains all the alerts. If you select aggregate alerts
option as “No”, then FIM sends you an alert message for each alert generated between the
start and end of a specified schedule.

Manage Actions

View the newly created actions in the Actions tab with the details such as name of
the action, type of the action, the number of rules for which this action is chosen

are active or inactive and the user who created the rule. You can use the Actions
menu or Quick Actions menu to edit, delete actions and save an existing action along
with its configuration to create a new action with a new name. Use the search bar

to search for actions using the search tokens.

Note that you can delete an action only if it is not associated with any active or
disabled rules.
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Activity Rule Manager Actions

‘ ‘ = 5 Actions
Action : Amol gemail 1 0 Sonali Bhagwat
s
Check slack- Sonali %k slack 0 1 Sonali Bhagwat
Check slack- Sonali
Email Action qemail 1 2 Sonali Bhagwat
Email Action
Test Action qemail Sonali Bhagwat
Test Action Quick Actions ™ 0 0

Testing for Special char Edit qemail 0 1 Sonali Bhagwat
Desc: Testing for Special char

Save As

Delete
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Manage Alert Rules

Rule Manager tab lists all the rules that you have created with rule name, trigger criteria
selected for the rule, alert message aggregating enabled or disabled for the rule, action
chosen for the rule, date and time when the rule is last triggered and state of the rule,
whether the rule is enabled or disabled and created date and time of the rule.

You can use the Actions menu or Quick Actions menu to edit, enable, disable, delete rules
and save an existing rule along with its configuration to create a new rule with a new name.
Use the search bar to search for rules using the search tokens.

Note that Last Triggered value for a rule is shown after the rule is triggered.

File Integrity Menitoring DASHEORRD  EVENTS  AULES

Rule Managar

Single Match = OCumbier_Gener Enabied July 3, 2018 209 PM

thagwat

Rule for Events

Veac - Rkt for Cyert

Single Matoh = Event Action Disabled

19 1133 AM

Rule for Incidnet Single Matoh - Incident Action Jul Erstied iy 3, 2019 11:34 AM
UTC time carrelation Single Match - Incident Action  July 3,2019 Enibied July 3, 2019 1253 FM
UTC time codrelation 1:00 PM Son Wk

Manage Alerts

Activity tab lists all the alerts. Here you will see for each alert, rule name, alert status to
indicate whether sending of the alert is success, error or retrying (if the attempt to send the
alert is not success), aggregate enabled (Yes) or aggregate disabled (No) for the rule, action
chosen for the rule, matches found for the rule and the user who created the rule.

Search for alerts using our search tokens (1), select a period to view the rules triggered during
that time frame (2), click any bar to jump to the alerts triggered in a certain timeframe (3),
use these filters to group the alerts by rule name, action name, email recipients and status

(4).

File Integrity Monitoring DASHBOARD EVENTS RULES INCIDENTS REPORTS  ASSETS  CONFIGURATION
(1] © Last20Days
1 25K (3] | B
Total Activities 0 m ,\
Jn  3dn  Shm  7dm 9hn  Mdm  Mden  154n Pdim 10hm 20dm Zdn 25dm Bdn Tl 3
RULE NAME 1-500f 12495
Testing FIMUF16.. 540K
Testing for spect.  2.69K
q 524 for special chars
9999 uququo Desc: Testing for special char S
Test rule from Da. 854
Rule to test Page 800 Testing for special chars e Ves Testing for Special char Sonall Bhagwat
17 more Yasc: Testing for special chars Adypage
ACTION NAME Testing for special chars e Yes Testing for Special char 1 Sonali Bhagwat
il Notion 542K Dasc: Testing for special chars AT
Sonali Test Action 311K
Testingfor Speci. 2.69K Testing for special chars i Ves Testing for Special char Sonall Bhagwat
With name = AP1 400 Doz Tentivg for peiathurs 4days ago
PagerDuty Test A 400
o Testing for special chars Success Yes Testing for Special char 1 Sonali Bhagwat
Desc: Testing for special chars I
EMAIL RECIPIENTS
e L Testing for special chars T Ves Testing for Special char 1 Sonali Bhagwat
gqualy.. 1 Desc: Testing for special chal
ey Desc: Testing for special chars i
7
Testing for special chars Success Yes Testing for Special char 1 Sonali Bhagwat
hlekurwale@qual 1 o )
Desc: Testing for special chars
test@test com 1 & 4days ago
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Configure Correlation Rules to Auto-Create Incidents

FIM can help you automate the creation of incidents based on certain criteria defined

in a correlation rule. To help you create correlation rules, FIM provides a Correlation

Rule wizard. In the wizard, define a query to specify for which events you want to create
incidents and a schedule to indicate when and how often you want to run the rule to create
incidents for the matching events.

On running a correlation rule, if no events matching the query are found then FIM still
creates an incident to indicate that no events are generated during the specified time
interval. The correlation rule wizard also provides you an option to create alerts for the
incidents that are created for this rule. See "Create an alerting rule for incidents".

You can access the correlation wizard from the following pages:
1) Go to Incidents > Correlation Rules tab.

2) Go to Events > Event Review tab. Enter a search query in the search box and from
the Actions menu select "Create Correlation Rule from Search Query". When you create
a correlation rule from the Event Review page, the search query provided on the page
is copied to the new correlation rule.

3) Go to the Assets tab, select an asset and from the Quick Actions menu select "Create
Correlation Rule" to create a correlation rule for an asset. When you create a correlation
rule for an asset, the agent ID of the asset is copied to the new correlation rule.

Use the operators "and/or" to customize your search query.

Create a Correlation Rule Using Correlation Rule Wizard

&~ Create Correlation Rule Provide the correlation

rule name. Enter a

STEPS /3 _ ) _ search query to find
Correlation Rule Basic Information events that you want

? Basic Information FIM to add in the

Trigger Crit incidents. Optionally, use

the Choose from my

Correlation Rule Name

My Correlation Rule
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Rule Logic

Source

Write new query Choose from my Saved searches

New Query

‘ action:Create and action:Delete

Reviewer quays_sb2

Description

saved searches option
to select a search
query. Enter a
description of the rule
and click Next.



€— Create Correlation Rule Next, select the trigger

criteria for the rule.

STEPS 2/3 Select One Time or

. ) g Recurring to indicate

Trigger Criteria

_ _ how often you want to
gesieinformatien THigar TS run the rule. To run the

rule only once select
One Time as

Trigger Criteria 2
s Recurring

Review Form

Schedule Match Criteria Trigger Type and
Schedule Type ChOOSG a date and a

start and end time.

Bal Choose Recurring to
e schedule the rule to run
daily between a
6:00pm specified time, every
week on the chosen
End Time days between
11:59pm a specified time or

every month on a
chosen day between a
Incidents Creation : Repeats everyday from 6.00 PM to 11.59 PM specjﬁed time peﬁod.

FIM also supports cross
date scheduling.
Correlation can start at
10 pm on day 1

and end at 2 am on day 2 (effective schedule of 4 hours). If the end time is less than or equal
to start time, the end time is considered as the time of next day. There is no end date for the
schedule. User can deactivate or delete a correlation rule to stop creating incidents for the
rule.

‘ Cancel || Previous | Next |

The scheduler runs every 5 minutes to pick up new jobs. Hence, it is recommended that
while creating a schedule, you choose a "Start Time" greater than 10 minutes from the
current time for a job to get picked up. If you choose a Start Time less than 10 minutes, it is
possible that by the time you have created the rule, the scheduler has already picked up the
job. In such a case your job will be picked up in the next scheduled cycle. This means One
Time rule will never run as the time set for running the rule has already passed and if it is a
Recurring rule, it will run at the next schedule.

When the correlation rule is run during the scheduled time, FIM will pick up all the events
that are raised during the scheduled time and that match the search query provided in the
rule. All these events are then added to the newly created incident. The naming convention
used for incidents is correlation rule name followed by incident creation date and time. Note
that you cannot change the Trigger criteria of a correlation rule in the edit mode.
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&— Create Correlation Rule Finally, select an

approval type to indicate

STEPS 3/3 . | ifyou want to automate
Incident Review Form the review process for
Basic Information Provide the following parameters for this incident. the lncldent or manually
Trigger Criteria KT review the incident.
Review Form AUTOMATED
For Automated approval
Dispositian type, select a disposition
S oI category for reporting

and classification,
Change Type choose whether the
incident resulted from a

MANUAL
manual or automated

Approval Status Chal’lge, mal’k the

 PRROVED incident Approved,
Unapproved Change or

Comment Policy Violation and

: provide a comment.

Reviewed

Click Save to create the
® A correlation rule.
| Cancel | ‘ Previous ‘ Save ‘ | Save & Create Alerting Rule

Manage Correlation Rules

The Correlations Rules tab lists all the correlation rules. The page show details such as the
name of the rule, whether the rule is currently active or deactivated, reviewer of the incident.
The page also shows approval status, change type and disposition category values for
approval type selected as Manual for incidents when creating/editing the rule. The Quick
Actions menu on the page provides you options to view, edit, delete, activate/deactivate a
rule and view the incidents of a rule.

Note that activate/deactivate option will be available for correlation rule that
has a recurring schedule.

File Integrity Monitoring v EVENTS  RULES  INCIDENTS REFPORTS  ASSETS  CONFIGURATION
Incidents B Corrolation Rules
Q = 2 8 Rules
[ e . .
My Correlation Rule ACTIVATED quays_sb2 APPROVED MANUAL PATCHING
Cuick Actions
rule1 View ACTIVATED quays_sh? UNAPPROVED AUTOMATED PATCHING
Edit
rule testds ACTIVATED quiys_hs UNAPPROVED MANLIAL PRE_APPROVED_CHANGE_CONTROL
Delote
Create Alert Rule ACTIVATED quays. 3b2
Show Incldants
Dieactivate
Test Rule Weekly 00H: ACTIVATED quays_shZ UNAFPPROVED AUTOMATED PATCHING
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Manage Incidents

All the incidents generated for a correlation rule are listed in the All Incidents
tab with type as "Automated". Note that you cannot delete an incident that is generated
for a correlation rule.

File Integrity Monitoring DASHBOARD  EVENTS RULES  INCIDENTS  REPORTS  ASSETS  CONFIGURATION

Incidents :
a
1 08 Assigned to me Pending

Total Incidents 108 74

SIATUS 1-500f 108

OPEN 74 )
RECPENED 18
CLOSED 16 o
29 minutes age - anacron-20190708-090000 | AUTOMATED | OPEN quays_lh1
2:30:00 PM

APPROVAL STATUS
APPROVED 7
UNAPPROVED 7

2 hours ags rule002-20190708-073000 AUTOMATED  OPEN quays_sh2
1:00:00 P

Create an Alerting Rule for Incidents Generated for a Rule

|
€ Create Correlation Rule While saving a correlation

rule, the Correlation rule

Sl , . . | wizard gives you an option
Basic Information ln(zltljhefn: REVIew Form FO C.reate alerts for the
rovide the following parameters for this incident. IDCIdentS Cl’eatEd for a
Trigger Criteria Approval Type correlation rule.
Review Form AUTOMATED

Disposition

PATCHING

Change Type

MANUAL

Approval Status

APPROVED

Comment
Reviewed
@
| Cancel H Previous H Save |(| Save & Create Alerting Rule |)
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€— Create New: Rule

Rule Details

Provide the following information to create the rule

Rule Information
Rule Name

Correlation rule for delete action events

Description

Rule Query

Provide a query to match particular source that will trigger the alert

Incidents A ( status:0PEN or status:CLOSED ) and

ruleld: "cal1545a- ‘

Sample Queries

Trigger Criteria
Provide the match criteria

Trigger Criteria

Qualys Release Notes

When you choose the option
to create a rule, FIM opens the
Alert Rule wizard to help

you configure the alert rule.
The new alert rule name and
description will be the

same as the correlation rule
name and description from
which the alert rule is
created.

The search query for the alert
rule will default to Incidents
and a query is created

with incident status open or
closed and correlation rule ID.

Note that the option to create
an alerting rule is available
only when you create

a new correlation rule.
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New Validations Added for Creating Directory Rules

Now while creating a new Monitoring Profile Rule, if you select “Directory” rule type and in
the Directory path if you specify only a Windows root directory without any subdirectory (e.g.
only drive names with or without slash (C:, D:, C:\, D:\, %systemroot%, %programfiles%) in
Directory Path then you will be prompted to specify at least one Inclusion filter.

Similarly, if you specify only a Linux root directory without any subdirectory (e.g. /, /root,
/var, /opt, /usr) then at least one Inclusion filter is required.

&— Create New: Monitoring Profile Rule

Rule Details B

Rule Name

Rule 1

Description

Section

Create Section

Monitoring Rule Parameters

Rule Type everity

Directory Severity 3

Directory Path

At least one Inclusion filter required if you specify only a root directory without any subdirectory (e.g.
only drive name with or without slash (C:, C:\, %systemroot%, %programfiles%)).

C:

Depth

None

In Advance Options, now when you apply inclusion and exclusion filter to include/exclude
files or directories, you need to enter a directory path relative to the base directory path
mentioned in the Rule. Ul now shows the base directory path while adding include/exclude
path so that the user will be able to enter further relative path.
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&— Create New: Monitoring Profile Rule

-

Rule Details

Rule Name

Rule 1

Monitoring Rule Parameters

Rule Type Severity

Directory Severity 4

Directory Path

C:\Test

AM’(I&&I'&A'&I&AI'&A'&I'

2N 480 sn i Du oy

Advanced Options =~

Filter: 1 Delete Filter
Type Targeting
Exclude Directories

Provide a comma seperated multiple directory paths below, relative to the base directory
path that you have provided above.
Please enter relative path(s) here:

\New folder - Copy

Exclude Path(s) will be:
C:\Test\New folder - Copy

Verify that the path shown under the exclude/include filters is valid. The screen below shows
an example of an invalid path.

&— Create New: Monitoring Profile Rule

Directory Path

C:

PPN

e Delete Filter
Type Targeting

Verify the path. This path is Exclude Files

invalid. A backward slash is

; * Provide a comma seperated multiple file paths below, relative to the base directory path that
requwed before *txt. you have provided above.

Please enter relative path(s) here

* txt

............... . Exclude Path(s) will be:
Cixt
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Issues Addressed

e We fixed an issue where the include/exclude filters for a rule were not working to give
the desired results. Now this issue is fixed. The user needs to enter a directory path
relative to the base path mentioned in the Rule. Ul now shows the base path while
adding include/exclude path so that user will be able to enter further relative path.

e On the Assets Detalls page, we fixed an issue where the graph legends were
overlapping the graph. Now the legends do not overlay on the graph but are displayed
alongside the graph.

e We fixed an issue where FIM configuration profiles were not loading and Assets were
not visible in the FIM asset tab. Now FIM configuration profiles and Assets in the
Asset tab are visible.

e We fixed an issue where FIM was showing the status “No FIM Profile found” for an
asset with an activated profile assigned to it. Now, FIM shows “Matching FIM profile
found” status for assets with an activated profile.
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