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Monitoring Profile Rule: New Validations for Inclusion/Exclusion
Filters

We have added new rule validations for specifying files/directories to include or exclude from
monitoring under Advanced Options.

Validations for Windows directories
- Multiple full directory paths must be comma separated (e.g. C:\windows\system32\temp\,
D:\windows\temp).

- These special characters [ | {} () * ? ' are allowed in directory paths. ? is a single character
wildcard, and * is a multi-character wildcard.

- These special characters /" < > | are not allowed in directory paths.

- Each Directory path can have maximum 260 characters including [ ] {} () * ? characters,
spaces, and slashes.

Validations for Windows files

- Multiple file paths must be comma separated (e.g. *.doc, sample.txt).

- These special characters [ ] {} () * ? ' are allowed in file names. ? is a single character
wildcard, and * is a multi-character wildcard.

- These special characters /" < > | are not allowed in file names.

- Each file name can have maximum 260 characters including spaces, and slashes.
Validations for Linux directories

- Multiple full directory paths must be comma separated (e.g. /user/tmp/demo, /user/tmp).

- These special characters [ | {} () * ? ' are allowed in directory paths. ? is a single character
wildcard, and *is a multi-character wildcard.

- These special characters \ " < > : | are not allowed in directory paths.

- Each Directory path can have maximum 4096 characters including [ ] {} () * ¢ characters,
spaces, and slashes.

Validations for Linux files

- Multiple file paths must be comma separated. (e.g. *.tmp, sample.tmp).

- These special characters [ | {} () * ? ' are allowed in file names. ? is a single character
wildcard, and * is a multi-character wildcard.

- These special characters \ " < > : | are not allowed in file names.

- Each file name can have maximum 255 characters including dot and extension.

+ Create New: Monitoring Profile Rule 1

Advanced Options

Remove Fllter

include Files

Save Rule
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Create Sections to Group Rules

Now you can group rules in distinct categories using sections in a Windows/Linux profile.
The section is available only in the profile in which it is created. A section once created

cannot be deleted.

To create a new section, create/edit a profile, go to the Rules tab and click New Section.

¢« Create FIM Monitoring Profile

Profile Details

Assign Assets

EditMode ~  1\/ Rules

Rules Actions (0) v New Rule

0 Rules

< Create New: Rule Section

Section Details

Section Name

Category

Description

References

Reference: 1

Reference

Reference Link

Link 1

Another Link

Close

t Add another Reference
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Enter/select section name, description
and category. Specify one or more
references and reference links.

References provide information on
grouping criteria of rules and links
contain URLs to provide additional
information. We are showing this
information on the Event Details page.

Section category contains user-defined
values. You can use the Manage
button to add/ remove section
categories.

Click Save.



¢ Create New: Monitoring Profile Rule

To add a rule to the section,
select the section while

Rule Details

Rule Name

Description

Section

Create Section

creating or editing a rule.

Here you can also use the
Create Section button to
create a new section for the
rule.

Monitoring Rule Parameters

File ,..--‘-“"“""“‘"'rt',rS P R T >

LM . . .
Click ™ icon to expand a section to show or hide the rules added to the section. The rules

that are not part of any section are shown under Open rules.

< Edit FIM Monitoring Profile

Profile Details
Rules

Assign Assets

1 Rule

ECMece FIM Rules

Actions (1) v New Rule New Section

@smron Testing FIMUI-1474
Jan 23,2019 by Sonali Bhagwat ~

rename, delete

Testing FIMUI-1474 m C:\Test [ ]|
1 File: rename, modifyContent, delete, modifyMetadata, create, modifySecuritySettings
Directory: rename, modifyMetadata, delete, modifySecuritySettings, create
Additional filters:Exclude Directory: \Device\HarddiskVolume2\Test\New fo.. 4 more.
¥ (Open Rules
Rule 2 [3) C:\system.txt HEE

2 Rules

< Edit FIM Monitoring Profile

Edit Mode
Profile Details
Rules

Assign Assets

FIM Rules

¥ Section #2
Jan 25, 2019 by Sonali Bhagwat
1 Rule

System 32 dir
i
;

New Section

Quick Actions

Delete

adi
rusoTena
Directory
Additiona
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Delete option deletes the rules
in the section.



We have provided an Actions menu to help you delete multiple selected rules using the
Delete Rule option. You can not delete all the rules in an active profile. At least one rule must
be present in the profile or else an error message is shown if you try to delete the rule.

ECMCCS FIM Rules

Profile Details

Actions (1) v

New Rule New Section

Rules
Delete Rule
Assign Assets
Move to Section

¢ Edit FIM Monitoring Profile .
Move to Section lets you move the rule to

another section.

< Edit FIM Monitoring Profile . . .
Click the section name to view the

EdtMode  FM Rules
Profile Details
New Rule New Section
Rules
Assign Assets e "
% Section #2 R
Jan 25, 2019 by
Section #2
1 Rule
Jan 25, 2019 by Sonali Bhagwat
¢ Reference: T
? FIMUI-1501 o
https://jira.intranet.qualys.com/browse/FIMUI-1501 .
https://jira.intranet.qualys.com/browse/FIMUI-1193
https://qualysguard p01.eng.sjc01.qualys.com 3

references for the section.

Click “more” to view all the exclude or include filters applied on the rule.

<« Edit FIM Monitoring Profile

Edit Mode

FIM Rules
Profile Details

New Rule New Section
Rules

Assign Assets

¥ Section Testing FIMUI-1474
Jan 23, 2019 by Sonali Bhagwat

¥ Open Rules

Rule 2 [ C:\system.txt

rename, delete

Save Next Cancel

1 Rule
Testing FIMUI-1474 i C:\Test [ |
1 File: rename, modifyContent, delete, modifyMetadata, create, modifySecuritySettings
Directory: rename, modifyMetadata, delete, modifySecuritySettings, create ot

Additional filters:Exclude Directory: \Device\HarddiskVolume2\Test\New fo

2 Rules

4 more“ "',
L 4

Exclude Directory

\Device\HarddiskVolume2\Test\New folder - Copy (51)
Exclude Directory

\Device\HarddiskVolume2\Test\New folder - Copy (49)
Exclude Directory

C:\TestingAdditionalFilter

Exclude Directory
\Device\HarddiskVolume2\Test\NewFilter
Exclude File

\Device\HarddiskVolume2\Test\New folder - Copy (48)\* txt
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Configure Rule Name and Other Details while Creating a New
Rule

While creating a new monitoring profile rule, you can now specify rule name, description and
group the rule under a section or create a new section for the rule.

< Create New: Monitoring Profile Rule

s

Rule Details

'ﬁame -'\

Directory Rule

Description

Directory Rule

Section

Directory Rule Section

. Y

Monitoring Rule Parameters

Rule Type Severity

Directory Severity 5

Directory Path

C:\Windows\System32

Depth

All

Monitor the directory structure for: All

Directory Name Changes Changes to Attributes

| Cancel | | Delete
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Enhancements to Events

Actions Menu Moved to Event Details

We have moved the Actions Menu button, which contains Ignore Event option, from the
Event List page to the Event Details page. The Event Details page show Ignore option only for
events that are not added to any incident.

Go to the Event Review tab to ignore multiple events. The Event Review tab shows only
events that are not included in an incident.

< View Details: SRUDB.DAT

Event Alert: File Content

SRUDB.dat
Content On: in 6 hours Feb 04, 2019 11:32:00 PM [ L[ [ []
Category: PCl

File Content

By user: NT AUTHORITYALOCAL SERVICE
File Path: \Device\HarddiskVolume2\Windows\System32\sru\SRUDB.dat
By process: \Device\HarddiskVolume2\Windows\system32\svchost.exe

Enhancements to Event Details

The information on the Event Details page is now more organized and detailed.

The Event details page now has Actions menu to search similar events, ignore an event and
ignore and whitelist an event.

Find Similar Events allows you to search for events that are generated by the same process,
user or for the same filename, file path or rule. Ignore only ignores the selected event.

Ignore and Whitelist ignores the selected event and lets you apply on the triggered rules new
exclude filters for target directories.

< View Details: NEW FOLDER - COPY (3)

______ New Actions
Event Alert: Directory Attribute Change e menu

Pre\‘lious Nex‘t

Find similar events >

— New folder - Copy (3) Process

E Attributes On: a month ago Dec 24, 2018 10:18:32 Al lopoce U (1 ]|
ISEr

Direct Category: FIM windows Ignore and Whitelist

ey By user: DESKTOP-KI3HOS9\Administrator Filename

File Path: \Device\HarddiskVolume2\Test\New folder - Copy (3)
By process: \Device\HarddiskVolume2\WINDOWS\Explorer.EXE

Path

Rule
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Triggers section now shows the section name, if rules are grouped in a section, and rule

names that triggered the event. Click the info button =l to view details of references, if
added for the section.

Asset information on the right side is restructured to show DNS hostname, FQDN, IP address
and other details of the asset. This detail is earlier available when you click on the host
name. This section is renamed to About Asset and shows a View asset details button for
viewing details of the asset.

< View Details: BBI.LOG1

Event Alert: File Attribute Change

Actions Next DESKTOP-KIZHOS9ABas
| Microsaft Windows 10 Pro i
Unknown Manufacturer / Model
B BEILOGY 4
= 4 On: 4 diys 800 Jan 78 2019 11768 AM EEEEE New button for viewing
Foe Mtraute i Identification asset details

NT AUTHORITYASYSTEM

DESKTOP-KI3HOSSABas

LOG1

Info button to view the

Triggers " reference details DRSKTORKIHOSS

ng Profile:  Demo Profile

10.118.75,223

¥
Section 82 System 32 dih-

ko 92910000- 70904 560-b700-0T0ET2991259
0 296296

¥
Section name and rule
triggered for the event

\Administrator

January 7, 2018 1200 am

sl ol AR

Now Permissions, Inheritance, Ownership and Audit details are visible only in the Security
change event and Attribute in the Attribute change event. For the events generated for the
content change, we only display the file name for which content has changed.

< View Details: TEMP FILE.TXT.TXT

ABOUT ASSET View asset details
Event Alert: File Content
Actions v Previous Next 196-179-W10

.. Microsoft Windows 10 Pro 10.0.17134 N/A
[ | Build 17134

TEITIp file.txt.txt Unknown Manufacturer / Model

Content On: 2 days ago Dec 24,2018 10:10:50 AM | || | Bl PCI_System

By user: 196-179-W10\Administrator Identification

File Content

File Path: \Device\HarddiskVolume2\Test\Temp file.txt.txt

By process: \Device\HarddiskVolumeZ\WINDOWS\system32\NOTEPAD.EXE L

FQDN: -

Temp file.txt.txt was Changed NetBlOS Name 196-179-W10

IPv4 Addresses 10.112.196.179
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Ignore Events and Apply Exclusion Filters for the Triggering Rules

You can now ignore an event and at the same time modify the rule or rules that triggered the
event. Identify the event and then drill down the event to go to the Event details page. From
the Actions menu, choose "Ignore and Whitelist". Note that this option is unavailable for
events that were generated from locked monitoring profile and for rules created for rule type
as File.

Event Alert: Directory Create

Actions W Provious Next

Find similer events >

Install
Create On: In 6 hours Jan 23, 2019 10:53:29 PM Igrore LLLLL]
Categary. PO : e
By user. NT AUTHORITY\SYSTEM g
Filee Path.
By process: \Device\t Y
Install was Ceeated
Triggers
Muoniloring Frofile.  REWindows 08

Section and Rules:  Rule-14

ABOUT ASSET

Identification

DINS Hostname WINE-S>34
FanDN =
NelBi0S Name: WINE-95-94
1Ped Addiosses 101159594
IPvE Addresses:
Agent ID Whechd 7e-DL20-40f0-8779-8850600dacsy
Haost ID 299304
Activity

View arserd detaiils

WIN8-95-94
Microsoft Windows 8.1 Pro 6.3.9600 N/A

Bulld 9600
Unknewn Manufacturer / Model

Inclusion / Exclusion Filters

Fifters will impact the monitaring profiles and rules associated with this event. Select the profile/rule
you would like to add filter to:

~ Monitoring Profile name 1
v Rule.name_1
v Rule.name_2

~ Monitoring profile 2
+ Rule.name_1

TYPE: TARGETING:

Exclude File

MATCHING PATTERNS:

path\to\file\filename.ext

Matching these patterns (multiple values separate by commas)
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You'll see a list of profiles/rules
associated with the event and a
new exclude filter for the target
directory or file. Feel free to
make changes to the exclude
filter before saving it.

Once you hit Save, we'll add the
exclude filter to the selected
profile rules. The event will be
moved to the Ignored list and
new events will not be
generated for the excluded
directory/file.



Find Similar Events

You can now search for events that are generated by the same process, user or for the same
filename, file path or rule. Drill Down an event and on the Event details page, click the
Actions menu on the top. Select Find similar events and then choose a filter to view events
that matches the value of the filter for the selected event.

For example, choose the Process filter to view all the events that are generated by the same
process as the current event.

& View Details: SRUDB.DAT

Event Alert: File Content P

Actions v Next f

Find similar events (
D SRUDB.dat =

Content On: in 7 hours Feb 04, 2019 11:32:00 PM Ignore Ueer III‘
Category: PCI
hilEoiiens By user: NT AUTHORITY\LOCAL SERVICE Filename )
File Path: \Device\HarddiskVolume2\Windows\System32\sru\SRUDB.dat Path f
@y process: \Dewce\Harddisk\.’olumeZ\Windows\systemBzmvchost.exe) f
Rule

All Events Event Review Ignored

‘ actor.process:svchost.exe ‘ Last30Days Y| =
n el B
6 Jan 8 Jan 10Jan  12Jan  14Jan  16Jan  18Jan  20Jan  22Jan  24Jan  26Jan  28Jan  30Jan 1Feb 3Feb 5Feb
1-500f 2384
. s N\
in 7 hours El  SRUDB.dat Content svchost.exe WINB-95-94 [ 1 [ [ ] =
11:32:00 PM \Device\HarddiskVolume2\Windows\System32\sru\s NT AUTHOR.| 101159594
in 6 hours El  SRUDB.dat Content svchost.exe WINB-95-94 | [ [ ]
11:30:00 PM \Device\HarddiskVolume2\Windows\System32\sru\S. NT AUTHOR..]| 10.115.95.94
in 6 hours E  SRUDB.dat Content svchost exe WINS-95-94 [ 1 [ [ ]
11:30:00 PM \Device\Harddiskvolume2\Windows\System32\sru\s. NT AUTHOR.| 10.115.95.94
in & hours E  SRUDB.dat Content svchost.exe WINB-95-94 [ 1 [ [ ]
10:32:00 PM \Device\HarddiskVolume2\Windows\System32\sru\s NT AUTHOR.| 10.115.95.94
in 5 hours E  SRUDB.dat Content svchost.exe WINB-95-94 | [ [ []
10:30:00 PM \Device\HarddiskVolume2\Windows\System32\sru\S. \NT AUTHOR,/ 10.115.95.94
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Closed Incidents can now be Reopened

You now have an option to reopen a closed incident to modify the incident’s review
information. When you reopen an incident, all the review information in the incident such as
disposition, change type, approval and other information is set to blank. You can then review
the reopened incident, provide review comments and mark it Closed.

To reopen an incident, click Reopen from the Quick Actions menu.

be
(-]
K

DASHBOARD EVENTS ( INCIDENTS ] ASSETS CONFIGURATION REPORTS

‘ ¢ status:CLOSED

Assigned to me Pending
2 0
1-20of 2
CREATED NAME ASSIGNEE DISPOSITION CHANGE TYPE APPROVAL
Oct 15,2018 process:"Googl " "~ " CLOSED quays_sh2 CHANGE_CONT.. COMPROMISE MNA
19-46:46 AM Quick Actions
Sep 24,2018 actor.process:™ oy Details CLOSED quays_sb2 PATCHING MANUAL APPROVED

10:49:30 AM

Genrate Report

Enter the comments and click Yes.

Reopen Incident

Comment

To review comments|

Are you sure you want to reopen this incident? Yes
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View Reports for Incidents

You can now generate reports for incidents. Downloaded Report has three sections: Report
Settings, Report Statistics and Report Event Details. Report Settings shows incident details.
Report Statistics shows graphical data for counts of changes by action, user, and type and
counts of events by severity levels and assets. Report Event Details shows the list of events in
the incident.

Select an incident and click Generate Report from the Quick Actions menu. Select PDF/HTML
format and click Download on the Download formats screen.

File Integrity Monitoring DASHBOARD  EVENTS  INCIDENTS  ASSETS ONFIGURATION  REPORTS

Incidents

36

Total incidens

Assigned 1o me Pending
36 22

STATUS 1-36 of 36

OPEN 22

REQPENED 13

CLOSED 1 -

3 days ago QCumber-Gene =~ °° REOPENED quays_sb2

QCumber-Gene oy natalls REOPENED quays_sh2

& days ago QCumber-Gene OPEN quays_sh2
SOAE P SNt Roview

Dec 20, 2018 QCumber-Gene OPEN quays_sb2
63603 AM

Dec 19, 2018 REPORTING TE OFEN quays_sh?

Datete

Dec 18, 2018 Create Inc oPEN quays_sb2
53 PM

The report is created for the incident and placed in the Reports tab. Go to the Reports tab and
download the report.

@ Qualys. Express

File Integrity Monitoring DASHBOARD  EVENTS  INCIDENTS  ASSETS  CONFIGURATION

Reports
Q = 29 Reports

1-29of 29
7 days ago Incident_001 html Completed
2:49:29PM
7 days ago QCumber-Generated_Incident_12202018_095517 html Completed
e Quick Actions v
7 days ago REPORTING TESTING pdf Failed
40250 PM
Delete

7 days ago Create Inc pdf Failed
4:03:10PM Run Again
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Here is a sample Incident Report in the HTML format.

Report Settings

Betor process Tiworkerexe’ 667 udpated
OPLH
quays_ak2

fincident Marme.
fStatus
isimmsr
spproval SAate
famenents
fchange Type
hispastian

[Gueries dateTime: [2015-01-22T18.30.00.0002°."2015-02-22T18.29:59.590Z] and actorprovess: TiWorker exe” and sctionAbibutes

Report Statistics

CHANGES BY ACTION EVENTS BY SEVERITY

® 513
4:1

CHANGES BY TYPE EVENTS ON ASSETS

B WINS-55-54 : 138
DESKTOPNH0S3ARas

Report Event Details

TIME EVENT  TARGET ACTOR
7:20:49 PM Tiwaker exe

B g -3 5
Feb 4,2019 NT AUTHORITY\SYSTEM
13542 AM Tiworker sxe

B 3 i e Thcanfigh\COMPONENTS 3
Feb 6, 2019 NT AUTHORITVSYSTEM
I5452PM Tiwarker exe

B \Device MPONENTS 5
Feb 12, 2019 NT AUTHORITY\SYSTEM

CHANGES BY USER

@ NT AUTHORTTYSYSTEM : 139

Enhancements to Assets View

Now you can view the actual status of the installed agent and the monitoring profiles and
their status for each asset. We have added Status and Monitoring Profile columns to show
this information. The Status column shows Enable when agent is active and Disable when

agent is inactive/disabled for the asset.

INCIDENTS ASSETS CONFIGURATION

DASHBOARD

EVENTS

REPORTS

K

O A v 1-60f 6
NAME OPERATING SYSTEN TAGS
Enable A  qualys-virtual-machine Ubuntu Linux 14.04.5 Minimum Baseline for PCIfor . ] linux
5 days ago 10.115.67.108 more... 2more..
Enable A  DESKTOP-KI3HOS9ABas Microsoft Windows 10 Pro Profile baseline2 I Test111290
10.115.75.223 1 more... 1 mare..
Enable 44  WINB8-95-94 Microsoft Windows 8.1 Pro 6.3.9600 6..  Demo Profile I Cloud Agent
6 days ago 10.115.95.94 more... 2 more
Disabled 196-179-W10 Microsoft Windows 10 Pro 10.0.17134 .. FIMUI-1544 testing ] Test111200
10.113.196.179 2 more... 2mare..
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For assets with agent status enabled, the Status column displays an [A]icon when any of the
following events occurred for the asset:

- No FIM monitoring profile is assigned to the asset.

- Agent uninstallation is complete for the asset.

- Manifest generation is in progress for the asset.

- The agent is not found for the asset.

- FIM manifest is decommissioned on the agent.

- Received an agent uninstallation request for the asset.

- FIM manifest is published on the agent.

- Error in generating FIM manifest for the asset.

- Received request for activating/deactivating FIM for the asset.

- Matching FIM profile is found for the asset, and the FIM profile is waiting for manifest
generation.

Move your mouse over the [A] icon to view the status. Monitoring Profile column shows a
“more” link. Click the link to view the names of all the monitoring profiles assigned to the
asset and profiles status as active/inactive.

DASHBOARD EVENTS INCIDENTS ASSETS

CONFIGURATION REPORTS

1-60f 6

Enable J\

Enable /A
6 days ago
Disabled

Disabled

Disabled

Enable A
5daysago

DESKTOP-KI3HOS9ABas
H.223

i qualys-virtual-machine
< 10.115.67.108

WIN8-95-94
10.115.95.94

196-179-W10
10.113.196.179

qa
10.115.75.180

Ubuntu Test1
10.115.71.218, fe80:0:0:0:c95:e5.

Microsoft Windows 10 Pro

Ubuntu Linux 14.04.5

Microsoft Windows 8.1 Pro 6.3.9600 6.

Microsoft Windows 10 Pro 10.0.17134 ..

CentOS Linux 7.5.1804

Ubuntu Linux 16.04.4

Profile baseline2

1 more.

J Test111200

1mare.

Minimum Baseline for PCI for .. I linux

more.

Demo Profile

more.

FIMUI-1544 testing
L~ 2 more..

2mare
Cloud Agent
Zmare

] Test1112%0

2 mare.

Active

Inactive

Inactive

FIMUI-1544 testing

Feb 28, 2019 by Sonali Bhagwat
test 123456

Feb 27,2019 by Sonali Bhagwat
Testing FIMUI-1544 issue

Mar 01, 2019 by Sonali Bhagwat

We have removed the “Group by” menu provided to group the assets by monitoring profile
from the Asset View page. You can see this information on the Profiles List page in the
Configuration tab. The Profiles List page has Assets column that shows the total count of
assets assigned to the monitoring profiles.
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Issues Addressed

e We have updated the "asset.tag" token to "asset.tags".

e We have updated the help syntax on Ul for the asset.tags token to inform that token
accepts asset tag ID instead of the tag name when used for searching an asset.

e We have fixed an issue where clicking on any of the widgets: "Events by Severity",
"Changes by Action" and "Changes by user" on the Incident Summary page were not
navigating the user to the events related to that widget. Now when you click on the
widgets, the application shows events for the filter.

e We have fixed an issue where incorrect notification was shown when importing a pre-
defined profile from Library that has already been imported by the user. Now the user
is notified that profile is already imported.

e We have fixed an issue where a category for a profile could be created with a blank
name. Now category name cannot be blank.

e We have updated the notification shown when you ignore an event from the Event
Review tab to inform that listing the ignored events in Ignored tabs may take some
time.

e We have fixed an issue where on the Event Details page, long path names were not
getting wrapped. Now the path names are shown on multiple lines.

e We have fixed an issue where junk characters were shown in DNS names on the
Event Details Page. Now DNS names do not show junk characters.

e We have improved our notifications to show user-friendly messages for success or
failure of user operations.

e We have fixed the widget layout issue to show the Asset Details page properly in the
Internet Explorer browser.

e We have fixed an issue where the "Set as Default Dashboard" was enabled for the
dashboard that was already marked as the default dashboard. Now, this option is not
available for the default dashboard.

e We have fixed an issue where when assigning and saving "localhost"<i>.localdomain"
asset to a monitoring profile from the Assign Assets page was showing junk
characters in the asset name. This issue is now fixed.

e We have fixed an issue where incidents were created with a blank name. Now, the
incident name cannot be blank.

e We have fixed an issue where dashboards were created with a blank name. Now, the
dashboard name cannot be blank.

e We have updated the description for Install Cloud Agents (using CA) on the Get
Started page.

e We have fixed an issue where pre-defined profiles in Library when opened in the View
mode show incorrect values for Date Created and Last Updated. Now Date Created
and Last Updated show correct values.

e We have fixed an issue where Categories and Status filter settings on the
Configuration > Profiles page were not getting applied when the user returns to this
page from other pages. Now the filters will be reset when the user navigates to
another page.

e We have fixed an issue where during monitoring profile create or edit, assets and tags
were not getting assigned to the locked profiles from the Assign Assets tab on saving.
Now assigned assets and tags are getting saved for locked monitoring profiles.
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e We have fixed an issue where when assigning assets to a Linux profile, the user is
unable to search for Red Hat, Ubuntu, CentOS, Oracle Enterprise Linux, Amazon
Linux, SuSE Linux assets on the Asset selector page. This issue is now fixed.

e During monitoring profile create or update, the profile description now accepts only
2500 characters.

e We have fixed an issue where existing rules for monitoring profiles were not
displayed in the Rules tab. Now the existing rules are shown for profiles.

e During creating or updating a monitoring profile, you can not specify special
characters in the category name when creating a new profile category using the
Manage button shown on the Profile Details page.

e Now you can edit the profile names imported from our library to contain a maximum
of 128 characters.

e The Event Details page now shows "Created on" and "Last Checked-in" under the
Activity section in the ABOUT ASSET pane.

e During creating or updating rule profile, now the attribute: "Monitor the file for" or
"Monitor the directory structure for" in the Monitoring Rule Parameters section: does
not show the file/directory path that you have entered in "File Path".

e We have fixed an issue where the monitoring profile page was showing wrong asset
counts for monitoring profiles. This issue is now fixed.
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