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Release Notes  

Version 2.1 
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Here's what's new in Qualys FIM 2.1! 
 
 
Correlation Rule Wizard Layout Changed to a Single Page 
 
Query Library Support 
 
Group Events by Various Filters to Get Count of Events  
 
Improvements in Inclusion/Exclusion Filters 
 
Search Queries Created in All Events or Events Review tab to Show in both the Tabs 
 
Message Shown for Invalid Search Tokens 
 
Rules tab Renamed to Responses 
 
Activated Monitoring Profile to Contain at least One Rule or Section 
 
Event Details Page to Show Incident Details 
 
Renamed the option to Import Library Profile 
 
Create Alert Rule and Create Correlation Rule Options Available in All Events and Event 
Review tabs 
 
 
 

Qualys FIM 2.1 brings you many more 
Improvements and updates! Learn more 
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Correlation Rule Wizard Layout Changed to a Single Page 

Correlation rule wizard is now simplified to show a single page for creating rules instead of 
tab based multiple pages. This means the user does not have to switch between forms when 
creating or modifying a correlation rule as all the information will be available for view at 
one place. We have also updated few field labels in the form to make them crisper and more 
meaningful. 
 
The process of creating correlation rules is going to be same. You need to provide a rule 
name and description, rule query to specify for which events you want to create incidents, a 
schedule to indicate when and how often you want to run the rule to create incidents for the 
events matching the rule query and choose how you want to review and close the incident. 
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Query Library Support 

We are providing a library of QQL queries under Configuration > Library > Queries, which will 
contain predefined queries for creating complex rules. For each query, we will show you its 
name, description and the last updated date. 
 
Use Quick Actions menu to view what the query does, create alert and correlation rules. To 
create an Alert and Correlation rule, choose a query and from Quick Actions menu, select 
"Create Alert Rule" or "Create Correlation rule". You will be navigated to the appropriate rule 
wizard. 
 

 
 
You can also access Query library when you create a new correlation rule. 
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Group Events by Various Filters to Get Count of Events 

You can now view the total number of events created by Assets, Operating System, 
Monitoring Profile, Severity and Platform in the All Events tab. To view the count of FIM 
events by any of the filters, go to Events > All Events tab, select a date range  and select a 
filter from Group By drop-down. 
 

 
 
The screen shows total event count by assets. 
 

 

Improvements in Inclusion/Exclusion Filters  

In the Monitoring Profile Rule wizard, we will now show you the base directory path when 
you add a relative path to include or exclude a file or directory. You will see the base 
directory path before the path text box. When you save the rule, the base path is appended to 
the relative path.  
 
We have made another improvement. Earlier,  when specifying file/directory paths for 
inclusion/exclusion filters for both Linux and Windows, the path after comma is treated as 
new file/directory filter. This is an issue if the file/directory name has comma in it. We now 
support file and directory names with comma by not creating a new filter if a comma is 
found in a file/directory path.  
 
If you want to specify more than one file or directory, then add a new path or create a new 
filter and add path for each new file/directory filter.  
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Search Queries Created in All Events or Events Review tab to Show in 
both the Tabs 

Queries saved in the All Events tab and Events Review tab will appear in both the tabs as 
Saved Searches. 
 

 
 
When you save a search query in the “All Events” tab, the same query will be available in the 
“Event Review” tab when you go to the Manage Save Searches > Save Searches screen. 
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The query “action:Delete” that is created in the “All Events” tab is listed in the “Saved 
Searches” screen in the “Event Review” tab.  
 

 
 

Message Shown for Invalid Search Tokens 

We now validate QQL tokens when you manually type the search tokens in the search box in 
all the tabs except Responses tab. FIM shows an Invalid Token message if the token is not 
valid. Note that values are not validated. This message is shown also if values are not 
provided for tokens that required input values.  
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Rules tab Renamed to Responses 

We renamed Rules tab to Responses. The tab will provide the same functionality that is to 
create and manage alert rules. 
 

 

Activated Monitoring Profile to Contain at least One Rule or Section  

We have made it mandatory for activated profiles to have at least one Rule or a Section with 
a rule in it. We show an error message if you try to 1) activate a profile that has no rule or 
section with a rule in it, 2) delete the only rule in the profile, and 3) remove the only section 
with rule. 
 
The error message is shown when the user tries to delete the only section with a rule in it. 
 

 
 
The error message is shown when the user tries to delete the only rule in the monitoring 
profile. 
 

 



 
 

Qualys Release Notes          8 

Event Details Page to Show Incident Details 

You can now see the incident details of an event that is associated with an Incident. Incident 
details are shown for the event on the Event Details page. 
 

 
 

Renamed the Option to Import Library Profile 

We have renamed the option to import library profile from “Import and Use as Active Profile” 
to “Import to Profile”. Earlier name was suggesting that the imported profile will be active. 
But the profile needs to be activated after it is imported. 
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Create Alert Rule and Create Correlation Rule Options Available in All 
Events and Event Review tabs 

You can now create both alert rule and correlation rule from the “All Events” and “Events 
Review tab”. Go to Events > All Event tab or Events > Event Review tab. Enter a search query 
in the search box and press Enter. Click  menu button next to search box and select "Create 
Rule from Search Query". When you create an alert rule, the search query provided on the 
page is copied to the new rule. 
 
 

 
 
 

  
 

Issues Addressed 

• Now incidents will get created for an autocorrelation rule when an event is created 
that matches the incident criteria specified in the rule. 

• We have fixed an issue where it was not possible to download the Events list.  

• UI is improved in terms of look and feel. 

• In Approval Status field for Autocorrelation Rules, NA option is removed as it was 
ambiguous. 

• By default, Events are displayed in descending order of Event time. 

• All types of FIM supported Linux agents were not available in the list in Profile > 
Assign Asset tab. Now it is possible to add assets of all supported Linux versions from 
Profile > Assign Asset page. 

• Through autocorrelation rules, incidents will get created when there is an Event 
created that matches the Incident criteria. 

• We fixed the issue with 'Ignore All Matching Events' option. 

• Ignore/ Ignore and Whitelist option is made available on the Event Details page. 
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