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Here's what's new in Qualys FIM 2.1!

Correlation Rule Wizard Layout Changed to a Single Page

Query Library Support

Group Events by Various Filters to Get Count of Events

Improvements in Inclusion/Exclusion Filters

Search Queries Created in All Events or Events Review tab to Show in both the Tabs
Message Shown for Invalid Search Tokens

Rules tab Renamed to Responses

Activated Monitoring Profile to Contain at least One Rule or Section

Event Details Page to Show Incident Details

Renamed the option to Import Library Profile

Create Alert Rule and Create Correlation Rule Options Available in All Events and Event
Review tabs

Qualys FIM 2.1 brings you many more
Improvements and updates! Learn more
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Correlation Rule Wizard Layout Changed to a Single Page

Correlation rule wizard is now simplified to show a single page for creating rules instead of
tab based multiple pages. This means the user does not have to switch between forms when
creating or modifying a correlation rule as all the information will be available for view at
one place. We have also updated few field labels in the form to make them crisper and more
meaningful.

The process of creating correlation rules is going to be same. You need to provide a rule
name and description, rule query to specify for which events you want to create incidents, a
schedule to indicate when and how often you want to run the rule to create incidents for the
events matching the rule query and choose how you want to review and close the incident.

&— Create Correlation Rule

Correlation Rule Details

Rule Name

Incidents for create events

Reviewer : quays_sb1

Description

Rule Query

action:Create

Saved Searches | Queries

Schedule Management Recurring Job
Fix Date

02/06/2020 =
Start Time End Time

11:00am 11:59pm

Schedule : February 6th 2020 from 11.00 AM to 11.59 PM

Approval Type
MANUAL

| Cancel | ‘ Save ‘ ‘ Save & Create Alerting Rule
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Query Library Support

We are providing a library of QQL queries under Configuration > Library > Queries, which will
contain predefined queries for creating complex rules. For each query, we will show you its
name, description and the last updated date.

Use Quick Actions menu to view what the query does, create alert and correlation rules. To
create an Alert and Correlation rule, choose a query and from Quick Actions menu, select
"Create Alert Rule" or "Create Correlation rule". You will be navigated to the appropriate rule
wizard.

File Integrity Monitoring DASHBOARD ~ RESPONSES  EVENTS  INCIDENTS  REPORTS  ASSETS  CONFIGURATION N1

Configuration Profiles [T

1 1 Queries

Queries 1-110f 11

Unauthorized Medification of Critical Co Configuration files contain information required to control the operation of a progra.. 2 days ago
Quick Actions he Created: Feb 26, 2020

Linux Patching Activity View Details Linux patches and hotfixes are released pericdically to address bugs and vulnerabil... 2 days ago
Created: Feb 26, 2020

Create Alert Rule
Deletion of Log File(s) Monitoring critical log files for any unauthorized modifications is a mandate forco.. 2 days ago
Create Correlation Rule .
Created: Feb 26, 2020

You can also access Query library when you create a new correlation rule.

& Create Correlation Rule

Correlation Rule Details

Rule Name

Reviewer quays_hs

Description

Rule Query

Q, Search...

Saved Searches

Schedule Management Recurring Job
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Group Events by Various Filters to Get Count of Events

You can now view the total number of events created by Assets, Operating System,
Monitoring Profile, Severity and Platform in the All Events tab. To view the count of FIM
events by any of the filters, go to Events > All Events tab, select a date range and select a
filter from Group By drop-down.

INCIDENTS REPORTS ASSETS CONFIGURATION

[T
@
1

File Integrity Monitoring DASHEOARD  RESPONSES

Events Event Review  Ignored

Q, search for events... Last30Days v =

186

Total Events
ZJan  4Jan BJan  BJem  10Jan  12Jan  14Jam  16Jan  18Jan  20Jan  22Jan  24Jen  Z6Jem 28Jem  30Jan  1Feb
EVENT ACTION Group By : .. ¥ 1-50of 186
Sacurity 74
Assets
Create 62
Delete a1 Operting SY=tem 2| fim-audisp-plugin.conf Delete rm Sonali Linux Agent NI -
Renzame g Monitoring Profile /etc/audisp/plugins.d/fim-audisp-plugin.conf root
PROCESS Sewerity El| report-main.css Delete sfip-server Sonali Linux Agent I
/etc/Sonali_Test/QCumGenincidentNavigate-2001202 root
sfip-server 92 Flatform
chmed ES) I E) main.css Delete sftp-server Sonali Linux Agent NI
rpm 27 TOZATPM . Jetc/Sonali Test/QCumGenincidentNavigate-2001202.. roct
chown 16
- 12 8 days ago B gqx-fontcss Delete sfip-server Sonali Linux Agent NN
1:02:45 PM /etc/Sonali Test/QCum GenincidentNavigate-2001202... roat
2 more
B days ago El  report-font-face.css Delete sftp-server Sonali Linux Agent NI
1:02:45 PM /etc/Sanali_Test/QCumGenincidentNavigate-2001202.. roat
The screen shows total event count by assets.
File Integrity Monitoring DASHBOARD RESPONSES EVENTS  INCIDENTS  REPORTS  ASSETS  CONFIGURATION a 0=
Evenis AllEvents [T o
Q) Search for events.. Last30Days v =
Group By : Assets @ ¥ 1-Tof 1
Sonali Linux Agent Cent0S Linux 7.5.1804 186
©cc501fd2-cd79-4454-96be-32afe 1130223

Improvements in Inclusion/Exclusion Filters

In the Monitoring Profile Rule wizard, we will now show you the base directory path when
you add a relative path to include or exclude a file or directory. You will see the base
directory path before the path text box. When you save the rule, the base path is appended to
the relative path.

We have made another improvement. Earlier, when specifying file/directory paths for
inclusion/exclusion filters for both Linux and Windows, the path after comma is treated as
new file/directory filter. This is an issue if the file/directory name has comma in it. We now
support file and directory names with comma by not creating a new filter if a comma is
found in a file/directory path.

If you want to specify more than one file or directory, then add a new path or create a new
filter and add path for each new file/directory filter.
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<— Create New: Monitoring Profile Rule

Monitoring Rule Parameters
Rule Type Severity

Directory Severity 3

Directory Path

C:\Windows

Depth

None

Monitor the directory structure for:

All
Directory Name Changes Changes to Attributes
Directory Removal Changes to Security Settings
Directory Creation
Monitor files within the directory structure for: All
MName Changes File Content Changes
File Remaval Changes to Attributes
File Creation Changes to Security Settings
Advanced Options A
Base directory path
Filter: 1 Delete Filter
Type Targeting
Include Files

*, Please enter relative path(s) here:

¥
C:\Windows\

system32\* ot et : ‘ Delete

C:\Windows\

Syslsmﬁ?\boot]jg)ootztxl ‘°" ‘ Delete

Add another path Relative path with‘comrr‘la in file name is
considered as a single filter

Search Queries Created in All Events or Events Review tab to Show in
both the Tabs

Queries saved in the All Events tab and Events Review tab will appear in both the tabs as
Saved Searches.

File |n‘tegrity Moni‘toring DASHBOARD RESPONSES EVENTS INCIDENTS REPORTS ASSETS CONFIGURATION

[ 1]
[
K

Events All Events

Event Review Ignored

action:Delete ‘ Last 30 Days v

iy

Recent Searches >
Total Events

(sEve this Search Query j
-

6Jan 8Jan  10Jan  12Jan  14Jan  16Jan  1BJan  20Jan  22Jan  24Jan  26Jan  28J;  Manage Saved Searches

' Create Alert Rule from Search Query
PROCESS Group By M

Create Correlation Rule from Search Query
sftp-server 40
m 1
10 days ago E  fim-audisp-plugin.conf Delete m sonali Linux Agent NN 2
3:18:00 PM Jetc/audisp/plugins. d/fim-audisp-plugin.conf root

When you save a search query in the “All Events” tab, the same query will be available in the
“Event Review” tab when you go to the Manage Save Searches > Save Searches screen.
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Save Search Query

Title

‘ action:Delete

Cancel m

The query “action:Delete” that is created in the “All Events” tab is listed in the “Saved
Searches” screen in the “Event Review” tab.

Saved Searches

Please click to pick a saved search.

(acﬂon:Delete )

action:"Attributes" and profile.name:"Windows Profile - PCI patch” and profile.name:"Windows...

Message Shown for Invalid Search Tokens

We now validate QQL tokens when you manually type the search tokens in the search box in
all the tabs except Responses tab. FIM shows an Invalid Token message if the token is not
valid. Note that values are not validated. This message is shown also if values are not
provided for tokens that required input values.

Invalid Tokens
Please enter valid tokens

CONFIGURATION

[ 1]
[
K

File Integrity Monitoring ~

Events All Events Event Review Ignored

[X actonl
0

Total Events

Last 30 Days v) =

Group By v 0-00f 0

NO REMAINING FILTERS

TIME TARGET ACTION ACTOR HOST SEVERITY
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Rules tab Renamed to Responses

We renamed Rules tab to Responses. The tab will provide the same functionality thatis to
create and manage alert rules.

Flle lntegnty Moni‘toring DASHBOARD EVENTS INCIDENTS REPORTS ASSETS CONFIGURATION

be
(-]
<]

Responses Activity GIERVELET L St (]

Q Search for alerts... Last30Days v =

300 B

Total Activities | l [
o | | | ¢
6Jan  BJan  10Jan  12Jan  14Jan  16Jan  18Jan  20Jan  22Jan  24Jan  Z6Jan  2BJan  30Jan 1Feb  3Fed  SFeb  TFeb
POD12: Email Rule 212
With Slack Action 74
Email test on FIM... 13 POD12: Email Rule ey Yes SMTP action 1 Sonali Bhagwat =
Wilh Peges Actory 1 POD12: Email Rule 15 g

Activated Monitoring Profile to Contain at least One Rule or Section

We have made it mandatory for activated profiles to have at least one Rule or a Section with
a rule in it. We show an error message if you try to 1) activate a profile that has no rule or
section with a rule in it, 2) delete the only rule in the profile, and 3) remove the only section
with rule.

The error message is shown when the user tries to delete the only section with a rule in it.

Profile Rules

You can not delete all the section or rule from the active profile. At least one rule or one
rule with section must be present in the profile.

&— Edit FIM Monitoring Profile

Edit Mode
Rules

Profile Details

Rules

Assign Assets

¥ Sec2
Feb 03, 2020 by Sonali Bhagwat ~
1 Rule

Rule2 C:\windows HEE

~
rename

The error message is shown when the user tries to delete the only rule in the monitoring
profile.

Profile Rules

You can not delete all the rules from the active profile. At least one rule must be
present in the profile.

& Edit FIM Monitoring Profile

Edit Mode
Rules

Profile Details

Rules

Assign Assets

% Open Rules

Rule2 C:\windows HEE

rename

Cance! “ m
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Event Details Page to Show Incident Details

You can now see the incident details of an event that is associated with an Incident. Incident
details are shown for the event on the Event Details page.

€<— View Details: FIM-AUDISP-PLUGIN.CONF

Event Alert: File Delete

fim-audisp-plugin.conf

Category: 2-0-2 testing
By user: root

By process: fusr/bin/rm

Deleted On: 11 days ago Jan 24, 2020 at 3:18:00 PM

File Path: /etc/audisp/plugins.d/fim-audisp-plugin.conf

fim-audisp-plugin.conf was Deleted

Triggers

Monitoring Profile

Section and Rules:

2.0.2 Testing
2.0.2 testing: 1

Associated Incident

Created On

Incident Name:

Type AUTOMATED
Incident Status OPEN
Assignee: quays_sb1
Disposition Categery: Not Available
Change Type Not Available

vapmval Status Not Available

November 10th, 2019 05:39 pm

Manual review incident-20191110-120900

)

View asset details

Sonali Linux Agent

ABOUT ASSET

L CentOS Linux 7.5.1804
w
l Unknown Manufacturer / Model

Identification
DNS Hostna.. : Sonali Linux Agent

NetBIOS Name: —

IPv4 Address... :

IPv6 Address... :

AgentID: cc501fd2-cd79-4454-96be-32afe11302

23
Host ID
Activity
Last User Login root
Last System Boot January 1, 2020 12:00 am
Created On December 20,2019 11:59 am

Last Checked-In December 20,2019 11:59 am

ABOUT THE FILE
File Name:: fim-audisp-plugin.conf
Path fetc/audisp/plugins.d/fim-audisp-plugi
n.conf

Renamed the Option to Import Library Profile

We have renamed the option to import library profile from “Import and Use as Active Profile”
to “Import to Profile”. Earlier name was suggesting that the imported profile will be active.
But the profile needs to be activated after it is imported.

File Integrity Monitoring

Configuration

Profiles Library

DASHBOARD

EVENTS

INCIDENTS

REPORTS

ASSETS

[ 1]
[}
K

CONFIGURATION

S [t ) R e )

Lightweight Monitoring Profile for Windows
Version 2.0

Monitoring Profile for Linux
Version 2.0

Lightweight Monitoring Profile for Linux
Version 2.0

Monitoring Profile for lIS
Version 2.0

Quick Actions v

View Details

Import to Profiles

4 days ago
Created: Sep 30,2019

4 days ago
Created: Sep 30, 2019

4 days ago
Created: Sep 30,2019

4 days ago
Created: Sep 30, 2019

PCI

FCI

9 Profiles

1-90f 9

WINDOWS
LINUX
LINUX

WINDOWS
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Create Alert Rule and Create Correlation Rule Options Available in All
Events and Event Review tabs

You can now create both alert rule and correlation rule from the “All Events” and “Events
Review tab”. Go to Events > All Event tab or Events > Event Review tab. Enter a search query
in the search box and press Enter. Click = menu button next to search box and select "Create
Rule from Search Query". When you create an alert rule, the search query provided on the
page is copied to the new rule.

be
@
K

File |megnty Mannoring DASHBOARD RESPONSES EVENTS INCIDENTS REPORTS ASSETS CONFIGURATION

Ignored

Last30 Days ¥

Recent Searches >
Save this Search Query
1 Manage Saved Searches
14 Jan 16 Jan 18 Jan 20 Jan 22 Jan 24 Jan 26 Jan 28 Jan 30 Jan 1Feb 3Feb SFeb 7Feb oFeb 11 Feb 13 Feb
Create Alert Rule from Search Query
S st ! 1oeerss
Sonall FIM3208_.. 497
2,02 Testing 56
e E adayago Bl ACPowerDownload Delete swchostexe  Sonali Windows A.. I =
L 1 1:13:52PM \Devicalt Wind 2\Tasks... NT AUTHOR
File Integrity Monitoring DASHBOARD ~ RESPONSES EVENTS  INCIDENTS ~ REPORTS  ASSETS  CONFIGURATION L O

Ignored

All Events

‘ action: Create Last 30 Days v

Recent Searches >
Save this Search Query

Manage Saved Searches

14 Jan 16 Jan 18 Jan 20 Jan 22 Jan 24 Jan 26 Jan 28 Jan 30 Jan 1Feb ZFeb 5Feb 7 Feb 9Feb 11Feb 13Feb
Create Alert Rule from Search Query
PROFILE 1-50of 1626 Create Correlation Rule from Search Query

Sonali FIM-3208_..  1.59K

2.0.2 Testing 15
profile2 12 - =
Profile 2.1 10 aday ago B New folder - Copy (8) Create ExplorerEXE  Sonali Windows A... I

3:13:59PM \Device\HarddiskVolume2\auto_2\New folder- Copy (. DESKTOP-KI

Issues Addressed

e Now incidents will get created for an autocorrelation rule when an event is created
that matches the incident criteria specified in the rule.

e We have fixed an issue where it was not possible to download the Events list.
e Ulisimproved in terms of look and feel.

e In Approval Status field for Autocorrelation Rules, NA option is removed as it was
ambiguous.

e By default, Events are displayed in descending order of Event time.

o All types of FIM supported Linux agents were not available in the list in Profile >
Assign Asset tab. Now it is possible to add assets of all supported Linux versions from
Profile > Assign Asset page.

e Through autocorrelation rules, incidents will get created when there is an Event
created that matches the Incident criteria.

e We fixed the issue with 'Ignore All Matching Events' option.

e Ignore/ Ignore and Whitelist option is made available on the Event Details page.
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