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Qualys VMDR TruRisk: Comprehensive Risk-Based Vulnerability Management
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Qualys VMDR TruRisk, FixIT, and ProtectIT Playbook

As cybercriminals become more innovative, the attack surface is expanding. Due to their increased
vulnerability to ransomware, denial-of-service attacks (DoS), distributed denial-of-service attacks
(DDoS), and man-in-the-middle attacks, small and midsize businesses are prime targets.

Qualys VMDR TruRisk can help small and midsized companies mitigate cyber risks without draining their
budgets or diverting their human resources. VMDR TruRisk enables organizations to scale small security
teams to implement enterprise-grade VM programs, including patch management and endpoint

detection and response.

What is Qualys offering?

Qualys VMDR TruRisk is available in three packages, allowing organizations to optionally add
remediation (Patch Management) capabilities with VMDR TruRisk FixIT and endpoint detection and
response (Multi-Vector EDR) capabilities with VMDR TruRisk ProtectIT.
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Capabilities

o Simplified product packaging

e Low Total Cost of Ownership (TCO): Gain orchestrated prediction, prevention, detection, and
response with a single app, one cloud-based console, and one-click deployment.

e Easy to Use: No hardware to buy or manage. Easy to deploy. Software auto updates. Setting up
takes less than 10 minutes.

o Efficient: Quantifying cyber risk allows organizations to measure it accurately, take steps to
reduce exposure, track trends over time, and measure the effectiveness of their cyber security
program.

e Automated Vulnerability Assessment and Remediation: Compared with other solutions, the
Qualys bundle package automatically detects vulnerabilities and extends remediation
configuration changes up to 40% faster.

e Compliance and Enforcement: Achieve Compliance and stay compliant. For nearly all
compliance and regulatory directives, including PCI, HIPAA, CIS, and more, VMDR TruRisk offers
templated reports and compliance controls.

The Qualys VMDR TruRisk Playbook guides you through managing, remediating, and protecting your
small and midsize business's environment against vulnerabilities.
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The Qualys blog is a great place to learn more about Vulnerability Management, and the Qualys
documentation can help you set up and configure Qualys apps as required.


https://blog.qualys.com/
https://www.qualys.com/documentation/
https://www.qualys.com/documentation/

Let's Get Started

The solution helps security and IT teams increase efficiency and save time by providing shared context
and the ability to create drag-and-drop workflows to automate time-consuming vulnerability
management operational processes, including vulnerability assessment of ephemeral cloud assets.

Qualys VMDR TruRisk: Comprehensive Risk-Based Vulnerability

Management

VMDR automatically detects, prioritizes, and provides threat intelligence based on 25+ threat feeds and
enables you to assess the risk that high-profile exploited vulnerabilities pose to your assets. Qualys
upgraded VMDR TruRisk approach allows businesses to prioritize vulnerabilities, assets, and groups of
assets based on their actual risk.

Benefits:

e Instantly assess and prioritize threats based on relevant context.

e 5x faster threat detection leveraging risk-based prioritization.

e Enterprise can focus on 40% fewer critical vulnerabilities for priority remediation.

e Threat-based prioritization based on continuously updated real-time threat indicators.

e Real-time alerting by email of critical vulnerabilities.

e Initiate deployment of missing patches from the prioritization report directly.

e Complete asset visibility and classification for on-prem or cloud assets.

e Continuous security hygiene for all workstations, servers, databases, and other technologies
based on CIS benchmarks.

e  SSL certificates for expiry monitoring.

e PCl assessment with approved ASV scan.

Here are the high-level steps you can take to get started with VMDR. Refer to the following
documentation for detailed steps and explanations.

VMDR Onboarding Videos | VMDR Getting Started Guide | VMDR Online Help
Identify Assets Discover Vulnerabilities & Prioritize Threats with Integrate with ITSM to
@ Misconfigurations @ TruRisk™ @ Deploy Missing Patches

Step 1 - Identify Assets

1. The first step is to install or upgrade the existing cloud agents for VMDR to identify assets. Tags
are then assigned to your assets to better organize them.

2. Now you can start building your inventory by installing cloud agents.
e |[nstall new agents
e Upgrade existing agents

To learn more, download the Cloud Agent Getting Started Guide.



https://www.qualys.com/training/library/vmdr-onboarding/
https://www.qualys.com/docs/qualys-vmdr-getting-started-guide.pdf
https://qualysguard.qg2.apps.qualys.com/portal-help/en/vm/get_started/get_started.htm
https://www.qualys.com/docs/qualys-vmdr-getting-started-guide.pdf#page=8&zoom=100,76,90
https://www.qualys.com/docs/qualys-vmdr-getting-started-guide.pdf#page=9&zoom=100,76,90
https://www.qualys.com/docs/qualys-cloud-agent-getting-started-guide.pdf

Step 2 - Discover Vulnerabilities

With your inventory built, you can now search for vulnerabilities by vulnerability and asset. The
Vulnerabilities tab provides a comprehensive view of vulnerability posture by continuously identifying
misconfigurations.

With the Patch Management add-on, you can patch Qualys patchable vulnerabilities with a single click.
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Step 3 - Prioritize Vulnerabilities with TruRisk
You can prioritize your most critical threats based on real-time threat indicators and identify what needs
to be remedied first.

Based on the following two options, you can prioritize the remediation of vulnerabilities:

e Age, RTIl, and Attack Surface
e Qualys TruRisk™ Mode

You can use TruRisk to assess your assets' risk scores and prevent attacks. Asset risks can be quantified
using the Qualys Detection Score and TruRisk Score.

e TruRisk Score is intelligence-driven vulnerability severity scoring.

e Qualys Detection Scores identify the location of assets' vulnerabilities, their business and
operational criticality, associations with business-critical applications, and context about an asset's
exposure to attack.


https://qualysguard.qg2.apps.qualys.com/portal-help/en/vm/threat/age_rti_and_attack_surface.htm
https://qualysguard.qg2.apps.qualys.com/portal-help/en/vm/threat/qualys_trurisk.htm
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In the Prioritization tab, click Reports > Click Start Prioritizing > Select at least one Asset tag to display
the prioritized list of vulnerabilities associated with the assets.
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Related Topics
Reading the VMDR Prioritization Report | Export The Dashboard | Save and Download VMDR Reports |
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Step 4 - Deploy Missing Patches

A Zero-Touch Patch Job automates proactively patching current and future vulnerabilities based on the
criteria selected during the Prioritization report generation. With a recurring schedule, you can update
Zero-Touch patches without worrying about future vulnerabilities for real-time threats.

Note: The Patch Management add-on is required to deploy patches.

Prioritized Assets Prioritized Vulnerabilities Available Patches

100% @ Instances 15.06% @ Unique

ofd of 41



https://qualysguard.qg2.apps.qualys.com/portal-help/en/vm/threat/read_prioritization_report.htm
https://qualysguard.qg2.apps.qualys.com/portal-help/en/vm/threat/export_to_dashboard.htm
https://qualysguard.qg2.apps.qualys.com/portal-help/en/vm/threat/save_download_reports.htm
https://qualysguard.qg2.apps.qualys.com/portal-help/en/vm/threat/risk_score_widget.htm

To learn more, see VMDR Getting Started Guide.

Reference How-to Videos:
How to create an activation key for Cloud Agent deployment

Create a Configuration Profile to define performance, blackout windows, and assign assets

Obtain files and commands necessary to deploy Cloud Agents via command line or third-party tools

Install agents and verify the success of the installation

How to launch a scan and view the results

Create TruRisk dashboard and add Risk Score widget to it

Know more about the TruRisk score components



https://www.qualys.com/docs/qualys-vmdr-getting-started-guide.pdf
https://ior.ad/8Wyj
https://ior.ad/8Wyh
https://ior.ad/8Wye
https://ior.ad/8Wyd
https://ior.ad/8WDF
https://ior.ad/8WxQ
https://ior.ad/8WxN

Qualys VMDR TruRisk FixIT- Automated Remediation

Qualys VMDR TruRisk FixIT package includes Qualys Patch Management and VMDR capabilities.

The Qualys VMDR module enables you to discover, assess, prioritize, and identify patches for critical
vulnerabilities. With Patch Management, you can automate patch management on Windows and Linux
assets. You can make informed decisions with rapid visibility into your asset's updates. Patches can be
deployed instantly as they become available.

Benefits:
All the benefits of VMDR TruRisk
+

e 40% faster remediation than other solutions.

e Consolidate IT and Security Tools for vulnerability assessment and remediation.

e Automated patching for cloud and on-prem assets (operating systems & 100+ 3rd party
applications)

e "Set it and forget it" patch rules for automatic ransomware and malware remediation.

e Discovery and remediation of CISA-known.

Here are the high-level steps you can take to get started with Patch Management. Refer to the following
documentation for detailed steps and explanations.

Deploying Patch Jobs on Assets | Patch Management Getting Started Guide

Step 1 - Deploy Patches

1. (Optional) Start by creating custom assessment profiles to add Windows assets with specific
tags. Set the interval you want the cloud agent to collect patch information.
Go to Configuration > Create Profile.

2. Next, review the patches that are missing and already installed on the Patches and Assets tab.

3. Install missing patches on assets by creating a deployment job through the Jobs tab, Assets tab,
or Patches tab. For detailed steps, refer to Deploying Patch Jobs on Assets.

4. Review the missing and installed Windows patches is the last step here. The Patches tab shows
by default the patches that are missing on your hosts that were detected by the Patch
Management scan. For more information, refer to Reviewing Missing and Installed Windows
Patches.


https://qualysguard.qg2.apps.qualys.com/pm/help/index.htm#t%3Dpatches%2Fdeploy_patches_on_assets.htm
https://www.qualys.com/docs/qualys-patch-management-getting-started-guide.pdf
https://docs.qualys.com/en/pm/latest/#t=patches%2Fdeploy_patches_on_assets.htm
https://docs.qualys.com/en/pm/latest/#t=patches%2Freview_missing_and_installed_patches.htm
https://docs.qualys.com/en/pm/latest/#t=patches%2Freview_missing_and_installed_patches.htm
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Step 2 - Roll Back Windows Patches

1. The first step is like the steps mentioned in the Deploy Patches section. You create custom
assessment profiles and review the missing and installed Windows patches.

2. Next, create a patch rollback job if you want to roll back patches from Windows assets. Rolling
back patches should be done with precision.
Go to Jobs > Windows > Create Job, and click Rollback Job.
For detailed instructions, refer to Rolling Back Patches from Windows Assets.

3. Inthe final step, review the job results to determine whether all patches were successfully
installed or rolled back.
Go to Jobs > from the Quick Actions menu of a job > click View Progress.
For detailed instructions, refer to Reviewing Job Results.

You can also use the zero-touch patching capability to identify and deploy proper patches for
remediating vulnerabilities intelligently. Refer to Zero-Touch Patch Job.

Reference How-to Videos:
Set up a patch job from the Qualys TruRisk Dashboard

Use Zero-Touch Prioritized Products to create a hands-off job to patch endpoint systems

Patch Management Videos



https://docs.qualys.com/en/pm/latest/#t=patches%2Funinstall_patches_from_assets.htm&rhtocid=_6_5
https://docs.qualys.com/en/pm/latest/#t=patches%2Freview_job_results.htm
https://qualysguard.qg2.apps.qualys.com/portal-help/en/vm/threat/zero_touch_patching.htm
https://ior.ad/8XCI
https://ior.ad/8WxP
https://www.qualys.com/training/library/patch-management/
https://www.qualys.com/training/library/patch-management/

Qualys VMDR TruRisk ProtectIT: Anti-Virus & Anti-malware Protection

Qualys VMDR TruRisk ProtectlIT package includes Qualys Endpoint Protection with Patch Management
and VMDR capabilities. Qualys Endpoint protection consists of Machine Learning (ML) and Behavior-
based Anti-virus and Qualys Endpoint Detection and Response (EDR). By combining signatures, machine
learning models, and behavior technologies, Anti-Virus blocks zero-day attacks, ransomware, and
phishing. Endpoints are continuously monitored and remedied for suspicious activity by EDR. EDR
captures system activity to identify malware indicators of compromise and threats from threat actors. A
single agent handles real-time incident responses and remediation. You can detect, prevent, and
respond to attacks throughout their entire lifecycle with Qualys Endpoint Protection.

Refer to the following documentation for detailed steps and explanations.

EDR Onboarding Videos | EDR Getting Started Guide | EDR Online Help

Step 1- Enable EDR and Malware Protection in Configuration Profile

1. Make sure your cloud agents are configured for EDR and malware protection.
Go to the Cloud Agent > Agents tab and identify the agent that has EDR enabled.

2. EDR data collection requires this:
a. Turn on the EDR module for the profile.

b. Turn on the Enable Malware Protection for the profile to activate anti-malware.
For detailed steps and explanations, refer to Enable EDR module | Enable Malware Protection

To activate your already deployed agents for EDR, refer to Cloud Agent application video.

Step 2 - Configure Rule-Based Alerts for Events

1. Configure EDR to monitor events for conditions specified in a rule and send alerts if events
matching the condition are detected.

2. Configure a rule action for EDR to send alerts when events matching a condition occur. Alerts
will be sent to you based on the rule action settings.

3. Specify the conditions for triggering the rule and select rule actions to send the alert when the
rule is triggered.

For detailed steps and explanations, refer to Configure rule-based alerts for events.



https://www.qualys.com/training/library/edr-onboarding/
https://www.qualys.com/docs/qualys-edr-getting-started-guide.pdf
https://qualysguard.qg2.apps.qualys.com/ioc/help/edr/get_started/get_started.htm
https://qualysguard.qg2.apps.qualys.com/ioc/help/edr/configuration/ca_config_profile.htm
https://qualysguard.qg2.apps.qualys.com/ioc/help/edr/malware_protection/enabling_malware_protection.htm
https://ior.ad/8XEy
https://qualysguard.qg2.apps.qualys.com/ioc/help/edr/configuration/configure_rules.htm
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Step 3 - View Events and Detection
You can find all detections and events under the Hunting tab. The following remediation actions are
available for File, Mutex, Network, and Process events: Quarantine File | Delete File | Kill Process

For detailed steps and explanations, refer to View Event Details.

Reference How-to Videos:
Activate deployed agents for EDR

Investigating incidents with Qualys EDR

Enabling Malware Protection with Qualys



https://qualysguard.qg2.apps.qualys.com/ioc/help/edr/configuration/event_details_page.htm
https://ior.ad/8XEy
https://ior.ad/8XS7
https://ior.ad/8Y5G

Which VMDR TruRisk package is best for you?

There are probably a lot of questions on your mind. We recommend the following packages based on

our research and experience.
You can choose VMDR TruRisk when:

VMDR TruRisk (Vulnerability Management for a Small to Mid-Sized Business)

CAPABILITY DESCRIPTION
Vulnerability Assessment

Reporting

API Support

Asset Inventory

Asset Classification

Threat Intelligence

TruRisk Prioritization

Scan External Assets i

PCIASV Assessment
Configuration Assessment
(CIS)/System Hardening

SSL Certificate
Management

Patch Detection and
CVE Correlation

Unified Dashboard

You can choose VMDR TruRisk FixIT when:

VMDR TruRisk FixIT (add Patch Automation)

CAPABILITY SCRIPTION
Patch Operating Systems Patch Wir Linux and Mac
Automated Remediation

Custom Remediation Defined pr t-deployment scripts bef

Patch Third-Party
Applications

Cloud Based Patching | patchir
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You can choose VMDR TruRisk ProtectIT when:

VMDR TruRisk Protect IT (add Endpoint Protection) |

CAPABILITY DESCRIPTION

Anti-Virus & Ransomware Block zero-days, ransomware ript-based, and phishing attacks using

Protection multi-layered behavior and ML-based malwar

Incident Response
Native VMDR Integration

Threat Hunting




