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Preface

Welcome to Qualys Cloud Platform! In this guide, we’ll show you how to install and use the
Jenkins Plugin for Qualys VM to see your Qualys VM scan data in Jenkins.

About Qualys

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of cloud-based security and
compliance solutions. The Qualys Cloud Platform and its integrated apps help businesses
simplify security operations and lower the cost of compliance by delivering critical security
intelligence on demand and automating the full spectrum of auditing, compliance and
protection for IT systems and web applications.

Founded in 1999, Qualys has established strategic partnerships with leading managed service
providers and consulting organizations including Accenture, BT, Cognizant Technology
Solutions, Deutsche Telekom, Fujitsu, HCL, HP Enterprise, IBM, Infosys, NTT, Optiv,
SecureWorks, Tata Communications, Verizon and Wipro. The company is also a founding
member of the Cloud Security Alliance (CSA). For more information, please visit
www.qualys.com

Qualys Support

Qualys is committed to providing you with the most thorough support. Through online
documentation, telephone help, and direct email support, Qualys ensures that your questions
will be answered in the fastest time possible. We support you 7 days a week, 24 hours a day.
Access support information at www.qualys.com/support/
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Introduction to Qualys VM Plugin for Jenkins

The Qualys VM Jenkins plugin empowers to automate the VM scanning of host and cloud
instance from Jenkins. By integrating scans in this manner, Host or cloud instance security
testing is accomplished to discover and eliminate security flaws.

We'll help you: Install the Plugin | Configure the Plugin

Install the Plugin

You can install the VM plugin from Jenkins. To install the VM plugin, log into your instance of
Jenkins and click Manage Jenkins.

Jenkins

= New ltem

& People

= Build History

., Project Relationship
&= | Check File Fingerprint

& My views

A. Credentials

E New View

Next, click Manage Plugins.

Jenkins

. A
& reosic Manage Jenkins R
5 Global Tool Configuration {
& Configure tools, their locations and automatic installers.
# 3 Reload Configuration from Disk ';
%/ Discard all the loaded data in memory and reload everything from file system. Useful wig?

1

Manage Plugins '
Add. remove, disable or enable plugins that can extend the functionality of Jenkins F ]

A There are updates available t

SRl
=9 g

System Information
Displays various environmental information to assist trouble-shooting.

L

If you are installing VM plugin for the first time, click the “Available” tab and search for Qualys
VM using the Filter bar. Select the plugin and click either Install without restart or Download
now and Install after restart. After the VM plugin is installed, it will be listed in the Installed tab.
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Gilter:| L Qualys VI )
Updates (Available) Installed Advanced
Install | Name Version

Qualys WM 01
Ld :
Provides a post-deploy step to run a vulnerability scan using the Qualys Vulnerability Management (VM) service.

Install without restart Download now and install after restart Update information obtained: 23 min ago

If the plugin is already installed in Jenkins and you want to update the VM plugin, go to the
Updates tab, search for the VM plugin and click “Download now and Install after restart”.

Note that the plugin is also listed in the plugin store at https://plugins.jenkins.io/.

That's it! The installation is now complete. Read on to learn about configuring the plugin.

Configure the Plugin for Pipeline projects

Open your application’s pipeline project and click "Pipeline Syntax" to enter the Snippet
Generator.

Jenkins Demo4

4 Back to Dashboard
L, Status

> Changes

() Build Now
 Delete Pipeline
4{* Configure

(), Full Stage View
~> Rename

© Pipeline Syntax

Select "qualysVulnerabilityAnalyzer" from the drop-down menu.

Overview

This Snippet Generator will help you leam the Pipeline Script code which can be used to define various steps. Pick a step you are interested in from the list, configure it, click Generate Pipeline Script, and you will see a Pipeline Script
statement that would call the step with that configuration. You may copy and paste the whole statement into your script, or pick up just the options you care about. (Most parameters are optional and can be omitted in your script, leaving them at

default values.)

Steps

éample Step i zer: Evaluate with WL IManagement ')

Now you are ready to configure the plugin. The first step is to confirm that Jenkins can
communicate to the Qualys Cloud Platform via the Qualys VM API. You'll need valid account
credentials for an active Qualys VM subscription. The account must have API access enabled as
well as a role assigned with all necessary permissions. Qualys recommends using a service
account restricted to API access only (no Ul access) and having the least privileges possible.

Enter the Qualys API server URL where your Qualys account resides and your account
credentials for authenticating to the VM API server. Use the Add button to add account
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credentials in the Jenkins store for the new user. Once added, the credential is listed in the
“Credentials” drop-down.

If your Jenkins instance does not have direct Internet access and a proxy is required, click the
"Use Proxy Settings" checkbox and enter the required information.

API Login

Provide details for accessing the Qualys WVid APL

AP Server URL: https://qualysapi.qualys.com ®

Credentials quckh ak/~*=* (AK PODS$) ¥ = = Add~ ®

L Use Proxy Settings

Test Connection

Click the "Test Connection" button. Assuming you have entered the correct API server URL for
your subscription and the credentials are valid, you will see the message "Connection test
successful!”.

Next, either enter the host IP in your Qualys VM account or AWS EC2 Cloud Instance
information that you wish to scan. Note that we currently support scanning only single IP or EC2
instance.

Scan Options

Provide information required to launch the scan

Name [job_name]_jenkins_build_[build_number] (7]

Target

® HostIP
IP: 10.10.10.1 ®

© Cloud Instance (AWS EC2)

By default, the VM scan name will be:
[Job_name] jenkins build [build number] + timestamp

You can edit the scan name, but a timestamp will automatically be appended regardless.

To scan your assets residing on an EC2 cloud instance: 1) provide the EC2 instance ID that you
want to scan, 2) select the connector name for the instance.

Target
') HostIP

'® Cloud Instance (AWS EC2)

* EC2 Instance Id: @
* ECZ Connector Name: Magrawal_test (Account 1d: | State:FINISHED_SUCCESS) v @
[ Run selected EC2 connector (2]
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When you select the “Run selected EC2 connector” check box, we run the connector to get the
updated information about the instance and then launch the scan if the instance status is not
known. If we have the instance status information , we do not run the connector and directly

launch the scan. By default, this check box is selected.

We call the “hostasset” API with the “Id” and “accountld” of the ec2 instance to get the
region/endpoint details.

Next, configure scan parameters.

* Option Profile: Light Inventory Scan v.1 v ©

* Scanner Name: AWS-GovCloud-us-gov-west-1 (Account Id: §78431319730 | Status: Onling) v ©

Option Profile — The option profile contains the various scan settings such as the vulnerability
types that should be tested (detection scope), scan intensity, error thresholds, etc. This is the
recommended setting; however, you can also select the Other option and choose a specific
option profile ID if desired. Default value is Initial Options.

Scanner Name - Select the scanner appliance name from the drop-down that VM will use to
scan your host assets on your network or on an EC2 instance for vulnerabilities. Default value is
External scanner. Selecting the Host IP option will show you all the scanners including the
scanners configured for scanning EC2 instances.

When you select Cloud Instance (AWS EC2) option, we will show you only those scanners that
are configured to scan EC2 instances. Select the appropriate scanner that is configured to scan
your ec2 instance.

Note that option profiles and scanners may take a bit longer to populate after connection to the
API server is successful.

Next, configure the pass/fail criteria for a build, scan status polling frequency and timeout
duration for the scan.
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Configure Scan Pass/Fail Criteria

Set the conditions to fail the build job. The build will fail when ANY of conditions are met.

Failure Conditions
By Vulnerability Severity (2]
¥/ Fail with Severity|5 ¥ | or above.
By QID ®

¢/ Fail with any of these QIDs: | 150001,150124,150179-150181

By CVE (2]

#| Fail with any of these CVEs. CVE-2010-0422

By CWSS score @

¥ Fail with: |CVSSv2 v |BASE score | 2.0 or above.

By PCIVulnerability Detections (2]

#| Fail if any PCI Vulnerabilities are identified

Apply above fail conditions to potential vulnerabilities as well @

¥ Exclude Conditions @

CWVEs v | CVE-2010-0414

Failure Conditions

You can set conditions to fail a build by vulnerability severity, Qualys Vulnerability Identifiers
(QIDs), CVE IDs, CVSSv2 or V3 with a specific base score and PCI vulnerability detections. A build
will fail if the scan results contain vulnerabilities that match any of the specified failure
conditions.

The failure condition by a vulnerability severity fails a build if a vulnerability with a specified or
higher severity is found. For example, if you set vulnerability severity to 2 then a build will fail if
a vulnerability found in scan has severity equal to or greater than 2, thatis 2,3,4 and 5.

Note that a Qualys severity “5” rating is the most dangerous vulnerability while severity “1” is the
least.

You also have the option to fail the build if the scan contains potential vulnerabilities. By
default, failure conditions configured will be applicable only to “Confirmed” vulnerabilities. If
you want to apply the conditions to Potential vulnerabilities as well, enable this option. A build
will fail if the scan results contain potential vulnerabilities that match the conditions specified in
the failure conditions. When you select this option, at least one failure conditions must be set.

Exclude Conditions
You can use the Exclude Conditions option to ignore specified CVE IDs or QIDs while evaluating
the vulnerabilities for failure conditions. For example, we will not fail a build if an excluded QID

is detected for a vulnerability in the scan even if that vulnerability meets the failure condition
such as vulnerability severity. We evaluate the Exclude conditions first and remove the
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vulnerabilities that matches the exclude conditions before starting to evaluate the Failure
Conditions.

Timeout Settings

Timeout Settings
Qualys VI Scan results will be collected per these settings. For each enter a value in minutes or an expression like 2*60 for 2 hours,
Frequency
How often to check for data 2 minutes. @
Timeout
How long to wait for scan resufts go. minutes. @

In the Timeout settings, specify the polling frequency in minutes for collecting the VM scan
status data and the timeout duration for a running Jenkins build. The default value for polling
frequency is 2 minutes and 120 minutes is the default timeout duration.

Next, click "Generate Pipeline Script". This is your pipeline snippet for launching a VM scan.

Generate Pipeline Script

qualysVulnerabilityAnalyzer apiServer: 'https://qualysapi.qualys.com’, byCvss: 'cvss_base’, bySev: 5, credsld: ", cveList: 'CVE-2010-0422', cvssBase:
'2.0', doExclude: true, excludeBy: 'cve_id', excludeList: 'C\VE-2010-0414', failByCves: true, failByCvss: true, failByPci: true, failByQids: true, hostlp:
'0.0.0.0', isSev: true, optionProfile: 'Initial Options', pollinginterval: '2', gidList: '150001,150124,150179-150181", scanName:
Tliob_name]_jenkins_build_[build_number]', scannerName: 'External’, useHost: true, vulnsTimeout: '60*2'

The pipeline snippet is now ready to be plugged into your pipeline script.
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Configure the Plugin for Freestyle Projects

As the configuration settings are same as Pipeline Project, see “Configure the Plugin Pipeline
Project” for detailed configuration.

To create a Freestyle Project, click the Post-build Actions tab and Go to the Post-build Actions
section. Select the "qualysVulnerabilityAnalyzer" option from the “Add post -build action” drop-
down menu and then provide the following configuration details:

1) Provide your login account credentials to access the Qualys VM API server on the Qualys cloud
platform. Select Use Proxy Settings to provide proxy information if your Jenkins server is behind
a firewall. 2) Click Test Connection to verify that the plugin can connect to the Qualys VM API
server. 3) Provide parameters: scan name, target host IPs or AWS EC2 information required to
call the launch scan API. 4) Optional parameters that you can pass to launch scan API. 5) Build
fail conditions by vulnerabilities detected for severity types and by QIDs CVE IDs, CVSSv2 or V3
with a specific base score and PCI and potential vulnerability detections. Provide data collection
frequency and timeout duration for the running scan. Finally, click Save.

API Login

Provide details for accessing the Qualys VM AP

AP| Server URL hitps iqualysapi qualys.com 2]
Credentials - nane - v e Ade L2

© API Credentials cannol be empty.
Use Proy Selings

Test Connection
Scan Options
Prowide information required to launch the scan
Narme [ob_name]_jenkins,_build_[ouid_number] L
Target
* HostiP
[ 0000 L
Cloud Instance (AWS EC2)
Opion Profile L]
Scanner Name: L
Configure Scan Pass/Fail Criteria
Set he condtions o o the Bulk b, The buld will al when ANY of consitions are met
Failure Conditions
By inerabity Severity 2]
Failwitn Severty 5+ or above
&y QD P
Fail with any of these QICs:
By CVE P
Fail with any of these CVES
By V&S score P
Fallwitn: CVSSW2 v | BASE score 00 or above
By PCI Vulnerabiity Detections -
Fail f any PCI Vulneradiities are identfied
Apply abave fail condiions to potential vulnerabiities as. well (2]
Exclude Conditions 2]

Timeout Settings
Qualys VM Sean results wil be collected per these seftings. For each enter a valus in minutes or an expression (ke 2'60 for 2 hours.

Frequeney

How often to check for data 2 minutes 2]

How long b wait f s 8072 L2
—
= -
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Qualys VM Scan Status

After the scan completes, go to Qualys VM Scan Results. Click the Summary tab. Report has a
header and four sections: Results Summary, Confirmed Vulnerabilities, Potential Vulnerabilities
and Pass/Fail Criteria Results Summary.

The Header shows along with other information build pass/fail status based on the scan results
and scan completion status. Results Summary shows the scan launch date, duration and other
details. Confirmed and Potential Vulnerabilities show graphical break up of confirmed and
potential vulnerabilities by vulnerability severity type. Move your mouse over the graphical chart
to view the number of vulnerabilities for each category of severity.

The Pass/Fall Criteria Results Summary section shows the pass/fail criteria and whether they are
violated or satisfied. When the criteria are violated, the ¥ icon is shown while for satisfied
criteria, the ¥ icon is shown.

Jenkins test_pipeline #4 Qualys Report for 10.113.197.71 ENABLE AUTO REFRESH
@ e QUALYS VULNERABILITY ANALYZER RESULTS
A Scan Build Status: FAILED Scan Name: test_pipeline_jenkins_build_4_2019-05-21-10-18-26

Summary Scan Status: Finished Scan Reference: scan/1558433919.96883

Vulnerabilities
Results Summary Confirmed Vulnerabilities (4) Potential Vulnerabilities (9)
Type:
Launch Date: 0 W Sevs (D) Wsevs(2)
Network: © H Sev 4 (D) W Sevd(2)
Total Duration: ( Sev 3 (0) Sev 3 (4)
Scan Target: 101 Sev 2 (4) Sev2 (1)

Sev 1 (0) Sev 1(0)

Pass/Fail Criteria Results Summary
QiDs CVEs CVss PCl Severity 5 Severity 4 Severity 3 Severity 2 Severity 1

Criteria Evaluation > v x > > x > - -
X \Violstes criteria . Satishies criteria = Not Configured

*Excluded QIDs: 11
*Considered potential vulnerabilities.
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Move the mouse over the ¥ and ¥ icons to view the value that you have configured for the
criteria, and the actual value obtained after the scan.

Jenkins test_pipeline #4 Qualys Report for 10.113.197.71 ENABLE
@ SaElE QUALYS VULNERABILITY ANALYZER RESULTS
A Scan Build Status: FAILED Scan Name: test_pipeline_jenkins_build_4_2019-05-21-10-18-28
Summary Scan Status: Finished Scan Reference: scan/1558433919 96883

Vulnerabilities

Results Summary Confirmed Vulnerabilities (4) Potential Vulnerabilities (9)

Type

Launch I.Date: W Sev5(0) WSevs(2)

Network: M Sev4(0) W Sevd4(2)

Total Duration: Sev3 (0) Sev3(4)

Scan Target: 7 Sev2(4) Sev2(1)
Sev1(0) Sev1(0)

Pass/Fail Criteria Results Summary

QiDs CVEs CVsS PCI Severity 5 Severity 4 Severity 3 Severity 2 Severity 1
Criteria Evaluation x x x x - -

XViolates criteris - Satisfies eriteria  ~ Mot Configured

*Excluded QIDs: 11
“Considered potential vulnerabilities

The Vulnerabilities tab is available to provide you the details of vulnerabilities, such as QIDs,
vulnerability titles, CVE ID, vulnerability severity, CVSS V2 and/or V3 scores, vulnerability type.

# Jenkins 1 T > o | log out
QUALYS VULNERABILITY ANALYZER RESULTS
Qualys. .
ShowOnly:  Severty (ANY) PCIVuin[AI ] VulnType Al
aip Title CVEDD Severity CVSSv2 Base Score CVSSva Base Score Category v:f:’ Type B“"I;‘”“
1 i RP 5 (AVNAC UAUNIC PN RPC i
n s .
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Frequently Asked Questions (FAQ)

What are the possible causes of scan not getting launched resulting in build failure?

Cause Build Status

We will not launch the scan and abort the
build with appropriate error message.
VM plugin will try to launch the scan, but
No host Alive the build will fail as no alive hosts are
found.
We will not launch the scan and abort the
build with appropriate error message. We
Disabled Connector recommend that you check the connector
state and the scanner appliance status
while configuring them.

EC2 instance not found

What happens if the "Run selected EC2 connector” check box is selected?

We will run the connector if the EC2 instance state 1s unknown and then launch the scan. Note
that VM plugin won't be able to run the connector if the connector 1s disabled.

What happens if the "Run selected EC2 connector” check box is not selected?
We directly run the scan if we have the instance information.

URL to the Qualys API Server

The Qualys API URL you should use for API requests depends on the Qualys platform where your
account is located.

Click here to identify your Qualys platform and get the API URL.
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